


FOREWORD

Manifestation Safety for the Futurecame from the idea and the need to see security
problems as a whole, and yet separately, through a prism of scientists and experts to bring
science, company practice and economy togethiis year, for the fourth time, we are
implementing this event, Wwihew elements of research of security phenomena in the field of
management, engineering and ecology.

Crisis management has become a daily necessity, necessary for the survival of an
individual, company or society as a whole. The risk of event manifestatiith negative

effects cannot be assessed at the outset, but the confrontation with negative consequences is
due to their manifestation. Scientific research into security phenomena has become a priority
for the sustainable development of society.

Scienlffic findings do not always come to those who perform security tasks, such as physical
or legal persons. Therefore, there is a need for scientists and experts to meet and exchange
ideas, opinions and knowledge. Materialization of knowledge is carried ailyt ith the

process of modern business. Exposed to the impacts of a turbulent environment, and focused
on sustainability, modern business requires permanent monitoring of changes and
adaptation to these changes.

Knowledge of the environment in which thedarn society is located, is possible if it
possesses the necessary knowledge of the phenomena that characterize it. Only knowledge
provides an opportunity, preventive action through an efficient risk assessment system.
Knowledge, formed as a symbiosissofence and profession, has only quality and strength,
which guarantees the possibility of preventive action and an optimal level of readiness to
react to negative events. The resistance of contemporary society to negative events depends
on the degree offlowledge development.

Proceedings from therd International Conference Security and Crisis Management

Theory and Practice, presents a new value in the observation of a portfolio of security
phenomena at the strategic, company, and individual leved. pldpers published in the
proceedings are new findings and views of the author. A wide range of issues, confirms the
assumption of the necessity of such a conference. The papers presented at the last two
conferences have unambiguously demonstrated the foeedgional cooperation and the
harmonization of joint capacities.

The exhibition part of the event and practical demonstration exercises aim to ensure that
consumers of implemented safety show new achievements and opportunities in solving
various security problems. The intention of the organizer is, by carefully sgle¢bg theme

for demonstration exercises, to trace the way of applying the principles of practicality and
the obviousness in the process of training and training the person to respond in different
situations.

The Proceedings presents a source of new knagk assistance in solving security
probl ems, itds a support for people who prac:
initiative to advance existing knowledge in the field of security and crisis management. By

this way, we invite all stakeholdern® improve the quality of futureeditions with their

pappers.
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IV INTERNATIONAL SCIENTIFIC CONFERENCE
SAFETY AND CRISIS MANAGEMENT 1T THEORY AND PRACTISE
SAFETY FOR THE FUTURE i BekMen 2018.

CORRUPTION IN EMERGENCY SITUATIONS -
UNAVOIDABLE PHENOMENON OF MODERN TIME

Sinisa S. Domazet
YUniverzitet Edukons, Fakultet za studije bezbedn®stjvode Putnika 87, Sremska
Kamenica, Srbijasdomazetns@mail.com

Abstract: Corruption in the modern world has become a global problem.Despite the huge
costs and damage to the economies of all countries, particularly its negative effects come
to the fore in times of natural disaster or conflict. Misuse of funds for mitigation of
emergencies have been reported in many countries. Methods of abuse are many: illegal
disbursement to officials, "rigging" of the tender to privileged companies to eliminate
consequences of disaster, misuse of funds intended for the elimination of consegfienc
natural disasters, deliberate reduction of public expenditure for the maintenance of
existing infrastructure in good condition. The paper deals with corruption cases after
emergencies in the European Union, in the United States of America and Japas.
found that the effective implementation of existing legislation in the fight against
corruption in emergency situationsand stricter punishment.The research used normative
method and legal and logical methods of induction and deduction.This pajher jmrt
of research project no. 47009 (European integrations and seci@homic changes of the
economy of Serbia on the road towards the EU), financed by the Ministry of Education,
Science and Technology of the Republic of Serbia.

Key words:law, securiy, emergency, corruption, Serbia
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MODELS OF CRISIS

Samed Karovic', Miroslav Bjegovic?, Goran Radovanovi¢
! Univerzitet EDUCONS, Fakultet za studije bezbedndsfivode Putnika 87, Sremska
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®Ministarstvo odbrane Republike Srbije, Srbija, goran.radovanovic@vs.rs

Abstract: Work is outlining the models of crisis behaviours which are focusing on crisis
evoked by nature technologies and different social networks. It primarily signifies the
resolution phases of those crisis and on the role of the subjects and effects of crisis
situations. Emphasize is on the essence of
activities throughout the crisis process elements evoked by different causes

Keywords:crisis, crisis management, models of crisis, crisis resolving.
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OF LOSS OF WORK OF PROFESSIONAL, SCIENTIFIC
AND TECHNICAL ACTIVITIES IN THE REPUBLIC OF
CROATIA (20152017)

Jovan Vucinic', Nenad Mustapi¢, Marijan Brozovic?
1.23y/eleucili® u Karloveu, J.J.Strossmayera 9, Karlovac, Hrvatska,
jovan.vucinic@vuka.hr

Abstract: The paper deals with injuries at work in the field of professional, scientific and
technical activities for the period 20%2017. Over 60,000 employees are employed in these
activities. Due to the nature of work and field work, it is to be assumed that by analyzing
the available data, there will be useful information for undertakingagemeasures and
activities to reduce the number of injuries at work.

Key words occupational safety, injuries, professional, scientific and technical
activities

1. INTRODUCTION
Since the beginning of 2013, a new Work Injury Form containing work injury data
complies with the European Workplace Injury Statistics Methodology (ESAW
methodology) is in force since the Republic of Croatia has been obliged to submit data on
injuries at work of the European Union since the beginning of full EU membership to the
statstical office in a form conforming to the ESAW methodology.
Pursuant to the above, the Croatian Institute for Health and Safety at Work analyzes data on
workplace injuries occurring at the workplace according to parameters complying with the
European Stadtics Workplace Injury Methodology.
This paper analyzes work injury for the period 2@0D37 in the field of professional,
scientific, scientific and technical activities, which includes the following activities:

- Legal and Accounting,

- Control,

- Architecturd, engineering, technical testing,

- Scientific research and development,

- Advertising,

- Veterinary

- Other
The purpose of the research is to find out the possibilities to improve the conditions and
processes of occupational safety, raise the awareness ame: afltsafety at work in the
mentioned activities.

2. METHODOLOGY OF RESEARCH

2.1. Problem
The paper raises the question whether, in these areas, the nature of injuries can also be
reduced.

2.2. Goal
Based on the analysis of the collected data, identifyptissibilities of reducing injuries at
the workplace.
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2.3. Hypothesis
Injuries at work by taking certain measures and activities can be reduced.

2.4. Tasks

- Determine the number of injuries at the workplace by age,

- Analyze them by age, gender, days of the weeklification and use of personal
protection equipment (PPE) ,

- Make certain conclusions based on the analysis.

2.5. Methods
They will use methods of Documentation Analysis and Forms and Records for the observed
period, and the Statistical Method.

3. RESEARCH RESULTS

This research will analyze the data obtained from the Croatian Institute for Health and
Safety at Work and the Croatian Institute for Health Insurance in the observed time by
certain elements.

Table 1: Number of injuries at the workplace per dathefweek

Days 2013. 2014. 2015. 2016. 2017. Total
Monday 26 28 39 50 52 195
Tuesday |23 25 42 44 53 187
Wednesday| 19 21 47 36 44 167
Thursday | 24 26 36 46 51 183
Friday 25 25 29 45 48 172
Saturday |9 10 16 18 26 76
Sunday 3 4 5 7 9 28
Total 129 139 214 246 280 1008

—2014.

2015

e {1 ] .

Numberofinjuries by

Graph 1: Number of injuries at the workplace by days of the week



From the data it is apparent that most injuries occurred on Monday, which is to be expected

with regard to other activities and works on weekends. Most gets tiesd|ting in

increased risk of injury. The frequency of injuries in the rest of the week is roughly even,
except Saturday and Sunday, where fewer employees work in these activities.
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Graph 2. Workplace injuries at workplace by age of worker
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Table 2: Workplace I njuries by workerds
Workers age (years) 2013. | 2014. 2015. [ 2016. |2017. | Total
18-30 27 30 45 52 72 226
31-40 30 32 49 62 73 246
41-50 31 33 51 60 62 237
51-60 35 37 59 61 65 257
61 and more 6 7 10 10 13 46
Total 129 139 214 245 285

age

The most injured in the observed period are workers aged between 50 and 60. The reasons

for these injuries are probably in part in the fact of too muchcselfidence with regard to

long-standing work experience and work by prescribed rules

Table 3.Number of injuries reported at workplace by sex

Injured 2013. 2014. 2015. 2016. 2017. | Total
M 52 80 141 175 190 638

F 77 55 73 71 95 371
Total 129 135 214 246 285 1009
Total per year 11.252 11.444 | 13.161 13.281 14.431 | 63.569
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Graph 3: Number ahjuries reported at workplace by sex

These gender differences derive from the fact of the nature of performing work tasks and
the number of employees employed by gender. So far, there are more employees in these
activities, men.

Table 4: Worker's abilityo work safely

Qualificatio | 2013. 2014. 2015. 2016. 2017. Total
n

Yes 114 119 190 228 257 1393
No 8 11 13 10 7 66

ANSWeErs

Number of
Belrs

2013, 2014, 2015, 2016, 2017,

Graph 4: Workers' ability to work safely

By analyzing the data for the observed period, it is noted that it has been traopentate

in a safe manner from those injured by 908 workers, or 89.6%. They are either incompetent
or have no indicators. Obviously a significant number of injuries are then caused by a
human factor.

Table 5: Usage of Personal Protective Equipment (OSBedime of injury

Used OSS| 2013. 2014. 2015. 2016. 2017. Total
Yes 83 94 144 179 191 691
No 32 27 57 59 62 237
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Graph 5: Usage of Personal Protective Equipment (OSS) at the time of injury

4. CONCLUSION

The analysis of the available data shows 8@&569 injured workers were investigated
during the period under review, where 1013 workers were injured in the workplace at the
time, resulting in a total of 159% of the wastes from these injuries in the observed period.
The biggest number of injuries avsa Monday and older people, which can be explained by
the loss of motivation and sensory abilities.

Much is more injured, which is largely due to their higher number of jobs and the very
nature of the job they are doing.

The fact is that about 31.2% of vkers have no reason why they do not use personal
protective equipment at work (they have, do not want to use for some reason).

Even in these activities, employers do not fulfill precise job injuries data, which makes it
difficult to determine the facts, aking it difficult to take measures and activities to reduce
them.
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Abstract: The main purpose of the evacuation and rescue plan is to protect people in a
particular facility so that they can quickly and efficiently leave the facility in the event of a
crisis. In order to successfully evacuate people from an object, it is necessary to make a
good evacuation and rescue plan, which includes easy readabditgfudy planned
evacuation routes and a wathined crew of people responsible for evacuation and
rescue. In the Republic of Croatia, the obligations related to the preparation of the
evacuation and rescue plan derive from the Law on Occupational $@ffitial Gazette
71/14, 118/14, 154/14), pursuant to Article 12, paragraph 6, which also includes the
penalties imposed on the employer in the article 95 paragraph 2 in the event that the
facility does not draw up a plan for evacuation and rescue. Lilkegwabligations and
blues related to the evacuation and rescue plan are prescribed in the Civil Protection Act
(OG 82/15)

Keywords:evacuation and rescue plan, occupational safety law, civil protection law

1. INTRODUCTION

According to the Occupational SafetyctANN 71/14, 118/14, 154/14, pursuant to Article

12, paragraph 6, any public space as well as the private space in which a business is carried
out must have an evacuation and rescue plan so that evacuation can be carried out and the
rescue of workers andtter people who were found inside the facility during a crisis
situation.

In order for workers and other people who have been hit by a crash saturation in a particular
facility can safely and quickly evacuate from some space, it is necessary to have a well
designed evacuation and rescue plan, and it is also important to place the evacuation and
rescue plan in a visible place and with the evacuation and rescue plan set up, and other
signs or evacuation signs, alarm circuits, circuit breakers and otheriglsgents closely

related to evacuation.

Any person who has left the facility in a crisis situation has the obligation to arrive at the
venue where he has to wait for a proxy from the responsible person. A person who is at a
meeting place must not leaveetlsame unless the responsible person so permits. The
congress seat represents a certain safe location outside the facility where workers and other
persons found in the facility during a crisis situation will meet after the facility leaves.The
evacuation ath rescue plan consists of two pieces, namely the evacuation and rescue plan
elaboration and a graphic representatiothefevacuation and rescue plan.



2. LEGAL FRAMEWORK

When drafting a plan for evacuation and rescue in the Republic of Croatia, it isargdes

use the guidelines of the Occupational Safety Act (OG 71/14, 118/14, 154/14), the Civil
Protection System Act (OG 82/15) and the Law on Fire Protection (NN 92/10) which
provide strict instructions for the design of the protection and rescue assalbraphic
representation of this designation within the building.According to the Occupational Safety
Act, the obligations of the employer and the responsible persons are prescribed on the
manner of training, evacuation and selection of responsiblelgag&mme of the obligations

are: Establishing signs for evacuation and rescue, carrying out evacuation and rescue
exercises, and taking care of the availability of the necessary means for evacuation and
rescue.ln addition to this, it is necessary to be&amind that there is no prescribed
methodology for drafting an evacuation and rescue plan and that it is necessary to have a
team of people who will be able to create a quality evacuation and rescue plan with their
multidisciplinary knowledge and skillsahwill really be able to be applied in practice

3. ELABORATIVE PLAN FOR EVACUATION AND RESIDENCE
Elaboration of the evacuation and rescue plan is a textual document containing all the information about
the facility for which the evacuation and rescue pisbeen drawn up, and all the parameters used in
the drafting of the evacuation and rescue plan graphic design.
Elaboration of the evacuation and rescue plan should include:
- foundation for the evacuation and rescue plan (List of laws, regulations, getseraf the
employer)
- information and facility for which an evacuation and rescue plan has been drawn upanalysis of
possible adverse events and their consequences
- state of the object (number of employees and purpose of the facility)
- Detection Mode and Alen Mode
- alist of equipment and means for evacuation and rescue
- listand analysis of the evacuation routes (length of the road and the width of the passage / door
/ exit)
- listof berths
- thetype of lighting and the marking of the exit routes
- alist of fireextinguishers
- list of hazardous working substances
- ways of evacuation and rescue
- the method of evacuation and rescue in case of fire
- training program for evacuation and rescue
- alist of employees who are trained to evacuate and rescue
- alist of staff traied to provide first aid
- information on the implementation of evacuation and rescue exercisesmeasure plans
In addition to the above content the evacuation and rescue plan should include the following:
- instructions for evacuees and rescuers from the ruins
- instructions for the evacuation and rescue guide from the ruins
- blueprint guidance
- contact list of responsible persons and competent institutions
- agraph of the evacuation and rescue plan

4. GRAPHIC PART OF THE EVOLUTION PLAN

The graphic part of the evacuatiand rescue plan is the ground plan of the facility where
the directions and evacuation paths, the location of the first aid cabinet, electrical switches,
evacuation lighting and other items are shown in Table 1.

9



Table 1: Labels for the graphic part tie evacuation plan
Label Description of the label
Exiting the room

She laughs at the meeting place
Fire extinguisher

Main circuit breaker

Evacuatiorlighting
Hydrant

Your location
Fire detector

North mark
First Aid Cabinet

-l-@)n.Eﬂ]Eﬁﬂ‘

These labels are placed on the graphic part of the evacuation and rescue plan and are set up
with descriptions and on the graphic design itself as a legend, in addition to the information
on the signs, the graphic plan must contain information about the legal people who created
it.In addition to these markings, it is useful to place the number ofg@onthe inside and

outside doors so that people in the facility can easily provide the information they are on
when calling for assistance.

4.1. Synchronizing the floor plan
In order to create an evacuation and rescue plan that can be implemented, itsiarpeites
the case of an existing building plan, to match the actual condition of the building. Main
reasons for this are changes in most of the existing housing / business and other areas, that
is, they have been made more than five years ago, and thargreat possibility that
structural changes are being made to them, thus jeopardizing the viability of the evacuation
and rescue plan. Additionally, it is important to draw room clutter on desks, cupboards and
other objects that reduce free space, thevegnting the free movement of the room. In
addition to charting items in the object, it is necessary to add the direction of opening the
door and the window location.

4.2. Set up labels for a graphic evacuation and rescue plan
After performing the work from pot 4.1 and reviewing or aligning with the real situation
of the structure of the building it is necessary to:

- to determine the evacuation paths

- mark the locations of all the items in Table 1.

- to determine the venue
In practice, when performing point 4.@ses the printed floor plan in accordance with the
realistic condition of the object specified in point 4.1, and the numerals are most frequently
used when marking the items in Table 1. to facilitate the process and accelerate the process
of computergeneated graphs of the evacuation and rescue plan itself
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Figure 1: lllustrating the evacuatlonvand rescue plan
www. http://osddomjanicazg.skole.hr/upload/eddomjanica
zg/images/static3/1647/attachment/prizemlje.jpg

4.3. Computational processing of theevacuation and rescue plan
According to the prenade floor plan with the markings according to the instructions in
item4.2. is moving to the graphic design of the evacuation and rescue plan for which the
graphicprograms from which | list two for ease of asd already implemented elements of

evacuation: Edraw and Microsoft Visio

Flgure 2: Edraw Interface
www.edrawsoft.com/evacuatigplan-excel.php

4.4. Evacuation and graphic design of evacuation and rescue
According to the graphic evacuation and rescue fhlahis made according to step 4.3, it is
necessary to place the signs inside the space. Signs of placemeaid frabinet space,
main circuit breaker, hydrant network, gas installation of-fighting appliances are

placed.

Figure 3: Safety signs
www.zirs.hr/znakowisigurnosti.aspx
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In accordance with the generated evacuation and rescue charts as per point 4.3. it must be
placed in a visible place previously selected in the space and in the plan graphically marked
with "Your Location".
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F|gure 4: A presentation of the final evacuation and rescue plan

5. PROGRAM OF TRAINING OF WORKERS

Workers who have been selected as responsible for evacuation and rescue operations must
be trained according to the prescribed program, which is part of the evacuatioesaue
process. The reason is that all objects are different and that some actions do not have to be
undertaken and that the same worker has no obligation to train.People selected to conduct
evacuation and rescue are required to undergo training oplaheand program for the
premises in which they serve their debts.The evacuation and rescue people training plan
and program must include all possible critical events and details of the facility itself.

6. EXERCISES FROM THE EVOLUTION COURSE
Evacuation andescue exercises must be carried out at least once within two years. The head of
evacuation and rescue in case of need may require more frequent exercises. The head of evacuation and
rescue according to the Occupational Safety Act (OG 71/14, 118/14,) ekttt an employer who
also has to fulfill the obligations in accordance with Article 55, paragraph 5 of the evacuation and rescue
exercise . It is common practice that evacuation and rescue exercises are announced, and when
exercising the exercise ifsé is important to keep strict records:[1]

- Date, hour and minute of the beginning of the exercise

- Date, hour and minute of exercise completion

- Number of participants in the exercise

- Achieved Results

- Observed shortcomings
Such a document shall be drawmin two identical copies and shall be archived for a period of at least 2
years. After the conducted evacuation and rescue exercise, the same must be analyzed in order to draw
up a final report that the practitioner has to do within 20 days of the thedeodercise. The final report
shall be submitted to the competent authorities in electronic form, and to the people responsible for
carrying out evacuation and rescue for the facility where the exercise was conducted.
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7. CONCLUSION

When designing the evaation and rescue plan, we have to keep in mind that there is no
legal framework for designing the same and that without the knowledge of this area the
plan is not feasible. It should also be borne in mind that the evacuation and rescue plan is
equally immrtant to the worker who performs the work tasks provided for in the
employment contract as well as the people found in the premises, and must therefore be as
clear and easily readable as possible for all people his reading or viewing could quickly and
sakly evacuate from space.
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Abstact The purpose of the paper is to look at the possibility of standardization of the
internal emergency staff structure. The specificity of emergency management is that these
situations occur unexpectedly, i.e. suddenly. Appearing, that situation setssksittda
management system that do not correspond to the standard operating regime of the
organization and its earlier experience. The considered organization model of the staff is
a system tool used for command, control and coordination of emergency mspbes
model has been developed due to the shortcomings observed during emergency response,
it is flexible and can be used for incidents of any kind, type, volume and complexity. The
paper discusses the issues of specificity of emergency situations menagem the
possibility of applying the model of the staff organization. It is concluded that the
considered model can be used in the current circumstances, with previous testing in
exercises and practice

s ey words mode] emergencystaff commanding

1. INTRODUCTION

Response to an emergency is a serious challenge and requires decisions that must be made
in adverse circumstances, while at the same tanegemergency generates barriers to the
quality decision making process. In emergencies, information management is a particular
challenge. The functioning of the emergency management system has a number of
specificities in comparison with the functioning todditional management systems. This
requires a different approach to the organization of the key management lever of the
system, the emergency staff. An incident command model is a system tool used to
command, control, and coordinate emergency respdngecludes procedures to form a
control structure that controls resources, facilities, equipment, and communications. For the
successful implementation of this model, it is very important to establish emergency
management staff before the emergency aaaid to position it in the entire system, with

clear responsibilities and a clear chaincoimmand. The efficient establishment of the
system would be assumed by the implementation of a unique set of measures and activities
for managing in emergencies.

2. EMERGENCY MANAGEMENT SPECIFICITY

Management means leadership in an organization while in functional sense it includes tasks
and processes related to the organization's current activities. Individually, it includes
planning, organization, implementation acmhtrol. Responding to an emergency situation

is a serious challenge and requires critical decisions that must be made in adverse
circumstances. At the same time, an emergency generates barriers to a quality-decision
making process. Common problems areltiplying exponentially and managers have to
deal with complex problems in the context of information deficiencies, unstable
environments and stress
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The specificity of emergency management is that emergencies occur unexpectedly, ie,
suddenly. Appearinghbse situations set tasks to mnagement system that do not correspond
to the standard operating regime of the organization and its earlier experience.
Countermeasures require urgency and quick adaptation to the new situation. Under such
conditions, there is risk of panic, and managers of all levels must have a clear picture of
the situation. Based on the analysis of the functioning of the emergency management
system, a number of itspecificities can be distinguished compared to the functioning of
traditional management systems (Table 1) [1].

vable1. Compared characteristics of management

Routine situations management Emergency situations management
Standard regime of functioning, know Various regime of functioning, unknow
tasks and procedures tasksand procedures
Solid strutcture and clear division { Lack of solid strutcture and unclear divisi
functions of functions, flexibility and agression
Narow functional focus Wide and unpredictible area of action
Monostructure Polystructure
Defined flowof information Dependance of information flown current
situation

Precise and confirmed informat®n Unprecise and unreliable information

Information overload Lack of information

Low level of changes High degree of changes

Need for inter organizationall Need for inter and intra organiyatid

coordination coordination

Use of familiar terminology Problems with unfamiliar terminology

Foreseable situations Unpredictable situation; focus on previo
expereince does not have an effect

Unity of authority and acauntabilitf Combination of uity of command an

principle acauntability division

Functional potential Organiyational potential

Local media interaction only All media interaction

Dominant role of socikeconomic| Goalsi efficiency, effectivness

goals and function criterium Criteriums T minimum needed timg
minimum losses

The initial phase of the emergency poses a dilemma for the managers in the sense of
identification of the situation because it must be concluded from the limitefleagrdented
information in which dynamic part the situation is. This dilemma has the consequence on
allocation and direction of the resourc&be complexity of emergencies makes it difficult

for managers to assess its nature. The manager is limited bgg@itial complexity of the
conditions and characteristics of the underdevelop#idation and the resulting
uncertainties. The unreliability of the response may arise from an initial lack of information
or a wrong initial classification, or from a charigethe nature of the incident itselfiring

its developmentEmergencies imply maintaining a balance between the need to know the
necessary and the need for situation control. Emergency situations are characterized by an
explosion of information andcommunication, while the lack of reliable information
continuously poses a problem for decisioakers.In emergency situations, information
management is a particular challenge because there is a huge number of inaccurate and
unreliable information thatreates a space for creating rumors, which at the same time
makes decision making difficult. Emergency situations generate the creation of pressure on
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the routine decisioimaking structures, but these routines can be efficiently bypassed. The
dilemma of a entralized or decentralized approach to managing emergency situations is to
be resolved through centralized management, but decentralized execution of foreseen roles.
Regarding the participation in the response, the public sector is very much in need of
sypport from other social sectors because their resources are a vital supplement and support
to public sector resources.

The commencement of the system response during emergencies is associated -with non
standard, extraordinary and radical measures thatiaded into strategic and operational.
Strategic measures are related to the significant reorganization of the existing management
system, the formation and start of the new functional structure of the system, the
organization of emergency servicésfirst responders, the implementation of a new
functions, the adoption of certain contradictions, the formation of a new information
environment and an appropriate information system. Operational measures do not
fundamentally change the usual organizational tikrlahips and are reduced to the
management and implementatiof standard functions related to the provision of
continuous operation of the management system in new conditions.

3. INCIDENT COMMAND MODEL

The incident command model is a system tool usediontand, control, and coordinate
response in emergency situations. There are also different views in which it is a set of
personnel, policies, procedures, infrastructure facilities and equipment integrated into a
common organizational structure and desigmedmprove the response to emergency
situations and operations of all types and complexities that are being undertaken at that
time. [2] Its main purpose is to establish a standard emergency management procedure,
which will help emergency services to hawesystematic and coordinated approach and a
single command when respondifithe reason for the development of this model lies in the
shortcomings observed during emergency response:stamdard terminology, lack of
organizational flexibility, norstandadized and noiintegrated communications, lack of
action plans and lack of dedicated facilities. This model is flexible and can be used for
incidents of any kind, type, scope and complexity. It is intended to provide a
comprehensive and cascading responge thlte organization, providing a common
framework in which members of various agencies or services can effectively and
effectively act. It contains standardized procedures that reduce problems and avoids
terminological and communication misunderstanding regrdifferent agencies. Procedures
must be established before the incident happens and it is also assumed that the personel is
trained for its application.

This model includes procedures to form a temporary control structure that controls
resources, faciliés, equipment, and communications. [3] It is conceived and designed to be
used or applied from the moment of the incident until the need for incident management
and operation ceases to exist. The model allows its users to adopt an integrated
organizationh structure to respond to complex, isolated but also multiple incidents,
establishes common processes for management. At the same time, it enables the integration
of facilities, equipment, personnel, procedures and communications within the
organizationaktructure as well as a coordinated response between various agencies, both
public and private.This approach to the organization of incident commanding could be used
at all levels of government, depending on the internal organization of a particulabsgtate,

it is also used by negovernmental organizations and the private sector. [4] It combines
several essential elements: commonly accepted terminology, integrated communications,
uniqgue command structure, resource management, and planning. It is applicadlious
disciplines and includes in principle the following functional areas: operations, planning,
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logistics and administration and finance. [5] All these functional areas could be used
according to the needs of the incident. The field of intelligeiscan optional functional

area that can be activated as needed. The range of effective command and control ranges
from three to seven subordinate organizational units.

This model also implies the standardization of the title of individual duties, ebpéatide
commanding segment, but also the standardization of the name of lower organizational
units. This avoids filling positions with unqualified personnel and avoiding confusion. The
model is conceived as interdisciplinary and it is organized to geoxisufficient degree of
flexibility and it is especially important for emergency services, as it should enable their
action until specialized agencies or services come. It is very useful and does not only allow
for the incident management structure batiso leads the process of planning, building and
adopting a new structure. The model also envisages a standardized internal organization
scheme for emergency staffs/HQs, and the formation of all functions depends on the level
and extent of the emergensituation. The special quality of this model is joint command

of more engaged agencies, thus achieving unity of effort. This model also provides for the
establishment of territorial staffs that can control incidents that exceed administrative
constraintsThe use of this model for dag-dayincidents or planned events helps maintain

the skills required for wideange incidents.

4. EMERGENCY MANAGEMENT STAFF

For the successful implementation of this model, it is very important to establish emergency
management staff before the emegency creation and position it in the entire system with
clear chain of command. This staff would be a team of several key qualified persons. The
Chief of Staff would have overall responsibility for managing and coordinatieg
activities of the emergency management staff. He would be in charge of assembling the
staff, activating and directing the initial activities, directing operations, reporting on the
course of actions, identifying the importance of deciding and dedntivite staff. The
Operations Manager would be tasked with assigning tasks to the personnel for the conduct
of operations, overseeing the implementation of operations, controlling the operation of an
integrated operating center, assessing and analyzirigeriteg resource requirements,
reporting on activities, and organizing planning of further operations through a planning
officer. The Planning Manager would be responsible for creating an action plan in a
particular emergency situation, developing corgimges, identifying resources,
periodically forecasting and developing future plans, as well as recovery plans from an
emergency situation. In the operations sector, communication and information systems
managers as well as the managers for the use afragbassets could be separately
identified. The information collection manager would be in charge of pointing to essential
elements of information and other requested data that support the implementation of the
activities and response operations, ideriiify necessary resources to monitor the situation

in the areas in which the emergency situation takes place, plan and direct resources to
obtain the requested information according to the Data Collection Plan, made available
information to decision makerdt would be functionally in charge for data collection
resources as part of the overall structufbe Logistics and Finance Manager would
organize his section, assess the necessary resources, material, transport and other resources
to support operationglan medical support, and manage additional resource requirements.
The Resource and Administration Manager would be responsible for monitoring the person
engaged, keeping a staff list, tracking status issues, replacing and training personnel, and
resolvingother administrative matters. In addition, it is desirable to have a person in charge
of public relations, since this activity is carried out continuously throughout the whole staff
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engagement cycle, even before and after the activation of the staffe \Werssaryegal

advisors and consultants may be engaged in the staff in certain areas.

The Emergency Management Staff must be mixed and should receive data from all
segments of the organization and to be functionally linked to an integrated operatigg ce

as a point in which all data is to be collected. This staff should meet periodically to update
the response plans and risk assessment and should be made up of experienced managers
who, in addition to their basic competencies, should have developethwuoative

abilities. This team of people should be characterized by high cohesion and degree of trust,
since each of the individual skills has an important role in designing the overall response to
an emergency situation. In this sense, the limitationthef effectiveness of the staff is
presented through interpersonal conflicts, oversized staffs and ineffective decidiomy

The use of such staffs becomes a practice, although their use has both positive and negative
sides. Nevertheless, during the Wwasf the emergency management staff, some of the
following problems may arise: misunderstanding of the hidden symbolic aspects of the
emergency situation, inability to make a decision due to lack of information, lack of interest
and involvement of senior amagement, psychological unpreparedness of staff members,
group thinking, verbal aggression, macchiavelism (a member of the staff wants to look
"good" and forcing his own opinion only). These disadvantages can be eliminated by more
frequent meetings andaining and staff exercises in order to strengthen cohesidn an
positive interaction.

5. MEASURES AND ACTIVITIES OF EMERGENCY MANAGEMENT
SYSTEM
A unique set of emergency management measures and activities, an integral part of which
would be the standardizatiarf the structure of emergency staffs, would consist of four
elements: formalization, preparednesaining and resource development, and information
managemeniThrough the implementation of the elements, the system would provide its
own effectiveness
The role of formalization in the development of a system that would reduce the potential for
emergencies would be in the definition of system parameters, within which it could act in a
responsible manner and to complete the purpose and the purpose ofsthg dagal
framework. There is a need to define the future legal framework, and effective compliance
with the normative legal framework can only be developed if there is a clear legal and
normative regulation, regardless of the type of activities bammemented. In order to
fulfill the task, it is necessary to review and evaluate all activities that will be undertaken
including general administrative information, monitoring and control, identification of
risks and potential situations. The benefiacsuch an approach would be the identification
of the area to be addressed, the establishment of a list of potential emergency situations, the
determination of the extent of the measures to be taken in accordance with the ongoing
efforts being undertakerOnce developed and applied review of the activities must be
constantly updated. This could be achieved by reviewing current responses and by
conducting a detailed audit of each element of business or activity. This activity is an initial
step in order tweduce vulnerability. The next step is to organize operations and the control
chain has a critical role in the process. It is necessary to ensure that all levels of
management become patft the program. [6] Every organizatiahould be aware of the
situation in which it is located and, in relation to circumstances, build its own
organizational culture.
Preparedness in the broadest sense means all measures taken to prevent, prepare, respond,
avoid and recover from an emergend@here are four critical aspects of preparedness:
preparation and prevention, detection and classification, response and avoidance and
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recovery. Preparation and prevention includes a set of activities that seek to prevent the
occurrence of an emergencyduee the likelihood of occurrence or reduce its adverse
effects. These activities include primarily but not exclusively: the development and
implementation of emergency management programs, the development and implementation
of procedures for the implemenion of an emergency management plan and the
development and implementation of emergency management training programs at the
response phase. Detection and classification includes activities that identify, assess and
classify the severity of the emergensjtuation. These activities include: activating
emergency management systems, activating procedures for implementing an emergency
management plan and activating an emergency management organization. Response and
avoidance includes activities undertakeroider to save lives, prevent further damage and
reduce the effects of an emergency. These activities include: emergency management
operations, operations of organizations that provide support to dedicated organizations, and
continuity of business and adties. Recovery includes activities that return the condition

to normal or safer, upon completion of an emergency. These activities include undertaking
the following measures: activation of organizations and agencies for recovery, coordination
of activities of organizations and agencies that help the organizétioremergency
management and activation of the recovery plan.

Training is the third component of this approach to managing emergency situations.
Training of an emergency management organizatiamésof the critical factors that must

be realized in order to achieve adequate capacity to undertake measures and activities
during action. Developing a training program, including all levels of leadership and
achieving the required level of preparednespart of the overall process. To achieve this,
training is necessary. System approach to the preparation of an effective training program
consists of: task analysis, lesson building, instruction and grading. [7] In addition to the
formal training programthere is also a need for specialized training for individual duties.
This is achieved by establishing a program that complements training with various
exercises and training procedures. The program can have different levels of complexity and
weight.

Information management arises from the need to establish a unified emergency
management program. The emergency management process does not end with the
development of the plan, but by undertaking measures of compliance with the foreseen
measures and procedureghich involves the engagement of the management and the
trained personnel. In order to facilitate planning, all initiatives must be recorded. These
notes serve to document achievements, demands and create attachments to the various
requirements of the pgnpam. Commitment to the domain of obedience, readiness for
response and training is important. Establishing a clearly defined management information
structure will ensure that all documented materiate available as needed. Senior
management levels mus¢ constantly informed as a key tool. Information is expensive and
must be handled and exchanged efficiently. They are particularly critical during emergency
situations, which is why there is a need for an active system that will provide information
about resources, personell and capabilities. It is extremely important to have a system
(including a backup system) that will serve to identify, catalog, prioréizemonitor items

related to management and response and emergency response activities.

6. CONCLUSION

The organization of each country for the protection of citizens and property is primarily a
security and economic issue. The enormous damage caused by the effects of various
emergencies affects mainly ordinary citizens, and the need for organizatiesute rtheir

effects is necessary. Emergencies are often milestones between different social and political
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arrangements and there is no "silver bullet" that solves every situation. Various "solutions"
only generate an illusion of control of an emergencyictwtdoes not correspont its
context.

Emergency management aims to avoid or reduce victims and losses, to respond effectively,
and to provide a quick recovery after response. It is a continuous process that involves the
development of strategies and athat seek to reduce the effects of such situations.
Knowledge and competence is a prerequisite for the effective implementation of a range of
activities. Insufficient knowledge of this field of activity results in the absence of a program
segment of thenanagement system and thus the absence of eduftatitie area

The proposed concept of the organization and structure of the emergency staff would
abandon the current concept of their formation and focus on developing the skills needed to
respond to emergencies. The proposed model of the staff could give a hew ajuadityt

to some areas that need to be improved in services and systems intended for emergency
management. The model is a comprehensive, integrated and flexible program for
developing leadership and management capabilities. Nevertheless, despite ali of th
foregoing, the proposed model could certainly be applicable and usable but should be
piloted first in exercises (especially computer assisted simulation) and perhaps in practice
in emergency situations of lower intensity or potential damage, and oras$ie df this,

than draw conclusions about its further application. Establishing a comple&ffeneht
emergency management system is the obligation and duty of every organized society
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Abstract: Wanting to raise safety to a higher level, especially the Sector for handling cash
and other values, National Assembly of the Republic of Srpska adopted the Law on Safety
Measures When Handling Cash and Other Values on April 17, 2016. The basis for
adoptin of the Law was found in the international standard 1ISO 31000:2016 defining the
principles and general guidelines for risk management. The adoption of the Law has
created a legal framework that will enable the effective implementation of basic security
measures when handling cash and other values, reduce risks and prevent the employees
from committing criminal offenses and violations of personal and property safety. The
Rulebook on Vulnerability Assessment when handling cash and other values, adopted on
December 29, 2016, explicitly prescribes the assessment procedures. This paper will
analyse the application of the Law and the Rulebook in practice, based on the personal
experience of this articlebs author.

Key words vulnerability assessmenthysicattechnical security

1. INTRODUCTION
The reasons for the adoption of the Law on Security Measures When Handling Cash and
Other Values are contained in the need to raise security on a higher level when handling
cash and other values and to use appate preventive security measures in order to
protect people and property, as well as to reduce the risk for the employees and their
property. Failure to implement security measures, often internally regulated by the
agreement of service users on tme dand and service providers on the other, sometimes

results in the adoption of inefficient prote
privacy. I n this way, todaybés overwhel ming r
novelty in this area,ds been put into question. The increase in crime, especially property

cri mes, contributed to a mor e serious unde

development. Positive experience in the region, especially in Croatia, has also influenced

the initiative for further overall improvement of the security system in the Republic of
Srpska by adopting the aforementioned Law. f
handling cash and other values it is necessary to apply all available measures in order to
minimise the crimes affecting the employees and their property when abiding by the Law

on Handling Cash and Other Values, and in order to draft the Law and all that with the aim

to create the most efficient protection possible for people and property. Takimg i
consideration the aforementioned reasons, as well as the fact that, from a security point of

view, the subject area is always current, the drafting of the Law on Security Measures when

The Law was published in AThe Official Gazett
April 30, 2015.
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Handling Cash and Other Values has begun, and opinions of othestridsand special

organisations were also obtained, in accordance with the Article 17 of the Rulebook on

Wor k Regul ations of the Gov?heimaeaseincrinfnalt he Re
offenses, which was undoubtedly influenced by the selectpmication of the basic

security measures, forced the legislator to adopt the Rulebook that clarifying the Law
application in practice. The Rulebook on Vulnerability Assessment when handling cash and

other values was adopted on December 24, 2016 andipwblis i n A The Offici al
the Republic of Srpskao on December 29, 2016.
procedure for drafting the Act on Vulnerability Assessment by referring to the standard

BAS ISO 31008

2. THE LAW ON SECURITY MEASUR ES WHENHANDLING CASH AND

OTHER VALUES

The Law prescribes basic security measures for legal and natural persons handling cash and
other values, determines the degree of security measure implementation, the manner of
security measure application, casharietr val uesd transport and trr
processing of the data obtained by means of technical protection, supervision. The
provisions prescribed by the Law do not apply to facilities, premises and employees in legal
entities if security is proded by the Ministry of the Interior of the Republic of Srpska.

This definition discriminates between entities dealing with the same or similar tasks, in
terms of implementation of the basic security measures, i.e. the possession of an Act on
Vulnerability Assessment when handling cash and other values. Namely, it is not clear who
and in what way performs inspection supervision over the entities that are obliged to apply
theprovisions of this Law, and are related to the Ministry of the Interior of the Reptib

Srpska regarding security. The Article 14, Paragraph 2 of this Law prescribes that the
inspection supervision over the implementationof this Law is carried out by authorised
officials of the Ministry. The question arises if the Ministry of the lioteis responsible for

the safety of the facility, and if so, how can they inspect themselves then? If something like

Excerpt from the explanation of the Law on Handling Cash and Other Values, which was
adopted on April 17, 2015 and published i n
Srpskad on April 30, 2015.

*This international standard may be used by any public, private or socially owned company,
association, group or individual. Therefore, this ingional standard does not apply
specifically to any industry or sector. For easier access, various users of this international
standard are designated as the general term |
be applied dur iaeaxigtene mnd or agvade rasge of iaaivitiéss including
strategy and decisions, operations, processes, functions, projects, products, services and
assets. This international standard can be applied to any type of risk, whatever its nature,
whether it has pgitive or negative consequences. Although this international standard
provides general guidance, it does not aim to promote the uniformity of risk management in
all organisations. When designing and implementing risk management plans and
frameworks, the dierent needs of a specific organisation, its specific objectives, context,
structure, operations, processes, functions, projects, products, services or assets should be
taken into consideration and specific employee practices should be applied. This
intemational standard is intended to be used to harmonise risk management processes in
existing and future standards. It provides a common approach to support standards that deal
with specific risks and/ or sectors, but does not replace these standardsitarhistional
standard is not intended farertification. Source: Institute for Standardisation of BiH,
http://www.bas.gov.ba/standard/
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this is even possible, further questions are raised regarding the objectivity of the inspection.
Thus, the inspection supervision origingt from the entity that carries out the facility
security and has the obligation to apply the mandatory protection measures opens the space
for the absence of the objectivity of the assessment. In the same Law, agencies dealing with
physical and technicaprotection are strictly prohibited to engage in the assessment
activities defined by the said Law.
The Law prescribes the basic (minimum) security measures for the protection of people and
facilities handling cash and other values (Article 4, Paragrayhte Law):

- means of technical security

- physical security

- combined application of technical and physical security measures.
Taking into consideration that the prescribed (minimum) security measures are presented
too broadly, the legislator categorise@ tbubjects under the Article 5 that are obliged to
apply the protection measures:

| category banks and their organisational units and post offices and their

organisational units,

Il category exchange offices, microcredit organisations, casiluiteries, sports

betting and similar,

Il category ATMs,

IV category legal and natural persons handling cash and making a daily turnover

of cash in the amount of more than BAM 5,000.
After the basic (minimum) security measures and the categorisatithe cfubjects were
prescribed, the Legislator clearly defined the basic security measures in the Article 6:

1) antiburglary systems with emergency alarms,

2) alarm systems in case of emergency {buatglary systems)

3) videosurveillance systems, continuous or occasional, with possibility of storing

data,

4) installation of impenetrable baffles and dmtirglary doors on the part that

separates working premises from rooms that are accessible to customers or other

service usey, and

5) physical security of facilities and premises.
According to Paragraph 4 of this Law, a legal or natural entity is obliged to pass a special
general Act which prescribes the application of basic security measures. This view may
question the applaion of the Rulebook on conditions and manner of implementation of
technical and physical security, which regulates who and under what conditions can deal
with the affairs of the subject protectidn.
The question refers to the vagueness surrounding tytiad of an Act that will define the
basic security measures. Bearing in mind that the Law is above the Rulebook, it is clear that
law obligator will pass the requested act on the application of basic security measures. But
is the law obligator competetd understand the basic security measures, or do they have to
know them, It would be much clearer and more acceptable if the law regulated the
obligations of the law obligator to regulate all the tasks from the drafting of the act to the
implementation ofthe system from a company registered for performing physical and
technical protection tasks. This is because the law obligator, due to the lack of
understanding of physical and technical protection, as well as the reduction of the
implementation of its cas, can predict the scope of protection that does not meet the real
needs of the facility or premises in which the activity is performed.

‘AiThe Official Gazette of the Re212blic of Srps
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The Article 8 of the Law seeks to define more clearly the application of basic security
measures in categorised féttds referred to in Article 5 of this Law:

(1) Law obligators in | category are obliged to provide the basic security measures referred
to in Article 6 in casthandling facilities, as follows: anburglary system with emergency
alarms, emergency alarmsigm with video surveillance system, continuous or occasional,
with the ability to store data.

(2) Law obligators in Il category are obliged to provide in basic-tashiling facilities and
premises, the basic security measures referred to in Article ®llaws: antrburglary
system with emergency alarm and video surveillance system, continuous or occasional,
with the ability to store data.

(3) Law obligators in 1ll category are obliged to provide the basic security measures
referred to in Article 6 in a&shhandling facilities and premises, namely: a video
surveillance system, continuous or occasional, with the ability to store data, and open door
alarm installation of the treasury part of the ATM.

(4) Law obligators in IV category are obliged to provitte basic security measures
referred to in Article 6 in cashandling facilities and premises as follows: dniirglary
system with emergency alarm, emergency alarm system and video surveillance system,
continuous or occasional, with the ability to stoatad

(5) Law obligators in V category are obliged to provide basic security measures referred to
in Article 6, in caskhandling facilities and premises as follows: video surveillance system,
continuous or occasional, with the ability to store data.

3. RULEBOOKS DERIVED FROM THELAW ON SECURITY
MEASURESWHEN HANDLING CASH AND OTHER VALUES
The Article 17 of the Law prescribes that the Minister of the Interior of the Republic of
Srpska, within six months from the entry into force of the Law, passes regulations

- resource standard and quality for the application of basic security measures

- vulnerability assessment of the law obligator

- cash and other valuebés transport and
As stated in the Introduction, it is a Law that seeks to regulate the securiy feedhe
first time by applying certain security measures with a large humber of law obligators. The
legislator predicted the adoption of certain regulations within 6 months from the date of the
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publication of the Law i rmlfiThe fOfSfripcsikald, Gavzhd t

been done.
The Rulebook on Transport and Transfer of

delay. The Rulebook on Resource Standard Quality for the Application of the Basic

Safety Measures was published in AThe Offici

February 18, 2016 with a delay of more than two months. The Rulebook on Vulnerability
Assessment when Handling Cash and OtherilVues was publ i shed in

of the Republic of Sr psrkoathdelayn Isshes relatedbieetne 2 9 ,

application of the Law, problems arising from imprecise Rulebooks, combined with the
increased control of the Ministry ofie¢ Interior concerning the application of these, have
introduced a considerable confusion among law obligators, which also reflects on the
people involved in the process of drafting the vulnerability assessment.

4. APPLICATION OF THE LAWAND RULEBOOK IN PRACTICE
In simple words, the frivolous understanding of the importance of the Law by the adopter
resulted in a delay in making the rules for up to 15 months. Such negligence also influenced
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the view of most categorised entities that want to avoid theeimguhtation of the basic
security measures prescribed by the Law. When the Ministry of the Interior realised the
importance of Laws and Regulations, as well as their use in practice, in the field of raising
safety to a higher level by performing preventaaions with aforementioned categorised
subjects, the control of those subjects began. It was found that almost all categorised
entities did not have appropriate assessments, which resulted in police warning to do one
within the deadline period. On averagkeat period lasts about six days. The activation of
agencies and people meeting the conditions for dealing with the activities of vulnerability
assessment identified significant deficiencies both in the Law itself and in the Rulebooks.
While adopting thd.aw, the proposer did not seek an opinion from those who understand
the problem and who can certainly give a proposal from a solution to the problem that is
based on science and expertise, especially on experience. It should be noted that the
proposer ofthe Law is not obliged to seek any opinion, but given the complexity of the
application of the Law, as well as its significance, it would be useful to seek an opinion
prior to the introduction of the Law to Parliamentary procedures, especially the opfnion

the scientists involved in this issue.

After the adoption of the Law, the legislator did not find it appropriate, through the
presentation of the Law, to introduce those Laws to the categorised subjects, as well as to
those who should lead the proce$smaking the assessment itself. The next flaw that has
influenced the application of the Law is a major delay in the adoption of the Rulebook that
regulates the way the Law is implemented.

Subjects who wanted to apply the Law did not exactly do that beaHuthe lack of a
Rulebook that would specify more precisely what all law obligators should do. Significant
remarks relate to Article 5 of the Law, which remained undefined in the categorisation.
Namely, banks with their organisational units are clagkifie category | and ATMSs in
category lll. For both categories, a special vulnerability assessment is performed, which is
understandable, but it is not clear what is to be done with dasotated ATM, which is

actually within the bank. Furthermore,in&rtt e 8 of the Law, Paragrap
obligators in Il category are obliged to provide basic security measures ifhaaglng
facilities and premises... 0 Does +hdndlmg al so aj

premises? Also, in Articl®, categorisation stipulates that microcredit organisations belong

to category Il. Article 8 Paragraph 2 stipulates that microcredit organisations must have
antiburglary and video surveillance systems in ehahdling premises. Most microcredit

organisaibns do not handle cash, resulting in the fact that these security measures are not
necessary. Article 8, Paragraph 2 is in collision with Article 3 of the Law in which it is

clearly stated that microcredit organisations are subject to the law, it dostsieotvhether

they handle cash or not. The next uncertainty of the Law itself, which significantly affects

the assessment activity, is Article 5, Paragraph 5 of the Law which states that law obligators

are Al egal and nat ur alalise edatydoumasverwmihe antomniotl | e c as
more than 5,000 BAMoO. Neither the Law nor th
monetary amount refers to.

The Law stipulates that the law obligator may also apply a lower level of security measures

if the Acton Vulnerability Assessment determines a lower degree of vulnerability of certain

facilities and premises. What will happen if the law obligator has already applied the

required security measures, and the assessment has identified a lower degree of
vulneraility? Does this mean that the Law obligator does not need protection measures at

all?

The Rulebook on Vulnerability Assessment when Handling Cash and Other Values,
adopted on December 29, 2016, only additionally deepened the earlier doubts arising from

the Law and created new ones. The six categories of protection prescribed, as well as the
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guantification methodology obtained with the budget table, is applicable to law obligators
from the category I, while in most other categories this is almost impessibl easier
understanding, | give the following example:

The ATM is categorised by the Law in the category lll of the application of mandatory
protection measures. If by quantification we come to a number 55 or higher, it is
automatically the matter of\very high risk, which, among other things, in Article 17 of the

Rul ebook for such a quantifiers requires #fp
and a connection system with membe®Suchof phy
guantfication denies Article 8 of the Law, which states that the ATM must have continuous
video surveillances and open door alarm of the treasury part of the ATMs (basic security
measure).

The Rulebook specifies that assessment quantification consists ofahilitye parameter

(10 factors) and security parameter (10 factors). The absence of any factor gives defective
assessment quantification, i.e. the degree of vulnerability, i.e. wrong protection measures.
For easier understanding, | give an example:

Microcredit organisations are placed in category Il, regardless whether they handle cash or
not. The prescribed methodology is not applicable to them, which ultimately can lead to a
wrong recommendation on protection measure application. One of the vulnefaloiiitys

(U7) seeks answers to questions about the number of job positions that handle cash and the
way of preserving that kind of money. In the offered answers there is no score that could
state that the facility does not handle cash. Therefore, thierfectskipped, and a not
completely acceptable score is automatically obtained.

These illogical examples are numerous in the application of Law and Rulebook, the essence
related to the difficult implementation of the Law and Rulebook in practice is more
important. The assessors are in an especially unenviable position, because not rarely are
they exposed to pressure to consciously and deliberately interpret arbitrarily certain
provisions of the Law and Rulebook, in order to provide an assessment and
recommadation that will propose a lower degree of protection, or protection that does not
require significant material investments by law obligators.

hy
S i

5. CONCLUSION

By adopting the Law on Security Measures when Handling Cash and Other Values, the
Republic of $pska, for the first time, regulates the issues of physical and technical
protection of entities that handle cash and other values, through the application of basic
security measures. Until that moment, interested subjects were left on their own infterms o
planning and organising the protection of facilities, employees and other values from
different sources, forms and threats. The lack of cooperation in the process of drafting the
Law among the interested subjects led to the adoption of the Law, whickinezin
significantly incomplete and confusing. These anomalies were, adopted by the Rulebook on
Vulnerability Assessment when handling cash and other values, removed to a great extent.
But, in spite of that, the possibilities of dual interpretation of bibgh Law and the
Rulebook have made the work of the assessors more difficult, as already described in this
paper. It is necessary to propose in detail to the legislator a clearer definition of certain
Articles of the Law, thus removing the resulting condmsi primarily in facility
categorisation. Clearly defining the differences between -baslling subjects and
subjects that do not have cash or other values in their premises will clarify the confusion in

Rul ebook published in AThe Official Gazette
December 29, 2016.
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the application of mandatory protection measutes. hecessary to propose to the Ministry

of the Interior of the Republic of Srpska to organise the presentation of the effects of the
application of the Laws and Rulebooks in practice. At the presentation, people involved in
the implementation of the Lavand Rulebook would have serious participation. The
acquired experience would certainly have an impact on the elimination of inconsistencies in
the Laws and Rulebooks, which would improve the area of protection of entities that handle
cash and other valueRegardless of all the difficulties arising out of what was written, the
fact that the legislator has recognised current problems arising from the unregulated area of
physical and technical protection is encouraging.
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Abstract: Intensive technological development, accompanied by the modernization of all
social areas and the emergence of raientific disciplines, contributes parallel to the
creation of greater simplicity in carrying out everyday activities, but also confirms the
inability to completely replace human potenti®ecurity, more than ever before, is
threatened by modern asymnietthreats, which, largely complementing traditional
threats, make humanity more difficult and complicates the task of preserving and
establishing peace and stabilitin order to prevent and respond adequately in a diverse
and unpredictable environmenttates, all systems, but also every individual must, in
addition to having adequate resources, have elementary knowledge and skills to help them
achieve defense, protection and rescue in crisis situations as effectively as possible. The
importance of interperability of all human resources, as well as inevitability of a
multidisciplinary approach to security, are recognized in civilian military cooperation,
which is essential in carrying out joint tasks in the field of security and defense.

Key words: human resources, civilian military cooperatiordefense system, civil
defense e subjects of importance fon¢ defense

1. INTRODUCTION

The history of mankind is reflected in the ability to find solutions for many critical
situations, facilitating everyday lifenrough the invention and creating conditions for a
certain future. As parallel with the stages of the development of science in the function of
the welltbeing of the entire society, the factors that create unsafe situations are
compounded, human resourcase always again before testing and upgrading their
knowledge and skills in order to avoid unwanted circumstances in the future. Security
forces are no longer just military and police, that is, they are complemented by modern
professions, because it isaassary to respond to new challenges, risks and threats to
security.

The defense system itself is a specific organizational structure, the capabilities of which are
best verified by extreme situations. Although in everyday conditions it is necessarg,to pla
arrange and check readiness for performing tasks in an emergency and war situation, the
compatibility and harmonization of human resources can bring much more results than
individual operation.

Human resource analyzes have come from the aspect ofkilksy knowledge, skills, and
above all awareness of the need to defend the basic values and interests of the society.
Coordination of human resources in the defense system is important for the functioning of
security and defense structures, but alsdHerestablishment of civihilitary cooperation,

as well as the effective functioning of civil defensa part of the defense that, due to its
compatibility with the military component, significantly contributes to the stability of one
country, the presee of different professions strengthens the scope and quality of human
resources of the defense system.
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2. HUMAN RESOURCES AS A FACTOR OF SECURITY

Human resources are the subject of the study of many sciences and scientific disciplines,
from philosophy, sociogy, psychology, economics, statistics, to various types of
management as a subown of the science of organization and management. For the purpose
of analyzing and explaining human resources as a security factor, extensive research can be
undertaken to cdimm existing theoretical considerations or find new knowledge. However,

it is important to recognize the ways in which individuals or a majority of a country can
contribute to deter potential threats to security and maintain stability.

In the context oflle defense, human resources imply demographic potential that is subject
to defense obligations and is capable and trained to engage in a defense system [8]. In
accordance with strategic commitments, the state of human resources is of vital importance
for the defense and protection of defense interests, conflict prevention and crisis, the
preservation of peace and stability in the region and the world.

The extent of human resources devoted to the defense system inevitably depends on the
developed level ofwareness about the defense of the vital values of society, the level of
security culture, knowledge, skills, abilities, motivation, sense of responsibility, as well as
the normative and legal arrangement of the obligations of each individual. As soms autho
point out, the role of human resources in securing the required level of interoperability
(organizational and semantic) is reflected primarily in the level of competence, quality of
coverage and planned and adequate use [3]. Also, the human fackwr defihed as the
quality of a set of essential characteristics of people that relate to the meaning of their
actions or commitment to acting in the field of the joint activity of security in peace and
war. Under the human security factor (and defenseair),the following is assumed:

. Engagement of the population (quantity of human factor),

. Organization for the needs of the defense (defense conditions),

. International support (general circumstances of the deféheamedia),

. Alliances (help fom allies and friends),

. Freedorsurvival and defense (the moment of defense),

. Ethics of defense (quality of personality and defense),

. Morality of defense (quality of human collectives and defense),

. Traditions of defense (quality sbcietynation and defense) [5].

If we exclude the demographic picture of a state, the next factor that almost decisively
affects the state of human resources for defense needs is education. The education of the
population in the context of security andfetese creates awareness of the dangers that can
directly endanger one, and indirectly leave -riegiching consequences. Security is
indivisible, which implies that the functioning of a particular social area can not be
considered less important than the diioning of structures in the domain of security,
defense and protection. Understanding the implications of the defense system can create a
disturbed functioning of areas such as medicine, pharmacy, veterinary, agriculture, water
management, energy, infoation technology, traffic, trade, economics and others. It
confirms the view that the armed forces can not solely independently and independently
respond to contemporary forms it is necessary to create and encourage the coordination of
the work of primariy professional teams from each area. The ideal organization of
knowledge is where people and organizations exchange knowledge through functional
business areas, using technology and already established processes for exchanging ideas
and knowledge for policand strategy design [3].

When evaluating the quality of the human factor, it is necessary to respect the changing
conditions and circumstances in which it is monitored, evaluated and assessed in its entirety
with other factors, which are: quantitativelicators of the interrelation of the human factor

with the materiatechnical factor, space and time; the organization and functioning of the
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national security and defense system; an objective assessment of possible forms and
methods of threatening the taand society; the current quality of a potential or
accomplished alliance, and international and domestic public opinion regarding the security
of the nation [5]. In order to be able to respond in every way to the defense system,
resources should not @lowed to stagnate in their development, as well as insufficient
commitment to maintenance and improvement. Investing in human resources protects
defense interests, and significantly contributes to prevention from endangering peace and
stability.

3. COORDINATING THE WORK OF MILITARY AND CIVILIAN
STRUCTURES IN THE DEFENSE SYSTEM

Independent implementation of tasks by the armed forces of any country without regard to
civil structures is increasingly rare. In the process of gathering information, making
decisions, logistical preparation for the realization of tasks, as well as concrete work on the
ground, it is inevitable to reliance military structures on the capacities of almost all areas of
the operation of one society. The armies are primarily inttbol@efend the country from
armed threats from the outside, to participate in armed operations outside its own territory
in case of endangering national values and interests or support in the building and
preservation of peace in the region and the wdmd also for helping the population in the
process of establishing a violated order. The complexity of ensuring the functioning of the
armed forces and the efficient implementation of tasks on the path of peace and stability
create a strong interdependeriietween the civil and military sectors.
The Army of the Republic of Serbia is an organized armed force that defends the Republic
of Serbia against armed extermination from outside and performs other missions and tasks
in accordance with the Constitutiotine law and principles of international law regulating
the use of force [9]. In terms of human resources, the Serbian Armed Forces consists of:
a) continuous composition

- professional members (military personnel and civilian personnel serving Arrtheof
Serbia) and

- soldiers serving military service
b) reserve

- reserve officers, reserve inspectors and soldiers in the active reserve and

- reserve officers, reserve inspectors and soldiers in the passive reserve.
Unlike most of the arntk forces of developed countries that apply emilitary
cooperation only in multinational operations, the Serbian Armed Forces defined the
function of civilmilitary co-operation for their implementation in all three missions,
defined by the Defense Stegy of the Republic of Serbia. This means that the function
does not only concern activities during participation in the building and preservation of
peace in the region and the world, but also on the activities ofnailiiary cooperation in
the servie of the state's defense against armed threats from the outside, as well as on the
activities of supporting the civilian authorities in countering the threats to security [10].
The CivikMilitary Cooperation (CIMIC) is to establish links between militaryd civilian
representatives at a certain level and space in order to contribute to the attainment of
primarily military and common interests through mutually supported activities [4].
Developed countries tie civihilitary cooperation to peacekeeping nisss, while civit
military co-operation is necessary for developing countries and countries with unstable
political structures in order to resolve internal conflicts without removing the impacts of
dangerous populations, critical infrastructure and thérenment. Today's peacekeeping
operations carry with them a large number of problems related to civilians and include:
- the appearance of internally displaced persons and the problem of their care;
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- damaged infrastructure (power stations, water supply, commation centers);

- lack of basic functions of local sajovernment (functioning of public order and peace,
supply system food, fuel, public transport system, education, health care ...);

- the presence of a large number of different governmental anehovamnmental
organizations with different purposes and modes of operation; and

- failure to respect the system of legal norms and laws [4].

In the 21st century, the Serbian Armed Forces supported a mission to support civilian

authorities in countering threatts security, primarily by engaging in emergency situations,

when the capacities of civilian structures were not adequate and sufficient to respond.

The significance of civimilitary cooperation over time is becoming more and more

important, primarily de to the effects achieved by this kind of interdependence. Investing

in the human and material capacities of emilitary cooperation, as well as finding the

most efficient coordination of the work of the said structures is of great importance in

prevenive action, as well as intervening due to the emergence of a danger to the safety of

citizens. Highquality establishment and development of emilitary cooperation is

significantly contributed by intensive training, exchange of experience with otberitge

entities from the country and abroad, as well as the development of specific and

contemporary functions.

Due to the fact that civimilitary cooperation in some countries is a young function of the

military, mutual support and understanding of tleeassity of its existence is necessary, as

well as a compatible orientation of both military and civilian forces towards achieving the

goals. The ultimate goals relate to achieving real benefits for the unit, increasing the

security of their own forces, drbuilding trust between the army and the civilian population

[4].

Initiators of civil-military cooperation can be factors from the civil environment, but also

military structures, whereby it is important that each factor keeps its own autonomy in the

coordination of joint work.

4. HUMAN RESOURCES IN OTHER SUBJECTS OF IMPORTANCE
FOR THE DEFENSE

The Army of the Republic of Serbia is the main subject of the defense system, which is

primarily aimed at protecting the state from external aggression. Howbeeejriergence

of many security hazards tests the capability of the armed forces, above all the military, and

confirms the importance of security and defense awareness in other subjects of importance

for the defense.

In the countries defined for the concepttotal defense, there is a civil defense against the

military defense. When it comes to civil defense, it is evident that this is a neglected area or

in modern conditions incorporated into new terms. As achievementc of the 20th century,
civil defense wasobserved or exclusively as a defensive function with the aim of
supporting national military defense, or as a measure of protection against nuclear disasters
that should enable survival, or be completely directed to protection against natural disasters,
whereby identifies with civil protection [2]. The modern concept of civil defense has
emerged, driven by Hobs's idea that the state is obliged to provide security to its citizens

[6]. In this context, the Republic of Serbia realizes civil defense missiotieifollowing

ways:

- providing presumptions for the functioning of the defense system through the
preparation of state bodies, state administration bodies, autonomous province
authorities, local selfjovernment units, companies and other legal entities fo
peacekeeping in both the state of war and emergency, ensuring conditions for the life
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and work of citizens in peace both in war and in emergency; education and defense of
citizens and coordination of activities with other institutions important for defen

- protection and rescue, which means observation and informing, protecting and saving
people, protecting and depositing material goods and preserving the environment,
realized by the forces of civil protection and, if necessary, units of the Serbiam Arme
Forces;

- participation in international protection and rescue operations based on international
and bilateral agreements and treaties, as well as in line with the need to eliminate the
consequences of natural and technical and technological disasters [8].

The whole society contributes in a variety of ways to the state of security and defense.

Human activity in almost all areas necessary for the survival of a community, such as

medicine, education, information technology, economics, trade, telecommurscation

transport, energy and others, can be directed towards the achievement of preventive goals,
but also towards the establishment of an optimal level of functioning of its activity due to
the emergence of dangers that have consequences for vital valuetesesds.

Civil defense in the Republic of Serbia is realized through other subjects of importance for

the defense. Other subjects of importance for defense are institutions dealing with

diplomacy, security, economy, education, health, science and atiormas well as legal
entities whose activity contributes to the functioning of the defense system [8]. Based on
strategic choices due to the emergence of security challenges, risks and threats, it is
important that civil society structures direct the@sources to eliminate the causes of
disrupting defense potentials and to remedy the resulting harmful effects.

The modern world (poshdustrial, technological, informational, global) requires trained,

ready and capable people who use new complex toaisklg and efficiently adopt,

develop and apply diverse knowledge, participate actively and responsibly in complex
social and economic relations and processes in daily life and bring adequate, rational and
best decisions [1]. In carrying out tasks in tkeddf of civil defense, it is possible to engage
entire workingage population within state bodies, large technical systems, legal entities,
voluntary associations and other organizations. However, the success of the functioning of
civil defense and coordiion of human resources in emergency situation, a state of
emergency and war depends on the developed level of awareness of security and defense.

Due to the recognition of all spheres of human activity as significant carriers of certain

segments of sectdyi, the question arises as to how well they are aware of the

responsibilities of security and defense, that is, knowledge about the contribution of
security and defense through preventive action.

The most important current determinants of the potentiatathn system in civil defense

are: political organization of the country; the international milHaelitical situation and

the position of the country in the world; physiognomy of modern war and other forms of

endangering the safety and vital valuesha society in peace and emergency situations;

the concept and the doctrine of functioning of civil defense in the war, as well as defense
and protection in other emergency situations; scientific, technical and technological
changes and achievements in therld, and especially changes and scientific and
technological achievements in the development of war skills; and the place and role of
citizens in a contemporary democratic society and, in particular, in the defense and
protection system [2]. The highguantum of knowledge at the individual level, as well as

at the community level, is related to the progress, progress and strengthening of individual,

group and collective abilities. Education affects an individual by: increasing knowledge

about things angbeople around him, about the whole world, and about the opportunities
provided by getting to know each other; increases faith in one's own power and the ability

to efficiently carry out the tasks imposed by life [7].
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Human resources, as factors of thdladefense concept, with their knowledge, capabilities

and skills preventively contribute to the preservation of peace, ie deterring the aggressors,
while in the process of the danger of action, they direct their efforts towards the elimination
of destrudive consequences. Creating human resources that are adequate for the concept of
civil defense largely depends on the security culture. Security culture is in the right sense of
the word, the basic element of the survival of a society because it contaims aleative
activities of a nation (from the way of production, form of organization, belief, to goals and
resources) [7].

Despite inevitable modifications, the goal of civil defense is always the same, the protection
of people, critical infrastructurdjstorical and cultural monuments, and the environment. In
most countries, the view is that the army, as a specific organization, needs to undo
everything that can be done in civil society [2]. The concept of civil defense is definitely a
state functionwhich has implications and needs to delegate responsibilities across levels of
governance to an individual [6]. In order to create an advanced and secure society as such a
concept of civil defense, it is necessary that the state, by its mechanisms andesjeas
approaches security and defense to every individual, that is, almost the entire population
makes human resources capable of preserving or establishing a defense.

5. CONCLUSION

It is evident that the entire population of each country represents a eleésusirce, or at

the same time represents a resource whose priority is a priority and a resource that depends
on the state of establishment, maintenance and improvement of security. By analyzing the
emergence and development of civil defense, it is naogss look at all the facts that have
effectively contributed to the realization of defense and the protection of the civilian
population. Also, civil defense, as a part that exists parallel to military defense, needs to be
in line with modern security calitions and as effectively as contributing to the
preservation and achievement of the stability of a country.

Due to the question of the visibility and necessity of the civil defense system in one society,
the founders of the civil defense system arestiaeting point for finding answers. Human
resources constitute a key factor in civil defense and inevitably include the majority of the
inhabitants of a country that contributes to the achievement of security and defense by
unarmed action.

Civilian and miltary sectors can not survive in isolation from each other. Successful
coordination of human resources work in the overall defense system reflects the strength of
the interdependence between the civil and military segments.

The structures of national seityrand defense know best the complexity of security
problems, while on the other hand, in the case of the civilian population, the defense is not
the subject of everyday interest, until the disturbance occurs. The developed security
culture and awareness the need for defense of the country make the entire population
human resources, confirming the importance of all areas of human action in the context of
creating a secure society.
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Abstract: The culmination of the migrant crisis in 2015, proved weaknesses as part of
international and national legislation regulating the migrationtleé population, especially
the part related to the protection of refugees as a specific category of migvigtant
crisis directly affected the necessity of redefining the existing strategic and doctrinal
documents of the Republic of Serbia, accordm@ tsecurity trends in the region and the
world. The paper presents historical genesis of legal documents at international level that
regulates standards in dealing with refugees, but also the fundamental rights of refugees, as
well as the obligations oft&es that have their refuge.

Keywords:migration, refugees, law documents.

1. INTRODUCTION
After the horrors experienced during the two world wars, and the establishment of the
United Nations, an organization whose primary purpose is the constructigmesedvation
of world peace, the general opinion is that humanity ,,wised up" and finally went through
,respecting the principles of peaceful coexistendddwever, we are still withessing a
permanent threat to the fundamental rights to peace, freeddmratection of every form
of integrity, and sovereignty of individual statésseems that all the efforts of the modern
world in terms of raising the level of international respect, tolerance and the spread of
human solidarity was in vainPeople inmovement" as a leading geopolitician called
migration of thepopulation of some countries of North Africa and the Middle East, this
claim proves begB]
,,»Top wave " of migrant crisis that hit the European continent was in 2015, since then the
number of nigrants is drastically reduced, but the repercussions of this crisis on the socio
political systems of the countries of Europe today féké issue of accepting migrants or
refugees leads to tensions and divisions not only at the level of the interhatiomaunity,
but also within the European Union (EBased on data Frontex (European Agency
responsible for European border and coast guard) ipehied from 2014 to 2018 about
1.8 million people have migrated to the EU, but this figure only appliesytum seekers
and refugees or people who have entered the EU using regular migration procedures.
In light of the migrant crisis indirectly came to the fore shortcomings of the existing
international legal documents which regulate the rights and prateofianigrants and
refugees as a narrower conceftis applies in particular to the legal statuseffigees and
the obligations ofstates that have their refug@onsequently came to the fore the
deficiencies in the legislative documents of the state.
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In order to better understand the problems of international legal documents that are the basis
for understanding the rights and responsibilities of migrants and refugees, but also the
necessity of organization of legislative national documents related tprthection of
refugees, the work is divided into two parts, namely: the first is the emphasis given to
contemporary international sources of legislative protection of the rights of refugees with
regard to the legislation of the Republic of Serbia (RSga@nd part of the focus is placed

on EU legislation which regulated this area.

2. INTERNATIONAL DOCUMENTS FOR THE PROTECTION OF
REFUGEES

The essence of all international regulations which regulates the rights of refugees is an
international public law, a special segment of international humanitarian law or the ,,law of
war". In the theory of law there is no consensus about the origin dawseof war, but all
viewpoint can be classified into three major groups, namely: (1) the law of war was formed
several centuries BC, that is, its genesis can be traced back to ancien{jrmég law of

war is unwritten or customary law that has depeld during the Middle Ages in Europe,

and (3) of the law of war arises adoption of the First Geneva Convention for the
Amelioration of the Wounded fate in 1864.

The accuracy of the viewpoint depends ultimately on how to understand international
humanitaran law.If it is viewed in the modern sense as one and built a complete system in
which the prevailing rules codified or written legal documents, the real beginning of
international humanitarian law is the second half of the 19th cetiowyever, if one ants

to follow the development of humanitarian law from the onset of its usual rules and
institutions, then it is very old in its origin, and its origin extends to several millenniénBC.

any case, modern international humanitarian law was created midhE9th century, but

its roots must be sought in the distant pgat.

Among the documents that are most improved international humanitarian law must be
allocated as follows: The United Nations Charter and the Universal Declaration of Human
Rights (adopté on 10.12.1948. YearAfter the adoption of these documents and the
ratification of almost all countries of the world has created the basis for further
improvement of national legislation in this aremwever, for this study we have selected a
number ofinternational regulations that further and more detailed governing protection of
refugees, and closely related to international public laig.important to point out that we

in this part of the paper and gave short presentation of normagaeframevork of the RS

in relation to this issue.

At the international level, the most important legal documents regulating standards in
dealing with refugees, determines their basic rights and obligations of States occupies a
special place in th&eneva Conventim on the Status of Refugees (the Conventian)
adopted by the United Nations (UN) in 1951 and entered into force on
22.04.1954years.By the end of 2017, the Convention has been ratified by 148
countriesThe Convention was adopted after end of the Se¥éodd War and was made

in order to rectify the consequences of the scourge of war and to help internally displaced
persons worldwideBased on the principle that no country should return a refugee to a
country where his life could be in dang&he Convetion obliges states to provide asylum

and protection to those who are facing persecution based on religious, political, racial or
national opinionAccording to the Convention are considered to be refugees person worthy
of human dignity, and they should belpful, but if necessary and protect the cause of
eviction.[4]

Bearing in mind that the Convention covers only those persons who have become refugees
as a result of events that took place before 01.01.1951., that after the adoption of this
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Convention pgormed certain events that brought about the emergence of new refugees, as
well as the requirement to provide equal protection and treatment to all refugees, the need
for the adoption of such a document which will replace the lack of the Convention
itself. This Convention was redefined by resolution 2198 of the UN General Assembly
16.12.1966by which it adopted theProtocol relating to the Status of Refugees
(Protocol). The said Protocol entered into force on 04.10.1%6@. protocol is enabled
wider appication of the Convention, since removed its time limit and
demographicallyConventions and protocols constitute the essence of the legal framework
for protection and identification of refugee international standard for the treatment of
refugee The behaior of the state in accordance with the Convention and the Protocol
oversees the Office of the High Commissioner for Refudégs.

States have the power to decide who to accept as immigrants, but when it comes to refugee
movements or involuntary, there alienits on government power in the form of the
obligations imposed on them by the Conventidare it is necessary to distinguish and
identify persons who really need the help and protection of persons who participate and are
part of extremist ideologiesnd terrorist groups that pose a threat to the security of the
states that harbor thernalyzing the current situation, but also all potential situations in
the coming period, it is necessary to point out that the longer retention of such persons on
the teritory of RS could destabilize the peace and security of our citigghs.

Before this ,,migrant crisis" RS and other countries in the region are not considered
migration policy and asylum important political priorityherefore, the procedures related

to migration and asylum in the Republic of Slovenia and the region is very young, and now
is the time to open the debate on migration policy in the Western Balkans and the EU,
particularly in the context of integration into the EU, due to the reforms andrae m
comprehensive approach to this isq2¢.

Normativelegal framework regarding migration of population in RS is mostly compliant
with the normative and legal regulations of the EU (EU accession RS ,,the permanent
strategic orientation" of the authorisiein RS from 2000 to datejlowever, the legal
framework in this area until 2007, practically did not existfact, until 2010, was
considered the Refugee Act of 1992 (Official Gazette of RS, no. 18/92), which was twice
amended and supplemented (Offidizdzette of FRY, no. 42/2002 and Official Gazette of
RS, no. 45/2002), and finally in 2010 adopted the Law on amendments to the Law on
refugees (Official Gazette of RS, no. 30/2010), which is still topitalvever, this law

does not correspond to the ant situation on the ground, primarily because the term
refugees geographically and spatially restricted to persons from the former Yugoslavia and
the FRY and for the period from 1991 to 1998.

Asylum Act (Official Gazette of RS, no. 109/07) was adoptedadnordance with the
guidelines of the EU and there are precisely defined conditions and the process of obtaining
asylum in the RS, but not the law does not fully reflect the situation on the ground, and he
changes and amendments made in late 20fl&rwise, a very small number of migrants

and refugees residing in the territory of the Republic decides to seek asylum, as in other
cases with other transit countries in the reglbis obvious that RS and its neighbors just a
stopover migrants and refugeestbe way to the most developed EU countries (France and
Germany).

Government adopted in 2009 the Strategy for Combating lllegal Migration forZ20D8,

which was a precondition for the classification of the Republic of Slovenia to the list of
positive BJ visa regimeNational strategy for resolving the issues of refugees and internally
displaced persons for the period 22 0.was adopted 10.07.201@®fficial Gazette of

RS, no. 019/15), whose strategic and specific objectives determined temporally and
geogaphically in terms of refugeetn addition to these documents, in 2012 adopted the
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Law on Migration Management (Official Gazette of RS, no. 107/12) that actually
complements all previous documerfsr example, the Law on Refugees was amended by
the Law on the management of migration, because this law introduces an institutional
framework for addressing not only refugees but also migrantare introduced:
Commissariat for Refugees and Migrants (by then there was only Commissioner for
Refugees) as Mleas local councils for migration at the level of local sgdfvernment and
autonomous regionglso, this law was first regulated and unified system for collecting,
organizing and sharing data on refugees and migrants, as well as cooperation with the
couwntries of the region and the EU on this issue.

In accordance with the security threat which proved as a migrant crisis, it is evident that the
RS security strategic and doctrinal documents should be redefleed.strategic and
doctrinal documents RS is antly in the process of public consultation and is expected to
adopt them by the end of 2018.had already made major EU countries, the Federal
Republic of Germany in July 2016, revealed ,,White Paper on German Security Policy and
the future of the Genan armed forcés which stresses ,,hybrid war" as the first on the list

of security challenges, risks and threats , according to the migration of the population as
well as one of its manifestationBhe French Republic in 2013 adopted a new ,,Defense
White Paper” which explicitly states that the security of the European countries of
significance everything that happens on the African coast of the Mediterranean, in the Sahel
and the Middle East (in the context ,,Arab Spring" and the civil war in Syria,itand
consequences).

3. REGULATIONS OF THE EUROPEAN UNION FOR THE PROTECTION OF
REFUGEES

All EU regulations on the protection of refugees based on the Convention and the Protocol,
but also to internal EU documents that are the product of years of exidtkriop, as one

of the largest, but also the richest Confederation in the history of markirdprimarily

refers to the Treaty establishing the EU and the opinions of certain committees of the EU
such as the Committee of Regions and the Committee fordBuo and Social Affairs.

In a number of documents on the (non) indirectly deal with the protection of refugees in the
EU, there are three, namely: @puncil Directive EU 2003/09/EC on minimum conditions

for the reception of asylum seekers in MembeteSté2) Council Directive No. 2004/83 /

EC on minimum standards for the qualification and status, oftaghtry nationalsand

(3) Council Directive 2005/85 / EC on minimum standards for procedures in Member States
for granting and withdrawing refugestatus These directives are the starting and binding
basis for the regulation of these issues in all EU Member States through their own legal
systemlin the following paper we present only the common characteristics of those
directives, as it is primarilgdue to the volume of work we can't deal with the specificity that
has each of the directives.

Common features of the Directive can be divided into two groups: (a) those related to
institutions and documents on which to base the directive and (b) the aigthtprotection

of personsin the context of the institution and the background documents directives have
in common is the following: (1) policies on asylum, including a Common European Asylum
System;(2) adherence to the guidelines adopted at the dpeeating of the European
Council in Tampere 186.10.1999., where it was agreed that all EU institutions working on
inclusive implementation of the Convention and the Protocol and which confirmed the
principle of nonrefoulement and expulsion and makingres that no one is returned to
where it will be exposed to persecutig®) coordination of minimum standards with
respect to the methods in the member states for administering or withdrawing refugee
status, or that this is the first measure when it cotoegsylum procedures, and (4) the
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application of the Directive should be evaluated at regular time period which must not be
longer than two years.

In terms of protecting the rights of persons allocated the following characteristics: (1)
persons in need gdrotection as refugees, in accordance with Article 1 of the Convention
should, with some exceptions, have an effective access to procedures, the opportunity to
cooperate and properly communicate with the competent authorities for the purpose of
presentingthe facts relevant to his cagdso, the abovanentioned persons, based on the
procedure for examining asylum applications, usually need to get at least the right to stay in
the country pending a decision by the deciding authority, access to the serdviams
interpreter to put forward their case if they were questioned by the authorities, the
possibility to get in touch with a representative of the UN High Commissioner for Refugees,
or any organization acting on their behalf, the right to adequate rujtite decision, the

facts and the legal reasoning of the decision, the opportunity to consult with legal counsel or
adviser from another authorities, as well as the right to be informed of their legal position at
decisive moments during the procedurea ilanguage that can be reasonably assumed to be
understood.

(2) should be determined and specific procedural guarantees for unaccompanied minors
because of their vulnerability, and the Member States, in this context, should be guided
primarily the bestriterest of the child(3) is a key factor in determining the merits of a
request for recognition of refugee status is the safety of the applidaistéauntry of origin

or a third country can be considered a safe country of origin when Member Staabdeare

to is designated as a safe and assume that is safe for a particular applicant, unless he brought
out serious countearguments that it is not s@}) Member States are required to establish
common criteria for the determination of safe countries.

(5) Elimination or cessation of refugee status, Member States should ensure that persons
enjoying refugee status are in the prescribed manner informed of a possible reconsideration
of their status and have the opportunity to present their point of view kbfeuthorities

make a reasoned decision to abolish them refugee dtwwever, it should grant a
derogation from these guarantees when the reasons for the cessation of refugee status is not
related to the changing conditions on which the recognitionbassed.

4. CONCLUSION
The demographic imbalance between rich and poor will result in a wave of migration to
each other, and present a disturbing social and racial reactions may be small compared with
what is happening in the world with eight or tbilion peopleWhat characterizes the
modern migration is reflected primarily in the fact that they represent a unique source of
mobile security challenges, risks and threats to the host countries and for the transit
countriesHowever, under internatiohumanitarian law (as the basis of universal rights),
and all documents that have emerged from it and which it simultaneously amended, to
protect human rights and human life as the highest valuthese documents, special
attention was paid to the prot®n of refugees, or persons because of the risk of personal
integrity and dignity had to leave their country and seek salvation in the Athenportant
feature of international humanitarian law as a source of refugee protection is reflected in his'
constant redefinition in line with changes in international relatibonact, in contemporary
international relations, all this has led to diametrically opposed views on refugee protection,
and the best example of this is the situation in the EU on tHisianilar issues.
Increase in cost nationpbpulist idea, EU member states found themselves before a special
challenge: How to accommodate asylum seekers awaiting a decision on their case, how to
integrate them into the economy and society if their reigaespproved and to deport them
if the answer is negativ&he desire of European governments is to reduce migration,
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because they are absolutely aware that migration can't be completely stopped, except in the
case of European countries give up and/orefied existing international legislative
solutions.In other words ,,Europe" should abandon the existing law on asylum, which is
implemented in all the international conventions adopted after the Second Worl@®ear.

of the direct consequences of the raigrcrisis in Europe is the emergence ,,ideological
war", which utterly transforms any existing base of leading contemporary liberal
democracies, and these changes apply to the national and international legislative solutions
that were eventually proven be outdated and inefficient (document are made at the end of
the 70s of the 20th century).

Based on the above findings, we conclude that the migrant crisis of 2015 demonstrated the
weakness of the soejmolitical organization of European countries, bsioahe necessity of
redefining the existing international legal documents regulating the protection of
refugeesLegislation of the RS in the period from 2015 to 2018, took a big step forward in
terms of legal regulation of migration of the populationmaniily in connection with the
protection of the rights of refugees, but also understanding of migration as one of the threats
to the national security system RS.
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ABSTRACT: Information in21% century represents power, and with that, safest and most
legitimate "machine for dominating”. Consequences from the rapid growth of information
technologies and their usage for solving of crisis situation make information one of the
key concepts ofhe unconventional warfare. Application of GIS (Geographical
Information System) in the Army and crisis response for getting information is wide used
all over the world, but this paper gives an overview and make particular ideas for further
development insage of GIS for gececonnaissance and dialling with crisis. The main
aim is getting specific information about objects, buildings and devices on the affected
area through gedocation and plots field data (various digital, video images), further
managemenand planning strategies for ensuring proper security, and also in other way,
getting information from the intelligence services for planning routes of movement, all
that based on the information from the GIS. Geographic information system is recognized
as a useful system for alleviation the risk during the crisis management we develop the
idea to promote a new model to have a practical and applicable method of GIS adoption
within the crisis management in order to save as many lives as it can be doaeymilit
reconnaissance, helping in the military decision making process.
In this paper, despite the overview of GIS usage forrgeonnaissance in army and
crisis response, is presented an application for the soldiers and crisis teams on the ground
for live streaming (drones and video camera) and live processing of the decisions from
their commands, getting real time track log with moving map (through a GPS signal),
which displays their current coordinate location, and their heading directions given by
their crisis headquarters

Key words:GIS, army, gegeconnaissance, crisis management, decision

1. INTRODUCTION
The right information and the use of advanced technologies are big lifesaving tool on the
ground If commanders and commandants have right information about the affected area
of crises (position, number, equipment etc) they can make better decisions respectively
which unit to use, how much soldiers to send to finished the task, which one position wil
be the most effective in executing theission which soldier to select tfinish the
mission.Most of security decisions connected with national involve geogiapimether
itds pturptosei d or solving currentdthearmys e s
GIS technology plays a critical role in modern defense and intelligence systems as an
increasingly omnipresent spatial information and application infrastruc@&i®.has a
long history of driving environmental understanding and decision makiolicymakers,
planners, scientists, and many others worldwide rely on GIS for data management and
scientific analysis. GIS users represent a vast reservoir of knowledge, expertise, and best
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practices in applying this cornerstone technology cises mangement carbon
management, renewable energy, sustainability, and disaster mana@gresttons have
become more and more complex due to the use of different platforms, sensors, and
systems during therises situationOur forces and our allies need tdldatheir crises
management systems to integrate data from a variety of platforms and sensors, offering
customers the tactical clarity and confidence essential to operational success. These
systems also need to deal with command and control, commungatimhinformation
management problems.A modular software approach needs to deliver secure, reliable
communications for networkentric operations at every tier. For holistarises
management, our application need to provides all the tools needed totglapoing and
execution of operations, including terrain analysis, route management and global
distribution of tactical and operational information.[Ihis is what GIS is about: to
display special kind of information about specific area with unlimitedwuarof essential
mapping information (layers), used to display the knowledge base of thaivhesa.
crises happenslter the world around us, higjuality data must be collected and
examined to accurately assess the damage and plan restoration effudseRaonse and
attention to detail are both of the utmost importance. Through the use of mobile GIS,
these ofteropposing objectives can be achieved simultaneously. Operating PDAs
equipped with Arc Pad and GPS, trained field personnel can take advahtagstom

forms and other timsaving data entry features that render obsolete the use of pen, pad,
and paper map. Upon return to the office, field data is integrated into the project geo
database with no additional data entry needed, allowing more tiemeatgze the data and
develop maps and repof

2. GIS IN CRISIS SITUATION i ARMY AND CRISIS RESPONSE

GIS is widely used in almost all the branches of the modern armies. Capabilities that use
GIS are following: Command and Control, Defense mappimganizations, Base
operations and facility management, Force protection and security, Military engineering,
Mine clearance and mapping, Mission planning, Terrain analysi§3let€he term
reconnaissance means preliminary observation or research of ficdpedifor a mission

to obtain information about therisis situationor to locate it. Gegeconnaissance
determine specific type of information gathered from the visual observation or other
detection met hods, which gin gengraphical elemerdsr mat i on
of it, objects on that specific area, that can help us to create a better picture for the
situationand the resources they are usiagolve crisis on it. [4Bo, one of the ways of

data gathering is by aerial photographs andtcespmages. Advantage of these kind of
collecting data is the possibility of gaining information without getting any contact with
the earth surface directly, but with contacting a mediatory unit carrying information about
the surface. As that kind of mediay unit which carry an assessing equipment to gain
information are today's popular unmanned aerial vehicle (UAC) commonly known as a
drone. With a proper equipment they can be used to observe and make a live photographs
of the terrainof interest which igart of crisis arearhis method will reduce the usage of
people risking their life for the purpose of collecting information.
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Image 1: GIS Cloud mapping with UAV

From this point, knowing the terrain and selecting the required layers, commanding unit
from Tactical Operation Centar (TO&n create and plan routes of
movement.C4ARSNet defines a Command, Control, Communication, Computer,
Information Reconnaissangesuveillance and NetworkThe ArcGIS platform is an
enterprise information technology infrastructure, and as such, provides a horizontal,
crosscutting technology that is very different from GIS technologies past niche usage
[5].0ne concept made a big stgpin the usage of GIS for military purposes, especially
military affairs. That is NCO which represents concept of Netvi@ektric Operations

i.e. the use of the network to connect decision making across multiple defense domains
and beyond.The development military commanding and management technique
systems seen in recent years has been made possible primarily by the development of
microelectronics, the rapid decrease in size of IT tools, the enormous increase of their
capacity, and the integration of theapabilities into a single system. This is applied by
maneuvering robot aircrafts, unmanned flying devices and by all other armament
managing, deployment managing systems, which are, on the one hand in an interactive
contact with the environment, andelit interactively the given object, on the otfsr

3. INFORMATION SYSTEM i GEO_RECONNAISSANCE AND
COMMANDING

Composing two previous GIS concepts into one model of information system is the
main idea of this paper. Creating an appropriate applicationcitalge devices based
on the model of the information system will ease the usage of these complex concepts.
The Geereconnaissance and commanding (GRC) information system is based on the
GIS usage for both Gemconnaissance and C&8Ret - Command, Contrgl
Communication, Computer, InformatioReconnaissanceSurveillance and Network
So through the wide utilization of GIS we want to create one completely defined
information system which will help soldiers, commanders and strategic decision
makers, for edly observation of their current situation, their future actions and of
course after the end of the mission, feedback and analyzing of the mistakes and creating
directions for further improvement.
1% step into creating of this kind of complex system is equipping the direct participants
i.e. soldiers with proper equipment for gémrating, and that will be an emitter which
will constantly send signals. The receiving device, because sometimes theitenat
accessible for all kinds of vehicles, will be set on the drone and it will forward the
signals to commander. The device set on this drone also will be in a role as an emitter,
so it will sent various kind of signals to the soldiers ongitteind @ area of interest
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2" step is receiving the information about the location of the unit and the soldiers in the
commanding unit. In this unit, the commander with the help of the staff (headquarters)
based on the locations of the soldiers shown on thetaromsing GIS software (Arc

GIS and GedRover), decides what actions will be taken. In this section, biggest impact
on the functioning of the information system has GIS usage for EM&R described
already in the previous topic. AfBIS capabilities heln thedecision making process
giving to commanding unit various kind of information, from situational picture on the
ground to decisions made by other commanders, visualization of unit deployment,
reports, and of course information received from thergeonnaissance.
Georeconnaissanceactually is the parallel step to the ¢gecation step. Geo
reconnaissance, in fact is the major element of this information system. With aerial
photography, infrared sensors, space images, the command gets data famatiorio
about the situation on the territory, about gle®ple in dangemwbjects in the deep of the
crisis line, fortification obstacles, and other information that can be beneficial later in
the decision making process.

Gealocating and Geoeconnaissare give the input values in the information system.
Than human factor, make a decision, which represent an output from the system. This
output can be in a form: directions about the movement, usagequpment
withdrawal, locations opeople in danger €cThe orderdrom TOC are transferred to
lower instances, and at the end every soldier has a specific task to finish. If the "output”
represents specific directions about the movement, that order via GPS is shown on the
GPS navigator which is a part oktlequipment of every soldidn this direction we go

step forward where every soldier/citizen is an receiver and emitter of the current
situation on the ground which will transfer it throw technical equipment (mobile
phones, radio link, net link ect.) T@OC in command of HQ.

As an integrated part of the information system is rd@rding and live streaming
section. A camera is set on the drone abov@itbend so it records the real action. The
video is transferred to the command, which can help toenaaketter decision, if the
information received from other sources (geoonnaissance, gdocation, radio
devices). Also the video material can be used later for analyzing the mission or the
battle. Drones are controlled from the commandTOC, and th& location and
movement depends on the requirements of the mission.
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The second modelamed distance modes more complex and its without UAV, the
position of the soldier is send via the VHF military radio from the #oilGPS. The
distance and the angle to the target is determinate by the two team members using Laser
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Rangefinder and send to the TOC usingcgocommunication g]. There will be
addition to the algorithm that will calculate the coordinates of the target using the
coordinated of the soldiers, and the known distance to the target. This is done using
simple geometry to determine third point whemtpoints and all sides (distance) are
known and is calculating the coordinated of the target and send them as an input to the
algorithm with the received GPS data from the radjog[he following steps are same

as the UAV modelSystem architecture of frmodel is represented in the following
figure. Two team members use standard radio and laser rangefinder, and then the data is
send via land mobile radio, to the team leader, and forwarded via Harris RF7800M and
VHF Radio network to the TOC where the @lighm calculates the coordinate of the
target and makes the decision in accordance to the created ald&jithm

( Team Member

\
‘ 1 1/ Team Member ‘

Radio | 2 " 5
| Les= | Lasr Radio | /" Tactical Operation Center
\_Rangefinder _/ \Rangefinder J |

(TOC) |

Algorithm for

| coordinate
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Image 3. System architecture fahe distance model

4. ALGORITHM
Steps of the algorithm:
First: for all our TEAMs we are checking the visibility to the golly our GIS
connected by UAV orvoice communication.
Second for TEAMSs that have visibility we measure the distance to the goal.
Third : we get the information for weather conditionsfrom nearby weather stations or
our meteoritical data.
Fourth: from the appropriatenapswe get the appropriate probabilitiegtime to rich
theperson in affected area
Fifth (and finallyy the TEAM with the biggest probabilityo rich the person in affected
areagetsanorder tosavethem or execute the mission

5. EXPLAINING ONE REAL SITUATION ON THE GROUND

We are giving real description of our algorithm. We h&v&eamsand for them we
know thetime neededo save the person in dangesm 10 attempt#n executing during
reattime trairing session Also we have number o$aving in different weather
condition: sun weather, haze weather, poor rain, and straight rain. Another important
characteristic that we must to now is distance frontébeto theperson in danger

TEAM 1  10attemps 600 meters 9saves
TEAM 2 1Cattemps 800 meters 7 saves
TEAM 3 | 10attemps 800 meters 8saves

Chart 1: Sun weather
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TEAM 1  10attemps 600 meters 7 saves
TEAM 2  10attemps 800 meters 6 saves
TEAM 3  1Cattemps 800 meters 8 saves
Chart2: Haze weather
TEAM 1  10attemps 600 meters 8 saves
TEAM 2  10attemps 800 meters 7 saves
TEAM 3  1Cattemps 800 meters 9 saves
Chart 3: Poor rain weather
TEAM 1 1Cattemps 600 meters 5 saves
TEAM 2 10attemps 800meters 4 saves
TEAM 3 10attemps 800 meters 6 saves

Chart 4: Straight rain weather

On this picture we have example of one possible situation on the ground. Our three
(blue circle) and one enemy (red circle) soldiers are at the positions.

Image 4: Realposition on the field
6. ALGORITHM WORKFLOW

First: From the ground situatiohEAM 1 and 3 have visibility to the goal.

Second:The distance fronTEAM 1 to the goal is 600m and the distance ffbEAM 3

to the goal is 800m.

Third: The soldiers from thgroundreport us that the weather is sunny, and we are

checking weather condition on android application.

Fourth: From the tablés, we can see that probability fBEAM 1 is9 and8 for TEAM

3. This calculating will be automatically done by the application in our TOC center.

Fifth: Algorithm give us final result thalEAM lis most suited to finish the task.

Six: The commanding officer gives the executive order.

7. CONCLUSION
Today we live in dime were the most important and power things are informatgi
has a fast growth in today world, but his capabilities are not explored completely. The
possibilities that are offered from GIS have a wide range of use, and because of it, this
information system nowadays is more and more used in various fields of study. Of
course that military industry discovers different wayfscomposing this information
system in manufacturing of new devices, vehicles and weapons and also in integrating
of the GISin the existing technologiesSome of the usage of GIS is for geo
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reconnaissance and CA8Ret which was previously described in this paper. These
subjects are already explored and have application in armies around the world for:
tracking units or soldiers, rennaissance of the enemy's terrain, tactical editing of the
data from thegyround rapid and massive transferring of messages and orders, coordinate
conversion, digital terrainlevation data information eté military information system

based on connectinof these two powerful usages of GIS, will help the armies in the
world and the decision makers for better observation on the miggsitime groundand
giving specific orders basedrecomaissanearidnf or mat i
live-streamingof the crisis situation on theground Input values for the commanders
represent the data from the gemonnaissance i.e. the situation on the terrain and the
geclocation of the own units and soldiers. The command make a decision which
represents an outpvalue of the system, and it is send to the soldiers as a voice order or
as movement navigationVe are using every modern equipment for solving every
mission on different types of terrain and climate conditions supported by GIS on the
web or softer2]. This gives a chance for adopting this application on every terrain and
any climate conditions with which means that it will be effective at every point where
we have updated maps in GIS.We are hoping that with this software will help them all.
The softwae is expected to decrees the casualties all around the world, in the crisis
areas. And also organize the management in these situations. The low cost of the
software is a big advantage in the development of the system.
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PROVISION OF PERSONS AND PROPERTY IN
CONTEMPORARY CORPORATION

Tatjana Gerginova®

Abstract: Securing the security of the modern corporation is linked to the achievement of
the goals and valuesf the corporation.The author will apply a qualitative approach to
research, which will enable the use of a number of methods and techniqeesling

the system for providing persons and propeftye author will use the following methods:
analytical method, descriptor method, and content analysis mefhioe. author will
analyze the system for securing persons and property and will deterimn¢hitee
reference objects of protection: persons, property and business of the company.

The subject of research is the system for securing people and property in the modern
company.

Purpose of research is the importance of corporate security in sciditéfature.

Key words: corporate security, providing individuals and property in the company,
technical security, physical security

1. POLICY CORPORATE SECURITY IN THE SCIENTIFIC
LITERATURE

Numerous statistics and empirical data indicate that the corposatiosiness operations in
contemporary global conditions is exposed to various types of threats and numerous risks.
In order to prevent the negative consequences and the effects of threats and minimize risks
on the one hand, but also to increase stapdibynpetitiveness and profitability on the other
hand, all companies pay great attention to corporate security.
Corporate security refers to security issuelated to security in companiéisat is, it is
aimed at detecting crime, fraud amdfenses in thecorporation. This means that the
existence of an effective system of corporate security, the company will be protected from
other hazards that can interfere with normal operation of the corporation, and the protection
of property, the business owners ardployees of various risks and threats an integral part
of modern life.
Corporate security is constantly involved in the mechanisms of business management, so
that it protects the normal flow of business processes, removes acute security problems and
to enployees creates security conditions. With that corporate security is an integral part of
the process that manage business risks within the business entity. More concretely
speaking, corporate security working to establish plans and implement measuregstaimed
protection of the recipient, protection of employees in the business organization, protection
of property owned by business organizations, protection of information and the reputation
of the business organization of material damage, criminal actigty
The following considerations of corporate security can be found in scientific literature.

6 Tatyana Gerginova, Assoc. Prof. Dr. sc, Faculty of SecurBkopje, University of Sv. "Kliment
Ohridski" in Bitola, Contact:itanjagerginova@gmail.com
! Gerginova, T., (2017Corporate securityFaculty ofSecurity Skopje.

48



According to Christopher Kjubig and David Brooks, corporate security is aimed at
detecting fraud and offenses, and studies and real cases of corporateririsisand other
crimes for which the professionals in corporate security should be aware of to ensure
effective protection of people, operations and resodrces.

Michael Genser believes that corporate security is adjusted to meet the structural risks for
the company, through the application of certain models of simulation for implementing the
best security practices in the company.

Nicole Detelhof and Klaus Wolf in their compilation of landscaping materials, corporate
security is aimed at corporate sdatyuresponsibility, which is focused on the role of private
business in conflict zones. It provides a picture of the types of contribution to peace and to
security by transnational corporatiotis.

Peter Reid believes that corporate security should prahielenecessary balance between

the level of security in corporate, business and conventional demands of work
complemented with wisdom, and thus offered radical but inspired proposal for success. In
that direction should be a survey of companies with coms®rse and logic to better
business consistency.

Milan Milosevil suggests that corporate secu
includes perform a number of functions that need to be synchronized. As such, it is a
function of the corporatiothat controls and managing the coordination of all activities
within the enterprise, and which relate to safety, continuity and reliability. The existence of
an effective system of corporate security protects the company from any threatening
actions, estalishes the basis for making management decisions, provides the top
management access to secret information and form processes and procedures that prevent
spilling protected data from the corporatign.

Ivandikj, Karlovic and Ostojic corporate security ehefs as a strategic function of the
company, which aims at realizing the safety of the business success of the corporation,
which means: the elimination of all risks and threats that may affect business activities and
achieving business success; reductibithe factors threatening the lowest possible level,
business operation in crisis, i.e. overcoming the crisis aedtablish normal operations.
According to the guidelines of the European Union, corporate security in corporations is
defined as integrasecurity™* which includes security and security issues, which, in turn,
includes information gathering, security assessments and risk assessments, information
security, crisis management, fire protection, explosions and accidents, protection of safety
andhealth at work, and more.

8 Christopher J. Cubbage and David J. Brooks, (20C2yporate Security in the AsRacific
Region:Crisis, Crime, Fraud, and Miscondu€RC Press, p[3-16.

® Michael Genser, (2005A Structural Framework for the Pricing of Corporate Securities: Economic
and Empirical IssuesspringerVerlag New York, LLC, pp. 19€38.

0 Nicole Deitelhoff, Klaus Dieter Wolf (Editor), (2010)Corporate Security Responsity?:
Corporate Governance Contributions to Peace and Security in Zones of CoRftitgrave
Macmillan, pp. 220.

1 peter Reid, (2012How to Land a TofPaying Corporate securities research analysts Jhereo
Pty Ltd, pp. 525

12 Milosevik, M., (2010) "The concept and content of corporate seclrity Scientific Conference
"Days of security" on the theme: "Corporate securithe risks, threats and protection measures"
(Proceedings), Faculty of Safety and Protection of University Synergy, Banjapuka60.

13 lvandi2 VidoviZ Darius KarlovE Lydia, Ostoj Allen, (2011). Corporate Security, Association of
Croatian managers of security HMS, Zagreb, p. 34th

¥ vandiz VidoviZ Darius KarlovZ Lydia, Ostoji Allen, (2011). Corporate Security, Assdite of
Croatian managers of security HMS, Zagreb.
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From the above considerations of corporate security it can be concluded that there is a lack
of a specific definition of this term. The definition of this term is extremely difficult
because the true nature and scope of corpeeatarity is difficult to determine.

2. THE SYSTEM FOR PROVIDING PERSONS AND PROPERTY IN A
MODERN COMPANY

In the scientifieprofessional literature, as a result of numerous polemics and debates, it has

been accepted that within the business systems thetiereeecommon reference objects of

protection; persons, property and business of the company.

The category of persons includes: all employees (managermnagers and direct

executors) in the company, as well as other persons who are on any basis sthyininevi

company: company clients (visitors, buyers of goods, users of services), business partners

(suppliers, contractors) and othéts

The property of a company in the narrow sense means the right to own movable and

immovable things, monetary assets amaturities and other property rights. a wider

sense, the company's assets include everything that the company has achieved with past

labor and with its current appearance on the market: its name, trademark, corporate image,

business data and informatiofixed assets, spare parts, raw materials, a process of

production, products, inventions and innovations and préfits

Business operation of the company is the daily active relationship and work process, aimed at

achieving a better and stable positiontlé company on the market and increasing its

property’

In modern global conditions an important component in achieving effective business

operations of the corporation is the provision of persons and property in the company.

The company's security systdor persons and property covers a range of measures and

activities aimed at achieving physical and technical security and <gafaBctive

component in order to prevent criminal activities and other forms, forms of threats to

persons and property of enpeses, eliminateor removal possible consequences and

detection of possible perpetrators of criminal offenses, in order to more effectively protect

the vital valuesand successful operations of corporatioftse system for securing persons

and propertyin the company is the engagement of the physical component by applying a

technical component and applying modern methods, methods and organization of work

(securityprotection component) in order to prevent or remediate the occurrence of threats

to persos and property of enterprises, from damage or unauthorized appropriation of

property of enterprise.

It is about subsystems of physical, technical, fire and other security and protection

(protection of work, protection of the environment), as welafstyprotective component.

So, it is a complex system, constructed from multiple subsystems that have special power,

resources, methods, organization, etc.

The basic goals of the system for providing people and property are safe and better working

condiions, by providing and protecting the valugfsthe company, in order to achieve a

better position of the company on the market and increase profits.

15 Dani | i(2005).9dcurity of people and property companies in Republic SriBsaa Luka,
p.7.

®Dani | i&S,t aNl.i (2008) Rriyate securityCollege of Internal AffairsBanja Luka p. 47.
"Dani | i&"5,t aN .i(2008) Rriyate securityCollege of Internal AffairsBanja Luka p. 47.
BDani | il , acurity of 2e6plke :nd.property companies in Republic Sri@ege of

Internal Affairs,Banja Luka p. 15, 16.
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The system for providing persons and property in the companies includes a number of
normative, operatical, information and educational and educational activities and
measures that determine and establishes: organization of performance of works from
physical and technical security, functioning of the services and the system for physical
technical securitypersonnel composition of the service for physical and technical security;
equipment with necessary means and equipment; training and professional training of
workers for physical and technical security for work, etc.
Physical security is usually organizadthe form of physical security officers (managerial
staff and direct executors) consisting of a number of officers possessing weapons and
equipment, whose task is to provide the company with all its vadunek interests.
Accordingly, physical protectiois the protection of people and property of enterprises
from destruction, damage, appropriation and other forms of action dangerous or harmful to
the health of people and property of the enterprise.
The physical security can be divided into 4 grotips:

A protection of persons and property;

A transport of money and other values;

A Protecting persons (bodyguarbodyguard) and

A Providing public gatherings.
It is obvious that the grouping of things itself indicates the complexity of this content of the
securiy and its place in the overall security system.
The extension of the activities of physical security, especially refers to the activities related
to the transportation of money, protection of persons and provision of public gatherings.
Securing is an integl part of the company's regular activities. The manner in which the
immediate physical and technical security of persons and property is organized depends on
many factors, and above all, the material possibilities, the number of objects that are kept,
the nature of the work, and the like.
Technical security and protection of persons and property means security provided by
means of technical means and devices whose type, purpose, quality and application are
determined by special regulations.
Technical segrity is mechanical and electronic protection of persons and property and it
implies an organizational arrangement within the security services in those enterprises in
which it is organized*
Technical security is provided in the aregpoémises or fatities that are provided, that is,
during monitoring and security during transportation of persons who are provided directly,
then during transportation of money, securities, precious metals and other wpares
request interested parti&s
Accordingly,technical security is the protection and prevention of unauthorized access to a
person or object, documents, funds, etc. using technical means and equipiisent.
appearance is understandable in the era of technical and technological achievements and, of
course, contributes to achieving the efficiency of the security systemever, this does
not mean reducing the role of physical securbjan manages the technical means of

Y Dpani M.,i (2005). Security of people and property companies in Republic SriMdeege of

Internal Affairs,Banja Lukap. 8, 13.

XDpani | i&S,t aNl.i(2008) Rriyate securityCollege of Internal AffairsBanja Luka p. 29.
Zpani | i8St aMj.j (A008) Private securityCollege of Internal AffairsBanja Luka p. 8,
14.

2 |bid, p. 26, 27.
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protection, and at the moment of occurrence of the danger or the conditions for it
occurrence, activates and takes measures to prevent or eliminate Aazards

The assets and equipment used for the provision of technical security may be mechanical,
electronic or combinedMechanical means are various types of fences, ramps, special
constuction structures, safes, vaults and the liKee various types and forms of-salled
systems of electronic devices and equipment provide the following: permanent supervision
over the security facility from one place, ceftective engagement of sedyriworkers,
reconstruction of events, detection of unauthorized persons or illicit state, attaining the
psychological effect in preventive sense, provision of control over the work of the security
service, control of the introduction of explosive, ionizeagd other dangerous substances,
quick detection of burglary and sabotage devifiess and moré?

The securityprotection component of security, functionally connects the previous two
components of the security system, and provides new content thaghighhe whole
system of providing persons and property of companies to a higher Téisltype of
protection is directed at the human being as an important factor in any security system and
its relations with the internal and external environment armbmpasses protection of the
property and business operations of companies, including organization and legal regulation.
The securityprotection component in the broader sense is sequmtgction management

as a way of organizing and managing the sydtmnsecuring persons and property, while

in a narrower sense it is a component of the security system in companies that covers the
protection of the property and the overall operation of the company, an adequate
organization of the company's operationgeinms of protection and its legal regulation.

Subject to the interest of the secuifyotection component are: subjects of security,
sources and forms of threats, method of employing new workers, prevprgizantion of
violence at the workplace, proae and reactive measures for protection of persons and
property, culture and communicati¢including the rules of business ethics with a segment

of protection), information protection and information systems, security procedures,
intellectual property mtection, training of managerial staff and all employees, mandatory
check of creditworthinessthe benefit, protection of the name and the protection sign of the
company.

In particular, it is considered that the safptptective component includes: a ttue of
business protection (rules of business etiquette with segments of protection); protection of
information; protection of intellectual property; protection of the name and trademark of the
company; mandatory solvency check; training managers forisgahe company and the
personal system of business informatfdn.

Current findings show that in practice the most common is physical and technical security,
while the safetyprotective component, which provides new contents of the security system,
is practically neglectedNamely, the methods of work of the police and the forms of
cooperation with the security system, which were applied in the previous period, are
applied today, depending on the source and the forms of threats, the type of company and
the degree of endangerment of the stated valfidee company.

3. NEED FOR SAFETY MANAGEMENT AND RISK ASSESSMENT
Corporate security tasks are to be found and at an early stage effectively prevent any
development of threats that endanger the corporationtaraperations. For the efficient

2 |bid, p. 27.
% bid, p. 27.
B Ipbid, p. 31
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business operation of the corporation, security management needs to monitor the two main
groups of reasons for the crisis (internal and external) occurring in the corpéfation:

A External causes that occur in the compamy @o not have a significant impact
(General market changes, changes in industry, global economic crisis, political changes,
legislative changes, natural disasters).

A Internal causes, which are within the same corporation (inadequate and unusual
management, incompetence, immoral leadership, underestimation of public opinion and
subordinate, unrealistic goals and demands of trade unions, inefficient communication
system, weak organizational culture, dissatisfaction and lack of motivation empliayes,
of employee control, inadequate work organization and poor job relations.

The issues of corporate security include protection of property, persons and operations of
the company, prevention of criminal activities of external and internal entitiemizndal
supervision over the legality of the work of employees and management.

Knowing the legal regulations that prescribe the forms of criminal behavior and prescribing
penalties and other sanctions for perpetrators of criminal acts can be an implaraerit

in the prevention and control of riskBhe persons in charge of creating and implementing
security measures within the company (managers and employees) must be familiar with a
number of criminalegal norms for several reasofis

First, the frequicy of certain types of criminality indicates the likelihood titet company

will become a victim of a crimélhe types of criminal activities that most often and most
dangerous affect the companies are: property crime (especially the following criotial a
theft, robbery, robbery, petty theft, fraud and evasioybercrime (especially criminal acts:
making and entering computer viruses, computer fraud, computer espionage, damaged
computer data and programs)iminal offenses against intellectuptoperty (especially
criminal offense: violation of the patent right) and criminal acts against the general safety
of people and propertyin particular causing general danger, difficult acts against the
general safety of people and propertfimong the met numerous are property and
computer crimeEmployees who attend the commission of a crime or managers who are
familiar with the circumstances surrounding this crime become significant witnesses in the
further court proceeding#f they know the criminahorms they can assess the danger that
would result in the commission of the crinigetails that at first glance are less important
can be crucial for the legal qualification of the crimEherefore, the mentioned
circumstances are of crucial importance tie process of proving the existence of a
criminal offense and passing a guilty verdict and senteoewing these details of
persons responsible for security directly help them to protect the legitimate interests of the
company and to eliminate the harmhtonsequencesSecondly, the legal concepts of a
particular crime to some extent differ from the importance we attach to everyday speech.
Thirdly, the failure to comply with the legal obligations related to the reporting of criminal
offenses, as well abeir preparation, entails criminal liability of the competent pef&on.

If we want to categorize the risks of the different types of delicts, we must take into account
the weight of their potential consequence and the probability of their realiZatierfiact is

that companies are susceptible to certain criminal offenses.
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Here we first refer to criminal acts in the field of property, economic and cybercrime, as
well as crimes that are related to the general security of poultry, property and intellectual
property. Accordingly, the risk assessment process should encompass the analysis and
assessment of the risks of committing crimes that are most commonly occurring in the
company and can severely affect its assets and operdfiarteermore, it is necesyato
take into account the fact that public enterprises, institutions and state bodies have a need
for risk management, especially in situations when they perform their business activities.
For example, state authorities can hire (this is done regulaiilygte security and ask for
consulting services in the arearidk assessment of endangering the property that is being
offered to them and those who work for thekacordingly the analysis and risk assessment
in their case must include criminal pherama characteristic of the domain in which they
are located, so in the categorization should also be added the criminal acts against the
constitutional order and the security of the stéteaddition, disciplinary offenses and
offenses must take into acattthe severity and likelihood of the consequences as well as
their frequencyNone of these forms of unlawful activity, however, has no meaning or
weight as a criminal actWe cannot say that the risk of committing a misdemeanor against
the enterprise shubd be placed in the same ranking with the risks of criminal acts or of
natural disasters and fires
Based on the above, we can conclude that when assessing the risks of unlawful activity, the
company's external entities must determine the type of criatgeibpardizes the company's
business operation§here are the following types of crim&s:
1 against constitutional ordering and securitgrrorism, diversion, espionage;
1 against the general safety of people and propergusing general danger,
destruction and damage to public devices;
1 against property theft, robbery theft, robbery;
9 against the security of computer datdamaging computer data and programs;
and
9 Against intellectual property unauthorized use of a copyright work or objects
of related law, infringement of the right to a patent, etc.
In order to prevent risks, the management of the corporation should take the following
measuresTheseare my views
1 Introducing an adequate system of physical and technical security of persons,
property and propertyorking;
1 Prescribing and regular implementation of appropriate measures for protection
against committing crimes to the detriment of the company;
1 Education of employees for timely recognition of threats of criminal offenses and
properreactions, which could prevent or mitigate the consequences;
1 Procurement and use of software for protection of computer systems, data and
programs;
1 Raising the level of information grievance of employees
To ensure proper functioning of the corporatiod @notection from criminal conduct, it is
necessary to continuously take a number of measures and activities by the corporation and
by cooperating with the police, the Public Revenue Office and other relevant state
institutionsThe Ministry of the Interiolis one of the state entities in the security system,
which should cooperate and assist in the functioning of the system for securing persons,
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property and business in the compafiiiat relationship with the Ministry of the Interior

and the security systerthat is, its role and place in the functioning of the security system,

is an important link without which the system itself is unable to function adequately and
respond to the challenges associated with time and space. In parallel with the development
of the system, which was conditioned by the new emergent forms of threats, the
development of certain organizational units at the Ministry of Interior, which represented
the country's necessary response to the new forms of crime, also flowed. Experier&ce show
that an active role of the Ministry of Interior is necessary, which, in addition to standard
and routine work, already exists in practice, directs its work and advocates the continuation
of studies and assessment of risk assessment in the fliisen&es it a reason to be able

to timely support the discovery of the source of threats, the identification of the dangers that
come (proactive action) and / or the routes and methods of recovery from certain risks
(reactive action) in order to reduce the rtagaconsequenceshis task must be carried out

by the Ministry of Interior in cooperation with other participants in the realization of
security, that is, the system of protection and other institutions and organizations.

In order to effectively accomplh corporate security, it is also important to investigate the
legal regulations, which determine the conditions under which a legal entity can perform
this work and the authorizations of the employees in the companies and who perform the
security activites. Finally, the successfully realized activities regarding securing persons,
property and functioning of the companies and achieving proper cooperation with the
police in the security system can be achieved by professional staff, which also implies
certan types of education at all levels of performing these activities.

4. CONCLUSION

According to the guidelines of the European Union, corporate security in corporations is
defined as integral security which includes security and security issues, whithn,in
includes information gathering, security assessments and risk assessments, information
security, crisis management, fire protection, explosions and accidents, protection of safety
and health at work, and mor€orporate security is without doubt ancept and refers to
issues related to security in companies or corporate security is aimed at detecting crime,
fraud and offenses in the corporation, various crimes of (political crinberrorism,
sabotage, sabotage, espionage, general critheft, sevee and armed robbery, robbery,
deprivation of motor vehicle, fraud, extortion, kidnapping, fire, economic crime
corruption, unethical operation, abuse of official position or authority, embezzlement,
receiving and giving bribes, disclosing official sdsje and lately frequent dilemmas in
relation to computer crime. This means that the existence of an effective system of
corporate security, the company will be protected from various threats that may impede the
normal operation of the corporation, and fihetection of property, the business owners
and employees of various risks and threats an integral part of modern living. Corporate
security is constantly involved in the mechanisms of business management, so that it
protects the normal flow of businessopesses, removes acute security problems and
employees creates security conditions. With that corporate security is an integral part of the
process that manage business risks within the enterprise, and working to establish plans and
implement measures a@ud at: the protection of customer service, protection of employees
in the business organization, protection of property ownership business organizations,
protection of information and the reputation of the business organization of the material
damage, crirmal activities etc We can concludéhat for the efficient realization of security

in the modern corporation it is necessary to realize the following confE#mseare my
views-acquiring knowledge that corresponds with modern security situations avidgsro
continuity in the business of the corporation; continuous analysis of the causes and forms of
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