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FOREWORD

A forumSafetyfor the Future arose out from the idea and the need to see security problems
as a whole, and yet separately, through a prism of scientists and experts in order to bring
science, company practice and economy together. The forum contains several important
events: the Intmational Scientific Conference "Security and Crisis Managesidebry and
Practice", an exhibition of tools and equipment, demonstration exercises and a round table
with various topics.

This year, for the sixth time, we are realizing a conference, withabements of researching
security phenomena in the field of crisis management, but also in all related areas. The fact
is that the environment in which individuals and legal entities exist is increasingly complex,
and the range of phenomena that affe@ #ecurity of an entity is becoming wider. It is
consist of familiar and unfamiliar circumstances. Managing those circumstances is possible
to a certain extent, if there is an optimal and necessary quantum of knowledge. Hence, the
knowledge is foundationnowhich is necessary to build capabilities of individuals and legal
entities in order to be able to recognize, prevent and react on threats.

Crisis management has become everyday need, essential for survival of an individual,
companies or society as a waolt is more and more difficult to assess the risk of events
with negative effects at the very beginning of their occurrence, and coping with negative
consequences leaves harder effects on society. Scientific research of security phenomena has
become puority of society sustainable developme@tientific knowledge is necessary for
systematic knowledge of phenomena in the environment, and practice for checking their
usability.

Scientific findings do not always come to those who perform security tasks,asuc
individuals or legal entities. Therefore, there is a need for scientists and experts to meet and
exchange ideas, opinions and knowledge. Materialization of knowledge is carried out daily
in the process of modern business. Exposed to the impactaidfudent environment, and
focused on sustainability, modern business requires permanent monitoring of changes and
adaptation to these changes.

Comprehension of the environment in which the modern society exist, is possible if there is
the necessary knowlgd of the phenomena that characterize it. That knowledge provides an
opportunity of preventive action through an efficient risk assessment system. Only
knowledge, formed as a symbiosis of science and profession, has quality and strength, which
guaranteestte possibility of preventive action and an optimal level of readiness to react to
negative events. The resistance of contemporary society to negative events depends on the
degree of knowledge development.

This year's conference is organized in specific ditions, without physical gathering.
Having in mind the risk of infection due to the existence ofC®¥1D19 virus, the real
danger of spreading the virus in the presence of a large number of people in the area, the
organizers' assessment that the gathgris risky and in the application of all protection
measures and the crisis team decided that the Forum is realized through the publication of a
collection of papers and posting presentations of the author on thewveite bekmen.rs
(presentations are posted at the request of the author).


http://www.bekmen.rs/

Proceedings from the"6International Conference Security and Crisis Management
Theory and Practice, presents a new value in the observation of a portfolio of security
phenomena tathe strategic, company, and individual level. The papers published in the
proceedings are new findings and views of the author. A wide range of issues, confirms the
assumption of the necessity of such a conference. The papers presented at the last five
conferences have unambiguously demonstrated the need for regional cooperation and the
harmonization of joint capacities.

The proceedings represent a review of existing knowledge, a source of new knowledge,
assistance to researchers and practitioners in #wjvsecurity problems, a support for
those who practically deal with security and a source of initiative to improve existing
knowledge in the field of security, management and engineering.

We hereby invite all interested scientists and professionals taawve the quality of future
publications with their work.

Program Committee



PROGRAM COMMITTEE

Branko Babic, PhDThe Higher Education Technical School of Professional
Studies, Novi Said Chairman
Darko Bazanic,PhD, Belgrade Serbia
Marijan Brozovic, PhDKarlovac University of Applied Sciences, Croatia
Gian Luigi CecchiniPhD, Full Professor of European Union Law, University of
Trieste, Italy
Aleksandra Dimitrovska, PhExpert on the psychology of national security, North
Macedona
Sinisa DomazePhD, Faculty of Security Studies EDUCONS, Educons University
in Novi Sad, Serbia
Bojan Djordjevic, PhDFaculty of Management in Zajecar, Megatrend University,
Belgrade, Serbia
Drazan ErkicPhD, Ministry of Internal Affairs Zvornik Polce Department,
Zvornik, Republic of Srpsk&osnia and Herzegovina
Radislav JovicicPhD, Security research center, Banja Luka, Republic of Srpska,
Bosnia and Herzegovina
Tatjana Gerginova?hD, Faculty of security Skopjdlorth Macedonia
Ljubomir Gigovic, PhDBelgrade, Serbia
EminaHadzic DreznjakPhD,Faculty of Civil Engineering, University of Sarajevo,
Bosnia and Herzegovina
Predrag llic, PhDInstitute for Protection, Ecology and Informatics, Banja Luka,
Republic of Srpska, Bosniadierzegovina
Zeljko llic, PhD, Republican administration of civil protection Republic of Srpska,
Bosnia and Herzegovina
Vladimir Jakovljevic, PhDFaculty of Security StudieBelgrade, Serbia
Aco Janicijevic, PhDAccreditation Body of Serbia, Belgra®erbia
Samed KarovicPhD, Faculty of Security Studies EDUCONS, Educons University in
Novi Sad, Serbia
Dalibor Kekic,PhD, University of Criminal investigation and Police studies,
Belgrade, Serbia
Savo Kentera, PhAtlantic Council of Montenegr&odgorica, Montenegro
Nenad Komazec, PhBelgrade, Serbia
Tomaz Kramberger, PhBaculty of Logistics Celje, University of Maribor,
Slovenia
Mirjana Laban, PhDFaculty of Technical Sciences, University of Novi Sad, Serbia
Goran MaksimovicPhD, Securityresearch center, Banja Luka, Republic of Srpska,
Bosnia and Herzegovina
Marina Mihajlovic, PhD Innovation center of The Faculty of Technology and
Metallurgy, University of Belgrade, Serbia
Dragan MladjanPhD, University of Criminal investigation and Podi studies,
Belgrade, Serbia
Nenad Mustapic, PhDXarlovac University of Applied Sciences, Croatia



Vesna Nikolic, PhDFaculty of Occupational Safety, UniversitiyNis, Serbia
Dragan PamucaPhD, Belgrade, Serbia
Ruggiero Cafari Panic&®hD,Full Profes®r of European Union Law, University of
Milan, Italy
Slobodan Radojevic, PhBelgrade, Serbia
Tomislav Radovic, PhOFaculty of Management in Zajecar, Megatrend University,
Belgrade, Serbia
Aca Randjelovic, PhPBelgrade, Serbia
Aleksandar Milic, PhDBelgrade, Serbia
Momcilo Sakan, Phpindependent University of Banja Luka, Republic of Srpska,
Bosnia and Herzegovina
Branislav MilosavljevicPhD, Belgrade, Serbia
Slobodan SimicPhD, Security research center, Banja Luka, Republic of Srpska,
Bosnia and Krzegovina
Augusto Sinagra, PhEuropean Union Law, Universityf Rome AlLa Sapi e
Italy
Miomir Stankovic, PhDRes ear ch and Devel op®mhiat cent e
Katarina Strbac, Ph[Director of the Directorate for European Integration and
ProjectManagement at the Ministry of Defense of Republic of Serbia, Belgrade,
Serbia
J ov an \PhoO Kanovac University of Applied Sciences, Croatia
Marija Vukic, PhD, Research and DevelspSeria nt cent
Nada Marstijepovic, MSdylaritime faculty Kotor, Montenegro
Tatjana Bojaniclnstitute for Standardization of Serbia, Belgrade, Serbia
Vel i zar IFiefightieghAssodiaton of Montenegro, Montenegro

ORGANIZING COMMITTEE

Milica Mladenovic, MS¢ S4 GLOSEC, Global Security, Belgrade, Serbia,
Chairman
Katarina Jankow, MSc, S4 GLOSEC, Global Security, Belgrade, Serbia
Aleksandar Petrovic, MS&elgrade, Serbia
Mirko llic, Fire Brigade of Vojvodina, Serbia
Ana KostadinovicRASEC, Belgrade, Segbi



IMPRESSUM

Editorial
Komazec Nenad, PhD, Belgrade, Serbia
Babic Branko, PhDINovi Sad,Serbia

Publisher
Regional Association for Security and Crisis ManageRReREEC
S4 GLOSEC Global security

Reviewers
Vucinic Jovan, PhD Croatia
Kramberger Tomaz, PhlSlovenia

Karovic Samed, PhESerbia

Strbac Katarina, PhD Serbia
Pamucar Dragan, PhBerbia
Stankovic Miomir, PhB Serbia

Babic Branko, PhEserbia
Mladjan Dragan, PhBSerbia
Randjelovic Aca, PhD Serbia
Jurisic Dragisa, PhDBosnia and Herzegovina
Bozanic Darko, PhD Serbia
Komazec Nenad, PhDSerbia
Maksimovic Goran, PhD Bosnia and Herzegovina
Tatjana Gerginova, PhbNorth Macedonia
Milosavljevic Branislav, PhD Serbia

Milic Aleksandar, PhD Sebia

Design
Mladenovic Milica, MSc
Komazec Nenad, PhD

Edition
20 copies

The press:
Stamparija Donat Graf, Grocka, Belgrade
ISBN
978-86-8069206-7

Note:
The authors opinions expressed in this book do not necessary reflect the views of the
institution in which they are employed

@ GLOBAL “? RAB E K

SECURITY




CONTENT

1. SAFETY REQUIREMENTS FOR THE USE OF PRESCRIBED PACKAGING IN THE
TRANSPORT OF DANGEROUS GOODS

Sinisa SremacZeljko Stewv, C al a raar Ma. K .. oo 10
2. CONTINGENCY DECISIONMAKING IN EMERGENCY SITUATIONS AT THE
LEVEL OF LOCAL GOVERNMENTS

S Fe A T=To B LT 1V U 20
3. MASS SURVEILLANCE SYSTEMS AND THE RIGHT TO PRIVACY

Y11= RS T D011 4T V4= AR 21..
4, ANTI T DRONEASSETS

Aca Rardjelovic, Marko Radovanow, Milan StEVANOVE. ...........cueeeiuieeriiieeiiieeieeesiee e siee e 35.
5. MODERN CIVIL PROTECTION ORGANISATION IN THE REPUBLIC OF SRPSKA
WA= | 017 o [OOSR 42
6. INTELLIGENCE ANALYSIS PROCESS AND INTERGROUP DYNAMICS

Predrag Pavitevic, MiloVan TrDOJEVE. ....c....iiiciiiiiiiiiiie ettt s 50
7. LOCAL SELF-GOVERNMENT IN EMERGENCY SITUATIONS

Samed KarovicSinisa DomazetSlavica Dinic, EMil TUIKOVIC............uuuuueiemiiiiieiiieeeee e veme e ee e 58
8. ORGANIZATIONAL DESIGN IMPACT ON RESCUE AND PROTECTION SYSTEM
EFFICIENCY

GOFAN MAKSIMOVE ......ovvvvureiieeeieeeeeeeeesemre ettt e e e e eeeeeeeseeessaaaa e eeeeeseeseesssessasanmmeseeeseesesssssssanns 64
9. APPLICATION OF MODERN GEOPOSITIONING SYSTEMS IIRROTECTION AND
RESCUE

Nemanja Pribicevic, Katarina JANKOVIC............ccoiiuiiiieiiiiiimn sttt e e e e eneeee s 54

10. THE POWER TRANSFORMER STATIONS IN THE NOVI SAD DISTRIBUTION
DISTRICTi POTENTIAL HAZARD
SanjaKovijanic, Ratko ROgan, IVan LUKG..............coociiiiiiiiiieecieceie e 83

11. DIMENSIONS OF PREVENTIVE ACTION IN THE FUNCTION OF SAFETY
SIBAJANG EFIC...cteeeiie ettt ettt ettt s e r e 91

12. POST DISASTER DAMAGE, LOSS AND NEED ASSESSMENT FOR RECOVERY OF
AFFECTED AREA
Sandra Nedeljkog, Vlastimir Radonjanin, Mirjana Laban............ccceeeeiiiiceciiieieenniieee e 97

13. POLITICAL AND ECONOMIC IMPLICATIONS OF GLOBAL NAVIGATION
SATELLITE SYSTEMS (GNSS)
SI0DOAAN RAUOJEE ........eeeeiiiieieeie ettt sab e e e st e e b e e nneeean 107....

14. ANALYSIS OF MEASURES APPLIED IN PREVENTION OF THE COVID 19
EPIDEMIC WITHIN SBB COMPANY

15. MULTI-FACTOR AUTHENTICATION FROM THE POINT OF VIEW OF INTERNET
USERS FROM OUR REGION
Anica Milovanovic, Aleksandar Trajkowt, Sinisa DomazetJovanka TOSC............ccvvveeesiimmeemennnn 120



16. FIRE RISK ANALYSIS AND FIRE SAFETY MEASURES
Biljana Lovcevic Kureljusic , Mirjana Laban, Slobodan Moraa, Igor Pesko, Anka StacewCurcin

................................................................................................................................................. 129

17. SWOT ANALYSIS OF THE THREATS OF TERRORISM IN THE REPUBLIC OF
NORTH MACEDONIA

TAANA GEIGINMOVA ....eeeeeiiiiiiieeaitieeee e et ceim ettt e e e s e aateeee e e eaaeeeeeesaseeeaeaansaeeeaeaanseeeaesansssommm e e eenns 137

18. THE INFLUENCE OF SOCIGCULTURAL CONTEXT ON RISK PERCEPTION IN

EMERGENCY SITUATIONS

Mirjana Galjak, VESNANIKOII C........cceeiiiiiiiiiiiiieie et e e e e e st e e e ae e s e una

19. VI OLENCE AND PEACE AS SECURITY CHALLENGES | N M

Drzan Er.ki. ... ... ... e e RN 1o Y 0

20. RUSSIA'S ROLE IN THE SECURITY ORDER OF THE 21st CENTURY

Uros Polovina, Milan Samopjan, Stefan TOSIC........cccviiuereiiieeniee e emmm e seee e 159

21. AN OVERVIEW OF GREEKTURKISH RELATIONS IN THE 20TH CENTURY

(DT TS= T T @00 1 o (o3OS 167

22. PROMOTION OF MENTAL AND PHYSICAL HEALTH IN THE WORKPLACE OF A

POLICEMAN AT THE POLICE DIRECTORATE MURSKA SOBOTA

Leon VedenikK, Damir IVAIBIC ............oovvviiiiiiicie ettt emrena e e e e e e e e e e e e eesebaa e eas 173

23. QUANTUM COMPUTERS TRAP FOR 5G SECURITY CRITICAL

INFRASTRUCTURE

Y 1T TS P YA o (o ET o g T S 180

24. HEALTH SYSTEM IN EUROPEAN CRITICAL INFRASTRUCTURE PROGRAMME

Branislav Milosavljevic, MIiroSIav GlISIC.........c.cuuiuuiiriiiiiiiie e sree e eevae e e e enieeeee e eene 189

25. DANGEROUS GOODS TRANSPORTATION APPLICATION TO RISK FACTORS:

EXAMPLE OF EASTERN BLACK SEA REGION
Sel -uk Korucuk, Ezgi..Demi.r.... ¢.aj. l.a.ur.... K.a.r.a.m®dK a

27. RISK ASSESSMENT BY APPLYING D NUMBERS
Darko Bozanic, Dragan Pamicar, Nenad KOMAzZEC.........cccovuuiiiiiiiiiiiiiiiie e 208
28. A NOVEL CRITIC-FUCOM-DEA MODEL FOR EVALUATION LEVEL OF SAFETY OF

RAILWAY SECTIONS
Prasenjit Chatterjee , Aleksandar Blagojevj Zeljko Stevc, Ibrahim Badi, Dragan Pamucar.. ..216

29. CRISIS MANAGEMENT CULTURE

Nenad KomazecPetrovt Aleksandar, LABEVIC ZOTaN .........cceeivieiieeieeeniie it 223
30. THE MILITARY DIMENSION OF THE CRISIS IN THE EUROPEAN UNION

Katarina Jankovig Aleksandar Milic, Nemanja PribiCeViC............cccooviiiiiiiiiiiiniic e 232

31. ETIOLOGY OF CIVIL DEFENSE DEVELOPMENT INTHE REPUBLIC OF SERBIA
1oz WY1 = T [T a0 LY/ Lo A 240......
32. CBRNCRIME SCENE MANAGEMENT andINVESTIGATION

Dragana J. Nikolig Slavoljub J.Stankovic, Ana Kovacevic, Marina Dabetic...............cccceeenn. 248



33. CRITICAL REVIEW OF DISASTER RISK ASSESSMENT METHODOLOGY IN THE

REPUBLIC OF SERBIA
Slavica DabizljevicMirjana Laban, Nenad Komazec, Nada Tatalovic, Sanja Milanko



VI INTERNATIONAL SCIENTIFIC CONFERENCE
SAFETY AND CRISIS MANAGEMENT 1T THEORY AND PRACTISE
SAFETY FOR THE FUTURE 7 SeCMan2020.

SAFETY REQUIREMENTS FOR THE USE OF
PRESCRIBED PACKAGING IN THE TRANSPORT OF
DANGEROUS GOODS

Sinisa Sremac, Zeljko Stevic?, ¢ aK d raa mMak a
! University of Novi Sad, Faculty of Technical Sciences, Novi Sad, Trg Dositeja
Obradovca 6, Serbia, sremacs@uns.ac.rs
2 University of East Sarajevo, Faculty of Transport and Traffic Engineering Doboj,
Doboj, Vojvode Msica 52, Bosnia and Hergevina, zeljkostevic88@yahoo.com
® Anadolu University, Faculty of Business Administration, Turkey,
ckaramasa@hotmail.com

Abstract: As a consequence of industrial development, significant quantities of
hazardous substances are produced annually, thus creating increased risks to human
life and health, the environment and material goods. One of the ways to reduce the
risk is to use prasibed packaging in the transport of dangerous goods and related
logistics activities. The area of hazardous substances is one of the most normatively
regulated areas in the transport and logistics sector. The standards that packaging
for dangerous substaes have to meet exceed the requirements set for the transport
of "classic” types of goods. It is necessary to meet all safety requirements defined in
relevant legal acts. In the area of packing hazardous substances, it refers primarily to
the use of appmriate packaging for a certain substance, conformity assessment and
periodic inspection of packaging, and appropriate marking and labeling of
packaging.

Keywords: hazardous substances, packaging, conformity assessment, periodic
inspection, marking and labeling of packaging.

(introductory lecture of the forumwork by invitation
1. INTRODUCTION

Hazardous substances are substances that during manufacturing, petokagg, transport,
distribution and use can endanger human life and health, pollute the environment or cause
damage to material goods [3]. The properties of these substances are such that by their
existence, utilization or use, they create an increasewed to the environment. The
destructive power of particular hazardous substances is such that it can cause catastrophic
consequences.

By packaging, we mean the materials for packing, and by packing, the entire technological
process of preparing, placirand closing the substance in the packaging [4]. Packaging for
hazardous substances has to be strong enough to withstand strikes and stresses, which can
occur under normal conditions of transport and storage, including transshipment between
transport unitand handling of pallets and packaging units. In addition, the type of material

of which the packaging is made has to be taken into account in order to avoid chemical
reactions and damage, and thus leakage or spillage of hazardous substances.

Regardless athe dangers they cause, hazardous substances are increasingly used both in the
economy and in everyday life. In the structure of the total transport of goods, the transport of
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dangerous goods has a significant place. The transport of dangerous good$ataad re
logistics activities (storage, transshipment, handling, etc.) are associated with high risks and
potential damage to the population and the environment. One of the ways to reduce potential
risks is the application of applicable regulations and tleeaigprescribed packaging in the
transport of dangerous goods. This is a technologically demanding task since the standards
and requirements that have to be met for the packaging exceed the standards and
requirements that are set before the transport loérotypes of goods [4]. That is why
generations of experts from various branches, primarily chemists and engineers of all
necessary profiles, have been constantly developing technical and technological systems for
the safe transport of hazardous goodduiiog the packing of dangerous substances. Today,

it is one of the most normatively regulated areas at the international level [5].

2. REGULATIONS FOR PACKAGING OF HAZARDOUS MATERIALS

In order to keep the number of accidents with hazardous substaremslhas possible, as

well as their consequences, it was necessary to establish certain rules. For that purpose, in
1954, the United Nations (UN) formed an expert team that gave recommendations for the
creation of uniform criteria in the field of hazardosubstances, which relate to marking,
classification, vehicles, packaging and packing, permits, etc. The UN Economic Commission
for Europe (UNECE) The Inland Transport Committee is responsible for adopting these
regulations, which have been accepted eatiied by interested countries since 1957. In
addition to these agreements, the Technical Regulations set out the conditions, norms,
standards and rules for safe international carriage of dangerous goods by road (ADR) [1] and
rail (RID) [6], as well asnland waterways (ADN) [2]. Technical Regulations also cover
safety requirements for packing hazardous substances in appropriate packaging (Figure 1).

In the national regulations of the Republic of Serbia, the transport and packing of hazardous
substancess regulated by the Law on Transport of Dangerous Goods [10] and bylaws.
Article 4 of this Law stipulates that the transport of dangerous goods on the territory of the
Republic of Serbia is performed in accordance with the provisions of ratified interaatio
agreements ADR, RID and ADN.

The EU has adopted Directive 2008/68/EC on the inland transport of dangerous goods, with
the annexes ADR, RID and ADN, providing a time limit in which all internal regulations of
the Member States will be mutually harmomiz&his enables uniform, safe and cheaper
transport of dangerous goods on the territory of all EU member states.

UN
Mode! Regulations
—

Regulations for
the Land Modes

OTIF UNECE UNECE
JR—

! RID s A°R R ADN

Directive 2008/68/EC on the inland transport of dangerous goods

Figure 1: International regulations in the transport of dangerous goods
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3. SAFETY REQUIREMENTS FOR THE USE OF PACKAGING

Packaging forhazardous substances is one or more receptacles and all other constituents,
other components or materials, which are necessary for the receptacle to fulfill its function as
a tank and safety function for accepting and safely storing the contents [8].

On the territory of the Republic of Serbia, for the transport of dangerous goods, it may be
used only the packaging [10]:

1 which is appropriate in terms of technical characteristics for a given quantity and
given characteristics of dangerous goods that are géilesl in packaging, i.e.
that also meet other safety requirements in accordance with the regulations of
ADR/RID/ADN,

9 for which conformity assessment has been carried out in accordance with the
requirements of ADR/RID/ADN,

9 which is marked and labeled accordance with ADR/RID/ADN and

9 for which there is a valid document on periodic inspection in accordance with ADR/
RID/ADN.

3.1. Appropriate packaging for hazardous substances

The basic instructions for the use of ADR and packing hazardous substampeekaging

are Table A of Chapter 3.2 of ADR. The table contains a list of dangerous goods in
numerical order by UN numbers. As a rule, each row of Table A deals with the substance
covered by a specific UN number. By determining the UN number of the hasardo
substance, the table provides a ciads with specific requirements that have to be met for
packing and transporting the given substance, as well as with the chapters or sections where
specific requirements can be found. Table 1 provides an excenpflfable A of Chapter 3.2

of ADR relating to the use of appropriate packaging for hazardous substances with UN No.
3257. An explanation of each column relating to packing hazardous substances is given
below.

Table 1: Excerpt from Table A of Chapter 3.2 &DR for UN 3257 with packaging
requirements

Packaging
UN Name and description Packing | Labels
No. group Packing | Special Mixed
instructions| packing packing
provisions | provisions
3.1.2 2113 | 5.2.2 4.1.4 4.1.4 4.1.10

1) (2) 4) (5) (8) (93) (9b)
ELEVATED TEMPERATURE LIQUID,
N.O.S., at or above 100 °C and below its fk m 9 P099
point (including molten metals, molten salt IBC99

etc.), filled at a temperature higher than 19(

3257

Column (1) contains the UN number:

A of the dangerous substance or article if the substance or article has been assigned its
own specific UN number, or

A of the generic or n.o.s. entry to which the dangerous substances or articles not
mentioned by name shall be assigned in accordance witritega of Part 2 for the
classification of dangerous substances.
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Column (2) contains the name of the substance, written in upper case characters, if the

substance has been assigned its own specific UN number, or of the generic or n.o.s. entry to
which the dangerous substance or article has been assigned in accordance with the criteria of
Part 2. This name shall be used as the proper shipping name, or when applicable, as part of
the proper shipping name.

Column (4) contains the packing group number (Ipdllll) assigned to the dangerous
substance. These packing group numbers are assigned on the basis of the procedures and
criteria of Part 2 of ADR. Certain substances are not assigned to any packing group. For the
purpose of packing, substances are asdignepacking groups based on their degree of
danger:

A | - substances with a high degree of danger,

A Il - substances with a medium degree of danger and

A 1l - substances with a low degree of danger.
The packing group for the dangerous substance Uittmumber 3257 is 1, which implies
that it is a substance with a low degree of danger.

Column (5) contains the model number(s) of the danger labels that have to be affixed to
packages. The danger label for the dangerous substance with UN number 325bas 8
according to model.

Column (8) contains the alphanumeric codes of the applicable packing instructions:

A Alphanumeric codes starting with the letter "P" refer to packing instructions for
packaging and receptacles (except IBCs and large packagihig, alphanumeric
codes starting with the letter "R" refer to packing instructions for thin sheet metal
packaging. If Column (8) does not contain a code starting with the letters "P" or "R",
the dangerous goods concerned may not be carried in packaging;

A Alphanumeric codes starting with the letters "IBC" refer to the packing instructions
for IBCs. If Column (8) does not contain a code starting with the letters "IBC", the
dangerous goods concerned may not be carried in IBC packaging;

A Alphanumeric cods starting with the letters "LP" refer to packing instructions for
large packaging. If Column (8) does not contain a code starting with the letters "LP",
the dangerous goods concerned cannot be carried in large packaging;

For the dangerous substance witN number 3257, packing instructions P099 and IBC99
apply. The packing instruction P099 states that only packaging that is permitted by the
competent authority for these goods may be used. Each shipment has to be accompanied by a
copy of the approval/pertdf the competent authority or the transport documentation has to
contain that the packaging has been approved by the competent authority. The packing
instruction IBC99 means that only IBC approved by the competent authority may be used for
these goods,rahe transport documentation has to contain the information that the packaging
has been approved by the competent authority.

Column (9a) contains the alphanumeric codes of the applicable special packing provisions:

A Alphanumeric codes starting with thetters "PP" or "RR" refer to special packing
provisions for packaging and receptacles (except IBCs and large packaging) that have
additionally to be met. If Column (9a) does not contain a code starting with the letters
"PP" or "RR", none of the special g/dng provisions listed at the end of the relevant
packing instruction apply;

A Alphanumeric codes starting with the letter "B" or the letters "BB" refer to special
packing provisions for IBCs that have additionally to be met. If Column (9a) does not
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conkin a code starting with the letter "B", none of the special packing provisions
listed at the end of the relevant packing instruction apply;

A Alphanumeric codes starting with the letter "L" or the letters "LL" refer to special
packing provisions for lagy packaging that have additionally to be met. If Column
(9a) does not contain a code starting with the letter "L" or the letters "LL", none of the
special packing provisions listed at the end of the relevant packing instruction apply.

There are no speciphcking provisions for the dangerous substance with UN number 3257.

Column (9b) contains the alphanumeric codes starting with the letters "MP" of the applicable
special mixed packing provisions. If this column does not contain a code starting with the
letters "MP", only the general provisions for mixed packing apply. There are no special
provisions for mixed packing for the dangerous substance with UN number 3257.

3.2.Conformity assessment and periodic inspection of packaging

Conformity assessment is eopedure for testing the conformity of packaging related to type
approval, manufacture control and initial inspection [1]. The conformity assessment
procedure and periodic inspections shall be performed by the competent authority, its
authorized person dhe most frequently appointed control body. The competent authority
shall ensure supervision over the control bodies on whether they meet the requirements and
procedures established by the regulations.

The conformity of pressure receptacles shall determined in accordance with the
regulations of the competent authority at the time of manufacture. Pressure receptacles have
to be inspected, tested and approved by the control body. The technical documentation shall
include the complete design and mamtfiring specification and the complete
manufacturing and test documentation [9].

After approval by the control body, the manufacturer has to provide a statement of
conformity to the type of construction in accordance with the certificate. Affixing
certification marks to the pressure receptacle shall be considered as a statement that the
pressure receptacle complies with the standards for pressure receptacles that apply, as well as
the requirements of the conformity assessment system and ADR. Each pad&agihgch

approval has been issued, the control body or the manufacturer designated by the control
body shall affix certification marks to the packaging.

On the territory of the Republic of Serbia, it may be used packaging that is not manufactured
in the Republic of Serbia, and for which a decision on recognition has been obtained, i.e. a
document issued by a conformity assessment body appointed in the Republic of Serbia. A
foreign certificate of conformity for packaging issued by a foreign conformitysasmmnt

body may be recognized if the packaging has been tested and approved by foreign
regulations with the requirements providing the same level of protection of human,
environmental and property safety specified by ADR/RID/ADN.

The periodic inspection artest body shall be approved by the competent authority and shall

[1]:

- have adequate, trained, competent and experienced staff who can satisfactorily perform

their technical tasks,

- have access to suitable and adequate facilities and equipment,

- operate inan impartial manner and be free from any influence which could prevent it
from doing so,

- manage a documented quality assurance system,

- ensure that the periodic inspections and tests are performed in accordance with
regulations and
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- maintain an effective anabpropriate report and record system.

The type of packaging categorizes the packaging for testing purposes according to the type
of packaging and the properties of its material (Table 2). The tests are performed on the
packaging ready for shipment, andthe case of combined packaging, on the used inner
packaging too. There are several types of tests: drop test, tightness test, internal pressure test,
stacking pressure test and the like. When testing cardboard packaging, it has to be kept for at
least 24hours in conditions of regulated temperature and relative humidity.

Table 2: Tests required for packaging tydas$

Type of packaging® Tests required
o Primary Water C_qld _ Drop Additional Puncture Stack
Rigid outer receptacle |spray | conditioning drop
packaging Plastics Other No. of No. of No. of No. of No. of No. of samples
sample samples | samples| samples | samples

. X 5 5 10 2
Fibreboardbox| x 5 0 5 5
Fibreboard X 3 3 6 Required 2 Required on
drum X 3 0 3 equire 2 three samples
Plastics box X 0 5 > ggn? n@ 2 when testing a

X 0 5 5 Whenpthe 2 i U-marked
Plastics drum/| X 0 3 3 : 2 packaging as
L packaging ) :
jerrican X 0 3 3 e 2 defined in
is intended
Boxes of other| X 0 5 5 to contain 2 6.3.5.1.6 for
material X 0 0 5 dry ice. 2 spgc_mc
Drums/ X 0 3 3 2 provisions.
jerricans of
other material X 0 0 3 2
*AType of packagingodo categorizes packagings for test pur

characteristics.

The marks on packagir(gertification code) indicate that they correspond to the successfully
tested packaging type approval and that the conditions specified in the type approval
certificate are met. The mark on the packaging means that the packaging has been tested and
that itcan be used for transport purposes, i.e. that it meets all the prescribed requirements.

The certification code on packaging certainly means the most to those who handle it.
Information related to the certification code is important for the manufactuser, af
packaging and the reconditioner in order to verify that the packaging meets the prescribed
requirements [7].

When making the packaging, the manufacturer is obliged to enter the certification code, with
the data prescribed in ADR. The data is stamgrepasted on the side of the packaging. An
example of a packaging certification code is shown in Figure 2.

(a) (b) (c) (d) (e () (2)
@ 1A1/Y1.4/150/97/NL/DANGER

Figure 2: Packaging certification code
Packaging that meets the requirements of ADR shall have a mark consisting of [4]:

a) the symbol of the Uteéd Nations;
b) the packaging type cod&Al); The packaging type code consists of an Arabic humeral
indicating the kind of packaging (drum, jerrican, bag, etc.), one or more Latin letters
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indicating the type of material of which the packaging is madel(steod, cardboard,
etc.) and Arabic numerals indicating the category of packaging within the kind of
packaging.
¢) a twopart code consisting ofY(L.9);
(1) letters designating the packing group for which the design type has been successfully

tested:
AX for packing groups I, 11, I,

Y for packing groups |1 and 11,
Az for packing group |11 only,

(2) the indicated relative density rounded off to the first decimal,

d) the letter 'S' if the packaging is used for the carriage of solids or for innexgieglor, if
the packaging is used for liquids from the specified test pressure in kPa, rounded down to
the next 10 kPal60);

e) the last two digits indicating the year of manufacture of the packe®jilg (

f) the code of the country in which the pernait fnark designatiofNL) was issued;

g) the name of the manufacturer or other identification of the packaging specified by the
competent authoritydANGER.

3.3. Marking and labeling of packages

In the transport of dangerous goods, packaging wéhardous substances is marked and
labeled as an item for shipment with (Figure 3):

T UN number,

1 danger labels and

1 certification code of packaging.

Figure 3: Properly marked and labeled packaging with dangerous substances

Each item for the shipmenof packaging should be clearly and durably marked with the UN
number corresponding to the dangerous substance contained, preceded by the letters "UN".
The UN number and the letters "UN" shall be at least 12 mm high. The UN number is the
identification numler of the substance, so that the operators can be informed which
dangerous substance it is.

In accordance with a certain UN number, it is necessary to place appropriate danger labels
prescribed in Column (5) of Table A of Chapter 3.2. This indicates afptbazard in the

case of improper handling or an emergency. Labels shall be configured as shown in Figure 4.
Instead of danger labels, indelible danger labels that fully correspond to the required patterns
may be placed.
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* The class or for Classesl4 4.2 and 4.3, the figure "4" or for Classes 6.1 and 6.2, the figure "6", shall be shown in

the bottom corner.
** Additional text/numbers/letters shall (if mandatory) or may (if optional) be shown in this bottom half.
*** The class symbol or, for divisies 1.4, 1.5 and 1.6, the division number and for Model No 7E the word
"FISSILE" shall be shown in this top half.

Figure 4: Pattern for danger labels [1]
Only IBC packaging with a capacity of over 450 liters and large packaging have to be
marked on twampposite sides (Figure 5).
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Figure 5: Marking the packaging on two opposite sides

Each danger label shall:
1 be placed on the same surface of the packaging if the dimensions of the packaging

allow it,
be placed on the packaging in a way that they areaared or hidden by a part of

1
the packaging, a part placed on the packaging, another danger label or a mark and
1 be placed close to each other if more than one danger label is required.

If the shape of the item is too irregular or if the item is $owall, so that a danger label
cannot be satisfactorily affixed to it, it may be attached to the item by twine or other suitable

means.

4. CONCLUSION
In order to safely ship dangerous goods in packaging, it is necessary to comply with all
requirements presibed for the packaging of dangerous goods. Prescribed packaging for a
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certain hazardous substance has to contain a certification code of packaging, which proves
the type of packaging, country of origin and date of manufacture. The danger that may result
from inadequate packaging and handling of dangerous goods is closely related to the type
and quality of packaging, the method of packing and labeling the packaging.

The analysis of the situation regarding the use of prescribed packaging indicates the need t
comply with the provisions of ADR and the Law on Transport of Dangerous Goods. In order

for the transport of dangerous goods to fully comply with the applicable regulations, it is
necessary to take all measures of adequate organization of transpa\anttipe measures

for testing the quality of packaging by accredited laboratories. In that way, the cost of
transport increases, but the danger to people and the environment is reduced to a minimum.
The transport of dangerous goods in certified packagimguld not be questioned just
because of the increase in costs since if an accident occurs, the consequences are far greater
than the "money saved".

One of the measures for the use of appropriate and certified packaging is the control of the
application ofvalid regulations and the engagement of appointed experts. An advisor for
safety in the transport of dangerous goods is a person who, in a company, other legal entity
or for an entrepreneur, performs tasks that ensure the application of regulations in the
transport of dangerous goods, organizes the transport of dangerous goods and increases
safety.

The knowledge and training of workers who participate in the implementation of the
transport of dangerous goods significantly contributes to raising safetyhighar level.

When considering the damage that can be caused by hazardous substances, it is certain that
training of employees and the use of prescribed packaging are of great importance and
represent one of the foundations of general safety.
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Abstract: The paper explains the contingency approach to decisiaking in flood
induced emergencies. The unclear situation, insufficient relevant information and the
need for quick response determine such an approach to deaisikimg and the use

of resources. Riblems of contingency decisiomaking have implications for the
efficiency and effectiveness of the execution of the set goal and psychological
consequences for the decisioraker. A survey conducted within the project "Model

of functioning of local selfjovernment in emergency situations (in case of floods),
No. 142451-2675 / 20181, approved and financed by the Provincial governments in
the territory of Autonomous Province Vojvodina, which are referential to this issue,
indicates that there are variousgblems in the functioning of local sgfovernment

in such situations.

Key words emergencies, floods, decision making, contingency decision making.

(introductory lecture of the forumwork by invitatior
1.INTRODUCTION

Emergencies bring with thewarious consequences that are manifested in material damage
and endangerment of human lives. These consequences cannot be eliminated immediately
and have a lontgerm effect. The reaction in emergency situations implies organized work of
subjects and holdsrof power at all levels. A special place is occupied by the local self
government, which is on the front line.

The importance of preventive action is a key issue. However, in the real situation, prevention
does not always give the results expected froerdtveloped plans at the time of operational
implementation. There are many influential factors that determine such a situation. In order
to overcome that and for the system to function successfully in such a situation, it is
necessary to make decisiongtthrigger action and overcoming all the problems that have
arisen. Such decision making is known as situational or contingency. The decision on
unforeseen situations is not unknown. It is an expression of the situation and the non
functionality of plannig, and the need to act in emergency situations is inevitable.

Contingency decision making is not unknown. It is an expression of the situation and the
non-functionality of planning, and the need to act in emergency situations is inevitable.
Situational apmach to decisiommaking requires and obtaining realistic information that
reflects the current situation so that the decision has its efficiency and is in the function of
solving a specific problem.

The situational approach to decisioraking requires thavailability of relevant information
that reflects the current situation so that the decision has its efficiency and is in the function
of solving a certain problem. Organizing a system for collecting and submitting information
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crucial for decisiormakingis not an easy question, but requires good organization and a
secure communication system.

Data filtering takes time. It is necessary to select those data that exactly reflect the situation
on the ground and, in accordance with that, make a quality dieciBhis process should be
organized at the level of the emergency headquarters and functionally deployed so that the
decisionmaking process does not take long and the decision can be implemented in the
shortest possible time.

The contingency approach decisionmaking in emergency and rescue situations at the level
of local seligovernments provides a framework for reacting in case of unplanned events and
can lead to the prevention of more serious consequences of emergency situations.

2. EMERGENCY SITUAT IONS

The modern age has made the causes for declaring emergencies more and more complex, the
consequences more destructive and, thanks to information and communication technologies,
more and more present in the public, and thus in everyda@ life.

Frequent natural disasters in recent years, with the consequences they cause, significantly
endanger the social community, human lives, material goods and the environment. Th
topicality of emergency situations induces the constant need of the social community to find
an adequate response to the manifested security tBréd#sry mecharims have been
defined or created in scientific and professional bodies and institutions dealing with
emergency situations, which can be used to predict, prevent, oppose and reduce the
consequences of emergency events.

2.1. The concept and characteristicef emergencies

There are many different definitions of emergencies. As pointed out by the authors Bajrami
S. Karovic S. Radt G. "the problem of clear theoretical definition and understanding of the
term" emergency situation "today, when every countrydauamerous risks and dangers, is
another problem that hinders the successful and efficient functioning of all entities in
protection and rescue people, material goods and the environment. "Increasingly frequent and
devastating accidents, accidents, natwisasters and other forms of endangering the
population and society as a whole impose the need to clearly define and clarify the legal
instrument used by the state in situations when basic living and working conditions are
endangered.0

The emergency situation is characterized by unplannedness, disruption of normal life and
work of people, material and financial damage and engagement of capacities from the wider
area ofthe state in order to repair or mitigate the damage. When it comes to the classification
of emergencies, the criterion of the cause of the emergency has practical appli€ability.

According to this criterion, emergencies are classified as: emergencies of technogenic
character; emergency situations of natural character and emergency situations of
anthropogenic character.

Technogenic emergencies include: transport accidents (catastrophes); fires; explosions;
accidents with ejection (danger of ejection) of strong toxic substances; accidents with the
release (danger of release) of radioactive substances; accidents witbhnejeetiger of
ejection) of biologically dangerous substances; sudden demolition of buildings; breakdowns
on electric power systems; breakdowns on utility supply systems; accidents at treatment
plants and hydrodynamic accidergs.
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2.2. Legal framework for emergencies

Article 2, paragraph 7, of the Law on Risk amdsaster Reduction and Emergency
Management defines the meaning of the term "emergency”, which means "a situation that
arises from the declaration by the competent authority when the risks and threats or
consequences for the population, environment artémmaband cultural goods of such scope

and intensity that their occurrence or consequences cannot be prevented or eliminated by
regular action of competent bodies and services, which is why it is necessary to use special
measures, forces and means foirthatigation and elimination0

The essence of the legislation itself does not show the essence that refers to risks of different
nature with possible significanbnsequences. This primarily refers to cumulative and-right
wing, anthropogenic, technical and natural risks, whereby the emergency situation practically
arises in the absence of resources for protection of risk objects (people, social groups,
material resarces, technical systems and facilities, ecological systems), which makes them
special. vulnerabl®.The emergency situation is characterized by unplannednestiiaru

of normal life and work of people, material and financial damage and the engagement of
capacity from the wider area tife state to repair or mitigate the damaje.

3. LOCAL SELF-GOVERNMENT IN EMERGENCY SITUATIONS

Within the realized project, in order to see the state of preparedness of locgivetiments

in emergency situations caused by floods mdhea of Autonomous Province Vojvodina, it

was necessary to construct an instrument for recording such a state. The instrument was
constructed in the form of a "checklist" and included key issues that reflected the state of
preparedness of local sgjbvernment in flood emergencies. The current situation is based on
key issues that include: the vulnerability of local government to floods; legally defined
activities related to local seffovernment affairs in case of floods; risk assessment;
organizing ocal selfgovernment bodies in case of floods; organizing civil protection;
Emergency protection and rescue plan; integration of the Protection and Rescue Plan and
analysis of the functioning of the Protection and Rescue Blan.

It is characteristic that the situation in local sgifvernments is quite similar and that there

are no significant differences. It can be especially noticed that the locajoselfnments,

which were taken as a sample, are endangered by floods and that floods occur due to heavy
rains and groundwater, and that groundwater causes the greatest damage. Floods occur
cyclically at intervals of over 10 years, most often during the months of Mayatuber,

but that is not the rule. They can appear in other months of the year.

It should be especially emphasized that the damages caused by floods in local self
governments most often affect agricultural arable land, but urban areas have not been spared
either. It should be emphasized that, when it comes to preventive measures within lecal self
governments, especially in relation to flood prevention, the sewerage network has not been
built at a sufficient level. Also, the embankments are not of suffitézigth or height and are

not always in function to prevent flooding.

In this particular case, it can be stated on the basis of the established situatiorotalhe |
selfgovernments in the area of Autonomous Province Vojvodina, that the local self
governments are endangered by floods that cause heavy rains and groundwater. The built
sewerage network is not enough to be able to receive large amounts of wayetimeand

to have the impact of irregular maintenance of the sewerage network, lack of funds and
undeveloped sufficient level of public awareness of the need for preventive action to prevent
floods. Such a relationship leads to the neglect of this segmgpecially bearing in mind

that floods do not occur often and that this segment is practically neglected. It should be
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especially pointed out that in the area of watercourses that are characteristic as floods, the
construction of buildings is being cad out, which disrupts natural flooding and causes
damage to the ecological system.

4. DECISION-MAKING IN EMERGENCY SITUATIONS

Decision making is the most important task in human activity. Decisiaking is related to
defining goals, and organization lmw to achieve them. Decisianaking in emergencies
and crises is a specific decisioraking and situatiosolving process that has the properties
of a contingency approach in which information for the decisnaker is unverified,
changeable and unfiltedte often unreliable, making the decisioraking process complex
and unreliabl® The problem of decisiemaking is approached in different ways. But the
basis is inthe method of realization of activities that depend on specific conditions and
restrictions.

In essence, there are two problems aimed at improving decis&img: the application of a
rational decisiormaking process and the development and use of sudbkiatemaking
methods that will enable the selection of the most efficient solutions.

Regardless of the way decisions are made, each decision has its general characteristics related
to the observed decisiemaking problem. These are the importance of #&sibon, the time

and cost, and the degree of complefif$earing in mind that not all decisions have the same
importance, and the consequences of the decisions riradsolving specific tasks in
emergency situations, do not have the same weight. Therefore, the way decisions are made
differs from case to case.

4.1. Characteristics of decisions at the level of local sejbvernment

At the level of local selfjovernmerg, unforeseen planning or poor forecasting have a direct
implication on the development of Protection and Rescue Plans. During the research
conducted within the project, a special part included the planned part of the Protection and
Rescue Plan. Based dmetquestions, the basic characteristics of the Plan were considered,
and thus the manner of decisioraking in emergency situations. Table 1 shows the position
of the sample of local governments in the area of Autonomous Province Vojvodina.

Table 1: Emergecy protection and rescue pl@n

Row. 8 Condition
Number sl YES | NO
1 At the local government level, there is a Protection and Rescue 3 5
" | for responding t@mergencies
The plan elaborates in detail the procedures for local self
2. . e 3 5
government bodies to react in situations caused by floods
3 Within the Protection and Rescue Plan, there is a Communicati 3 5
" | Plan
4 The Plan envisages locations and rofe®vacuation of the 3 5
" | population and material resources
The Plan includes health centers for participation and assistang
5. L 3 5
situations caused by floods
The communication center and communication system are
6. . 3 5
adequately equipped to meet the goal
In general, the Protection and Rescue Plan in emergency situat
7. | enables action and the work of all local spiivernment bodies in 3 5
emergency situations caused by floods is fully developed.
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Regarding the existence of the Protection and Re&dam at the level of local self
government, the situation is different. In some local governments there arevptélesin

most others they have not been made. The reason is certain terms given by the competent
authorities for their development, and phathe inertia of the work of local seffovernment.

In particular, it can be stated that there are no professional bodies that can make such plans,
and the responsibility of persons and those responsible for drafting plasph not

defined.

By stathg and establishing the factual situation that the Plans have not been made, he
excludes other elements of the Plan. In the localg®lernments in which the Plans have
been made, it is stated that the bodies are experts in drafting the Plans ance that th
responsibility is at a level that can successfully implement other protection and rescue
measures in emergency situations.

It should be especially emphasized, when it comes to degisaiing at the level of local
selfgovernments and conceptualizatiof Brotection and Rescue Plans, in emergency
situations and segments that it covers, that its development should be team, with the
engagement of experts, so that the Plan reflects the real situation. would exist only as a
documen Its real use should be checked and implemented in a realistic scenario of events
that would cause a flood of a certain intensity, or the worst case recorded in the observed
period.

4.2.Contingency approach to decision making

The meaning of the theory of the contingency approach is that there is no one theory that can
guarantee the efficiency of the organization, but a set of approaches must be chosen that
include the internal factors anelxternal connections of the organization. Contingency
planning focuses on specific events and takes care of events that are directly related to health
and safety. Certain units may be ordered to start the evacuation process in case of fire, flood
and simiar situation. Sometimes the opinion is given in the context of risk analysis, for
decision makers, including data collection, situation analysis, choice of course of action, etc.
0

It is important to point out that in an emergency situation, one of its characteristics is the
inability to control the problems that most often manifest themselves in the loss of control,
lack of complete control, ie. Necontrol of the duation and, of course, the struggle for
control.

In addition to the above, in emergency situations, there are personal problems in decision
making, primarily related to the characteristics of the situation, which manifests itself in the
form of surprisepanic, stress, exhaustion and mental strain.

Thus, the contingency approach to decigimgking implies a situational response to
emerging problems that need to be addressed in order not to cause the impossibility of
managing an emergency situation.

It can be stated that contingency decisimaking in emergency situations implies the
determination of other possible actions that need to be monitored in the event that the
planned action plan is unexpectedly jeopardized or becomes inappropriate. More $igecifica
contingency decisiomaking presupposes anticipation of possible problems and events that
will require local segovernment to redirect its efforts during the planning process itself, and
not only when these problems or events actually occur, ie Wwhetomes clear that plans

need to be changed. The essence of contingency planning is to include appropriate directions
of action for a number of possible situations.
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4.3. Problems of contingency decision making

If we take into account the features ofntingency decisionmaking, we should also
emphasize the key problems that this concept brings with it. Some are mentioned in the
following part of the text, but the key problem is thecstled problem of event.lt is
manifested in the ambiguity of the threats, especially in the initial period, the goals of
emergency management and a general torrent of events. It is not at all easy to control, so the
decisionmaking process is reduced to reacting to the recenfedmation or reports and has

the properties of a contingency approach to decisiaking.

Another problem is théack of time Time flows and takes its toll, and the information that
arrives is usually unverified and unreliable. Thus, lack of informadioch limited response

time can have extremely negative consequences for emergency management. [2] These are
key problems and overcoming them is by no means easy.

In order for the emergency management system at the level of loegbsetlihment caused

by floods to function effectively, it is necessary to connect the Protection and Rescue Plan
with problems that are directly related to what is happening and identify key perpetrators.
They should be selected for the specific role of the response, to pfiexiddity of use and

to be trained for all possible situations in which they may find themselves.

4.4. Decision implementation

In order for decisions and plans to be implemented and reflect the reality of the situation,
elaborated procedures need toalertedO It should be simple and clear, on one page, easy to
read and regularly updated. In order to be implemented in the Protection and Rescue Plan and
to ensure dcisionmaking in the process of managing the emergency situation, it is necessary
to implement the news according to the warning procedures. Everyone in the system should
get to know each other and be responsible for their place and act and know haferrm pe

tasks within defined roles.

Within the realized project, a special segment refers to data collection, during the first few
hours. In that time period, the key moment is represented by the collected relevant
information from various sources. Tineasures the reliability of information and the ability

to respond.

5. CONCLUSION

The paper emphasizes the importance of localggelérnment in case of emergencies caused

by floods. It was emphasized that emergency situations are defined by the Lawumedred
Disaster Risk Reduction and Emergency Management, and the competencies of the holders
of the protection and rescue system in emergency situations are precisely determined. At the
same time, the theoretical concept of emergency situations was defititethe emphasis on

their classification, which is important for local sgtivernments.

As part of the research, the basic problems in the development of protection and rescue plans
at the level of local governments were highlighted. Particular emplsagikaced on the
elements that are crucial to the Emergency Protection and Rescue Plan. Also, in the work of
local seltgovernment in the process of emergency management, the importance of
contingency planning and decisiomaking was emphasized. This is iamportant feature of

local selfgovernments, because a situation that is unclear in emergency situations requires it.

Accordingly, the important problems of the contingency approach in planning and decision
making were highlighted and the problems of éseand times related to the lack of
information were emphasized, especially in the initial period. At the same time, certain
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solutions are offered to overcome such a situation. The key part relates to the implementation
of emergency exercises and the cldafinition of procedures for participants and function
holders in emergency management.
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Abstract: The development of modern information and communication technologies
has brought not only numerous benefits, but also problems in the sphere of privacy.
The Edward Snowden affair 8BM's latest announcement that they no longer want to
participate in mass surveillance has shown that the line between the public and
private spheres is slowly disappearing and that intrusion into privacy is widespread
in the modern world. Awareness of ssasurveillance of people has forced states and
international organizations to address the issue of surveillance in two ways: either to
justify the need for such surveillance, or to advocate for the adoption of legal acts
that would prohibit this type ofusveillance of humans. The paper analyzes what is
the realistic balance between mass surveillance and its alleged security benefits in
relation to the right to privacy? The research used normative methods and legal and
logical methods of induction and dedion.
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(introductory lecture of the forumwork by invitatior)
1. INTRODUCTION

The intensive development of information and communication technologies has brought a
technological revolution and numerous positive effects on citizens and the economy, but it
has enabled the introduction of a system of mass surveillance around theTlwerktandal
surrounding Evdard Snowden, numerous terrorist attacks and wars around the world
(especially in Irag and Syria) have increased security threats and caused great concern
around the world. As one of the solutions, mass surveillance technolwgiesappeared,

which are gaining in importance. The increasing use of cameras, as well as various advanced
facial recognition software, is justified by the need to improve the safety of citizens, preserve
property and combat crime.

However, a serious prtém has emerged embodied in the form of human rights guaranteed
by constitutions and laws around the world, primarily the right to privacy. In other words,
national security is put in the forefront, without (sufficient) care being taken to protect the
guamnteed rights of citizens. There are also serious suspicions and accusations that the
mentioned technologies are being abused on a large scale, that is, used for purposes for
which they were not originally intended. Thus, surveillance technologies hameabased

to deal with competitors in the market, various forms of blackmail, spouse tracking, control
of political opponents, foreign officials, and even to create special databases for further
resale on the market.

At the same time, the bearers of thelseses are not only the state (which might be logical at
first glance), but also powerful private companies that have enough funds to purchase the
most modern surveillance equipment.
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After a whole series of scandals related to the misuse of personalhgatansciousness of
citizens around the world has changed significantly. Awareness of mass surveillance of
people has forced states and international organizations to address the issue of surveillance in
two ways: either to justify the need for such sutaece, or to advocate for the adoption of

legal acts that would prohibit this type of surveillance of humans. The paper analyzes what is
the realistic balance between mass surveillance and its alleged security benefits in relation to
the right to privacy?he answer to this question is very important, because the relationship
between modern technologies and legal regulations will depend on it in the future.

2. THE CONCEPT OF PRIVACY

With the development of communication networks, the notion of a "netwskeibty"

appears, a virtual world in which everyone communicates with everyone. This
communication becomes a source of the most diverse data about people. In the virtual world,

a person is far less careful than in the real world. Apparent invisibilitydestance creates a

feeling of anonymity and security in persons, so sometimes they gives personal data or takes
those actions that they would certainly never do in the physical world [4]. Therefore, it
should not be surprisingly to say that technolog@ssurveillance, mass surveillance and
eavesdropping are evolving. The problem of privacy and the right to privacy has long
preoccupied the scientific and professional public around the world. For example, in the
realm of intimate relations, the rightto p vacy was yr st recogni zed
case of Griswold v. Connecticut.In Griswold, the US Supreme Court struck down a
Connecticut law banning the sale or use of contraceptives to, and by, married couples.The
court i denti yed uandreidg hitn ttoh ep rfi pveancuymbgracs 6 and
First, Third, Fourth, Fifth, and Ninth Amendments to the US Constitution and argued that the
right to privacy in marriage was older than the Bill of Rights itself [8].

In the German doctrine, the right tayacy was very limited until the Federal Court ruled in
1954, which recognized the general personal right, and explicitly the right of every person to
a secret sphere. The Swiss Civil Code contains a general clause on the protection of the
individual which is the legal basis for the protection of the right to privacy. The already
determined right to privacy is the absolute subjective right of a natural person to be able to
independently decide on acquainting third parties with any manifestation of hisnegis

From this right arise especially personal rights such as: the right to privacy, the right to
character, the right to vote, the right to personal files [10]. Kurtland defines the right to
privacy as a set of three rights: the freedom to intrude droaeerve one's private life, the
right to maintain control over personal information, and the freedom to act without
interference.[5].

According to some authors, the right to privacy does not exist, because any interest that is
protected as a private imést can be equally well protected by some other right, first of all
with ownership or property rights and the right to bodily integrity and security [11]. Some
authors even claim that the right to privacy, which they want to protect, is economically
unprditable [7], others state that the protection of this right is not based on any known legal
doctrine [2], and some authors point out that special emphasis on the need to protect the right
to privacy is detrimental to women, because this right is maniguliaterder to control
women and be under the constant domination of men, under the guise of wanting to protect
them [6].

Recently, more and more attention is paid to theated "information privacy", which is a
request of individuals, groups or instittns to independently decide when, how and what
information about themselves to give to others. According to them, in a broader sense, the
concept of information privacy includes information security, which means that an individual

28



in the conditions of t& information society decides when, to whom, how much and how to
communicate personal data, taking into account their rights and aseasll as the rights

and needs of the community in which he lives. Information privacy unites the legal wflues
protection of the rights of individuals in the society of developed information technologies,
and this concept of personal data protection, related to communication via electronic
networks, is also called “jgrivacy" [1]. Thus, the right to privacy is givenegt attention,
regardless of the different theoretical approaches and coverage of this concept.

3. SYSTEM OF MASS SURVEILLANCE ON THE EXAMPLE OF THE
REPUBLIC OF SERBIA

When it comes to the situation on the territory of the Republic of Serbia, the probfeass
surveillance is increasingly mentioned in the scientific and professional public. A key
problem was (and still is) the introduction of a smart surveillance system, in the form of
numerous cameras that should be installed in cities across Serbifacandecognition
software and license plates, especially in Belgrade.

Chronologically speaking, the process of introducing a smart surveillance system in our
country began in 2009, when the Agreement on Economic and Technical Cooperation in the
Field of Infrastructure was concluded between the Government of the Republic of Serbia and
the Government of the People's Republic of China. Then, in 2011, the Ministry of the
Interior of Serbia and the wethown Chinese company Huawei Technologies launched
seriots talks regarding the project "Safe Society", which referred to the possibilities and
improvement of the information and telecommunication system of the Ministry of the
Interior of Serbia, in order to find solutions to improve the safety of citizens. Enéioned
Agreement was confirmed by the Law on Ratification of the Agreement on Economic and
Technical Cooperation in the Field of Infrastructure between the Government of Serbia and
the Government of the People's Republic of China, which was adoptedl¥ BBen, a
Memorandum of Understanding was signed between the Government of the Republic of
Serbia and the Chinese company Huawei, and at the beginning of 2017 a Strategic
Partnership Agreement for the introduction of eLTE technologies and solutionsséde a

city was concluded, with which the Government of Serbia agreed. In the same year,
information related to the smart surveillance system appeared in the media, with the purchase
of appropriate equipment and software from Huawei. This has resulted installation of

new cameras throughout the capital, which is justified by the need to suppress the
commission of crimes and improve traffic safety. When it comes to the number of cameras,
the number of 800 was mentioned, which is a significant humbethéo territory of the
capital. The application of video surveillance in our country and in the world is regulated by
numerous laws and bylaws, especially regulations related to the protection of personal data,
as well as regulations governing securiticattain locations (sports facilities, for example).
When it comes to the legal regulations of the Republic of Serbia regarding video
surveillance, we can mention the Law on Records and Data Processing in Internal Affairs
from 2018, the Law on Police (esjmty Articles 11, 52, as well as 245), the Law on
personal data protection from 2018. On the other hand, regulations in Europe mostly cover
issues related to the protection of privacy and personal data collected by video surveillance.
Relevant regulationsiclude the European Convention for the Protection of Human Rights
and Fundamental Freedoms, the European Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data, and Regulation (EU) 2016/679 of the
European Paiiment and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with
EEA relevance).
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In European practice, video surveillance is regulated in different ways. According to a
special act of the Ministry of Internal Affairs of the Republic of Serbia, submitted to the
Commissioner for Information of Public Importance and Personal Datad®on, entitled
"Assessment of the impact of processing on personal data protection using video surveillance
systems" (hereinafter: Impact Assessment), The Great Britain has, among other regulations, a
special rulebook on the application of video siularce issued by the Commissioner for
Information Protection, Spain instructions on video surveillance of public security services,
Denmark rule book which strictly prohibits the surveillance of public spaces by private
companies and otherwise restrictee t application of video surveillance. Germany,
Luxembourg, Belgium, Finland, Greece and Italy have supplemented existing laws on the
protection of personal data with provisions relating to video surveillance. Norway, France
and Sweden have introduced prdeees for registering video surveillance systems [8].

The Impact Assessment clearly highlights the potential negative effects of video
surveillance. In that sense, it starts from the position that video surveillance is a repressive,
not a preventive toolg that it can have a preventive role only if the persons were aware of
the set of video surveillance. Citing certain statistics in the Impact Assessment, the authors of
the study express the opinion that citizens generally do not know when their bakavior
monitored, then that the use of video surveillance leads to endangerment of privacy and
abuse of this measure for political and commercial purposes, and that citizens recognize and
disapprove of manipulation. their fear of crime. The position accotdinghich the public
agrees with the application of video surveillance in crime control is also emphasized, but
only when it is necessary and with the definition of conditions that will protect the privacy of
the individual, as well as for citizens to rgoize and disapprove of manipulating their fear

of crime. The position according to which the public agrees with the application of video
surveillance in crime control is also emphasized, but only when it is necessary and with the
definition of conditionsthat will protect the privacy of the individual. Finally, attention is
drawn to the fact that video surveillance can cause geographical, tactical and methodological
relocation of crime, reduce the level of personal caution, moral responsibility and self
control of citizens, as well as cause a loss of trust in the police. The general position is that
within the existing legislation and the adoption of certain bylaws, the use of modern video
surveillance with powerful video analytics tools can significanthpriove the safety of
citizens and, on the other hand, the risks of endangering the rights and freedoms of citizens
can be reduced to a minimum. Finally, the act of the Ministry states that it was concluded
that the benefit achieved by using the video silaree system is much greater than the
possible negative consequences for the protection of citizens' rights, ie endangering personal
data protected by law, where with the application of recommendations for improvement
application and effectiveness of eid surveillance, the measure of invasion of privacy will

be reduced to a minimum, and thus proportionality in data processing can be achieved [8].

However, the Commissioner for Information of Public Importance and Personal Data
Protection (hereinafter: ¢h Commissioner) issued an Opinion in which he expressed a
negative view that the Impact Assessment was not made in accordance with the Law. He
stated several important facts in support of such an attitude. First, the submitted act does not
specify to whichspecific video surveillance system / systems the subject assessment of the
impact on the protection of personal data refers. Although the act contains allegations about
certain projects, there was no clear indication of the specific video surveillarteensys

which the personal data protection impact assessment was submitted. Certain provisions of
special laws are listed, which regulate certain issues of personal data processing in the field
of internal affairs, records in the field of vidagoustic reording, as well as the provisions

of bylaws that are still in the drafting stage. However, it is not stated what is the legal basis
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and purpose of the processing of personal data to which the impact assessment relates, ie the
legal basis and purpose oktprocessing, as well as whether this is a new processing whose
implementation has not yet begun. At the same time, the territorial determination of data
processing was missing. It is unclear whether the video surveillance system applies only to
the terribry of the city of Belgrade or the territory of the Republic of Serbia [3].

Further, the Commissioner took the position that there was no comprehensive description of
the envisaged processing operations, in terms of the provision of Article 54 of thenLaw o
Personal Data Protection. Then, a comprehensive description of the envisaged processing
operations, among other things, implies that they be clearly, precisely and systematically
described. Regarding the risk for the rights and freedoms of the datactsubije the
submitted act, the controller recognized the "human factor in the use of intelligent video
surveillance" as the biggest, but also the only risk, since no other possible risks were listed.
In addition to the contradictions of certain allegatioegarding possible risks to the rights

and freedoms of individuals, it is not possible to clearly determine which risks have been
identified in a particular case. Namely, thecsdled The "human factor" can only indicate

the source of risk, while the spic risk that may occur in the case of the rights and
freedoms of persons is not defined, as well as the probability and seriousness of their
occurrence [3].

The submitted act did not identify any other risks, which the processing in question, by its
nature, the scope of this type of processing and the fact that it is the use of new technological
solutions, would imply (for example, risk related to the coltectdf personal data of third
parties that are not related to the commission of a criminal offense, risk regarding the
exercise of other rights and freedoms of persons, risks regarding information security, etc.).
This is especially having in mind the fabgt the controller intends to process special types

of personal data from Article 17 of the Law on Personal Data Protection, such as biometric
data for the purpose of unique identification of persons. Therefore, other possible important
aspects of the pogssing that are expected to present certain risks, and which do not refer
only to the secalled "Human factor", were not considered in the submitted act. More
precisely, from the description of the measures that the operator plans to take, it is concluded
that the secalled The "human factor" is not the only possible source of risk within the
subject processing. Only in relation to the clear identification of all risks can their analysis
and assessment of the impact of the subject processing on theipnodégiersonal data be
approached. As already pointed out, a necessary precondition for the correct identification of
all risks is a clear definition of a specific video surveillance system and a detailed description
of all intended actions of personaltdgrocessingAlthough most of the submitted act refers

to measures for the protection of personal data, they are not determined in a systematic way,
so that the technical, organizational and personnel measures that the controller intends to
take are distiguished. At the same time, these measures can be determined only after
fulfilling the already mentioned previous requirements of the analysis. Notwithstanding the
above, the proposed measures must also be determined. For example, as one of the measures
to mitigate the secalled. "Human factor" as a recognized source of risk, the operator states
that it will be implemented, among other things, by "valid education of employees in the
Ministry and raising awareness of the need to protect personal data." Hpdatzeon the
specific way in which this will be implemented, with what dynamics and the like have been
left out [3].

Also, regarding the allegations of the controller that "in the coming period, a" data protection
person "will be appointed in accordangigh the new Law on Personal Data Protection", it is
noted that in accordance with the provisions of Article 57, paragraph 1 of the Law on
Personal Data Protection, the controller and the processor are obliged to include the person
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for personal data pratéon in a timely and appropriate manner in all activities related to the
protection of personal data. In view of the above, it is necessary for this person to be
included in the subject assessment of the impact on the protection of personal data, and his
opinion has to be taken into account when drafting the same [3].

Finally, the Commissioner concluded that the submitted &stsessment of the impact of
processing on the protection of personal data using a video surveillance systsmot

made in acerdance with the Law on Personal Data Protectionbecause it does not contain the
necessary elements from Article 54 of the Law, and from the submitted act it cannot be
determined to which specific video surveillance system / systems it refers, its leigal bas
planned processing operations, what are the risks for the rights and freedoms of individuals it
is a question of personality, and consequently, it cannot be determined whether the controller
has adequately assessed the risks to the rights and freefitragperson and whether he has
foreseen appropriate measures for their reduction.

Therefore, based on the analysis of the Commissioner, one gets the impression that the
legality of the introduction of the video surveillance system is under great queEkiere

are several reasons for this. First of all, this system largely disproportionately and illegally
restricts human rights. Secondly, it is not clear what the purpose of this system is. Although
the Ministry of the Interior cites the safety of citizeand the fight against crime as its
purpose, given that the use of video surveillance and face recognition software and license
plates is not proportionate to the risks arising from the freedoms and rights of citizens,
especially the right to privacy, shi a view cannot be acceptedThis is one of the conditions
for the legality of the processing of personal data (proportionality in relation to the purpose
of processing). Thirdly, it is disputable that, according to the findings of the author, no law in
the Republic of Serbia precisely defines the right of the police to set up video surveillance in
cities. Fourth, the Commissioner did not accept the Impact Assessment prepared by the
Ministry of Interior. Finally, there is no comprehensive analysis of passibuses of the

mass surveillance system, which would be useful, given the frequent examples of private
citizens' private data being compromised and the worldwide tendency to reduce the use and
reach of these systems.

4. CONCLUSION

Based on the above, @¢an be concluded that modern information and communication
technologies, in addition to many good sides, also have their "dark" side. This can be seen in
the example of mass surveillance systems and face recognition software. The case of Edward
Snowden shwed all the danger of using the technologies of mass surveillance for the
privacy of citizens, ie their guaranteed freedoms and rights. No less dangerous is face
recognition software, as shown by the case of IBM, which announced (honestly or not) that it
was withdrawing from the face recognition technology market, believing that this would lead
to racial profiling. Practice shows that citizens around the world have "awakened" and
recognized the dangers of using the system of mass surveillance, which imsrieational
organizations and states to adopt a number of legal acts that would regulate this issue.

It turned out that, more or less, there are two approaches to this problem. The first, which
seeks to justify the use of these technologies, is basdtieomiew that the use of mass
surveillance technologies (even to the detriment of citizens' rights) is justified, in order to
fight crime and protect national security. This approach is characteristic of several countries,
primarily in the West, especigllafter terrorist attacks and other acts of endangering their
national security. It seems that this approach is the starting point in the Republic of Serbia as
well. This was shown by the case of the smart surveillance system in Belgrade, which was
associged with numerous dilemmas and controversies. The negative position of the
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Commissioner for Information of Public Importance and Personal Data Protection, who did
not accept the allegations of the Ministry of the Interior in the Study on Assessing tret Impa

of Processing on the Protection of Personal Data Using Video Surveillance Systems, also
contributed to this, in which the introduction of this system was justified by the fact that the
benefit achieved by using a video surveillance system is much gteate the possible
negative consequences for the protection of citizens' rights, ie that the measure of invasion of
privacy is reduced to a minimum. Another approach to the legal regulation of the system of
mass surveillance involves the adoption of legels prohibiting the use of this form of
citizen surveillance.

So the key question is what is the realistic balance between mass surveillance and its alleged
security benefits in relation to the right to privacy? The emergence of new forms of mass
survellance systems (such as the social credit system in China) further exacerbates the
problem. The answer to this question is very complex and, as usual, the truth lies somewhere
between the need to protect national security and reduce crime rates on hia@dnend the

need to ensure respect for the right to privacy and other freedoms and rights of citizens.
Thus, the emergence and development of a system of mass surveillance has led to a certain
shift of focus from a state that has disciplined individuala society of control. This new
society, whose supervision is based more on the use of modern information and
communication technologies and less on the physical control of citizens' behavior, monitors
the behavior of individuals in order to manage thmhavior and direct it in the desired
direction. Therefore, the role of the legislator (not only in the Republic of Serbia) in this
process is immeasurable and requires a more serious approach in ensuring human rights
standards. This implies deeper co@tien between legal experts and software experts,
because it has been shown that technology does not always keep pace with legal norms.
Moreover, it is sometimes far ahead, so legal experts are not able to keep up with every
technological advance in a titlgemanner. Another problem is the fact that legal experts
often do not fully understand the meaning and scope of modern technologies, which often
leads to rigid legal solutions. However, this problem is not unsolvable, given the fact that
there are alreadyome attempts to use new technologies with the aim of developing a system
of human rights protection. Such an approach, along with building strong institutions and a
judicial system, would contribute to the emergence of a new technologically smart society
that respects the rights of its citizens.
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Abstract: The rapid development of weapons and military equipmeihieagnd of XX

and the beginning of the XXI century led to the development of drones, whose
application began at the end of the XX century. Today, drones are used for various
purposes, although their development was intended for the defense and security
sygem. Drones have a wide range of capabilities and therefore have unlimited use for
both commercial and country defense and security purposes. Along with the
development of drones, aflione assets were also developed.

The paper presents and describes plossibilities of deploying antirone assets for
military and police purposes. Ardirone assets represent an indispensable segment in
arming military and police units of the world, a wide range of capabilities which their
characteristics provide classiiethem as the most significant combat assets, without
which a modern operation is unthinkable. The paper analyzes the characteristics of
anti-drone assets in terms of their possible use for military and police purposes, and
concludes on their effective uisemodern operations.

Keywords: drone, antidrone assets, antirone radar, antidrone rifle

1.INTRODUCTION

Expansion in the development of weapons and combat systems has led to the development of
drones for various purposes [3], which have a wide rafgeapabilities and are used in
various fields. There are several different classifications of drones in relation to their
purpose, size, construction characteristics, flight autonomy, payload, signal range, etc.
[2,5,7,15,18,24]

In order to fullyunderstand the possibilities of application of ahtine assets, first it is
necessary to define the terms drone and-dmtie means, then to show and describe the
possibility of using unmanned aerial vehicles in operations and the use-df@rgiasds in

the fight against drones.

The termdrone has a broad meaning, which means all unmanned aerial vehitléd/
(Unmanned Aircraft Vehicle), and there are fewer drones that can be arfutiAV i
Unmanned Combat Aerial Vehicle) regardless of whether theye remotely controlled

RPAS (Remotely Piloted Aircraft System)or are aircraft with a certain level of autonomy.

The analysis of the content leads to the conclusion that the word drone has the same meaning
as the abbreviation UAV (Unmanned Aircraft Veltle), which means the synthesis of an
unmanned aerial vehicle and the devices necessary to control it. [19]
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Multi-copter (DRON) is a type of unmanned aerial vehicle of very simple construction,
which is characterized by: small dimensions and weight, semgfines, control is realized
via a remote console, flight autonomy is several hours.

The possibility of using drones in operations is as follows: monitoring, [20] detection of
nuclear, chemical and biological weapons; mine detection; electronic recameaisanti
electronic warfare; communication relay; hyspectral scanning; radar imaging; laser target
marking; radar interference [23]; combat action from different types of weapons; protection
of critical infrastructure facilities; etc.

An antidrone evice is a type of device that neutralizes the action of a drone, where: the
drone is physically neutralized and disabled it for further action, forced to land, drone
commands have been taken over and drone is forced to return to the starting position.

2. PROBLEM DESCRIPTION

The paper presents several different types of antirone assets with a focus on the
presentation of their characteristics in order to show their capabilities for effective opposition
to modern drones. The development of technologyrhade drones available, cheap and
easy to use, increasing their range of capabilities for both military and commercial purposes.
The use of drones poses a major threat to security, as there is the possibility of using
commercial drones for various illegalirposes (explosive attacks, transport of narcotics and
other illegal materials, surveillance of restricted areas and citizens, etc.) [26], thereby
harming the economy and citizens. [8] Due to all the above, the use -aframéi assets in

the protection bdefense and security is of great importance.

Drones have certain characteristics that allow them to be detected by different approaches,
such as visual [11,25,26], sound [26], radio frequency (RF) [10,22,26], infrared signal [8,9]
and radar. [9.22]

Anti-drone systems are increasingly using artificial intelligence, because that technology is
experiencing development expansion. The development of technology has led to the fact that
today antidrone assets are used with great efficiency in the fight aghimsés. [6]

In the next part of the paper, certain options available in the fight against drones are
presented. Certain types of adtbne assets have been constructed based on various
technigues, which include the detection and tracking of enemy drfdnésThe purpose of
antidrone assets is to detect unwanted drones at a safe distance, classify drones, monitor and
neutralize. [16] It is necessary to show the optimal characteristics efirang assets in

order to implement it in the defense and seagaystem of a country.

3. LITERATURE ANALYSIS

There are a large number of works on drones by both domestic and foreign authors. Thus
Milic et al. [18] analyze the use of civilian drones in the offensive operation of the
Ser bi an @aeat ahy12] sdleatldiones for the realization of a chemical accident.
Radovanovic et al. [23] in their work show the possibility of using civilian drones in the
protection of the land security zone, and ®ét. Al. [19] also describe the possibility of
using civilian drones in urban operations, while Stevane@ti al. [27] describe the
possibilities of using drones for military purposes. d¢¥B] defines the legal aspects of

the combat use of drones in courterrorist operations in the USA.

There area large number of foreign sources of literature describing the use of drones.
Thus Arjomandi et al. [3] in his work performed the classification of drones, Bataoel [4]
in his work describes the experiences of the use of drones in military operatiobgan Li

36



Luo and Fan [15] define the development and application of the Chinese military drone in
their work, and Zhong et al. [29] define the development trend of military drones.

There are a large number of foreign sources of literature describing the demnes.

Thus Arjomandi et al. [3] in his work performed the classification of drones, Bataoel [4]
in his work describes the experiences of the use of drones in military operations in Libya.
Luo and Fan [15] define the development and application of thee€d military drone in

their work, and Zhong et al. [29] define the development trend of military drones.

So far, various foreign authors have written about-drthe devices, such as Jeremy
Straub [28] in Antidrone cybefattacks, Abunada et al. [1] ithe work Design and
Implementation of an RF Based Aidrone System where the project aims to provide a
systematic design of a drone detection mechanism using the RF control signal exchanged
between the drone and its remote controller. Mahmood [17] ipdper describes anti

drone systems and the required optimal characteristics efliamté assets, and Shi et al.

[26] in its work provides a comprehensive overview of technologies used in the fight
against drones and the development of andnoiie systenrmade up of a combination of
several different technologies. Dressel et al. [10] in their paper describe the use of one
drone to neutralize other drones.

4. ANTI T DRONE ASSETS

It is possible to use different types of adtone assets to fight against drones, depending
on the purpose. The paper describes certain types df dntine assets. It is not possible
to completely accurately classify autione assets correctly, becaubhere are a large
number of different assets that are classified into several different groups -dfari
assets, and certain assets are used in combination with othdraniassets where they
form a new group of antirone assets. There is a sfggant number of different types of
antidrone assets that can be used in combination with several differerdramei
systems, which increases the efficiency of the assets in performingramd actions. In
the fight against drones, the following adtone devices controlled by one operator are
used [26]:

- antii drone rifles;

- drone monitoring equipment;
- drone jammer;

- drone detection radar;

- droneoperatorlocatingsystem;

One of the means for performing adtone actions is thenti-drone rifle, the
development of which was directly influenced by the development of drones. Ergonomics
and mobility are important features for the fight against drones. They are mostly intended
for one operator. Depending on the model of the-dmhe rifle, the effect othe target

that it achieves when neutralizing drones also depends. The effective rangedobaati

rifles is usually up to 2 km, but there are also models ofdantie rifles that have an
effective range greater than 2 km. The -@ntine rifle achievesis effect on the target by
interrupting the GPS / Beidou signal for positioning, control, and graphical display of the
drone, on the basis of which it requires the drone to be forced to land or return to the
starting position; acts on the drone with tkinetic energy of the projectile or
mechanically prevents further movement of the drone. Depending on the purpose and
model of the antdrone rifle, the combat characteristics also depend. The most important
characteristics of antirone rifles are: effente range, frequency range, reliability,
autonomy, weight.
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When we talk aboudrone monitoring systemghat system can be active (sending signals
and analyzing feedback) and passive (watching and listening) and can implement several
functions that includedetection; classification or identification; locating and tracking;
and warning. There are four key types of drone monitoring equipment: Radio Frequency
(RF) Analyzers; acoustic sensors (microphones); optical sensors (cameras); af@iltadar.
Their mainpurpose is to detect drones and warn operators that there is a danger from an
unidentified aircraft. They are most often used in combination with otherdiamte
systems that have the ability to neutralize drones. They find their application on critical
infrastructure facilities, protection of state borders and facilities of national importance.
So far, they are most often used in the protection of military facilities, airports, bases, as
well as the protection of important facilities, and the effectiveyeaof these systems is
usually up to 10 km. Their application is also possible in the operations of the security
forces.

Drone jammers greatly increase the combat capabilities, safety and security of the units

that use them. This section presents portatdbile jammers that can be operated by a

single operator. Wireless communications, however, are vulnerable against a wide range

of attacks. An attack that is particularly hard to detect in every wireless network is the RF

jamming attack.[16] The RF drorggnal jammer blocks the connection between the
hostile droneds video, tel emetry, command, (
deviceds operator. By jamming the communicat
disabled and forced back to its home basgrounded at its current location.

Drone detection radaris a system for early detection of drones that provides protection
to military facilities, critical infrastructure and facilities of vital importance to the state.
The radar system detects all dreni@ the vicinity of the defined nfty zone. The
efficiency of these systems enables installation in an urban environment without
consequences for citizens. Lightweight, portable radar systems enable the identification of
drones over long distances with the necessary information about the aircraft, have the
ability to track hundreds of targets simultaneously, including mini UAV, which is very
important when drones fly in swarms.

The device forlocating the drone operator provides the possibility to detmine the
location of the enemy drone operator with high accuracy and precision. These devices are
usually small in size, light weight, easy to use, suitable for quick maneuvering. The use of
these systems allows the remote control signal to be detadgiddyq The model of this
system is directly dependent on the distance of effective action, that is the maximum
distance at which there is a possibility of detecting an enemy operator. It has not been
widely used, because the device cannot neutralizertreedhat poses a danger, and it is
necessary to use it in a combination of severaldmotie means. The greatest importance

of the application of this system is in the combat operations of the security forces, when it
is of great importance to find thedation of the operator who operates the drone.

5. CONCLUSION

As a means of counteracting unwanted drones;daatie assets have been developed that
simultaneously follow the development of drones. These devices have been developed in
order to protect against unwanted drones that violate safety and security. Ehgresents

a theoretical overview of certain artidrone assets, with the aim of considering the
possibility of using anti drone assets in the fight against drones and their implementation in
the defense and security system of the Republic of Serb@application of these means is
conditioned by the expansion in the development of different types of drones that have a
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wide range of possibilities and applications for both military and police as well as
commercial purposes.

Based on the content analysthe following conclusions are reached about the possibility of
using antidrone means in the fight against drones:

- They find their application in the field of defense and security,

- Anti-drone assets have a wide range of possibilities in protectionsadgianeffects
of unwanted drones,

- The use of anttlrone assets increases the efficiency of units in performing anti
drone actions,

- The application of different models of awfione systems provides the ability to
detect, identify, locate, monitor, warndaneutralize drones at different distances,

- The use of antilrone assets increases the level of protection of the most important
objects from the effects of different types of drones,

- The use of artilrone assets is simple, safe and secure.

Further research should be directed towards the establishment of requirements by the
security sector for the characteristics of @ltbne assets, analysis of combat characteristics
of antidrone assets practical use of these assets, comparative analysisdofranthssets,
application of multicriteria decisiormaking methods in choosing the most effective-anti
drone asset for the needs of the Serbian Army and the entire security sector.
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Abstract: The main topic of this paper is civil protection in the Republic of Srpska,
viewed in the context of modern organization that should respond to the increasing
threats to citizens, property and other social values. In order to understand the
functioning ofsuch a system, it is necessary to be familiar with civil protection system
organization in the Republic of Srpska, personal and mutual protection measures, as
well as protection and rescue measures. In order to better understand the position of
civil protection in the Republic of Srpska, a legal framework and competency division
of the entities in the field of civil protection is presented. The problem of this paper is
related to the impact of the civil protection legal framework, which determines civil
protection organization structure, its strengths, rights and obligations of various
bodies, as well as personal and mutual protection measures in emergency situations.
During the drafting of this paper, literature review and analysis methods were used.
The am of this paper is to acquaint the scientific and professional public with the
specific of civil protection in the Republic of Srpska entity, which is an integral part
of Bosnia and Herzegovina.

Key words:civil protection, rights, structure, organizatiqgprotection measures

1. INTRODUCTION

The modern world has undergone-faaching and substantial changes in the last two
decades. Af ter the fAenthusiastico period, af
interstate relations reorganization in Eurpthe 2£' century is largely described as a century

of globalization in the new conditions of a multipolar woid. It is also undeniable that in

the new global framework, the borders are no longer so strong. The classicastettoran

control, to a much lesser extent, the flow of people, goods, information, i.e. its own territory,

to a much lesser extent, as wedl increasingly diverse security risks and threats, even when

it comes to a monopoly of for¢8]. The new conceptualization of international relations, not

only at the global, but also at the regional level, therefore put the new dilemmas on the
agenda ad pointed to new questions about what are the possible security threats.

With the end of the Cold War, the threats it carried also disappédheddanger of a direct
nuclear confrontation, but the world faced new security preoccupations that alsétbroug
great consequencéy.

Within the EU, there is no definition of Aiciv
it is defined by joint activities in the fiel
with the aim to protect peoplenvironment, property and cultural heritage in case of major

natural or created dis[@dsters, inside or outsi
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In its simplest form, civil protection is conceived as an activity of disaster consequence
mitigation, protection and prevention nseige implementation based on the exchange and
building of specific knowledge, capabilities and capacities among states. The European civil
protection development has been based from the beginning on the balance of national
responsibility and European sdidty [2].

European civil protection has been progressively formed through bilateral and multilateral
cooperation between states and their national organizations, as well as with EU institutions.
It was formally established as an institution of internatiarooperation in 1985 within the
European Community, as an instrument of member state coordination in the event of natural
disasterg1].

2. LEGAL FRAMEWORK FOR DEFINING CIVIL PROTECTION IN THE
REPUBLIC OF SRPSKA

Civil protection in the RS is a protection and rescue actor that is relatively young, formed
during the war in the 1990s, and as such confirmed by the Dayton Peace Agreement, which
is in fact the Constitution of BiH.

The basic document regulating the diedf protection and rescue of the RS is the Law on

Protection and Rescue in Emergency Situation
Srpskao, no. 121/12), which was adopted at t|
on Civil Protection in linewi t h Fr amewor k Law on Protection
Gazette of Bi Ho, no. 50/ 08) . The RS protect.

levels: entity and municipality level. The umbrella body of this system is the Republic Civil
Protection Adminigation, which, based on the amendments to the Law on Republic
Administration, from January 2017, is a part of the Government of the RS as an independent
republic administration. The administration chairman is an executive who has three assistant
executives and who is accountable to the RS Prime Minister Laws of RS on which the RS

civil protection is based are: Law on Amendments to the Law on Misdemeanors of the RS
(AThe Official Gazette of the RSO, no. 1/ 09)

Situg i ons (AThe Offici al Gazette of the RSO,
Substances and Flammable Liquids and Gases (0
Law on Protection from fire (fAiThe Official Ga

1.1. Civil protection regulations

The basic civil protection regulations are: Activity plan for the preparation and
implementation for earthquake protection and rescue measures in the RS for the perod 2016
2019; Rul ebook on peopl e @wary edwationiomhgizandsanchi n pr
protection against natural disasters and other emergencies; Rulebook on determining the
citizensd health ability to participate in p
procedure for notification and the manmdrexchanging data with other countries that may

be affected by an emergency with crbesder effects; Curriculum for training and

education 2012019; Rulebook on the manner of using the protection and rescue sign;
Regulations on priority assistance fapairing damage on residential buildings; Rulebook

on the appearance, content and use of the identification document for civil protection unit
members and teams in the protection and rescue system; Instructions on clothing and insignia

for civil protection unit members and teams in the protection and rescue system; Decree on
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the content and manner of drafting the Plan for protection against natural and other disasters;
Decree on the organization and functioning of the surveillance, information and aterhsy

CIVIL PROTECTION ORGANIZATION STRUCTURE IN THE REPUBLIC OF SRPSKA

The organization structure of the Republic Civil Protection Administration consists of:

Sector for Organization, Planning and Training, Sector for Demining, Sector for Financial
Accounting and Legal Affairs and Administrative and Inspection Supervision. For the

purposes of the paper, Sector for Organization, Planning and Training and Sector for
Demining will be described.

Organization structure of Sector for Organization, Planning &naining

Sector for Organization, Planning and Training performs professional and other tasks related
to the civil protection system development and improvement; civil protection forces
organization, preparation and use; drafting of laws, bylaws andiptadocuments in the

field of civil protection; instruction development in the field of civil protection; organization,
planning and training implementation and civil protection structure exercises; informing the
public about natural and other disasters.

Sector for Planning and Civil Protection Measures: performs professional and other tasks
related to the drafting of laws, bylaws and planning documentation within the scope of work;
carries out tasks related to civil protection planning and measures;spojbe civil
protection force organizational structure; coordinates the activities of consolidating planning
documents; prepares appropriate decisions and orders for the civil protection measure
implementation; prepares analyzes and reports on the dtatiwiloprotection; achieves
cooperation with municipal and other important entities for protection and rescue from
natural and other disasters.

Sector for Training, International Cooperation and Information: performs professional and
other tasks relatetb the drafting of laws, bylaws and planning documentation within the
scope of work; conducts activities related to training, international cooperation, projects and
information; prepares professional information; achieves cooperation with specific @nd oth
institutions related to organizing training for civil protection structures; proposes the
priorities for attending state and international seminars in the field of civil protection.

Sector for Surveillance, Information and Alert: performs professiandlother tasks related

to the drafting of laws, bylaws and planning documentation within the scope of work;
conducts surveillance, information and alert activities; coordinates the unhindered
information flow between the Republic Administration and esgifior protection and rescue

from natural and other disasters; proposes measures to improve work regarding the
functionality and efficiency of surveillance, information and alert system; cooperates with
important actors for protection and rescue from radtaind other disasters.

Regional civil protection sectors perform professional and other tasks related to the drafting
of laws, other emergencies on the regional sector territory, monitor the civil protection
system connections and functioning. They takeasures for coordination planning and
organization of protection and rescue measures and forces in the area covered by the regional
sector. They coordinate and direct the work of municipal bodies and services and other
important entities for protection drrescue in the sector area. They propose, prepare and
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organize seminars, training and exercises for civil protection forces in the seetor
(http://www.ruczrs.ngt

1.2. Sector for Demining

The main tasks of theector are: removal of unexploded ordnance and demining: retrieving
the injured and casualties from minefields; cleaning the terrain and housed for the return of
refugees and displaced persons; participation in the drafting of laws, bylaws and other
plannhg documents in the field of demining; instruction preparation from the Standard
Operating Procedures for Demining; quality assurance control in demining; cooperation with
the BiH Mine Action Center and other humanitarian and-governmental organizations
performing professional and other tasks within the scope of its watg;/(www.ruczrs.nét

2.CIVIL PROTECTION FORCES

At the BiH level, there are no operational civil protection units, but there is a

possibility o f establishing an international assi st
District units. The only operational forces at the state level are the Armed Forces of BiH, In
accordance with the entity | aws thewpdote&ionl ko Di s

and rescue of the population and material goods, civil protection units are established,
equipped and trained as civil protection operational forces. Their role is reflected in the direct
engagement in performing tasks for protection asdue of people and material goods from
natural and other disasters, and the elimination of consequences caused by the emergence of
those disasters. These units are established as units for general and specialized purposes,
based on the Vulnerability Assessnt. In the RS, civil protection units have been
established at the municipal/ city level, while the Republic Administration has formed only a
unit for UXO and mine destruction. The unit consists of 80 members divide into four
specialized Ateams for UXOand mine destruction and six-tBams for demining. The
management of civil protection force units is realized through the function of
City/Municipality Mayor (Center for Security Studies of BiH, 2010). The Republic of Srpska

has not yet implemented all agties related to the unit formation according to the

Vul nerability Assessment, but it is in the pr
available manpower and material and technical means. Exceptions are units for UXO
destruction, demining anprofessional fire brigades.

3. RIGHTS AND OBLIGATIONS OF REPUBLIC ENTITIES AND
REPUBLIC ADMINISTRATION BODIES IN THE FIELD OF CIVIL
PROTECTION

The rights and obligations of the republic administration bodies in the field of civil
protection are regulaeby the Law on Protection and Rescue in Emergency Situations,
which was adopted in 2012, and its amendments from 2017.

3.1.Rights and obligation of the Government of the Republic of Srpska in relation
to civil protection

In the field of protection and rescue, the Government ensures the construction and
development of the protection and rescue system of the Republic of Srpska and the planned
connection of system parts and tasks into a single unit and in particular: itizesyan
protection and rescue system against natural disasters and other emergencies; adopts
Protection and Rescue Program, the Program for Risk Reduction of natural disasters and
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other emergencies; adopts the Vulnerability Assessment to natural disastecthand
emergencies; adopts the Plan for Protection and Rescue from natural disasters and other
emergencies; Plan for Training and Protection and Rescue Force Qualification; monitors and
directs preparation for protection and rescue; provides assistaneadnstruction and
recovery from natural disasters and other emergencies; declares state of natural disasters and
other emergencies; makes a decision on mobilization and orders the use of forces and means
for protection and rescue; provides the necessaanéial resources in the budget of the
Republic of Srpska for financing protection and rescue operations; adopts the methodology
for assessing the threat of natural disasters and other emergencies; adopts the methodology
for the development of the Planrfprotection and rescue from natural disasters and other
emergencies on the territory of the RS, the methodology for assessing the damage from
natural disasters and other emergencies, establishes the Republic Headquarters for
Emergency Situations; appointdie commission for largecale damage assessment;
determines the material resources used in the function of protection and rescue and performs
other tasks in the field of protection and rescue.

3.2.Civil Protection Administration rights and obligations
Civil Protection Administration in the field of protection and rescue has the following
competencies: it develops the Program for protection and rescue in the RS and the Program
for risk reduction of natural disasters and other emergencies in the RS;nitorsp
harmonizes and implements policies and guidelines and ensures enforcement of laws and
other regulations in the field of civil protection in protection and rescue system; develops the
methodology for the vulnerability assessment to natural disaatersother emergencies;
develops the methodology for the protection and rescue plan development against natural
disasters and other emergencies; develops the protection and rescue plan for natural disasters
and other emergencies; develops program for @iugpprotection and rescue; organizes,
prepares and trains civil protection service in the protection and rescue system at the level of
the RS; coordinates the activities of entities important for protection and rescue in case of
natural disasters and othemergencies; coordinates between entities involved in protection
and rescue on the territory of the RS with actors for protection and rescue in BiH, Federation
of Bi H, Br|l ko District of Bi H, nei ghboring
on all types of phenomena and dangers that can lead to natural disasters and other
emergencies; organizes and conducts monitoring, information and alerts; adopts and
implements curriculum for training and education in the field of protection and rescue form
natural disasters and other emergencies; selects and participates in scientific research projects
in the field of protection and rescue; provides professional assistance in the field of
protection and rescue; issues instructions and guidelines for the temtnpeganizational
civil protection unit of the municipality, i.e. the city; removes and destroys UXO and mines;
realizes international cooperation through competent authorities in the field of protection and
rescue; participates in protection and resaagons in case of natural disasters and other
emergencies; takes preventive, operative and postoperative measures in case of natural
disasters and other emergencies; keeps records in the field of protection and rescue; orders
the preparedness measures lemgentation; concludes agreements on engagement in the
protection and rescue task and measure implementation; performs other tasks in the field of
civil protectionin protection and rescue system.
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3.3.Localselfgover nment bodiesd rights and obligat

The bodies of local selfjovernment unit in the field of protection and rescue have the
following competencies: the municipal or city Assembly makes a decision on civil protection
organization and functioning in the field of protection and rescue and esnstg
implementation, in accordance with the unified protection and rescue system; makes a threat
assessment from natural disasters and other emergencies; adopts Civil Protection
Development Program in the field of protection and rescue; decides on EeRjiations
Headquarters establishment; plans and determines the financing sources for civil protection
activities in the field of protection and rescue; considers the situation in the field of
protection and rescue; makes a decision on determininigdhtton for the UXO and mines
destruction at the proposal of competent civil protection organizational units of the
municipality or city in accordance with Civil Protection Administration and performs other
tasks in the field of protection and rescue.

4. PERSONAL AND MUTUAL PROTECTION MEASURES IN THE
REPUBLIC OF SRPSKA

Personal and mutual protection provides, firstly, the spontaneous and organized assistance in
protection and rescue in conditions of emergencies and other dangers that pose constant risks
in the <citi ze[3sPérsohal and mutual grotestmncikdes in particular:
citizens training, preventive protection measures and procedures, first aid ahelsetfare

for children and the infirm and other emergency interventions in the protection and rescue of
people and material good3]. The characte scope and content of personal and mutual
protection measures must be conceived in such a way that it is acceptable to all citizens with
minimal knowledge and minimal expenditure of material and technical resources. In the RS,
these measures include: ewuation of the population and material goods, first aid, fire
protection, rescue from ruins and floods, care for endangered and injured population,
chemical, biological, radiological defense and animal protection and rescue. Such measures
are present in ktivil protection systems in the area. One of the specifics in the RS is the
importance of protection against mines. From its establishment until today, civil protection
system has not performed exercises that would educate the general public on hbim to ac
various threatening situations. The main activity is advising citizens on actions in different
situations through the media or printed leaflets. The most common advice is related to the
following situations: floods, fires, earthquakes, thunderstotragfic accidents, landslide,

heat stroke, avalanches, disease epidemics, terrorism, and nuclear strike. Sector for
Demining carries out various activities when it comes to advising citizens on procedures with
found mines and explosive devices. The ba$idl protection tasks are performed by
successful organization, preparation and implementation of certain protection and rescue
measures, which, among other elements, make up the civil protection system. Protection and
rescue measures are certain actigjtigctions and procedures of preventive and operational
nature, whose organization, preparation and function are undertaken to protect and rescue
people, material and cultural goods, and eliminate emergency consed3nces

Civil protection measures andtavities in the protection and rescue system on the RS are
determined by protection and rescue plans adopted by companies and other legal entities,
municipalities, i.e. city and the government. Companies and other legal entities are obliged to
harmonize he protection and rescue plan with the protection and rescue plan of the
municipality, i.e. the city. The plan for protection and rescue of the municipality, i.e. the city,
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is harmonized with the Plan for protection and rescue from natural disastershand ot
emergencies in the RS. Protection and rescue plans can be unique, collective or individual
for certain types of natural disasters and other emergencies. Such planning ensures vertical
and horizontal civil protection management, which is discussed bgicJ{2016), in
Protection and Rescue in BiH

The Law on Protection and Rescue in the RS, in Article 59, identifies the following
protection and rescue measures in the RS: surveillance, notification and alerting, sheltering
people and material goods, peotion against accidents, evacuation, care for the endangered
and injured, chemicddiologicalradiological defense and ampidemiological protection,
rescue from ruins, protection and rescue on water and under water, protection and rescue
from fire, prdection from UXO and mines, first aid, animal and animal source food
protection and rescue, sanitation, animal environment protection, protection and rescue in
mines, plants and plant products protection and other obligations.

5. CONCLUSION

Considering tht the RS, as an entity in BiH, borders with the Republic of Croatia, which is a
member of the European Union, and with the Republic of Serbia, which is not, it is quite
clear that the RS civil protection is of special importance when it comes to irgerstat
cooperation in preparing and responding to threatening phenomena, as well as recovery from
them, which are of common origin for all neighboring countries. In this regard, it can be said
that it is useful to acquaint the scientific and professional publib the position,
organization and functioning of the RS civil protection system. The legal protection and
rescue system in the RS, entity bodies6 comp
personal and mutual protection, protection and resceasures and civil protection units

were presented. This paper is useful in exchanging experiences in organizing and functioning
of different civil protection systems, all with the aim to adopt the system that would provide
the most adequate protection ke tcivilian population of different countries, which in many
cases share common sources, holders and threat forms.
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Abstract: The authors systematize the factors that affect the intelligence analysi
process, starting from a taxonomy that classifies the factors into four groups: scope
and quality of available intelligence data, individual reasoning (cognitive limitations
of the human mind, limited rationality), intgroup dynamics and external facso
(deception, denial, disinformation). In this paper, applyiggalitative content
analysis (of selected credible theoretical sources), the authors investigatgriotgr
dynamics and the phenomenon of group opinion as factors of influence on the process
of intelligence analysis, especially considering the abueationed factors as
limiting to the quality of intelligence products, and thus decisi@king. The authors

deal more closely with the time pressure and cognitive determinants of the
intelligence analysis process. The article drawsn security sciences, social
psychology, cognitive psychology, and decision theory. The objective of the authors is
to contribute to the development of intelligence analysis as a scientific discipline from
a multidisciginary perspective, more precisely, to conceptualize the segment which
intelligence analysis must have in its research focus, to be operational in response to
contemporary security challenges.

Keywords:intelligenceanalysis,inter-group dynamicsgroupthink, cognitive biases.

1. INTRODUCTION

The subject of the paper is intergroup dynamics and the phenomenon of group opinion as a
factor of influence onthe process of intelligence analysi$ie research puzzle relates to the
formulation of a theoretal framework that would provide an understanding of the impact of
previously mentioned factors on the process of intelligence analysésefore, the aim of

this paper is to consider the impact of mentioned factors on the quality of intelligence
products especially as limiting factors, and thus as important determinants in the decision
making process related to thematic frameworks and issues addressed by intelligence
analytics.Within the stated research intention, as a secondary, and closely reldtefithea

paper, the exposition of some (substantial) theoretical concepts that consider time pressure,
as well as the cognitive determinants of the intelligence analysis process, is d€fiaed.
article drawson security sciences, social psychology, cagaitpsychology, and decision
theory. The paper applies thqualitative content analysis method, ie, relevant recent
theoretical sources selected within the limits allowed by the paper parameters were analyzed.

2. INTELLIGENCE ANALYSIS AND ITS DETERMINANTS

We can rely on t helntdligehce & wdcretgtatel @ froup activityotm s :
understand or influence foreign or domestic entfiefintelligence analysis is the
application of individual and collective cognitive methods tagivedata and test hypotheses
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within a secret socigultural contexfi ; Intefligence errors are factual inaccuracies in
analysis resulting from poor or missing data; intelligence failure is systemic organizational
surprise resulting from incorrect, missjndiscarded, or inadequate hypothe$ds.lAlsa:

AThe mission of intelligence analysis is to evaluate, integrate, and interpret information in
order to provide warning, reduce uncertainty, and identify opportufitieherein the
peculiarity of intelligek e anal yti ¢cs i s speciahncballeggesint evaduatingg hi ng s
the validity and credibility of information because the analyst is not directly involved in the
initial acquisition... feedback is especially rare and unreliable. For many importahgtan
estimates, outcomes remain unknown for a long time or cannot ever be known. Furthermore,
often the U.S. government itself or another party will take an action that changes the
outcomes that were the subject of the original analysis, making ledrammgeedback even

more difficul{2]. However, many factors that influence the process of intelligence analysis
should be acknowledged and are necessary to systematize, and we start from the following
taxonomy:scope and quality of available intelligencas the first and difficulto-realise
prerequisite, including the completeness of desired, valid and adequate data as an ideal
(bearing in mind that the intelligence area is not only an area of secrecy, but also uncertainty,
unpredictability, conscious Iman action, arcane political tendencies, dihe Black Swan
phenomenon, among othershdividual reasoningi which is influenced by the general
cognitive limitations of the human mind (limited rationality, confirmation bias, heuristic
bias, paradoxes ofkpert opinion), including especially not so rare time pressatergroup
dynamics specifically the phenomenon gfoupthink external factors(deception, denial,
disinformation, as well as (indirect and rarely direct) influence of the deeaisakers).
Intergroup dynamics is, therefore, only one of the aspects that need to be kept in mind when
analyzing the factors influencing the intelligence analysis process. Due to the
interdependence of certain dimensions of the intelligence process, there is atioanne
between the abowvmentioned factors.

3. INTER-GROUP DYNAMICS
3.1. Effectiveness conditions and team tasks

It is pointed out that the conditions for efficient team work in a broader organizational
context are: i dent ity sutdble forithe taskl iadeperfdengeeand A s u b «
ffa welfli ned, organizationally significant set
to achieve goals, including effective channels of communication with other organizational

units; convincing guidance, thi clear, challenging and consistent goals, tasks and
performance criteria, with autonomy of members, but also with subordination and alignment

of per sonal goal s regarding to organi zation
incentives (e.g., financiar status rewards) and intrinsic incentives (e.g., social recognition,
positive internal feelings)o. I n this regar
sol ving i mplies fforganizational culture t ha
evaluations ofpr oposed solutionso (a diverse proces
information; emphasis on datra s e d a n a-dlefinedi rae; assigrmeritsiso it is always

clear how discussion will proceed and how col
todeci de with di sagreement or on the basis of
designo, functional adequacy, size and apepr
diversity of knowledge and skills, diversity of perspektiva sljanja, communicton skills,

socialnet wor k resources, a commitment to the te
team's performance, the diversity of members should be relevant to the solution of various

tasksi fespecially in per f or mi mgseeking,sikfamatiorh a t i no
evaluati on, and creative thinkingo. Al so, wi

negatively because produces interpersonal conflicts, communication problems and lower
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cohesion (that with too much independence and diyetsam work suffers from loss of
identification, reduced motivation and coordination problemsand that too much

dependence and monotony undermines ability team to perform components of the overall

task that requires different thinking); the need for merslio know the specifics of other

members so as to support appropriate roles, with their coordination; team design should
balance the different cognitive s-+%kandcibus, of t he
metalevel perspective that is constantionitoring and correcting member motivations;

refining operating procedures; and providing stierin feedback and eventual evaluation to

all ow members and the team to | edlamelyfrom ex
effective teamworkimplies flexible overcomingtensionsb e t w e (&) nindividdalistic

selfish motives versus collectiagganizational motives; and (2) promotion of diversity and
independence versus promotion of consensus and interdepend€&heesecond requires

careful oversight by the e amoés | eader (ooRecommendatomsdor gooda nager
performance are firm plans, selivareness of team members in the working process and
understanding of the nature of the assigned task, balancing the requirements for autonomy

and consenstusin this cases teamwork is efficient, can increase the variety of solutions for
generating innovative solutiofig]. Throughout the differentiation process, all organizations,

as well as intelligence agencies, make compromises in order to maximize gotis, in
direction of achievement s: (1) resource effi
with economy of | abor and capital o), (2) ti me
accountability (in relation to required activities), (4) ability adequately respond to the
environment (meeting the requirements of policy makers, as well as protecting resources and

met hods) and (5) adaptability (Athe ability t
policy deci si ons o0ep speclalizdtidneintadligence produatsntailoeed b |

user needs, while agencies have their own terminology, routines, different denaiorg

rules, and standard operating procedures. The need of individuals for grouping is expressed

in striving to percae the social environment through groups (as the theory of social
categorization shows), partly for the construction of our identity. The importance of
foregoing dimensions is expressed because the processes of social categorization (cognitive
process byhich we determine individuals based on belonging to social groups) can affect

the behavior of the individual, while the idea is to overcome communication prof8gms.

3.2. Some implications of group affiliation

The implications of group affiliation for ¢hanalytical process are multiple, we indicate the

following: individuals have multiple kgroup identities, the one that dominates is depending

on the context (CIA employee or CIA analysf)gr oup prototypes ddescri
perceptions, attitudes f eel i ng s, peapledendte ¢coaform to théirogroups for

both cognitve ( conf or mity reduces uncertainty) and
increases that member 6s at-graapi memdisssoxdml t h
categorization processes give people a sense of identity at work.. and provide them with

gui dance on how to behaveo; cul ture (Bened
assumptions, beliefs, behavioral norms, and routines that define a group of petguldyni
ethnic or organizational me mber shi po) shapes

the way on which people conceptualize problems and solutmrgjral profiles offer

members a roadmap for interpreting stimuli and leading reactions, hitittiought and

action; ethnocentrism (which implies that members believe that the values, beliefs, behavior,

and organizing principles of their group are superior according to the values of any other

group) in the intelligence community (IC) may reflegpr@disposition to favor the types of
information (e.g., HUMI NT) produced by the ag
leads to perhaps the most common problem in intergroup relafienfgrocal antipathy i
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which creates problems in cooperatiand about exchange of informatioprototypes
maximize similarities within each group and differences between social groups (people tend
to radicalize their views to accommodate group vieiwah example would be the tendency

to reject alternative assessnts outside one's own agendtereotypes are of special
influence:respecting stereotypes about another social group is useful to the extent that group
members behave in a way that is consistent with stereotypes, with people tending to
downplay stereotygconditioned inconsistent behavior (e.g. about a work partner);
stereotypes can lead to cooperation problems; the intention of the target can be mistaken and
a malicious motive attributed to them, which makes the interaction more emofitwal
context inwhich group categorization and intergroup bias are of the particular importance
(also in the intelligence community) is when individuals are strongly tied to their cultural
group (individuals tend to attache to strong cultures), which creates high colaestng

group membergOtherwise, when different groups are assigned a common goal, their group
identity and cooperation grows, trust based on identification incrgises.

3.3.Groupthink

Groupthink concept was popularized by Irving Janis in influentiabkb¥ictims of
Groupthink(1972), the details of his analysis did not hold up as coherent scientific claims,
although Janise's basic insightthat overcompliance with powerful leaders, or client

desires, can undermine a good assessmiestems unquestionke and importani2]

Namely, some researches do not provide unequivocal confirmation of the theory of
Groupthink, but that the heuristic contribution is its greatest value. For example, researchers

are drawing attention thaBroupthink is best understoods a process by which group

members try to maintain a common positive group idepityGroupthink, as a small group
phenomenon, is not the only thing relevant to the intelligence analysis process. However, the
groupthink phenomenon is important forasmutife pressure to reach a premature
conclusion. The decisiemaking process thus leads to a single answer, and a negative
impulse can come from many sources, from the team leader, or a senior analyst.
Interestingly, the introduction of intentional disagreemt using methods suct
advocate, does not bring consistently improvements in judgements and team decisions.
Polarization and overconfidence are also problems that arise in the process of group decision
making. The aforementioned was encouead by finear |l vy uni ver sal t
di scussions (or just individual expressions ¢
polarization of individual opinions (about controversial issue, when attitudes become more
extreme). Let us also adbe universal tendency to associate with similar others, as well as

the tendency for the opposing group to be viewed as more extreme and inferior. Polarization

can also worsen intergroup relations, such as those between intelligence agencies. It is
importmt t o point out and @Athat more confident
i mpact on the grolupo6wl etghis@pes robindigate redativa |
overconfidence for groups but indicates individual impact on group sold#pns.

3.4.Intelligence errors and intelligence failures

Research shows that individuals attach more weight to -ebthined information in
considerations than latebtained information, while confirmation bias further produces
errors. During Operation Iraqi Fremu, the confirmation bias manifested itself in the
mistakes rendered by intelligence analysts in the search for weapons of mass destruction
seeking information that confirmed their origin hypothesis that it was developing in Iraq, as
opposed to sufficientl evidence to the contrary. Namely, as Duffy (1993) points out, bias
can occur in teams due to three different types of soureagynitive, organizational and
sociali while researchers suggest that at the team level cognitive bias can be even more
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pronownced as a result of team processes, organizational structure, policy and social
interactions. Biases are formed and spread during team denisiking, cognitive biases are
occurs within team cognitionThe common task initiates cognitive proces$eseam
cognitioni based on the interaction of individual knowledge of each team member and team

process behaviors. Team cognition fAhas been
decision making, and mental modelwwever little work has been carried owplering

the interactions of biasés It has been confirmed that A@Ainf
me mber s positively influencing team effecti
cooperation, as a result of information exchange, instead of creatingnoaviedge, teams

form biases. Further: ATschan and coll eagues
team members interacted with a process they called illusionary transactive memory,
demonstrating the potential interactions between biases and egmad t i on 0 . I ntere

Aiour results also support previous research
Titus (1987) found that teams were more likely to share common information that did not
necessarily improve their performance. Our results extbair findings by suggesting that

sharing norcritical (distracter) information may lead teams to actively discount new
information that does not conform to their €
research is #fAthat winfermatidn ealyns their eolabdration,adheyp ar al |
were more likely to discuss and agree upon incorrect solutions than when the same

i nformation was presefbled | ate in the collabo

The analytical process involves several components of activitiesfirst task,Defining the
Problem requires a mixture of independence and consensus in the team. Independence and
member diversity are important because of the need for diverse sources of information

(evidence) because i n t tsed oraindependent sourcesed@t r i an
informationd opens the possibility of i nnovat
assessment . It i s emphasized that i f me mber
pool information,association blockingan occur 0, which is the case
members get Al ocked intod a whirlpool of si mi
di vergent thinking are impaired as they nat
communi cati bodoof Tbhbeemedoming is switching fibe
anal ysis and soci al interactiond and enabl e i
i s, ithe best practice is to start independert
or generation, then back to soci al interactic

at the beginning of the discussion, disagreement can promote more efficient aggregation of
information, while any method that encourages more intense discisdikely to improve

performance somewhdt.n t he process of iintegrating inf
avoid overconformity to an early solution that interferes with thorough evaluation of
alternate solutions the team has generated (i.e., avdidneatory thinkingp The scope

and diversity of information gives the advantages to the team over the individual, and the

goal is just to focus different critical perspectives on choosing the most optimal sdl2ition.

3.5. Cognitive psychology and neurgcience

One interesting study begins with the findinfsThe human brain i sé speci
| i v i Regpke who accurately identify, value, and cooperate witironp members enjoy

numerous benefits, including the fulfilment of many basic psychological nedtigensive

research has shown that even arbitrary assignment to a group elicits prefeseiegsoup

relative toouwtg r o u p  m.eNarbeby,rthere is an increase in scientific (as well as media

and social) interest for the effects of group membership on the basic perceptual, cognitive

and biological processes, with the aim of better underistgritieir impact on parochialism,

prejudice and intergroup conflicts. This interdisciplinary approach to the study of intergroup
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relations (social neuroscience, social cognitive neuroscience) is based on the assumption that
complex social phenomena can better understood by combining social and biological

theory and methods, respecting the flexible nature of social identity represerfthgastudy
focuses on fAexamining (1) how the basic conc:¢
mind and brain iad (2) the factors that drive people to flexibly update these representations:
social identity (Tajfel & Turner, 1979; Turner et al., 1987), cooperation (Deutsch, 1949), and
competition ( SBanethidgclesefi lanl .o r dledr6 1t) dhedriestofe gr at e
intergroup relations with research on the neural systems implicated in maintaining and
updating our representations ofgnoup and ougroup members, we examine how these
representations affect fundamental psychological processes includiceptien, emotion,
motivation, and decisiema ki ng, as wel | as subsequent beha
features and i nExistinggmodealsppf irdeygroapmelationships have also

been refined, and widespread networkshefbrain regions wpporting intergroup cognition

have been documentetihe conclusion of the study that it is an attempt to integrate classical
theory and modern models of intergroup relations with the research of biological bases of
intergroup dynamics, noting that thearieperating at higher levels of analysis are more

likely to stand the test of timeclearly state the necessity of an interdisciplinary research
perspective This opens up opportunities for collaboration between psychologists and
neuroscientists, with a twway exchange of knowledge: it emphasizes how biological
processes support social cognition and behavior, and how social influences modulate
biological processesherefore,this is not an exercise in brain mappimgther, it concerns
development of thenodels whicttan be tested using cognitive and behavioral tagks).[

3.6. Time pressure

The issues of the intelligence community are mostly complex andseémsitive, and

intergroup dynamics are gaining in importance in the case of making decisionsophiat

speed (time constraints, deadliness we | | figdhi gh cognitive | oadd
much thoughtful effort) tend to increase the use of cognitive slibst such as social
categorization processeso0 a(adyteethat dropaticularly nt el | i
complex and / or timeonditioned, are likely to seek help in their agencies, and will not seek

the help of other agenci¢8). Also, it is noticed thaftime pressure increases the negative

effects of the confirmatory thimkg and informatiosp ool i ng chall engesé wl
information is mentioned, it is likely to be followed by affirmative statements and relevant

di s c u[8.s0ne ofothe sources starts from the Attentional Focus Model (AFM)

developed to look at the impact of time pressure, but also other factors influencing group
process and group performaricand refers to several other studies that support some of its

settings, also findings that are not consistent with the model. Wédhigithe following
statementshia centr al i mplication of the AFM is th
reduce p € rif ftime pnessuie deads groups to focus on relevant informations
decisions might be improvedforAmany tasks (especially thoshat are complex and require

careful processing of a large amount of information), time pressure is likely to restrict either

the amount of information considered or the thoroughness with which information is

evaluated beyond functional levels, thereleydruci ng de c;jifisiedrevauaal iitnyd
factors include other situational variables, such as stress, noise, and distraction; group
structur al variabl es, such as nor ms, cohesiwv
and individual difference valml e s, such as need f Anderdimgni ti on
pressure, the importance of reaching consensus before a deadline is likely to increase the
salience of initial preferencesé Time pressur
that woull prevent members from offering information that contradicts an emerging group

pref e;rdeencciesoi on quality 1likely enhance when i
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accurate assessment of i nformation t hgat is d
from Aunrepresentati ve pardugaboostrésyleagsrindicdeass e d i n
to focus on an increasingly narrow range of task | evant cues ¢€é that n
i nformation processijtnigmea nmr edsescuirseilatoh$o efa ko sigtoi
increased focus on activity that directly moved the task forward and inversely related to
interpersonal and other acfiMoidteiras eéhadteveil d «
pressure enhanced the creativity and adequacy of writteh solu fite desearch findings
are:AThis study clearly demonstrates that bot
features of group interaction influence the quality of group decisions, and it provides
moder ate support f or t hAEM, ArkeMptessurdil&@iamasfastet e nt w
work rate é also tended to enhance the i mpact
but only in the correct and thevstudykshowsteadbther ect p
outcome of a decision relies heavibn the content of the group interaction, and initial
preferences for a particular decision may be strong determinants of the content of the
interaction[7]

4. CONCLUSION

In order to contribute to the development of intelligence analysis as a scieigfiglide

from a multidisciplinary perspective, the paper conceptualizes the segment which
intelligence analysis must have in its research focus, to be operational in response to
contemporary security challenges, that is, it is referred to several aspeeed by
intergroup dynamics and the phenomenongodupthink i and the related dimensions
influencing the outcomes of the intelligence analysis prodess.concluded that a more
complex and irdepth study of intergroup dynamics as a factor in thécieffcy of
intelligence analysis entails amerdisciplinary approactwhich would include in this study
merely indicated scientific disciplines, theories and modalsprerequisite for a good
intelligence analytical product is to avoid errors in the analysiad some of the basics in

the paper are indicated to timely identify opportunities, paths and pitfalls that lead to
intelligence failuresThe absence or prasme of errors and failures filse basidor assessing

the efficiency and effectiveness, ie., the degree of adequate performance of intelligence
functions. It is concluded, therefore, that when evaluating the quality and scope of
intelligence analytics, thas, its products (information, assessment, forecast), one of the key
indicators is the extent of intelligence errors and / or failures, the lack of (as we conclude
from recent literature) to provide timely insight into (planned) activities of intelligenc
targets, higkguality assessment of target actions, the nature of intelligence phenomena and
their significance, as well as sufficiently accurate forecast of the related procEkses.
modern intelligence paradigm requires (interdepartmental) cooperaiandination and
exchange of information, so the importance of limiting the impact of certain aspects of group
membership is noted as well as the need for a theoretical model that includes principles and
guidelines that allow researchers to understaritarbind together many elements which
determine the process of analysis,specifically the influence of (intragroup and intergroup)
dynamics because teamwork is sometimes a necessity of intelligence analytics.
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Abstract: The paper describes the functioning of local-gelfernment in emergency
situations caused by floods. Speciahphasis is placed on the applicability and
quality of Protection and Rescue Plans in such situations and the topicality of all
elements in a specific situation. The issue of preventive action and the quality of
planning for emergency situations at the lesfdocal selfgovernments in the area of

the Autonomous Province of Vojvodina is especially relevant.

Keywords: local selfgovernment, emergency situations, protection and rescue plans

1.INTRODUCTION

Emergencies can be declared due to various infmlerevents that have harmful
consequences for the population and material goods and endanger the social community in
the affected area. The text presents the key elements of emergency situations, the theoretical
approach to emergency situations, the lefgamework of emergency situations and the
problems of the functioning of local governments in emergency situations, with a focus on
floods.

Specially collected and analyzed data related to the problems of the functioning of lecal self
government in emergey situations, ie the segment of protection and rescue plans in
emergency situations, which enabled the analysis of the situation in loegbgethments.

The research was conducted in local governments on the basis of a selected sample of local
governnents, in whose territories floods have occurred in the last 20 years. The sample
included about 18% of the total number of local governments in the afda\dbjvodina.

Based on the conducted research at the level of locayeetfrnments on theerritory of AP
Vojvodina, which are reference for the mentioned issues, it was pointed out that there are
various problems in the functioning of local sgivernment in emergency situations,
especially in emergencies caused by floods.

2. CONCEPT AND BASIC CHARACTERISTICS OF EMERGENCY
SITUATIONS

Lately, the term "emergency" is often mentioned as an integral part of everyday life. It is
especially characteristic at the current moment, when the Ki&/idrus pandemic becomes
a dominant topic due to the wiyspreads and the consequences it leaves on people all over
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the world. This is just one side of emergencies that can be caused by a pandemic of
infectious diseases.

However, as Kdjanin D. and KarokS poi nted out, né fredquent
years, with the consequences they cause, significantly endanger the community, human lives,
material goods and the environment. The topicality of emergency situations induces the
constant need of the social community to find an adequate response tariffestad
security threats. By declaring a state of emergency, the social community creates a specific
legal framework that enables the engagement and use of all available resources of society in
protection and rescue. "[1]

It should also be emphasized tttea clear definition and understanding of the concept of
emergency situations, according to the causes, is an important orientation of the actions of all
bodies in that situation. In this regard, the authors Bajfrand Karow S. and Radi G.

point outt h at fithe problem of cl ear theoretical

d

emergency situation oO0today, when every count

another problem that hinders the successful and efficient functioning of all entities in
protection and rescue of people, material goods and the environment. "Increasingly frequent
and devastating accidents, accidents, disasters, natural disasters and other forms of
endangering the population and society as a whole impose the need to cléadyadd

clarify the legal instrument used by the state in situations when basic living and working
conditions are endangered.” The same authors state that "The Constitution of the Republic of
Serbia, as the basic and highest legal act of a state, doescoghize the term state of
emergency, but only a state of emergency and war." [2]

Article 2, paragraph 7, of the Law on Risk and Disaster Reduction and Emergency
Management defines the meaning of the term "emergency”, which means "a situation that
arises from the declaration by the competent authority when the risks and threats or
consequences for the population, environment and material and cultural goods of such scope
and intensity that their occurrence or consequences cannot be prevented or elibynated
regular action of competent bodies and services, therefore for their mitigation and
elimination it is necessary to use special measures, forces and means with intensified regime
"( Official Gazette of the Republic of Serbia, No. 87/18).

It can be statedhat the essence of the emergency situation is in the disruption of the
functioning of normal conditions for life and work of people, their health is endangered and
the property and economy of the country as a whole are damaged.

The emergency situation @haracterized by unplannedness, disruption of normal life and
work of people, material and financial damage and the engagement of capacity from the
wider area ofhe state to repair or mitigate the damage.

It should be especially emphasized, "The modeye has made the causes for declaring
emergencies more and more complex, the consequences more destructive and, thanks to
information and communication technologies, more and more present in the public, and thus
in everyday life." Many mechanisms have hedefined or created in scientific and
professional bodies and institutions dealing with emergency situations, which can be used to
anticipate, prevent, counteract and reduce the consequences of emergency events. "[3]

Emergencies caused by floods take haiinzes and destroy and degrade the environment in
various ways, causing great material damage and losses.
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3. LEGAL FRAMEWORK OF EMERGENCY SITUATION

Given the consequences of emergencies, especially floods, the key issue is to establish an
adequate legal framework to establish an effective response system to floods and other
disasters. Considering that the topic is oriented to the arkR ¥Pbjvoding, in that sense, the

focus will be on that area.

"The area obmergency situations in AP Vojvodina, as pointed out by the authors K&ovi

and Domazet S., is regulated by a number of laws and bylaws adopted at the level of the
Republic, but also by aumber of regulations issued by the competent authorities of AP
Vojvodina. It should be emphasized that, in legal terms, the arem@fgency situations is

not codified, but is regulated by a number of different laws, as well as bylaws. Given the
importance and significance of these regulations, the following will be a kind of list of valid
regulations that directly and indirectly regulate the areanaérgency situations. Having in

mind certain changes in the European legal regulations, the emplihsisavbe placed on

the most important regulations adopted by the institutions of the Union. "[4]

In the following part of the text, the autho

Serbia (ie AP Vojvodina), some of the most important laws bagv on Disaster Risk
Reduction and Emergency Management (Official Gazette of the Republic of Serbia, no.
87/18), Law on Fire Protection (Official Gazette of the Republic of Serbia, No. 111/2009 and
20/2015), Law on Reconstruction after Natural and Otheafders (Official Gazette of the
Republic of Serbia, No. 112/2015) , Law on Defense against the City (Official Gazette of the
Republic of Serbia, No. 54/2015), Law on Ratification of the Agreement between the
Government of the Republic of Serbia and thes&@oment of the Russian Federation on the
Establishment of the Serbidgussian Humanitarian Center 2012), Law on Ratification of the
Agreement between the Government of the Republic of Serbia and the Government of the
Slovak Republic on Cooperation and Mat Assistance in Emergency Situations (Official
Gazette of the Republic of Serbitnternational Agreements, No. 1/2012). Instruction on the
methodology for preparing the assessment of vulnerability to natural disasters and other
accidents and protecticand rescue plans in emergency situations (Official Gazette of the
Republic of Serbia, No. 18/2017), Decree on the implementation of evacuation (Official
Gazette of the Republic of Serbia, No. 22 / 2011), Decree on the content and manner of
drafting protetion and rescue plans in emergency situations (Official Gazette of the
Republic of Serbia, No. 18/2011), Decree on mandatory funds and equipment for personal,
mutual and collective protection against natural disasters and other accidents ( Official
Gazetteof the Republic of Serbia, No. 3/2011 and 37/2015), Decree on the Composition and
Manner of Work of Emergency Situations Staffs (Official Gazette of the Republic of Serbia,
No. 98/2010), Decree on the Amount and Manner of Exercising the Right tliGee
financial assistance (Official Gazette of the Republic of Serbia, No. 98/100), Decree on the
manner of engaging items for the needs of protection and rescue and the manner of
exercising the right to compensation for their use (Official Gazette of the ReptiBerbia,

No. 10/2013), Decree on the proliferation of ob projects, activities and land in the categories
of fire risk and other regulations (Fig. Gazette of the Republic of Serbia, no. 76/2010). "

It can be stated that there are laws and regulagjonerning this area. However, it should be
borne in mind whether the current level of development and legal functioning of the state can
functionally implement all these legal acts in the system of functioning. In practice, this is
obviously impossible. Tére are many reasons for this.

A systematic approach is not provided at all levels of addressing the functioning of
protection and rescue. Especially since at the level of locabsedfrnments, this issue is
only occasionally topical, in the period whan emergency situation occurs, while, on the
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other hand, the staff in charge of this area is unprofessional and insufficiently motivated. The
reason for this situation is, to a large extent, the spontafe@wagaign approach to solving
these problems.

4. PROBLEMS IN THE FUNCTIONING OF LOCAL SELF -GOVERNMENT
IN EMERGENCY SITUATIONS

Observing local selfovernment and its competencies arising from the Law on Disaster Risk
Reduction and Emergency Management, as the authors K&oend Domazet S. pointed

ou,i The main goal and reason for passing the
emergency situations as part of a unified system of national security in the Republic of
Serbia, legally regulate in a unified way, creating legal conditions for the establisiof a

unified and integrated system, while harmonizing the system of organization and functioning

with real needs of protection and rescue natural and other disasters. "[4]

At the level of local selfjovernments especially the part related to protentand rescue

plans, elements of its successful functioning and implementation have not been established.
This conclusion was reached after conducting research, focusing on the key segments that
each protection and rescue plan should contain. The tefisrage shown in Table 1.

Table 1.Protection and rescue plan in emergency situations

Row Claim Status
number YES | NO
8 At the level of local seffjovernment, there is a Protection an 3 5
' Rescue Plan for responding to emergency situations
9 The planelaborates in detail the procedures for the respon 3 5
' local authorities seH government in flood induced situations
10 Within the Protection and Rescue Plan there is a 3 5
' Communication Plan
11, The Plan envisages locations and routes for evacuafitime 3 5
population and material resources
12 The Center includes health centers for participation 3 5
' assistance in situations caused by floods
13. The communication center and communication system are 3 5
adequately equipped to meet objective
In general, the Protection and Rescue Plan in emergency
14. situations enables action and the work of all local self 3 5
government bodies in flood emergencies

Regarding the existence of the Protection and Rescue Plan at the level of local self
government, thesituation is different. In some local governments there are plans, while in
most others they have not been made. The reason is certain terms given by the competent
authorities for their development, and partly the inertia of the work of locagjsedrnmaet.

In particular, it can be stated that there are no professional bodies that can make such plans,
and the responsibility of the persons and those responsible for drafting the plans is simply not
defined.

! Research conducted within the project "Model of functioning of localgealérnment in
emergency situations (floods)" number 1481-2675 / 201801 / 01 from 04.07.2018,
funded by the Provincial Secretariat for Higher Education and Scientific Research AP
Vojvodina.
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By stating and establishing the factual situattbat the Plans have not been made, he
excludes other elements of the Plan. In the locatgmlernments in which the Plans have
been made, it is stated that the bodies are experts in drafting the Plans and that the
responsibility is at a level that cancsessfully implement other protection and rescue
measures in emergency situations.

The goal of the project was not to specifically name the locabgseiérnments in which the
Protection and Rescue Plan in emergency situations caused by floods was ¢&othumao

record the general situation. In that sense, it succeeded, with the conclusion that it was not
done in accordance with the Law that deals with the mentioned issues.

The protection and rescue plan is periodically updated in accordance witretteeamsl new
circumstances, completely-grafted and adopted every three years, and if the circumstances
have changed significantly before in accordance with the disaster risk assessment.

The protection and rescue plan is required to be developed and@dypall entities that
have the obligation to prepare a disaster risk assessment.

The protection and rescue plan is applied in both war and state of emergency.

The content, manner of preparation and obligations of entities in connection with the
preparatbn of disaster risk assessment and protection and rescue plans shall be prescribed by
the Government.

The methodology, manner of preparation and content of the disaster risk assessment and the
protection and rescue plan shall be prescribed by the Ministenarge of internal affairs
(hereinafter: the Minister).

Parts of the disaster risk assessment and protection and rescue plan may be marked with the
appropriate security classification mark in accordance with the law.

Having in mind the complexity of diting the Protection and Rescue Plan in emergency
situations and the segments it covers, it should be noted that its drafting should be team, with
the engagement of experts, so that the Plan reflects the real situation and does not exist only
as a documentts real use should be checked and implemented in a realistic scenario of
events that would cause a flood of a certain intensity, or the worst case that was recorded in
the observed period.

This also requires time to draft, and a special difficulty émal governments is the lack of

staff, their inadequate education, as well as the insufficient number of people engaged in
these jobs. In that sense, certain structural changes are needed at the level of local self
government, in which persons dealing wiitiis issue of adequate educational profile should

be implemented, with a clear definition of competencies and responsibilities. Otherwise, this
segment will continue to be neglected and always in a problem that will come to the fore in
the case of a realtuation.

5. CONCLUSION

The paper points out that flood emergencies cause great damage, both in lost human lives
and in the material sphere and environment. The sphere of defining emergency situations and
its important characteristics were especigllyinted out, and it was concluded that their
characteristics are currently expressed through unplannedness, disruption of normal life and
work of people, material and financial damage and the need to engage capacity from the
wider state to damage sanitizedmitigated.
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Emergencies are also defined by the Law on Disaster Risk Reduction and Emergency
Management (Official Gazette of the Republic of Serbia No. 87/18), which is in favor of the
context of legal regulations on emergencies.

It was emphasized thétere are different and numerous documents that regulate emergency
situations and different actions in them. However, it remains to be stated that there is
insufficient implementation in practice and practically the system has not come to life at all
levels. This issue runs through the system so that it can respond to the needs of legal
regulations and the level of current development of the state.

It was determined, within the research conducted within the project "Model of functioning of
local selfgovermrment in emergency situations (floods)" number -#52-2675 / 201801 /

01 from 04.07.2018, funded by the Provincial Secretariat for higher education and scientific
research activities of the Autonomous Province of Vojvodina confirmed that protection and
rescue plans have not been made at the level of locafjgedfrnments, and they are not in
function, which has the consequence of the issue of locabgedfrnment in emergency
situations.

The key problem identified at the local government level isldbo& of professional staff
dealing with emergency situations and inadequate funding and the lack of a systemic solution
regarding the implementation of regulations and responsibilities of all in local government.
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Abstract: The degree of harmonization of the organizational structure with the
environment determines the efficiency of each organization, including the protection
and rescue system. Effective functioning and harmonization of behavior in the
organization depends anlarge number of factors, among which a significant place
takes the parameters of the organizational structure. The purpose of the organizational
structure is to achieve the mission, goals and objectives of the organization. The
organizational structurehsuld enable the protection and rescue system to respond
quickly to all forms of security threats brought by the environment, ie. to enable the
whole system for effective and efficient functioning and achievement of defined
goals. In this paper, the paraes and model of the organizational structure of the
protection and rescue system of the Republic of Srpska are analyzed.
Key words: organization efficiency, protection and rescue, organizational parameters,
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1.INTRODUCTION

Complex economic, security, political and other conditions set the harmonization of the
protection and rescue system with the needs, possibilities and standards in security
integrations, as a precondition for the successful realization oftésded social rolelhe

basic condition for the functioning and development of the protection and rescue system in
the modern environment is the construction and existence of an adequate model that will
have a satisfactory level of flexibility. The reasfor this situation lies in the fact that the
modern environment is turbulent and characterized by discontinuity.

The protection and rescue system of the Republc of Srpska, legally and organizationally, is
structured within the Republic Administration f@ivil Protection (RACP)Unfortunately,

this does not represent an adequate solution because there is no clearly defined framework
for action in the form of a protection and rescue strategy or a security strategy and,
accordingly, the positioning of thegiection and rescue systeRur that reason, this area is

not adequately regulated by law, and although certain activities have been undertaken in this
field, no further progress has been madee new legal solution should be dedicated to the
organizatim, principles and division of responsibilities of all subjects of the protection and
rescue system, not only the civil protecti@his system is an extremely important segment

of the Republc of Srpska security system and it is important how it is ordamémause a
properly organized system enables the institution to do its job efficiently with the lowest
possible costs and vice versa.

2. DEFINITION OF ORGANIZATION AND ORGANIZATIONAL
STRUCTURE

Conceptually, an organization is defined as a conscious assaodf people whose goal is,
by appropriate means, to fulfill certain tasks with the least possible effort in any area of

64



social life.The term of organization is used to denote both the process of organization or the
results of organization and theganization as an institution or scientific discipli@mmon

to all understandings of the organization is that it is a conscious connection and mutual
harmonization of a group of people who achieve the set of goals with appropriate material
resourcesThe process of designing an organization is the process of creating an optimal

organizational structure and determining the necessary responsibilities and authority of
management, each component within the structure in order to achieve the goals of the
organkation[1].

There are several techniques and methods of shaping the organizational st@eriaral
methods of organization solve problems related to the organization as a whole or some part
of it. The analytical method based on the analysis of busiresssts is, through various
indicators, based on the fact that business efficiency depends on the degree of capacity
utilization, cost economy, production factors and the time of engageftentanalytical
method based on the examination of the functiowhthe elements of business is based on

the assumption of having the appropriate component in the process of reprodiction.
complex analytical method is a combination of analytical methods that uses quantitative
determinations to evaluate the existingdatlesign a new organizatiohhe method of
process functions is based on the previous one, with the introduction of process functions as
an important part of manageme@taphiematrix methods are an instrument for delimiting
competencies and responsilidg between individual organizational units and individual jobs
within these unitsThe complex matrix method is based on the analysis of the entire business
and matrixgraphic regulation of relations between business hol&pecial methods of
organizatbn are intended to solve individual organizational problems.

Organizational structure is a narrower term than organizafiogyanizational structure is a
system of relationships between people to perform certain tasks and is the most important
part of any organizationlt represents the comprehensiveness of connections and
relationships between all factors as well as the totality of connections and relationships
within each individual factor separateljhe shaping of the organizational structure is
influenced by two basic groups of factors: external factors, which cannot be influenced, and
internal, which can béMlodern management prefers organizational structures that are
flexible and adaptable to changes in the environmfgdordingly, organizational sictures

are divided into: classical inflexible or inorganic (basic, functional and divisional),
neoclassical semiadaptable and serorganic (project, matrix) and modefradaptable or
organic (process, networfd]. In the broadest sens#)e organiztional structure has five

basic elements: the operational part consisting of all employees, the strategic part consisting
of top managers, the middle part consisting of the middle level of management, the
technostructure consisting of experts and staff stgpported by management.

3. ORGANIZATIONAL DESIGN DEFINITION

Although organizational design is conceptually often identified with organizational structure,
analysis of the most commonly cited definitions shows that organizational design is a
complex advity or design process of the entire organization, and organizational structure is
only one of the elements, results or products of the design p@¢e€sganizational design

can be presented as a process of designing appropriate organizationahseWhiize main

task is to define an efficient and effective organization in dynamic and changing conditions
[4], or finding the optimal form of organization to maximize performancelfbihe relevant
literature, in addition to the above, other definitioof organizational design can be
found.The number of definitions was created as a result of the work of a large number of
authors who study the observed concept while differences in definition can be justified by
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the different approaches that researchgse when analyzing and combining individual
elements of organizational design.

As organizations must adapt to the various changes that occur both within it and those that
come from the external environment, the basic purpose of organizational theognabte
managers to understand and respond to emerging organizational needs and pédpblems
Thus, it is considered that the basic goal of organizational research is to discover the model
of organizational design that will be most effective in differetuations[7]. It is for this

reason that it is often said that design is definitely the most important thing in the life of
every individual, including organizatiofd].

Since organizational design is a creative process through which different compuiniets
organization harmonize with each other and at the same time harmonize with the mentioned
situational factors, different elements, dimensions or design components can be identified by
reviewing existing modeld.hese models have been developed byraber of theorists with

the aim of presenting and explaining the basic elements of organizational design, their
interrelationships, and causadeffect relationshipdf the created models are observed and
analyzed according to the time of their creatione can notice the way in which thinking
about the best model of organizational design developed over time, as well as the way in
which the range of identified elements changed.

There are several different models of organizational models, the oldestidi ishthe
diamond modelThe diamond model is generally accepted in theory as a model by which an
organization is viewed as a whole composed of interconnected elemenisig9nodel
illustrates the complex nature of organizational systems, and is basleel principle that the
organization has four main components, ie interdependent elements: tasks, structure,
technology and people, and is based on systematic thinking, interdependence and mutual
influence of these elemerjts0].

Nevertheless, the most authors agree on several basic parameters of the structure, the most
common of which are: division of duties, departmentalization, delegation of authority, and
coordination [11].. This paper will use mentioned model in order to analyze the
organiyationaktructure of Republic of Srpska protection and rescue system.

4. THE REPUBLIC OF SRPSKA PROTECTION AND RESCUE
SYSTEM ORGANIZATIONAL MODEL CHARACTERISTICS

The Republic Administration of Civil Protection of the Republic of Srpska (RACP) performs
administrative and other professional tasks related to monitoring, harmonization and
implementation of established policies and guidelines and ensuring the impléomenfa

laws and other regulations in the field of civil protection, drafting program and planning
documents of the Republic. collection of data for all types of phenomena and dangers that
can lead to natural and other disasters for people, material goabishe environment,
monitoring, informing and alerting, organizing, preparing and training the civil protection
service in accordance with the training programs and plans, organizing and equipping civil
protection units and teams at the level of the REpuionducting selections and conducting
scientific research projects in the field of civil protection, providing professional assistance,
adoption of instructions and instructions for the work of the civil protection service of local
government units, Bpection supervision in the field of civil protection, removal of explosive
remnants of war (ERW), demining, international cooperation in the field of civil protection,
rescue from natural and other disasters, undertaking preventive, operational and
postoperative measures in case of natural and other disasters, keeping records in the field of
civil protection and other activities in accordance with the law keeping records in the field of
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civil protection and other activities in accordance with the law keppcords in the field of
civil protection and other activities in accordance with the law.

The vision of the protection and rescue system envisages the establishment of an organized
and efficient system of protection and rescue of people, material goddbe environment

in the Republic of Srpska, which through programming and planning of preventive and
operational measures and activities ensures strengthening community resilience. eliminates
the causes of endangering people, property and the envirbrmamérreduces the negative
impact of natural disasters and other accidents.

The analysis of the current state of the protection and rescue system will basically include the
analysis of the civil protection system embodied in the Republic Administraticivaf
ProtectionThe analysis includes the use of a standard descriptive methodology for the
analysis of the model of organizational structure through the analysis of the form of
organizational parameterBhe most important are those that arise in thepsacesses of
structure design, ie in the subprocesses of differentiation and integration, as follows:

- division of dutoes as a parameter of differentiation that shows the degree of
specialization in the existing model of protection and rescue systempobReof
Srpska;

- delegation of authority as a parameter that shows how the denisiking system is
designed (centralization / decentralization);

- grouping of units or departmentalization, as a parameter that shows the number of
organizational units irhie systemtheir size and range of management control;

- coordination, as a parameter that arises in thepsoibess of structure integration and
shows how activities in the system are coordinated and controlled.

4.1. Division of duties analysys

Thedivision of Iresponsibilities illustrates how the overall task of an organization is divided
into less specific task#. is a basic activity of organizational desidie specialization of
individuals and narrower organizational units in one organizaiothe result of this
activity. There is a direct relationship between the degree of division of responsibilities and
the form of specializatiorif the division of responsibilities is high then the specialization is
narrow, and if the division of respobflities is low, then the specialization is broad.

The division of responsibilities has its horizontal and vertical dimensidres.horizontal
dimension refers to the width and the vertical to the depth of the Whekhorizontal
dimension shows how marguties are performed by one individual in the organization, and
the vertical dimension shows whether that individual can also control the duty he is doing or
is just the executor of the dutgo,the range of activities assigned to one duty and the
number of repetitions determines the horizontal and the degree of independence in their
execution the vertical dimension of the division of responsibilitfestical specialization
shows the degree of influence that each individual in the organization has datyhthey
perform.The degree of influence can be low, when employees are passive participants, or
high when employees become active participants in the decisaéing process.

The parameters of the organizational structure are the elements of theaiigarihat show

how the division of responsibilities was done, how the departmentalization was done, how
the authority is distributed and how the activities of the organization are coordifaézd.

are a large number of combinations of relevant pammmdhat give different models of
organizational structurdé2]. The advantages of the division of responsibilities can be
observed from a technical and economic point of viele technical advantages of the
division of responsibilities are the developmhef knowledge and expertise, as well as the
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improvement of abilities and skill§he economic advantages of the division of
responsibilities into specialized duties are the basic historical reason for the creation of
organizationsThe economic advantag@are the following: higher productivity, better quality

of products and services, lower costs of training and coaching of employeé#weétxer,

the division of labor also has certain shortcomir®ys.in the case when a high specialization

of duties isrepresented, when the task is divided into small simple operations performed by
one employee, there is often the appearance of alienation, monotony, and even absence from
duty.
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Figure 1. Scheme of internal organization of RACP

The breadth, diversitynd complexity of tasks, the large volume of jobs and the number of
personnel needed to perform these tasks, along with the specific characteristics of how to
perform protection and rescue tasks, appear as the main points affecting the complexity of
the oganizational structure of RACP (Figure 1). A high level of specialization in RACP
achieves numerous advantages, such as: determining responsibility for performing certain
tasks, improving the level of training, creating experts, a higher level of quality i
performing duties, etd¢dowever, specialization has its drawbacks, such as: limited usability
of staff, narrowing interest in the whole work process and goals of the organization, etc.

The organizational model represented in the RACP is characterizeduificient and low
division of duties in the horizontal and low in the vertical directimw horizontal
differentiation means that employees in the operational sphere perform a relatively narrow
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range of similar dutie@Figure 1). In other words, RACRembers specialize in functional
areas, for example: demining, planning, administrative work, finance, etc.

The leading staff of organizational units strives to direct the work in the direction of
achieving high productivity, ie to achieve the best possibbkults in performing tasks and
ensure high quality of performed tasks, all in accordance with the law and other legal
acts.For these reasons, high horizontal specialization is represeoted.vertical
specialization means that operatives have indegreed in their work and can control the
work they doOperators perform their work tasks and tasks independently and are active in
making decisions in their work, because they are the best experts on issues in their field of
work.

4.2. Delegation of authority analysys

Delegating authority is a parameter that shows how authority is distributed in the
organization, that is, where decisions are mdadegating authority is the process of
transferring decisioomaking authority and sompower from senior executives to lower
ranking executivesAuthority can be both informal or personilanifestations of this
parameter are centralization and decentraliza@amtralization is a feature of mechanical
and decentralization of organic desidwtivities on the design of the parameter of
delegating authority are reduced to a choice between two options: centralization or
decentralization of decisiemaking. Authors define authority in different ways, ag.
reputation and value based onag;an influential forceas a power that becomes legitimate

in a specific social contexaéis a legal right to make a decision in accordance with the job
description of the manager, eft3].

Centralization essentially means control from one place (from cewmter) in the
organization, and decentralization the division of such control into several fld¢edust

as it is impossible to carry out full centralization, so decentralization must provide the means
to connect the parts as a whole, because @sliapplication (without such means) leads to
organizational chao&.or these reasons, a combination of centralist and decentralist elements
is soughtUnlike a centralized protection and rescue system, decentralization of the system
would exist when ther is no single organization, ie when there are only forces of local,
regional and similar importance, which are managed and managed from the local or regional
level.

CJEMWTE
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Regional Regional Regional
Section Section Section

Regional
Section
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Sectiontion

5920 e cryct SRRV

Figure 2. Scheme of teritorial organization of RACP

The protection and rescue systedespite its organizational hierarchy and centralization, has
the characteristics of functional decentralization, which usually does not suffer "waiting for
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orders”, but determines the rights and duties of each member of the system to take
appropriate masures independently and in accordance with their competenbies.
protection and rescue system is based on the local level and it should not be considered that
there is a contradiction between the line component of the organization and the functional
dee@ntralization in the protection and rescue systemthe contrary, the local and national
levels are complementary and characterize the essence and peculiarity of protection and
rescue.

The presented model of the RACP organization is characterized tigal/eentralization,

given that strategic and other important decisions are made centrally, at the RACP
headquarter®Namely, a kind of division of dutiespmpetencies and responsibilities were
performed between the top management at the headquarties RACP and the heads of
regional department3he top management of the RACP retained the authority to make all
important and strategic decisions, and the heads of regional departments were delegated the
authority to make routine operational decisions.

Within the regional department, there are territorially but not functionally differentiated
organizational unitsTerritorial units are represented by municipal and city departments /
civil protection officers and forces and resources at the local commamélywhile there is

no functional connectiorRegional departments have the function of coordinating local
organizational unitdt is obvious that the process of delegating authority does not stop at the
level of the regional department, but is still lefmted to the level of the local
community.There is also a certain delegation of authority outside the formal hierarchy,
ie. horizontal decentralizatiofexperts who perform standardization and formalization of the
process are assigned the appropriateaity and they actively participate in the adoption of
certain regulations that define certain parts of the work process.

The Republic of Srpska protection and rescue system is a single, centralized organization, of
a closed type with a strict hierarchiyhe organizational scheme is relatively simple, but there

is no strictly derived principle of oreldership and subordination to the lowest leVéke
organization itself is set on a territorial and functional principlés means that the RACP
operateson the territory of the entire Republic, under the unified administration of the
Republic Administration, with an emphasis on the subordination of lower organizational
units to higher oned.he centralized decisiemaking is supported by the fact that deans

on investments, employment and the salary system for all organizational units that are part of
the Republic Administration are made at the RACP headquarters.

The protection and rescue system can be charactegizeh organization with a high degre

of centralization in the vertical direction and a certain decentralization in the horizontal
direction.However, it should be noted that the protection and rescue system is specific and
different from some other state systems, and as such must belgenttahged although
decentrally executed to ensure reliability, coordination, control and flexibiliom the

point of view of organizational structure, the protection and rescue system could be
characterized as a model of mixed organization, functimnéldivisional structure [15].

4.3. Departmentalization analysys

Departmentalization or division of an organization into narrower organizational units is the
activity of managers in the organization to group duties into narrower organizational units
and define their sizeThis is the most important activity of organizational design, and the
number and size of units are the most important parameters of the strBgtgmuping

units, organizational units are created at all levels and thus creates am ahabe
organizational structure expressed through the organizational soBeouping of units is a
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very important parameter of organizational design because it directly affects the possibilities
of coordination, and the size of units determines theerafigontrol in the organization.

Duties in the organization can be grouped into units according to different bases: according
to the types of duties or functions, such as production, finance, procuremenacetirding

to clients;by geographicalareas, if the organization carries out activities in a wider
geographical area outside the headquarters of the organizt@mrding to the types of
expertise and the degree of qualificatibn.essence, duties can be grouped according to
kinship, similaity into rounded wholes we call business functions, or according to the
subject of the business, which can be a product, customer, market, region, or a particular
project.Also, the basis for grouping duties can be a combination of function and market,
where duties are grouped in matrix manner, so that market units are combined with
functional ones [16]Departmentalization can be functional, territorial and project.

In large organizations, where duties are most often grouped according to affinity into
busness functions, functional departmentalization predomin@tes. achieved level of
specialization in the organization of the protection and rescue system is hoOfpsatred

from the point of view of organizational diversity, the low level of spea@tin of duties

and tasks in the organization of the protection and rescue system did not lead to a high
degree of grouping (departmentalization) of duties related to the protection and rescue
domain.

Although organized as a single organizational sysRACP has basic organizational units

at the headquarters as well as organizational units outside its headquarégisnal
departments, where it should be emphasized that the horizontal differentiation of
organizational units RACP, is realized as funcionand territorialAt the
headquartersyorizontal differentiation is only functional because the organizational units
(regional departments) are formed for the territory of the entire Republic, in order to perform
tasks in the domain of competence acougdto the lineterritorial principle.Territorial
organizational units at the coordinating level (regional departments) and at the operational
level (municipalities / cities) are territorially differentiated and educated to perform all
activities in a parcular territory, with the internal organizational structure of territorial units
not being further implementedt the local level, there is a staff (formed as needed), civil
protection commissioners and general purpose and / or specialized units.

All areas of work- functions, on the basis of which departments were formed, were
developed and the division of duties was performed in them (Figuiieh@)e is a certain
degree of specialization and differentiation of duties and tasks between functions,
ie. departmentd-unctional departmentalization is characteristic of a stable environment in
which an organization can plan its activiti€sganizational units at the headquarters of the
RACP are not educated on a linear basis, working with the approprigeizational units

and the activities of regional organizational units, or so that they perform tasks within their
scope in the entire area where the administration is competent.

The organization of the RACP is determined by an internal document on tdreain
organization and systematization of duties in a unique way for the entire administration,
according to the type of duty and other circumstances relevant to the performance of these
tasks.The systematization of duties determines the duty in therdstaition, with the name

and description of jobs and the number of executors, conditions for performing jobs, range of
titles, job category, etdhe criteria used in the RACP for grouping jobs (functions) are:
type, scope, complexity, responsibility,agdness, connection and other conditions for their
performanceThe organizational structure of the protection and rescue system is conditioned
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by the scope of workThe starting point for determining the internal structure of the RACP is
the grouping ofdentical and mutually similar tasks into one organizationaliunitits.

For the presented model of organizational structure of protection and rescue system, it is
characteristic that in addition to the functional, it contains elements of nstrgturing

model, which basically has project teams, small flexible organizational forms, which are
formed from case to case for certain specific tasks or projEus. model modifies
traditionally functionally structured organizations by delegating si@eimaking rights to
project managers (focused on solving complex and difficult tasks).

The vertical line oriented to the functions is supplemented by the horizontal line oriented to
the project (task)The management system is changing in the directiatepersonalization

of the management function, which consists of experts who have professional competencies,
vertically for individual functions, and horizontally for individual projects (taskhg
existence of "twdine management" is characteristiccdiOne line refers to "vertical" and

the other to project (horizontal) managemé&mecutors in this management system are
subordinated to the manager to whom they belong by workplace (vertical management), and
at the same time they are subordinated ® rttanager of the project team in which they
perform the work task (horizontal managemelmt)this system, vertical managers retain a
commanding role,while project managers have a more professional, coordinating or
controlling rol et, aamadn gt htehye aercgeu afltlhsed fiinr st he
they run.

Teamwork enables higher productivity, quality and profitabilitye matrix model, as a
representative of the organic design of structuring, enables cooperation within operational
bodies, workunits or teams, as well as better use of resources, especially human
resourceslntegral team management belongs to the managers as project holders, in solving a
specific taskEmployees have two types of responsibilities: towards the head of the
functiond unit and towards the project manager, tésk solving teanNamely, team
members have two bosses, at the same time they are responsible to the team leader and the
functional manager.

The team leader reports to the organization managerorganizatiorof the protection and
rescue system is characterized by the differentiation of the structure according to the
territorial principle, which results in the formation of regional departm@itgsire 2). This

forms organizational units that have the task aofytag out the assigned tasks and tasks in
the territory they cover, but, proportionally, the responsibiliigch regional organizational

unit performs tasks for the territory for which it is in charge, while at the level of
administration, tasks (functis) are performed whose services are also used by other
regional units (personnel, financing, ie budgeting, et internal structure of the regional
department is differentiated according to the territorial principherefore, with the help of
divisional elements within the mixed model of the organizational structure of the RACP, the
territorial coverage of the Republic is achievEdch regional organizational unit performs
tasks for the territory for which it is in charge, while at the level of inidtnation, tasks
(functions) are performed whose services are also used by other regional units (personnel,
financing, ie budgeting, etcyhe internal structure of the regional department is
differentiated according to the territorial principlherebre, with the help of divisional
elements within the mixed model of the organizational structure of the RUCZ, the territorial
coverage of the Republic is achieved.

The territorial aspect of the structure is based on thealed model oflivergent struatre,
in which organizational units cover a certain territory, and all together the entire territory of
the Republic of Srpsk#\s already mentioned, in addition to the headquarters of the
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administration, tasks and duties within the scope of work of theinégtration are also
performed in organizational units outside the headquarters.

Thus, the organizational model of the protection and rescue system is characterized by a
relatively high level of departmentalization, which was performed on a functionébrial

and project principleThe range of control is the number of individuals responsible to one
manager, or the number of employees controlled by one mafddgercontrol span of a
manager can have two forms: narrow or small range of control, medialanced or
appropriate and wide or large span of contndlich depends on the number of subordinate
units and their size (degree of differentiation and integration), ie on the model of the
structure of an organization [17h the observed model of tleeganizational structure of the
RACP, the range of control is narrow.

4.4. Coordination level analysys

Coordination is a parameter that shows how in an organization, with a more or less
fragmented structure, the parts are connected as a whole and hoy tdighe organization
exercises control over its pafts]. In other words, this parameter shows what mechanisms
the management of an organization uses to keep all its parts together and how it provides a
unique corporate spiritt can be said that thiis the parameter that keeps the organization
togetherBasically, three basic coordination mechanisms are possible: direct control (through
a hierarchy of authority or chain of command (leadershgidndardization (entrance
passagexit); direct commuitation (between managers and between managers and
employees) [19].

In the presented model of organization of the protection and rescue system of Republic of
Srpska, coordination is represented through standardization of inputs (knowledge, ability and
skills), work process and standardization of outputs and through direct control (through
hierarchy of authority or chain of command)most every process is regulated by
standardsBy formalizing the behavior, a high level of setintrol and predictability fo
behavior has been achieved, so that in the work processes, ie when performing jobs and
tasks, RACP members know exactly what is expected of them, ie how they should act and
how to perform the set tasks.

Hierarchical control (direct control by senior nagers) is also present in the protection and
rescue systenl.he essence of this form of coordination is that it provides the flow of
information (orders) in the downward direction from the organizational top to the operational
managers and the flow of infoation about the degree of realization of the given orders,
from the operational managers to the organizational Ttop. work of the protection and
rescue system is extensively and precisely defined by various internal legal documents, and it
can be conclded that the degree of formalization of the process and behavior of employees
is very high

Coordination as a function of management aims to establish harmonious relationships
between the elements of the system and their activities during the executiask®fto
achieve a common goah other words, it represents the creation of a relationship in the
functioning of the protection and rescue system, which achieves harmonization of the
functioning of its organizational parts during the execution of tHeliggplace, time and the
engagement of people and material and technical means.

This model of organizational structure, which is a combination of a functional model with
elements of division (territorial type) and part of the matrix structure, allowsssi@nd
efficiency not only in a stable and simple environment, but especially in unstable and
complex conditionsDue to the dynamic environment in which the organization performs its
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function and activity, organizational structure of protection and eesgatem is in process
of constant changes in order to adopt to the level of complexity and uncertanity in the
external environment.

5.CONCLUSION

The previous analysis showed that in the organizational structure of the protection and rescue
system ofRepubliC of Srpska there is a combined approach in model design: mechanical
design of the organization which results in functional structure and organic design, which
results in divisional model (regional/territorial units), as well as elements of maidelror
teamwork.Regardless of the combination, ie introduction of elements of territorial, matrix
and other models of organization, it is noticed that the best results should be expected by
combining several models of organizational structure and twatptotection and rescue
system remains true to its traditional model of organizational strutthesed on principle

of unity of command.

It can be concluded that one of the important preconditions for efficiency in the functioning
of the protection andescue system of the Republic of Srpskahe existence of an adequate
organizational design, appropriate to the needs and specifics of society, economy and budget
of the Republic of Srpska, but also the requirements of partnership and cooperation with
other similar organizations in the region and Eurd@pganizational design, therefore, plays

a significant role in providing a legal, efficient and flexible organization that can adapt to the
environment and therefore, the organizational structure isobtiee success factors of the
protection and rescue system.
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Abstract: Protection and rescue is a part of the national security system and an
integrated form of management and organization of protection and rescue system
entities in the implementation of preventive and operational measures and execution
of tasks of protectiorand rescue of people and goods from natural and other
disasters, including recovery measures. Modern geopositioning systems are spatially
oriented, navigation systems intended for the most accurate determination of the
current position, speed and time obving objects in a single reference system, on
land, sea or air. In conjunction with geographic information systems, they enable the
collection of geographic information, its storage, editing, analysis and display. As a
result, there is the possibility ddbrming aunique database, as well as a decision
support system that integrates spatially referenced data into a predsésnmg
environment. This system could, for example, help planners, in the event of an
emergencyto easily calculate the time requireh respond to an emergency, or
prevenive action.

s ey words geopositioning systems, protection and rescue

1. INTRODUCTION

The fact is that we live in a time of very rapid progress, but also in a time burdened with
opposites. Man, as a conscious part of nature, is not satisfied with his current position. He is
curious, he wants tgo intothe laws of nature, he wants to usest laws for his everyday
needs, to reduce his efforts, to meet his needs of different nature: biological, psychological,
physical and social. Man strives for free thinking and creativity. But, he is a part of the
society and he valorizes all his aspiraip successes and failures with, at that historical
moment, valid social criterigMan is rarely satisfied with what has been achieved. Every
achieved goal represents a thing for a person, which iggelént, and the newly set goal is
what is worth fighing for and making new effortdvan, therefore, constantly pushes his
goals and the limits of his desires. The general goals that the social community strives for are
to ensure the existence of man and increase hisbsilg. The closer future of the sting
satellite geopositioning systems is in mutual integration, and further in integration with other
sensors for collecting all types of data that serve to create information needed for any aspect
of human life, including protection and rescue in emergesituations. In that way,
preventive action is provided in situations caused by natural disasters and human activity, or
remediation of their consequences as much as possible.

2. PROTECTION AND RESCUE SYSTEM IN EMERGENCY SITUATIONS

Emergencies, caused Imatural disasters or human activities, take many human lives on a
daily basis and destroy and degrade the environment in various ways, causing great material
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damage and losses. The riskdigasterexists in every society, because disasters slow down

the sustainable development of society as a whole, and their occurrence in one region can
cause damagean another region and vice versa. Disasters are a challenge that shows when,
how much and in what way society is ready to react. Disasters can be avidideg.are

ways to reduce risks and limit the consequences of disasters, as well as to increase society's
resilience to disasters.

The protection and rescue of the population, material and cultural goods in the Republic of
Serbia is regulated by a seriesauits, of which the Law on Disaster Risk Reduction and
Emergency Management occupies a central place, as well as:

- Constitution of the Republic of Serbia,

- National Security Strategy,

- The national program of risk management against natural disasters,

- Action plan for implementation of the national program,

- National strategy for protection and rescue in emergency situations,

- instructions, decisions, ordinances and regulations

The Constitution of the Republic of Serbia [3], Article 24, guarantees eiteagn the right

to life; Article 27, the right to liberty and security; Articles 68 and 69, the right to health and
social protection; Article 74 regulates the right to a healthy environment, the right to its
protection, the right to be informed abous itondition, while Article 97 regulates and
provides:

iAd) defense and security of the Republic of
0;

i A9) environment al protection and i mprovemen
flora and faunaproduction, trade and transport of toxic, flammable, explosive, radioactive

and other dangamd ous substances 0

TA10) protection of cultural property 0.

By Articles 188190.is definedt he competence of the municipa
environmeral protection, protection from natural and other disasters; protection of cultural
goods of i mportance to the municipalityo. Ar t
a public danger threatens the survival of the state or citizens, the Natioralfgsleclares

a state of emergency. The decision on the state of emergency is valid for a maximum of 90

days, exceptionally 180 days. By declaring a state of emergency, the National Assembly may
prescribe measures derogating from the human and minoghisriguaranteed by the
Constitution (in special situations, the Government may also do so by decree, with the co
signature of the President of the Republic).Af

The National Security Strategy [2] is the most important strategic document which
determines théasics of the security policy in protection of national interests of the Republic
of Serbia; provides an analysis of the environnwdrberbia identifies security challenges,

risks and threats; determines national interests; determines the goals, rivesidep and
elements of national security policy and defines the structure, principles of functioning and
responsibilities within the security system. The strategy is the basis for development of
strategic documents in all areas of social life and thectioning of state bodies and
institutions, in order to preserve and protect the security of citizens, society and the state. The
strategy defines twentiyvo challenges, risks and threats to the security of the Republic of
Serbia. Two risks are directlylated and affect the security of the population and material

goods: 1) AConsequences of natur al di sasters
well as endangering the environment and the health of citizens due to radiological, chemical
and biologc a | cont and h atAiTcdhred6 dangers associated wi
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spread of infectious diseases in humans and infections in anmemssent security risk

t hat could become more pr on o unaceeedhnologicalt h e
acddents in which the effects of hazardous substances can affect not only the territory of the
Republic of Serbia but also neighboring countries.

Protection and rescue are carried out by the subjects of civil defense, primarily through
preventive action anonplementation of effective measures and activities for the purpose of
preserving, protecting and improving the security of citizens, society and the state.
According to Article 4 of the Law on Emergency Situations [4], the subjects of the protection
andrescue system are: 1) state administration bodies, bodies of the autonomous province and
bodies of local selfovernment units; 2) companies, other legal entities and entrepreneurs; 3)
citizens, groups of citizens, associations, professional and othelizatjans.

Entities referred to in paragraph 1 of this Article shall ensure the construction of a unified
protection and rescue system on the territory of the Republic of Serbia, in accordance with
this Law and other regulations, as well as programs, @adsother documents governing

the organization, development, preparation and use of forces and resources. protection and
rescue. Entities referred to in paragraph 1 of this Article shall implement preventive
protection and rescue measures.

The basic tasksf the protection and rescue system are [4]:

1) programming and planning of protection and rescue measures and activities;

2) protection, as a set of preventive measures aimed at strengthening the resilience of the
community, eliminating possible causes endangerment, reducing the impact of natural
disasters, preventing other accidents and, and in the event that they do occur, reducing their
consequences;

3) coordination in the establishment, development and implementation of the National
Strategy for IPotection and Rescue;

4) rescue and assistance, which means operational activities undertaken in order to save
people, material goods and the environment;

5) mitigation and elimination of the immediate consequences of natural disasters and other
accidents, which means measures and activities taken to establish the necessary living
conditions for citizens in the affected area;

6) organizing, equipping and training protection and rescue forces;

7) organizing, equipping and training state bodies, pamies, other legal entities and
entrepreneurs for protection and rescue;

8) organizing and training citizens for personal, mutual and collective protection;

9) providing and seeking assistance and cooperation with other countries and international
organiations;

10) management, leadership and coordination of subjects and forces of the protection and
rescue system in emergency situations and

11) other jobs and tasks of protection and rescue.

Forces and means from the territory of the local-gelfernmentunit are used firsin
protection and rescue. In cases when, due to the extent of the accident, ie endangerment,
forces and resources from the territory of the localgelfernment unit are not sufficient to
protect and save people, material and cultg@ds and the environment from disasters
caused by natural disasters and other accidents, at the request of the Mantganyjizational

unit responsible for emergency situations, the Ministry of Defense ensures the participation
of organizational unitsfathe Ministry of Defense, commands, units and institutions of the
Serbian Army to provide assistance in protection and rescue, in accordance with the law.
When units of the Serbian Army participate in protection and rescue, they are commanded by
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their conpetent officers, in accordance with the decisions of the Emergency Situations
Headquarters, which manages and coordinates protection and rescue. The Ministry of
Defense and the Serbian Army do not develop special capacities for engagement in the
executionof protection and rescue tasks, but in case of need, they support the existing
capacities to the civilian authorities and holders of protection and rescue operations.
Logistics support capacities, air forces, engineering formations and ABHO units @tomic
biologicalchemical defense) can be engaged in protection and rescue operations from the
Ministry of Defense and the Serbian Army.

Intensive cooperation has been established between international entities and the Ministry of
Interior, primarily through thexchange of experiences, pointing out best practices, various
types of education, courses and training, developing donation programs and the like. The
current scope of conducted trainings cannot adequately meet all the requirements of the
integrated manageent, leadership and control system in the field of emergency situations.
The training system should be expanded, modernized and improved by creating a plan and
program for further improvement of acquired knowledg@ke implementation of trainings

that stengthen the capacities reduces the insufficient training of those engaged, both for
reacting in emergency situations, and for defining and applying preventive measures,
mitigation measures, measures for renewal and remediation of the consequences of
emerg@ecy situations. Also, encouraging ngovernmental, noprofit organizations and
citizens to be educated to act before, during and after emergencies, contributes to the further
development and improvement of the integrated protection and rescue systaakerlno
develop an integrated protection and rescue system, in addition to the above, it is necessary
to improve technical innovation and equipment, as well as improve the infrastructure,
information and technological system with the application of modechnologies and
standards of the European Union.

The conducted analysis, which included the area of emergency situations in the Republic of
Serbia and an overview of the state of natural disasters and other danger situations, obtained
a document (Annexjn which the following shortcomings of the existing protection and
rescue system were identifigt:

1) institutionatorganizational: lack of conditions for consistent application of regulations,
inadequate organization and implementation of preventivasuomes, unavailability of
specialized cadastres, lack of comprehensive risk maps, uneven distribution of response
services in the Republic of Serbia, pestablished system 112, lack of hazardous waste
management methodology;

2) material and technical: usssfactory level of traffic and other infrastructure, outdated,
unreliable equipment, means and vehicles of emergency response services, inadequate
financing of maintenance of protection and rescue systems, lack of specialized vehicles and
equipment for @sponse to chemical accidents in road, rail and river traffic, insufficient
number of mobile ectoxicological units;

3) cooperation, coordination and availability of information: insufficient coordination
between the subjects of the protection and ressystem in emergency situations,
insufficient cooperation between scientific and research institutions and direct users of
research, insufficient cooperation with Rgavernmental and private sector, need to improve
international cooperation;

4) human resages and education: inadequate professional qualification and technological
discipline of available human resources, lack of specialized staff, insufficient training of
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professional staff, unpreparedness and low level of local government capacity,
underdeeloped culture of preventién

There is a neetb competent authorities (emergency headquarters and other participants in
protection and rescue) make decisiavithin protection and rescue system. Decisions are
made in conditions of uncertainty and majbarges in the situation and lack of information.

A suitable way to collect information are modern technologiegeced in a geographic
information system (GIS). GIS processes spatial data. Spatial data is information related to
spatial position. Thus, Gl enables the connection of activities that are spatially connected.
In addition, GIS integrates spatial and other types of information within a system and thus
offers a stable framework for spatial analysis and leads to better information management,
beter analysis, scenario development capabilities and increased project efficiency.

3. SATELLITE GEOPOSITIONING SYSTEMS

Global Navigation Satellite System (GNSS) is the name for modern geopositioning systems
that provide geospatial positioning with global coverage. Satellite systems for global
positioning (location determination)enable simultaneous and fast determinatbmhree
dimensional position, speed and direction of movement of objects at any point on the earth's
surface, as well as the distribution ofuaiquetime. These functions are available to an
unlimited number of users in all weather conditions, regasdiéshe time of day or night.
Today, there are several global positioning systems in use in the world, three of which are
the most developed and have the widest use. One is thditiStry of Defense system,
NAVSTAR GPS, or just GPS, the other is the Raisversion of the system for this purpose,
which is marked GLONASS, and the third is GALILEO, a global navigation satellite system
developed by the European Space Agency. The first two systems were developed, primarily
for military purposes, but today tineivilian use is very widespread, while the third system,

the first civilian system, was developed primarily for civilian use. Today, it is common for
GPS, GLONASS, as well as other realized, planned, or future systems to be called global
navigation satéte systems.

Global navigation satellite systems have a wide range of uses, which is why they are used for
the following activities: navigation, ranging from personal devioesiking to devices for

cars, trucks, ships and planes; time transfer andhsgnization; locatiotbased services;

data entry into the geographic information system; search and rescue; locating devices used
in wildlife management; tolbayment locationbased media, etc.

From many definitions, as one of the most comprehensivdoplib&ing could be declared:

"Global positioning system is a spatially oriented navigation system designed to
continuously meet the need for more accurate determination of current positions, speed and

time of moving objects in a single reference systerh ann d , sea or airo. The
GNSS has created the conditions for, so far, the most accurate measurement of lengths
between satellites and earth stations (GNSS receivers on Earth), which can be distributed at a
distance of up to several thousdildmeters.

Satellites in space represent reference points with a known poagitisatellite navigation
systems. Satellites transmit weak signals received from receivers on Earth, and then calculate
their position by measuring the distance of the satellit order for the system to function
properly, many control stations and control center that regularly communicates with satellites
are necessary. Thus, the whole system consists of three segments: the spatial segment, the

% The results of the analysis are given in the Annarea of Emergency Situations in the
Republic of Serbia, which is printed with this strategy and is an integral part of it.
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control segment and the usegsent. The global navigation satellite system allows small
electronic receivers to determine their location (longitude, latitude and altitude), with an
inaccuracy of several meters, using weather, transmission signals from satellites. Receivers
calculate e exact time and position that can be used for different purposes, as mentioned
above.

4. APPLICATION OF MO DERN GEOPOSITIONING SYSTEMS IN THE
PROTECTION AND RESCUE SYSTEM

The development and application of satellite navigation systems have reachedisgciea

that theyareinto all spheres of the economy of developed countries, becoming one of the
biggest drivers of their development. These systems will provide greater safety and
efficiency in all modes of transport. It will enable an increase in ecanqmasperity,
progress in industry and an overall improvement in the quality of life. The range of possible
applications of satellite navigation systems is immeasurably wide. Satellite navigation will
become an interesting innovation in all spheres of liésearch, transport organization,
monitoring of structures and different types of automation. The system will greatly facilitate
the organization of air, sea, road and rail transport. Transport control requires high
positioning accuracy, reliability aridtegrity of this information. These requirements will be
met by a complex positioning system consisting of a combination of global satellite
navigation system with other sensors. The efficiency, safety, continuity and accessibility of
seatransport is ofjreat importance. The systems will be used in all phasssapfvigation:

at sea, when docking and maneuvering ships in the port in all weather conditions. Air
transport is getting denser every day, and the airspace is getting smaller, which presents
difficulties in managing air transpokith the help of satellite navigation systems, pilots and
flight controllers will be able to determine the position of the aircraft accurately and reliably
enough, which will enable denser and safer air transport aedoédanding and takeff. So,

in aviation, the sophisticated application of satellite navigation systems and other electronic
devices will enable #flight navigation, approach and landing of planes, collision avoidance
and early warning of the crew inage of deviation from the course. Global satellite
navigation systems will enable the monitoring of the movement of hazardous substances
(radioactive waste, ail, etc.) and will improve many specialized services (rescue services).

A large segment of riskds in the possibility of a chemical accident occurring during the
transport of a dangerous substance or group of substances from one location to another, and
thus uncontrolled emissions of toxic, flammable or explosive, chemical substances. In this
complexarea, whose ultimate goal is fast, complete and efficient action in preventing and
neutralizing the consequences of contamination of hazardous substances during transport, the
inevitable part is the implementation of modern navigation satellite systems an
geoinformation technologies. The probability of chemical accidents during the transport of
hazardous substances is not small, especially if we take into account the obsolescence of the
technological process in the chemical industry and the depleti@sofirces for storage and
protection of hazardous substances. On the other hand, our country belongs to the transit
countries and because of that, the traffic of dangerous goods on the international road
corridors has increased. Chemical accidents occudesiyl and often in unpredictable
places, and therefore the speed of action and the way of engaging work teams is the most
important factor in repairing the consequences of the accident. The advantages of using these
technologies can be identified throughst and secure delivery of data on the potential
location of the accident using a global positioning system, rapid assessment of the effects of
contaminants by combination of mathematical models within the geoinformation
environment and by informing sulofis about the data and coordinating their action using the
GPRS communication service. Therefore, the application of satellite navigation systems is
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particularly suitable, because in a short period of time it gives an approximate assessment of
the situatbn, on the basis of which certain measures can be taken to protect the population,
material resources and the environment.

There is nouniquenumberin the Republic of Serbia that citizens can call in emergencies,
but each of the emergency services hasvits number and dispatch center (3lice, 193

- firefighters, 194- ambulance), whose coordination is insufficiently efficient. Also, the
caller identification/location system is not functional (which makes it difficult for emergency
services to respwl quickly) and is not a wetleveloped database for monitoring all hazards,
events, emergencies and disasters. The introduction of the universal system "Number 112 for
emergency calls" in Serbia will provide coordinated, fast and efficient interventidn an
assistance in emergenciasd disasters, in full accordance with the standards and practices
present in the countries of the European Unf@mergency number 112" is a system that
includes developed operational procedures, technical equipment, increpseational
readiness and trained staff, in accordance with European standards. This system, based on
GPS technology, allows operators to see on the screen where the call is coming from and
which unit can provide help the fastest. A database of all eveéatgers, catastrophes and
crises will also be formed. The system for notification, early warning and alerting in the
Republic of Serbia will be improved and the process of decisiaking and determining the
execution of tasks will be coordinated. Thev@mment has established the Budget Fund for
emergencysituations in order to provide additional funds to finance the preparation for the
implementation and development of programs, projects and other activities in the field of
emergency situations. It enabledo finance projects that go beyond the regular distribution

of funds, and which contribute to the improvement of the integrated protection and rescue
system.

5. CONCLUSION

Uncontrolled consumption of natural resources and endangerment eftitrenment has
already reached serious proportions. This primarily refers to excessive exploitation of forests,
uncontrolled disposal of energy potentials, arable land and sources of drinking water, air
pollution, watercourses and land and uncontrolledtevaisposal. In addition to irreparable
material damage, such actions cause unfavorable changes in the macro and micro climate
and seriously endanger the right of people to live in a healthy environrast.
consequences of natural disasters and techaicdl technological accidents, as well as
endangering the environment and the health of citizens due to radiological, chemical and
biological contamination, are constant security risks for the Republic of Serbia, its
population and material goodSignificant risk are technological accidents in which the
effects of hazardous substances can affect not only the territory of the Republic of Serbia but
also neighboring countries. The environment is additionally endangered by facilities with a
high degree of riskn the countries of the region, as well as commercial facilities with
technology that does not meet international environmental standards.

The newly formed system of protection and rescue is adapted to real needs and can, finally,
respond to all challengeand risks that the population may face, creates conditions for more
efficient protection of life, health and property of citizens and preservation of the
environment. Concentration of related jobs and services was performed, competence and
specializationwere specified, as well as economical and rational use of existing available
resources. The system is rational, decentraliaseful adaptable and corresponds to the real
needs and possibilities of the Republic of Serbia. This is required by laws lamgs bif all
activities are implemented, with the application of modern navigation systems, the risk to the
safety of the population is reduced to a minimum. However, there are many problems in the
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formation of the system, such as the lack of materialfimaghcial resources at all levels of
organization (from public administration to citizens), but most of the problems are related to
the aforementioned shortcomings of the National Protection and Rescue Strategy.
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Abstract: The main function of the power system is the continuous supply of
electricity, and the condition of energy facilities is one of the ingmbrtactors of its
functionality. This paper presents the classification of power transformer station by
voltage level, type of building on which or in which transformers are located and the
construction period, and presents a database for further researarder to develop

a methodology for inspection, risk assessment and maintenance.
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1.INTRODUCTION

The basic power system function is continuing supply of consumers with electric power of
adequate quality, and it comprises three basic parts: electric power production, transmission,
and distribution. Any defect of any of these sylstems diminishes threnewal capability or
completely hampers the performance of the basic power system function.

Electricity grid comprises lines and transformer stations which are interrelated and used for
power transmission and distribution from power plants to consarneeri.e. end consumers.

[1] The grid which ensures power transport from a production centre to a consumption centre
is called transmission grid, and power distribution from the consumption centre to consumers
is performed through distribution grid.

The lasic transmission grid elements include input transformers for voltage rise, transfer
lines constructed as power lines, and stepwn transformers for voltage reduction. The most
frequent voltages in the transmission grid include 440 kV, 220 kV, and 110Tk¥
transmission grid supplies multiple distribution grids. Distribution grid comprises the system
of the lines and transformer stations which are interrelated and are used for supplying urban,
rural, residential, commercial, industrial, and other typésonsumers. The distribution
system uses high, medium, and low voltages.

In the Republic of Serbia, power production and distribution are concentrated within
company EPS, and power transmission is concentrated within company EMS.

The Republic of Serbiagwer distribution system is under the competence of Company for
Power Distribution AEPS Distribucijad d.o.o.
o f Public Company #AElektroprivreda Srbijeo.
Di st r idmw.Beogradthas the role of single Distribution System Operator (DSO).

EPS Distribucija performs the power distribution activity through 33 branches, allocated at 5
distribution districts: Novi Sad DD, Belgrade DD, Kraljevo DDsNID, and Kragujevac
DD.
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This paper analyses the Novi Sad DD performing the power distribution activity through 7
PD, Panl| evo

branches (Novi Sad
Sremska Mitrovica PD).
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Figure 1: Novi Sad distribution district

In order for thepower supply to be as reliable as possible, the condition of the power

facilities must be taken into consideration. Unless there is an investment in the maintenance
of these facilities on a regular basis, any defects, which may occur as the consequence of
errors in the stage of designing or executing the construction works, and any damages which
may occur as the consequence of incidents, mechanical impact, chemical aggression,

physical impacts (e.g. earthquake, explosion, bombardment, overcurrent, fir@siaar
frost, friction, etc.) [2], significantly affect the facility durability and usability. Damages in

the facilities of the power system result in the increase in the risk of the occurrence of

hazards, and potential consequences may be considereddraral aspects: damages of

facilities themselves, lack of power supply, environment pollution (oil leak from power
transformer unless the facility has ecological oil sewer, fire, noise), etc.

Regarding the analysis of hazard occurrence impact, depeaditige power transformer

station types, the following may be stated:

1 the power transformer stations of higher voltage level of 110/x kV and 35/x kV
supply far higher number of consumers than the power transformer stations of lower

voltage level 20(10)/0.4V. Accordingly, in the event of an occurrence of a high

scale hazards (earthquake, floods, fires, explosions...), they would result in the most

difficult consequence$ t hey

coul

d

af fect

peopl esd

high material damages in thacility and the facilities around it, and result in the

power supply disruption for a longer time period. In the power transformer stations
of higher voltage level, the power transformers are located outside a facility, and

unless such facilities have atological oil sewer system, there is a threat of

environment pollution due to power transformer oil leakage.
1 In the power transformer stations of lower voltage level of 20(10)/0.4 kV, the

consequences resulting from a large scale hazard are lower relatitke

transformer stations od higher voltage level with regards to the material damage and
power supply disruption, because they supply lower number of consumers, but,
human lives may be affected and environment may be polluted, to a high extent,
since hey are provided for populated areas. The power transformer stations of all
voltage levels are exposed to the effect of the atmospherics (rain, snow, ice...). These
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outer impacts, the characteristics of the material a facility is built of, facility ade, an
the facility structure condition have a high impact to the facility (useful) life.

2.POWER TRANFORER STATION TYPES

An electric facility with one or several power transformers is called a power transformer
station. Lines (aerial and underground) entedt awrit a power transformer station for the
purpose of supplying consumers and transformer station itself. Electric facilities may also be
installed in buildings and in the open area, and they may be cased. Medium voltage, air
insulated, open facilities anehetal cased plants are installed in concrete, tin, or masonry
facilities. High voltage, air insulated plants are installed in the open area, and, in particular
cases, when they are of smaller dimensions, they may be installed in a building.

2.1 110/X kV Power Transformer Stations

110/X kV power transformer stations are intended for the power distribution in cities and
industrial areas. In sense of construction, there are several standard solutions of these power
transformer stations multi-floor or grourd floor facilities in which a low voltage facility is
located, and a high voltage facility and power transformer are located outside the building.
110/X kV power transformer stations are, based on the number of the lines reaching it and
the number of powetransformers provided for, divided into: antenna, transient, node, and
urban power transformer stations.

Figure 2a) presents a standard solution of 110/x power transformer station building, and
figure 2b) presents a standard high voltage, 110/x powesftnamer station facility.

Figure 2: Standard solution of 110/x transformer station, a) PTS building, b) PTS faci

2.2. 35/X kV Power Transformer Stations

35/x power transformer stations are intended for the power distribution in cities and
industrial facilities. The Novi Sad DD has 59 power transformer stations of this voltage
level, constructed based on several standard solutions. Figure 3 presentsxthbevas/
transformer station type which is the most prevailing in this distribution area.

The power transformer stations of this voltage level are not constructed any more. The
reason is that the termination of 35/10 kV voltage transformation has beeregléor a
longer number of years, and transfer to single 20 kV medium voltage is planned.

Figure 3: 35/X kV power transformer station standard solution
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2.3.20/0.4 kV and 10/0.4 kV Power Transformer Stations

20/0.4 V and 10/0.4 kV power transform&tations are intended for power distribution in
settlements, industrial facilities, construction sites. These power transformer stations are
constructed as prefabricated concrete (PCPTS), masonry (MPTS), tin (TPTS), column
(CPTS), bricked in the existingadility (BIPTS) or compact concrete (CCPTS) power
transformer stations. Based on the method of connection towards medium voltage side, such
power transformer stations may be terminal or transient.

A prefabricated concrete power transformer station idabidity which is assembled at spot

using reinforced concrete prefabricated elements. Since the construction (assembly) of these
standard transformer stations is exceptionally fast, it is rather demanded nowadays, and due
to lower facility dimensions and rgfabricated elements, the maintenance thereof is
simplified.

The below presented standard solutions are constructed in the Novi Sad distribution district:
EV 11, EV 21, EV41. The difference among these facilities is reflected both in the number
and layout of the prefabricated elements (Figure 4)

Figure 4: Prefabricated concrete power transformer stations a) EV 11 TYPE,
EV21 TYPE, ¢) EV41 TYPE

Masonry poweltransformer stations are built in urban and rural areas as-augpglbrting
facility with underground structures in which a power transformer and electric power
equipment are located (Figure 5a).

Tin power transformer station is, most often, intendedofwer distribution in settlements,
industrial facilities, and construction sites. Power transformer and its complete
accompanying equipment are located in a tin metal casing (figure 6). Due to expensive
maintenance, tin power transformer stations are mohdr constructed. Majority of the tin
power transformer stations have been replaced with prefabricated concrete power
transformer stations or compact power transformer stations.

a) b)
Figure 5: Masonry power transformer station a) Masonry Figure 6: Tin power
PTS, b)Tower transformer station

Column power transformer station is intended for the distribution of power to consumers in
villages, suburbs, construction sites, agricultural holdings, and other consumers for 10/0.4
kV and 20/0.4 kV voltage levels. It is constructed in two versionsnwolpower transformer

station on steel lattice mast (Figure 7a) and portal column power transformer station (Figure
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