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FOREWORD 

A forum Safety for the Future arose out from the idea and the need to see security problems 

as a whole, and yet separately, through a prism of scientists and experts in order to bring 

science, company practice and economy together. The forum contains several important 

events: the International Scientific Conference "Security and Crisis Management-Theory and 

Practice", an exhibition of tools and equipment, demonstration exercises and a round table 

with various topics. 

This year, for the seventh time, we are realizing a conference, with new elements of 

researching security phenomena in the field of crisis management, but also in all related areas. 

The fact is that the environment in which individuals and legal entities exist is increasingly 

complex, and the range of phenomena that affect the security of an entity is becoming wider. 

It is consist of familiar and unfamiliar circumstances. Managing those circumstances is 

possible to a certain extent, if there is an optimal and necessary quantum of knowledge. Hence, 

the knowledge is foundation on which is necessary to build capabilities of individuals and 

legal entities in order to be able to recognize, prevent and react on threats.  

Crisis management has become everyday need, essential for survival of an individual, 

companies or society as a whole. It is more and more difficult to assess the risk of events with 

negative effects at the very beginning of their occurrence, and coping with negative 

consequences leaves harder effects on society. Scientific research of security phenomena has 

become priority of society sustainable development. Scientific knowledge is necessary for 

systematic knowledge of phenomena in the environment, and practice for checking their 

usability. 

Scientific findings do not always come to those who perform security tasks, such as individuals 

or legal entities. Therefore, there is a need for scientists and experts to meet and exchange 

ideas, opinions and knowledge. Materialization of knowledge is carried out daily in the 

process of modern business. Exposed to the impacts of a turbulent environment, and focused 

on sustainability, modern business requires permanent monitoring of changes and adaptation 

to these changes. 

Comprehension of the environment in which the modern society exist, is possible if there is the 

necessary knowledge of the phenomena that characterize it. That knowledge provides an 

opportunity of preventive action through an efficient risk assessment system. Only knowledge, 

formed as a symbiosis of science and profession, has quality and strength, which guarantees 

the possibility of preventive action and an optimal level of readiness to react to negative events. 

The resistance of contemporary society to negative events depends on the degree of knowledge 

development. 

The danger of the Covid-19 virus represents a serious danger this year as well. Uncertainty 

regarding the development of the epidemic and the method of protection, determined the 

organizing committee to make a decision not to have a physical gathering. The Organizing 

Committee is determined to maximize compliance with measures to protect against the spread 

of the epidemic. We believe that in this way we are contributing to the reduction of infection. 

Having in mind the real situation regarding the epidemic, the organizing committee made the 

decision to realize the forum by publishing a collection of papers and posting the author's 

presentations on the website www.bekmen.rs (only at the request  of the author). In addition 

to the conference, other planned contents of the forum will not be organized. 

Proceedings from the 7th International Conference - Security and Crisis Management - Theory 

and Practice, presents a new value in the observation of a portfolio of security phenomena at 
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the strategic, company, and individual level. The papers published in the proceedings are new 

findings and views of the author. A wide range of issues, confirms the assumption of the 

necessity of such a conference. The papers presented at the last sixth conferences have 

unambiguously demonstrated the need for regional cooperation and the harmonization of joint 

capacities. 

The proceedings represent a review of existing knowledge, a source of new knowledge, 

assistance to researchers and practitioners in solving security problems, a support for those 

who practically deal with security and a source of initiative to improve existing knowledge 

in the field of security, management and engineering. 

We hereby invite all interested scientists and professionals to improve the quality of future 

publications with their work. 

Program Committee 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



4 

 

PROGRAM COMMITTEE 

Branko Babić, PhD, The Higher Education Technical School of Professional 

Studies, Novi Sad – Chairman 

Nenad Komazec, PhD, University of Defence, Military Academy, Belgrade, Serbia 

Darko Božanić, PhD,University of Defence, Military Academy, Belgrade, Serbia 

Ibrahim Ahmed Badi, PhD, Misurata University, Libya 

Vaska Atanasova, PhD, Faculty of Technical Sciences in Bitola, University “St. 

Kliment Ohridski” of Bitola, North Macedonia 

Dejan Vasović, PhD, Faculty of Occupational Safety, Niš, Serbia 

Marijan Brozović, PhD, Karlovac University of Applied Sciences, Croatia 

Gian Luigi Cecchini, PhD, Full Professor of European Union Law, University of 

Trieste, Italy 

Prasenjit Chatterjee, PhD, MCKV institute of engineering, West Bengal, India 

Siniša Domazet, PhD, Faculty of Security Studies EDUCONS, Educons University 

in Novi Sad, Serbia 

Bojan Djordjevic, PhD, Faculty of Management in Zajecar, Megatrend University, 

Belgrade, Serbia 

Dražan Erkić, PhD, Ministry of Internal Affairs - Zvornik Police Department, 

Zvornik, Republic of Srpska Bosnia and Herzegovina 

Radislav Jovičić, PhD, College of Business and Technical Education, Doboj, Bosnia 

and Herzegovina 

Tatjana Gerginova, PhD, Faculty of security Skopje, North Macedonia 

Ljubomir Gigović, PhD, University of Defence, Military Academy, Belgrade, Serbia 

Hatidza Berisa, PhD, University of Defense, Belgrade 

Miloš Jelić, PhD, Research and Development Center „Alfatec“ Nis, Serbia 

Dragiša Jurišić, PhD, Security research center, Banja Luka, Republic of Srpska, 

Bosnia and Herzegovina 

Emina Hadzić Dreznjak, PhD, Faculty of Civil Engineering, University of Sarajevo, 

Bosnia and Herzegovina 

Predrag Ilić, PhD, Institute for Protection, Ecology and Informatics, Banja Luka, 

Republic of Srpska, Bosnia and Herzegovina 

Željko Ilić, PhD, Republican administration of civil protection Republic of Srpska, 

Bosnia and Herzegovina 

Vladimir Jakovljević, PhD, Faculty of Security Studies, Belgrade, Serbia 

Aco Janićijević, PhD, Accreditation Body of Serbia, Belgrade, Serbia 

Samed Karović, PhD, Faculty of Security Studies EDUCONS, Educons University in 

Novi Sad, Serbia 

Dalibor Kekić, PhD, University of Criminal investigation and Police studies, 

Belgrade, Serbia 

Savo Kentera, PhD, Atlantic Council of Montenegro, Podgorica, Montenegro 

Tomaz Kramberger, PhD, Faculty of Logistics Celje, University of Maribor, 

Slovenia 

Mirjana Laban, PhD, Faculty of Technical Sciences, University of Novi Sad, Serbia 



5 

 

Goran Maksimović, PhD, Security research center, Banja Luka, Republic of Srpska, 

Bosnia and Herzegovina 

Marina Mihajlović, PhD, Innovation center of The Faculty of Technology and 

Metallurgy, University of Belgrade, Serbia 

Milan Miljković, PhD, University of Defense, Belgrade 

Dragan Mladjan, PhD, University of Criminal investigation and Police studies, 

Belgrade, Serbia 

Nenad Mustapić, PhD, Karlovac University of Applied Sciences, Croatia 

Vesna Nikolić, PhD, Faculty of Occupational Safety, University of Nis, Serbia 

Dragan Pamučar, PhD, University of Defence, Military Academy, Belgrade, Serbia 

Ruggiero Cafari Panico, PhD, Full Professor of European Union Law, University of 

Milan, Italy 

Slobodan Radojević, PhD, University of Defence, Military Academy, Belgrade, 

Serbia 

Tomislav Radović, PhD, Faculty of Management in Zajecar, Megatrend University, 

Belgrade, Serbia 

Aca Randjelović, PhD, University of Defence, Military Academy, Belgrade, Serbia 

Aleksandar Milić, PhD, University of Defence, Military Academy, Belgrade, Serbia 

Momcilo Sakan, PhD, Independent University of Banja Luka, Republic of Srpska, 

Bosnia and Herzegovina 

Slobodan Simić, PhD, Security research center, Banja Luka, Republic of Srpska, 

Bosnia and Herzegovina 

Augusto Sinagra, PhD, European Union Law, University of Rome „La Sapienza“, 

Italy 

Miomir Stanković, PhD, Research and Development center „Alfatec“ Nis, Serbia 

Tatjana Stanivuk, PhD, Faculty of Maritime studies, University of Split, Croatia 

Katarina Štrbac, PhD, School of Engeneering Management, University "Union - 

Nikola Tesla", Belgrade, Serbia 

Petar Vranić, PhD, Mathematical Institute SASA, Belgrade, Serbia 

Jovan Vučinić, PhD, Karlovac University of Applied Sciences, Croatia 

Branislav Milosavljević, PhD, Strategic Research Institute, University of Defense, 

Belgrade, Serbia 

Marina Mitrevska, PhD, Faculty of Philosophy, Institute for Security, Defence and 

Peace, Skopje, Northern Macedonia 

Marija Vukić, PhD, Research and Development center „Alfatec“ Nis, Serbia 

Nada Marstijepović, MSc, Maritime faculty Kotor, Montenegro 

Tatjana Bojanić, Institute for Standardization of Serbia, Belgrade, Serbia 

Velizar Čadjenović, Firefighting Association of Montenegro, Montenegro 

 

 

 

 

 

 



6 

 

ORGANIZING COMMITTEE 

Milica Mladenović, PhD candidate, S4 GLOSEC, Global Security, Belgrade, Serbia, 

Chairman 

Maja Mijatović, MSc, S4 GLOSEC, Global Security, Belgrade, Serbia, 

Slavica Dabižljević, PhD candidate, RASEC, Belgrade, Serbia, 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



7 

 

IMPRESSUM 
 

Editorial 

Komazec Nenad, PhD, Belgrade, Serbia   

Babić Branko, PhD, Novi Sad, Serbia 

 

Publisher 

Regional Association for Security and Crisis Management-RASEC 

S4 GLOSEC Global Security  

 

Reviewers 

Vučinić Jovan, PhD - Croatia 

Kramberger Tomaz, PhD- Slovenia 

Karović Samed, PhD -Serbia 

Štrbac Katarina, PhD – Serbia   

Pamučar Dragan, PhD-Serbia  

Stanković Miomir, PhD- Serbia  

Babić Branko, PhD-Serbia  

Mladjan Dragan, PhD- Serbia 

Randjelović Aca, PhD – Serbia  

Jurišić Dragiša, PhD- Bosnia and Herzegovina  

Božanić Darko, PhD – Serbia  

Komazec Nenad, PhD – Serbia  

Maksimović Goran, PhD - Bosnia and Herzegovina 

Tatjana Gerginova, PhD - North Macedonia 

Milosavljević Branislav, PhD – Serbia 

Milić Aleksandar, PhD – Serbia  

 

Design 

Mladenović Milica, PhD candidate 

Komazec Nenad, PhD   

 

Edition 

30 copies 

 

The press: 

Štamparija Donat Graf, Grocka, Belgrade 

 

ISBN 

978-86-80692-08-1 

Note: 

The authors opinions expressed in this book do not necessary reflect the views of the 

institution in which they are employed 

 

 

 

 

 



8 

 

CONTENT 
 
1. LOCAL SELF-GOVERNMENT IN THE CONDITIONS OF THE COVID-19 PANDEMIC CRISIS 

Samed Karović.........................................................................................................................................12 
 

2. IMPLEMENTATION OF LEGAL ACTS OF THE REPUBLIC OF SERBIA IN ORDER TO 

IMPLEMENT PROTECTIVE MEASURES AT THE LEVEL OF LOCAL SELF-GOVERNMENTS IN 

THE COVID-19 PANDEMIC 

Siniša Domazet................................................................................. .......................................................19 
 

3. RISK ASSESSMENT USING THE COMBINED 

"FIVE STEPS-PILZ" METHOD 

Nenad Kovačević, Branko Babić, Draginja Vlk, Antonio Mak..............................................................25 
 

4. MANAGING LOCAL GOVERNMENTS IN A CRISIS CAUSED BY A PANDEMIC IN TERMS 

OF ECONOMIC SURVIVAL AND POTENTIAL DEVELOPMENT 

Ješić Jelena, Andrea Andrejević Panić, Vukadinović Simonida............................................................32 
 

5. PROCEDURE FOR DESIGNING FLOOD HAZARD AND FLOOD RISK MAPS IN FLOOD 

RISK ASSESSMENT IN SERBIA 

Merita Borota, Nenad Komazec, Aleksandar Drobnjak.........................................................................37 
 

6. TEACHER TRAINING AS SUPPORT FOR RESILIENCE IN DISASTERS AND 

EMERGENCIES  

Vesna Nikolić, Tamara Vukić.................................................................................................................47 
 

7. MULTICRITERIA DECISION-MAKING RELATED TO FLOOD PROTECTION OF ARILJE 

CITY 

Merita Borota, Darko Božanić, Aleksandar Milić ..................................................................................58 
 

8. THE ROLE OF PUBLIC PRIVACY PARTNERSHIP IN ACHIEVING CRITICAL 

INFRASTRUCTURE PROTECTION 

Tatjana Gerginova................................................................................................ ...................................66 
 

9. COVID-19 CRISIS MANAGEMENT – IMPACT ON THE WORLD 

Željko Stepanović.....................................................................................................................................72 
 

10. COMPARISON OF SOFT TARGETS PROTECTION IN ISRAEL AND IN CZECH REPUBLIC 

Martin Hrinko, Martin Roubíček............................................................................................................78 
 

11. THE FIRST WORLD WAR – A MILITARY VICTORY OR DEMOGRAPHIC DEFEAT 

Branko Šaponjić......................................................................................................................................83 
 

12. THE COVID-19 PANDEMIC AND MENTAL HEALTH OF ELECTRICAL FITTERS 

(INCREASED RISK JOB) 

Danica Vukajlović, Marija Jevtić, Mirjana Laban.................................................................................89 
 

13. DEVELOPMENT OF AN OPERATIONAL PLAN FOR FLOOD DEFENSE ON 

WATERCOURSES OF THE SECOND ORDER WITH THE EXAMPLE OF THE MUNICIPALITY 

OF IRIG 

Cveta Lazić, Srđan Kolaković,  Slobodan Kolaković...............................................................................96 
 

14. FIRE HANDLING TRAINING IN THE PRIVATE SECURITY SYSTEM 

Milan Samopjan, Marko Radovanović.................................................................................................104 

 

15. DISASTER RISK ASSESSMENT ASSOCIATED WITH THE COVID-19 EPIDEMIC IN THE 

REPUBLIC OF SERBIA 

Milena Milenković, Aleksandar Petrović..............................................................................................114 

 



9 

 

16. POSSIBILITIES FOR IMPROVING THE FUNCTIONING OF CIVIL PROTECTION OF THE 

REPUBLIC OF SRPSKA AT THE LOCAL LEVEL 

Dragiša Jurišić..................................................................................................................................... ..122 

 

17. MODELING OF SECURITY AND PROTECTION SYSTEMS FOR BUSINESS ENTERPRISES 

Radislav Jovičić............................................................................................................................................131 

 

18. SCENARIO PLANNING APLICATION IN EMERGENCIES  

Goran Maksimović................................................................................................................................143 
 

19. NATIONAL FIRE SAFETY REQUIREMENTS FOR SCHOOLS IN REPUBLIC OF SERBIA 

Vesna Bulatović, Slobodan Šupić, Mirjana Laban...............................................................................151 
 

20. IDENTIFYING SECURITY THREATS: A NEW BUSINESS METHODOLOGY USING 

SECURITIZATION THEORY 

Vladimir Kitanovski, Mihail Kitanovski..................................................................................... ...........158 

 

21. TRANSPORT OF RADIOACTIVE MATERIALS IN THE REPUBLIC OF NORTH 

MACEDONIA 

Emilija Petrova......................................................................................................................................166 

 

22. MULTICRITERIA DECISION MAKING MODEL FOR ASSESSING FLOODS HAZARD  

Duško Tešić, Darko Božanić.................................................................................................................177 

 

23. SECURITY OF ACCOMMODATION OF MEMBERS OF THE POLITICAL SPECIAL MISSION 

IN A HOTEL DURING A VISIT TO THE REPUBLIC OF SERBIA 

Miloje Ilić, Vlada Pantić, Ninoslav Đuđić.............................................................................................189 

 

24. NATIONAL SPATIAL DATA INFRASTRUCTURE IN THE FUNCTION OF GEO-

TOPOGRAPHIC SUPPORT 

Dejan  Đorđević, Dragan Pamučar, Gordana Radivojević.................................................................197 

 

25. SELECTION OF PERSONS FOR RECRUITMENT INTO PROFESSIONAL MILITARY 

SERVICE USING THE DEX MODEL 

Željko Jokić, Slaven Komljenović, Aleksandar Aleksić.......................................................................203 

 

26. COMPARATIVE ANALYSIS OF CURRENT STANDARDS FOR TESTING THERMAL 

PROTECTION OF FACADE CARPENTRY 

Snežana Ilić, Aleksandar Kijanović, Mirjana Laban..........................................................................213 
 

27. SCIENCE IN THE SERVICE OF SECURITY 

Slađana Erić................................................................................................................................. .........221 

 

28. AHP – MABAC MODEL FOR SELECTION OF DISINFECTANTS FOR PHYSICAL SURFACES 

TO PREVENT THE SPREAD OF COVID – 19 

Milena Milenković, Aleksandar Petrović², Svetislav Šoškić................................................................229 
 

29. POSSIBILITIES OF APPLYING THE PERFORMANCE MANAGEMENT PROCESS OF NON-

PROFIT ORGANIZATIONS TO THE DEFENCE SYSTEM 

Radiša Saković, Vlada Mitić, Mitar Kovač............................................................................................238 

 

30. RIVER SQUAD ASSISTING CIVILIAN AUTHORITIES IN CASE OF EMERGENCY CAUSED 

BY FLOODINGS 

Šerif  Bajrami, Srđan Kostić, Miloje Ilić..............................................................................................256 

 
 



10 

 

31. THE SIGNIFICANCE OF CORPORATE SECURITY IN THE SECURITY SYSTEM 

Dražan Erkić................................................................................................................................... ......262 
 

32. SOCIAL AND PSYCHOLOGICAL SECURITY CHALLENGES AT POST-PANDEMIC TIME 

Nenad Putnik.............................................................................................................................. ...........270 
 

33. MODERN PRINCIPLES OF ARTILLERY RECONNAISSANCE ORGANIZATION DURING 

COMBAT OPERATIONS 

Zoran Djurić, Aleksandar Račić, Branislav  Bojanić..........................................................................274 
 

34. MODERNIZATION OF MODERN MISSILE WEAPONS AND IMPACT ON OPERATIONAL 

SAFETY IN THE UNIT- CASE STUDY OF MLRS 128 MM 77 "OGANJ 

Zoran  Đurić, Branislav Bojanić, Vuk Novaković...............................................................................279 
 

35. PROTECTION OF CRITICAL INFRASTRUCTURE FACILITIES AGAINST DROND 

ATTACKS USING DRONS 

Aleksandar Milić, Marko Radovanović, Aleksandar Petrovski............................................................286 
 

36. IMPLEMENTATION OF THE CONCEPTUAL CIVIL PROTECTION MODEL OF THE 

REPUBLIC OF SRPSKA 

Željko Zorić...........................................................................................................................................294 
 

37. APPLICATION OF RISK ASSESSMENT IN THE MILITARY DECISION-MAKING PROCESS 

Bojan Šljukić, Nenad Kovačević, Milica Nikolić, Radomir Lukić......................................................301 
 

38. HIGH RISK TO LIFE AND HEALTH OF DRIVERS IN THE POWER LINE PROTECTION 

ZONES 

Petra Gybasová, Martin Hrinko........................................................................................................... 307 
 

39. THE IMPORTANCE OF INFORMATION IN CONTEMPORARY CONFLICTS  

MANAGEMENT 

Milan Miljković, Srđan Zgonjanin.......................................................................................................315 
 

40. POTENTIAL FORMS OF HYBRID THREATS IN THE MODERN WORLD 

Jovan Prelić, Hatidza Beriša............................................................ ....................................................323 
 

41. "CHALLENGES, RISKS AND THREATS" IN STRATEGIC DOCUMENTS OF EU 

COUNTRIES, COUNTRIES IN THE SURROUNDING AND THE REPUBLIC OF SERBIA 

Milica Mladenović.................................................................................................................................334 
 

42. THE IMPACT OF THE CRISIS SITUATION CAUSED BY THE COVID 19 VIRUS ON 

POPULATION BEHAVIOR AND PUBLIC HEALTH IN THE REPUBLIC OF SERBIA 

Slavica Dabižljević, Nada Tatalović, Marija Jevtic, Nenad Komazec.................................................340 
 

43. PREVENTION OF RISKS FROM TERRORISM AS A MODERN FORM OF THREATING THE 

SECURITY SYSTEM 

Nemanja Pribičević, Katarina Janković...............................................................................................347 
 

44. IMPACT OF INFORMATION AND COMMUNICATION TECHNOLOGIES FOR 

EMERGENCY MANAGEMENT 

Katarina Janković, Nemanja Pribičević...............................................................................................354 
 

45. HEALTHCARE RESEARCH IN RELIGIOUS MASS GATHERINGS: A COMPREHENSIVE 

REVIEW FOR EMERGENCY MANAGEMENT 

Mater Almehmadi, Gianluca Pescaroli, Jaber Alqahtani.................................................................... 362 

 

46. RISK OF MILITARY ORGANIZATIONAL SYSTEMS 

Nenad Komazec, Aleksandar Milić...................................................................................................... 368



12 

 

 

VII INTERNATIONAL SCIENTIFIC PROFESSIONAL CONFERENCE 

SECURITY AND CRISIS MANAGEMENT – THEORY AND PRACTISE (SeCMan)  

-SAFETY FOR THE FUTURE- 

LOCAL SELF-GOVERNMENT IN THE CONDITIONS 

OF THE COVID-19 PANDEMIC CRISIS 

Samed Karović1 
1 University EDUCONS, Faculty of Security Studies, Vojvode Putnika 85-87, Sremska 

Kamenica, Republic of Serbia, karovic.samed@gmail.com  

Abstract: The COVID 19 pandemic crisis has affected all structures of society and 

leaves great consequences in all spheres of human activity. The functioning of the state 

in such conditions is conditioned by the work and responsible implementation of the 

measures taken to reduce the consequences in terms of the depth of organization of 

society. The paper describes the functioning of local self-government in the conditions 

of the pandemic crisis caused by COVID 19. Emphasis is placed on the organization of 

work and communication in the conditions of the crisis. The work was created as a 

result of a project entitled: "Model of functioning of local self-government in the 

conditions of an emergency situation caused by an epidemic of infectious diseases", 

funded by the Provincial Secretariat for Higher Education and Scientific Research. 

Project number: 142-451-3077/ 2020-02.  

Keywords: local self - government, crisis, pandemic, COVID 19 

(introductory lecture of the Conference - work by invitation) 

1. INTRODUCTION  

The COVID-19 pandemic crisis has caused enormous damage and claimed many lives. The 

characteristic of a pandemic is that it spreads quickly, affecting a large number of people in a 

wide geographical area. Managing this type of crisis is not an easy process. It includes, in 

addition to health measures, a complex of other measures and the use of large resources. The 

success of resolving such a situation is conditioned by the functioning of the system from the 

highest to the lowest level, including local self-governments. 

The question of efficient work in such a situation is not simple. It touches on different segments 

of the organizational character. This is exactly the problem that this article deals with and 

within the realized research project number 142-451-3077/2020-02, approved and funded by 

the Provincial Secretariat for Higher Education, gives the situation in local governments and 

suggests possible solutions for effective action in such a situation. 

The paper focuses on key issues in the field of organizational action of local self - government 

in a pandemic crisis, the preparedness of local self - government and the elements of 

communication in such a situation. For the conducted research, a checklist was made to record 

the current situation. In the presentation of some of the results related to the organization of 

local self-government in emergency situations, part of the checklist was also the subject of the 

paper. 

2.  PANDEMIC CRISIS COVID-19  

Coronavirus 2 (SARS-CoV-2CV), which causes the disease COVID-19, has a devastating 

effect worldwide. By May 20, 2020, 4,927,229 people had contracted the virus and about 

324,035 had died from it. The UN Secretary General even described it as a "threat to 
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humanity". The dominant definition of the crisis among executive politicians around the world 

is that the coronavirus is extremely dangerous and should be fought in any way. This led to 

draconian measures, literally closing entire states, regions and municipalities [3].  

In almost all countries, including the Republic of Serbia, crisis headquarters have been formed 

with the aim of defining and taking measures to alleviate pasture. The biggest part of the 

burden in counteracting the pandemic crisis was borne by the holders of power and the political 

elite of the society. As Tom Christensen & Per Lægreid point out, experts who advise political 

leaders in the fight against the virus often point out that politicians must make decisions in 

conditions of great uncertainty, without really knowing much about the effect. various 

measures such as closing schools or businesses, but most countries have done so. There were 

few counter-arguments, but they are gradually increasing with slow opening and deregulation 

in some countries, and some people say that "the cure is worse than the disease". In relation to 

these arguments, some researchers and epidemiologists argue that the coronavirus is not much 

more dangerous than the common seasonal flu and that putting such weight on health problems 

in a crisis is too much of a cost to society, both socially and economically"[3]. 

2.1. Crisis as a challenge of modern society 

Crises have always attracted people's attention and directed their activities to overcome or 

mitigate such a situation. Experience has shown that: “In times of crisis, all citizens' attention 

is focused on leaders as policy makers: presidents and mayors, local politicians and elected 

administrators, public managers and civil servants, and they are expected to address the threat 

or at least minimize damage from the current crisis. So, they need to explain what went wrong 

and convince the population that it will not happen again. 

Understanding the crisis is a very complex question and is not a simple answer. As many 

authors as there are different definitions and approaches to determining the term crisis. The 

term "crisis", as stated by Arjen Boin et al., Often appears in book titles, newspaper headlines, 

political discourse and social conversation. It refers to an undesirable and unexpected situation: 

when we talk about a crisis, we usually mean that something bad should happen to a person, 

group, organization, culture, society, or, when we think of a really big one, then we mean the 

whole the world. Something must be done urgently to ensure that this threat does not 

materialize [1]. 

The modern crisis and its manifestations are completely different in relation to the events that 

were previously understood and studied under the concept of crisis. Today's society is 

characterized by fear of endangering security and a pandemic of infectious diseases [6].  

To categorize crises separately is more a concept of approach and, depending on the author, 

we can talk about the events that cause the crisis, that is, we can talk about the consequences 

that arise. In this sense, there is a wide range of crises. They are the result of multiple causes 

acting in synergy and the effects are in the form of a threat of such potential that they can 

destroy the system. 

An event that can cause a crisis will always happen at a particularly sensitive time for decision 

makers. And once decision makers fail, the crisis situation escalates further. Other systems, 

people, or events based on the initial stable system can in turn become destabilizing. 

Through this process, numerous secondary crises are generated as a consequence of the initial 

crisis. This adds a new intensity of crisis to the already escalating spiral downwards. 
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2.2. A pandemic as a form of crisis 

The current issue of the present moment is the current pandemic crisis COVID-19 , to which 

the Republic of Serbia was not immune.  The key element for the mentioned crisis was the 

media and the public address of the highest leaders in the Republic of Serbia. 

To effectively manage a pandemic crisis or a crisis in general, both management capacity and 

legitimacy are required. There is often a difficult trade-off between capacity and legitimacy, 

but this is also a dynamic relationship. Capacity is important, but it is also crucial that measures 

to resolve the crisis are accepted by citizens and that they follow the advice and instructions 

of the government. Therefore, crisis management is also a matter of perception. It is often most 

successful when it is able to combine the quality of democratic representativeness and state 

capacity [3]. 

These elements are known from before and have been discussed in a theoretical sense. 

However, in the specific situation, as Tom Kristinsen and Per Legrade point out, “… in order 

for the response to the crisis to be effective and legitimate, the government must be ready to 

perform a number of tasks. It must act, it must make sense of the situation, it must make 

decisions and cooperate across horizontal and vertical borders, it must formulate and 

communicate a convincing and enabling understanding of what has happened and what needs 

to be done to address the crisis. happened, communicating what needs to be done and providing 

guidance to those affected, those involved in the response, and society as a whole. It is about 

framing the crisis in order to understand and resolve it. The media often play a major role in 

spreading the meaning of government and communicating with citizens“ [3].  

3. LOCAL GOVERNMENT 

The purpose of the issue related to the relationship between local self-government and the 

crisis is the emergency situation as a mechanism for resolving the crisis situation. The crisis 

itself is based on the fact that one of the elements of the way to curb the pandemic crisis is to 

declare a state of emergency. Frequent natural disasters in recent years, with the consequences 

they cause (Pandemic COVID -19), significantly endanger the community, human lives, 

material goods and the environment [2]. 

If we keep in mind that the elements of crisis management and emergency situations are also 

oriented towards forms of prevention, in which the authors Djordjevic D. agree. and Karović 

S. and point out that: “… many analyzes of previous years indicate that the field of prevention 

is the weakest link in the emergency management system. Also, a special problem is the 

creation of an integrated emergency management system and, within that, the creation of 

effective prevention mechanisms that would be an integral part of that system“ [4]. 

The topicality of emergency situations induces the constant need of the social community to 

find an adequate response to the manifested security threats and answers in a specific crisis 

situation. By declaring a state of emergency, the social community creates a specific legal 

framework that enables the engagement and use of all available resources of the society in 

protection and rescue. 

3.1. Organizing local self-government in a pandemic  

Within the project that was realized and conducted research in local governments in the area 

of AP Vovodina, data were collected on the quality of organization and functioning of local 

government in the conditions of the pandemic crisis COVID-19. Of course, the implementation 

of the project started with key issues: 

1. Do local governments have Protection and Rescue Plans in case of different types of crises? 
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2. Do decision makers have real-time information in the decision-making process? 

3. Have the most necessary organizational preparations for the pandemic crisis been made at 

the level of local self-governments? 

4. Is the communication with the public of the holders of power at the level of local self-

government planned and is it aimed at resolving the crisis? 

5. Is local government capable of doing its job in a way that citizens interpret as competent 

and efficient? 

It should be emphasized that the research covered 42% of local governments that are typical 

representatives of the work of local governments in crisis and emergency situations. The 

results of the research are shown in Table 1. 

Table 1: Organizing local self-government in a pandemic 

Serial 

number 
The Claims 

Condition 

Yes Yes 

1.  
the reaction time of local self-government bodies after the 

appearance of the first signs of an epidemic is an adequate event 
17 2 

2.  

protection and rescue system at the level of local self-government 

is integrated into the system at the level of the Autonomous 

Province 

11 8 

3.  system integration is comprehensive 11 8 

4.  

funds for the functioning of local self-government bodies for work 

in the event of an emergency situation in the event of an epidemic 

are sufficient 

8 11 

5.  
civil protection units at the level of local self-government are 

organized to respond to emergencies caused by the epidemic 
6 13 

6.  
at the level of local self-government, there are an organized 

headquarters for emergency situations caused by the epidemic 
17 2 

7.  
there is a plan to check the functioning of local self-government 

bodies in case of emergencies 
6 13 

8.  

in the event of an emergency caused by an epidemic, the 

responsibility for monitoring the situation, issuing tasks for 

elimination of consequences and issuing precise tasks to the forces 

participating in the elimination of consequences is defined 

13 6 

9.  
at the level of local self-government there is a Plan for protection 

and rescue in case of an epidemic 
9 10 

10.  

the procedure for seeking assistance from the bodies of the 

Ministry of the Internal Affairs, the Ministry of Defense and other 

ministries in case of emergencies has been harmonized 

17 2 

11.  
during the year, the emergency response plans of the epidemic are 

checked and harmonized twice 
5 14 

12.  
the local government budget provides funds for this purpose of 

emergency response 
8 11 

13.  

the funds allocated for training and verification are sufficient for 

local self-government bodies to function successfully in the 

conditions of an emergency situation caused by an epidemic 

6 13 

14.  
an annual analysis of the functioning of local self-government 

bodies in the event of emergencies is performed 
12 7 
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Serial 

number 
The Claims 

Condition 

Yes Yes 

15.  
funds received in the form of donations after previous cases of the 

epidemic are used adequately 
15 4 

16.  

your local self-government also has persons / teams in charge of 

the business sector within the established Emergency Situations 

Headquarters. 

14 5 

17.  
there is a clear organizational scheme of local self-government in 

emergencies caused by an epidemic of infectious diseases 
12 7 

18.  
there are clearly defined procedures and procedures for the 

protection of the emergency management team 
10 9 

19.  there are evacuation procedures for the infected in the team 9 10 

20.  
the place of each team member and the tasks he/she performs are 

clearly defined 
14 5 

21.  the interchangeability of team members is defined 13 6 

22.  
the reaction time of local self-government bodies after the 

appearance of the first signs of an epidemic is an adequate event 
17 2 

It can be stated that the characteristic elements are primarily manifested in the segments related 

to the adequate response time of local governments in the pandemic, that in most local 

governments the protection and rescue system is integrated with the system at the level of AP 

Vojvodina, that emergency headquarters are formed. caused by the COVID-19 pandemic and 

that there is a harmonized procedure for seeking assistance from the Ministry of the Interior. 

Also, as part of the teams that perform tasks directly related to professional orientations, they 

are deployed within the staff.  

However, in all local governments, the system of efficient functioning has not come to life and 

can be said to be effective. The majority of local self-governments stated that the funds they 

receive to solve the epidemic are not enough, nor is there a Plan for checking the functioning 

of local self-government in case of a pandemic crisis and emergency situation. What is 

particularly worrying in most local governments is that civil protection units have not been 

activated or organized to act in a situation such as a pandemic or some other crisis. 

It should also be emphasized that no plans have been made at the level of local self-

governments to counter the pandemic, nor is there a way to check the functionality and existing 

protection and rescue plans. There are problems in evacuating the infected in a team with 

unclear procedures. 

In the end, it can be concluded that at the level of local self-governments in the area of AP 

Vojvodina, there are numerous difficulties in functioning in the conditions of pandemic crisis, 

and the expression is inadequate danger assessments, consequences of danger and, 

accordingly, inadequate action plans in such a situation. This complicates the work of local 

governments. 

The way of overcoming such a situation should be gradual, in phases, with precise definition 

of the goal and level of efficiency of the work of local self-government in all types of crises 

and emergency situations. It is necessary to update the plans and risk assessment. Of course, 

it is necessary to realistically plan financial resources for the maintenance and construction of 
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a system of efficient and effective functioning of local self-government in various types of 

crises and emergencies. 

The complexity of the crisis and the problems it brings with it make it very difficult to function 

and work without plans. It is simply unthinkable and unserious at the level of local self-

government to be unprepared in a segment that carries various consequences in many spheres 

of human activity. The worst are those that endanger people's lives and health and cause social 

and psychological problems. Plans are only one type of prevention and give the possibility of 

easier action in crisis situations. This is a serious issue that the local self-government should 

work on and have a long-term vision on that issue [5]. 

3.2. Communication at the level of local self-government in the conditions of crisis   

Communication with the public in times of crisis is an integral part of successfully resolving 

such a situation. During the conversations with the representatives of local self-governments, 

there are only indications of communications. However, this is not systematically regulated, 

nor is it unambiguously indicated and clearly expressed within the protection and rescue plans. 

These findings are the key basis for action at the level of local governments. As important as 

it is at the state and government level, it is also important at the local government level to 

maintain a reputation that includes: performative reputation (capable of doing business in a 

way that citizens interpret as competent and efficient); moral reputation (local self-government 

is compassionate, honest and flexible. Does it protect the interests of its voters and citizens?); 

procedural reputation (does the local government follow the commonly accepted rules, 

processes and procedures?) and technical reputation (does the local government have the skills 

and capacities needed to deal with complex situations such as a pandemic crisis?). 

So, these are the key elements that must be highlighted through communication with the 

public. Otherwise, any other action will not give effective results. 

It should be emphasized that at the local level, ie at the level of local governments, maintaining 

a reputation is based primarily on a combination of management capacity and legitimacy and 

is reflected in the complex and dynamic logic of action in crisis communication and meaning 

creation. 

If we take into account the pandemics of infectious diseases and aspects of action at the level 

of local self-government through the emergency situation, as a means of managing the 

pandemic crisis, then the mechanisms and actions of such activities must be established. This 

means that decision-makers at the level of local self-government are required to act efficiently, 

ie to assess the effectiveness of the adopted measures and the manner in which they are 

implemented. Therefore, at the level of local self-government, there must be a consensus on 

the adopted measures, including epidemiologists and virologists, ie respecting their advice. 

4. CONCLUSION 

Summarizing the organization of local self-government in the conditions of the pandemic crisis 

COVID-19, it can be stated that there are many problems of efficient and effective work. This 

is primarily reflected in the unpreparedness and taking preventive measures to act in a crisis 

situation. The crisis in general, including the COVID-19 pandemic, represents a great 

misfortune and security challenge for humanity and our society as a whole. In that sense, local 

self-governments are not ready, especially organizationally, to be completely successful in 

resolving a pandemic crisis, such as COVID-19. 

Many competencies have been taken over by the state and the government and directed all 

work in resolving the pandemic crisis. What is especially pronounced in local self-
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governments refers to protection and rescue plans that do not include and do not contain 

elements for resolving such situations, and the plans do not reflect the reality of the situation 

caused by the crisis. 

There are no clearly defined nor are there any communication plans that follow the course of 

implementation of the undertaken measures and the manner and degree of their 

implementation. Local self-government has not imposed or affirmed itself to address key 

issues in managing and resolving such a crisis. This is a problem that has proven to be topical 

and which must be worked on in order for the local self-government to be in the function of 

resolving similar situations and to affirm that it has the credibility to successfully resolve the 

crisis. 
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Abstract: The pandemic of the infectious disease caused by the COVID-19 virus 

conditioned the intervention of the competent state bodies of the Republic of Serbia, in 

the form of innovating the existing, ie adopting new legal regulations. This has proven 

to be particularly important for local self-governments throughout the country. The 

paper analyzes the extent to which the legal acts of the Republic of Serbia and 

provincial authorities in connection with the epidemic of infectious diseases have been 

applied at the level of local governments in AP Vojvodina. The normative method was 

used in the research, as well as the legal-logical methods of induction and deduction. 
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1. INTRODUCTION 

The pandemic of the infectious disease caused by the COVID-19 virus has affected the whole 

world, and thus the Republic of Serbia, leaving behind numerous consequences for the life and 

health of the population and the economy as a whole. The fight against the pandemic around 

the world has shown numerous weaknesses and shortcomings, especially at the local level, so 

it can be argued without a doubt that none of the relevant entities was ready to provide an 

adequate response to the danger it faced. The pandemic of the infectious disease led to the 

declaration of a state of emergency and a state of emergency practically all over the world, 

which included a set of various measures, which led to the complete closure of entire states. 

Only after the end of the pandemic will it be possible to make more precise analyzes of its 

effects, but it is already clear that the consequences will be more than worrying. As a result, 

interest in studying the impact of emergencies on the economy and society as a whole has 

grown.  

The impact of emergency situations on the business of economic entities is a topic on which 

very little attention is paid in the Republic of Serbia, in contrast to developed European 

countries [4]. The topic of protection of economic activities of Serbia in emergency situations, 

regardless of many initiatives, is not sufficiently recognized as an interdisciplinary problem 

whose solution requires careful analysis and application of adequate measures in practice [2]. 

In the Republic of Serbia, ie the Autonomous Province of Vojvodina, the scope of partnership 
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between the state and private capital owners is still low, but there are several positive examples, 

especially in emergencies, where this sector has played a significant humanitarian role [1]. 

Local governments in the area of AP Vojvodina are facing various security challenges. One of 

the most significant challenges faced by local governments relates to the epidemic of an 

infectious disease caused by the COVID-19 virus. The functioning of local self-government 

in such situations requires quality organization, maximum effort of local self-government 

bodies and other structures involved in providing rehabilitation assistance [3]. 

Analysis was conducted using responses of 17 local self-government authorities in 

Autonomous Province of Vojvodina. Number of surveys done is 19 (3 checklists were 

completed in the municipality of Vrbas) at this point of research in which we can draw 

significant conclusions according to the research divided into 3 parts: 1. Crisis management at 

the level of self-government in situation caused by epidemic, 2. Harmonization of legal 

regulations and practical protocols in the conditions of the epidemic, 3. The circumstances and 

consequences for business entities at the level of local self-government in an emergency 

situation caused by a pandemic. In this paper, the part related to the harmonization of legal 

regulations and practical protocols in the conditions of the epidemic is analyzed. 

2. HARMONIZATION AND IMPLEMENTATION OF LEGAL 

REGULATIONS AND PRACTICAL PROTOCOLS IN THE CONDITIONS 

OF THE EPIDEMIC 

Regarding the legal regulations of the Republic of Serbia, respectively AP Vojvodina, the main 

regulation is the Law on Protection of the Population from Infectious Diseases (Official 

Gazette of the Republic of Serbia no. 15/2016, 68/2020 i 136/2020) and Law on Disaster Risk 

Reduction and Emergency Management (Official Gazette of the Republic of Serbia no. 

87/2018). When it comes to self-governments in the area of AP Vojvodina, the mentioned law 

is certainly the most important in the fight against the epidemic of infectious diseases, 

especially against COVID-19. Local self-government units (LSGs) represent the level of 

government that is closest to the citizens, and which by its acts in they significantly contribute 

to a safe environment and affect the quality of life. Their role is important not only in everyday 

circumstances, but also in emergencies of violated security, natural disasters but also a 

pandemic [3]. Bearing in mind that, it was necessary to analyze the functioning of local self-

government on the territory of the Autonomous Province of Vojvodina during the pandemic 

of infectious diseases, as well as the process of implementing the legislative framework to 

implement protective measures in the fight against the pandemic. 

The field research was conducted in the municipalities of Sremski Karlovci, Sremska 

Mitrovica, Ruma, Beočin, Subotica, Pančevo, Sombor, Vrbas, Bačka Topola, Odžaci, Apatin, 

Bački Petrovac, Bačka Palanka, Zrenjanin, Sečanj, Pećinci, Kikinda. It should be noted that in 

one of the municipalities (Vrbas), several completed checklists were submitted (a total of three 

checklists). At the time of writing, data from two local governments are still missing: Bečej 

and Stara Pazova, and these data were not processed. 

In Table 1 we can see the answers to the set of subgroups of questions related to legal 

regulation in epidemic crisis, collected from 17 LSGs located in Autonomous Province 

Vojvodina. 
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Table 1: Legal regulation related to the the activities of LSG in case of endangering the 

operations of business entities (source: author’s own work) 

Ser. 

No. 
Claims (sub-groups of conditions) 

Condition 

Yes No 

1.  legal regulations related to LSGs are applied 18 1 

2.  all provisions of the law have been implemented 14 5 

3.  
the legally prescribed work procedures of LSG in the event of an 

epidemic have been implemented 
15 4 

4.  the documentation defined by law has been prepared 16 3 

5.  the procedure for amending the documents has been determined 12 7 

6.  amended documents are checked and approved 14 5 

7.  
procedures for marking, collecting, registering, making available, 

disposing of, storing and arranging documents have been defined 

and established 

11 8 

8.  
obligations and responsibilities for all employees in local self-

government have been determined 
17 2 

9.  
all employees are notified with a signature of obligations and 

responsibilities 
7 12 

10.  a person has been appointed as an emergency manager 15 4 

11.  
persons who perform tasks within the framework of acting in 

emergency situations are competent 
18 1 

12.  
procedures are defined for determining the needs of education and 

conducting training  
8 11 

13.  
there are records of training, qualifications, certificates, etc. 

required to perform special tasks 
9 10 

14.  
efficient communication and a clear division of responsibilities are 

ensured 
17 2 

15.  
a system of communication about the efficiency in functioning of 

the work system has been established 
17 2 

16.  the LSG is prepared to react in the event of an epidemic 13 6 

17.  
the assessment of the damage caused by the consequences of the 

epidemic is performed by a commission formed by the head of the 

LSG 

11 8 

18.  
there are planned financial resources in the budget of LSG for the 

development, construction and execution of tasks for the protection 

and rescue of property of business entities 

15 4 

19.  
there are preventive measures implemented by your LSG in order to 

protect persons and property of business entities from emergency 

situations 

15 4 

20.  
A plan for the implementation of measures to prevent the 

occurrence and spread of an epidemic of an infectious disease has 

been adopted 

11 8 

21.  
Measures and activities have been taken to prevent the outbreak of 

an infectious disease 
16 3 

22.  
Employees implement preventive measures of safety and health at 

work 
16 3 
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Ser. 

No. 
Claims (sub-groups of conditions) 

Condition 

Yes No 

23.  
Your organization has obligations and responsibilities related to 

monitoring and controlling the implementation of safety and health 

measures at work.  

17 2 

24.  
The area where the infected employee stayed is regularly physically 

and chemically disinfected and ventilated 
15 4 

25.  

The procedures for entering and leaving the employer's premises 

are respected, the prescribed means and equipment for personal 

protection at work and other protection measures during the work 

process are used 

17 2 

26.  
The directions of movement of employees through work and 

auxiliary rooms are precisely defined 
13 6 

27.  
Strict control of the movement of employees from the 

organizational unit in which the infected employee worked is 

organized 

11 8 

28.  

Contacts of employees from the organizational unit in which the 

employee who was infected with other employees was staying are 

reduced to the necessary ones with the prescribed protection 

measures 

15 4 

In the local self-governments in which the research was conducted, it can be stated that the 

provisions of national and provincial regulations adopted in connection with the epidemic of 

infectious diseases caused by the COVID-19 virus have been implemented, except in one local 

self-government (Apatin). In this regard, a negative response was noted. Also, in most local 

governments in the area of AP Vojvodina, it was determined that all legal provisions were 

applied, while shortcomings were noticed in five local governments. A similar situation was 

established with regard to the implementation of the legally prescribed procedure for the work 

of local self-government in the event of an epidemic. There is an unsatisfactory situation in a 

small number of local governments. Certain differences are also present in terms of the 

preparation of documents prescribed by the positive legal regulations of the Republic of Serbia, 

where some local governments did not compile the documents. A negative assessment 

regarding the procedure of amending documents was noted in a number of local self-

governments, as well as regarding the verification and approval of amended acts. 

Furthermore, in almost half of the analyzed local governments there was a lack of procedures 

for marking, collecting, registering, making available, disposing of, storing and arranging 

documents have been defined and established, while a far better situation was noted in 

determining obligations and responsibilities for all local government employees (in this case, 

only two local governments did not define obligations and responsibilities for their 

employees). It is interesting to mention that the largest number of analyzed local self-

government units did not ensure that employees sign a document confirming that they were 

informed with a signature about their obligations and responsibilities. 

In some local self-governments, no person has been appointed as a manager in emergency 

situations, while a positive attitude can be expressed regarding the competence of the persons 

who perform that job (a deficiency was noticed in one local self-government). What should be 

pointed out is that the representatives of a larger number of local self-governments pointed out 

the fact that the budgets of local self-governments did not provide sufficient funds for 

emergency training, and in many cases there were no records on training, qualifications, 

certificates, etc. required to perform special tasks. On the other hand, the largest number of 
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analyzed local governments provided efficient communication and clear division of 

responsibilities, as well as a communication system on the efficiency of the functioning of the 

work system. The research also showed that almost a third of the analyzed local governments 

are not ready to provide an adequate response to the emergency situation caused by the 

epidemic of infectious diseases, while in slightly less than half of the cases the commission 

formed by the head of the local self-government did not assess the damage caused by the 

epidemic. 

As far as economic entities are concerned, it has been determined that in most of the analyzed 

local self-governments, there are financial resources planned in the budget for the 

development, construction and execution of tasks of protection and rescue of property and 

persons of economic entities. A generally positive attitude can be expressed in terms of 

preventive measures implemented by the analyzed local governments in order to protect 

persons and property of economic entities from emergency situations. 

It is especially interesting to note that in more than half of the analyzed local self-governments, 

the Plan for the implementation of measures to prevent the occurrence and spread of the 

epidemic of infectious diseases has been adopted, but in many it is not, which is a fact that 

should worry the authorities. On the other hand, in almost all local governments, measures and 

activities have been taken to prevent the outbreak of an infectious disease, and employees are 

implementing preventive measures for safety and health at work. However, in connection with 

preventive measures for safety and health at work, it was noticed that in some local 

governments this has not been fully implemented. 

Finally, relatively good results can be seen in measures to protect against infection in the 

workplace, compliance with the procedure of entering and leaving the employer's premises, 

the use of prescribed means and equipment for personal protection at work and other protection 

measures during the work process. Special emphasis should be placed on Sremska Mitrovica, 

where very positive impressions were noted regarding the prevention measures from COVID-

19. The situation is relatively satisfactory in terms of social distance at the workplace, in a 

number of local governments the direction of movement of employees through work and 

auxiliary rooms and the like is precisely defined, and contacts of employees from the 

organizational unit where the employee was infected with other employees reduced to the 

necessary with the prescribed protection measures. 

In addition to all the above, it should be noted that the representatives of local governments 

pointed out good cooperation and communication with the provincial authorities, with the 

provincial headquarters for emergency situations, the Ministry of Internal Affairs of the 

Republic of Serbia (with which, of course, there was very intensive cooperation, especially 

during the state of emergency). , as well as with the Ministry of Defense. Of the Provincial 

Institutions, the most significant cooperation of the analyzed local self-government units was 

with the Provincial Government, the Provincial Secretariat for Health and the Provincial 

Secretariat for Regional Development, Interregional Cooperation and Local Self-Government. 

The fact that the analyzed local self-governments achieved intensive cooperation with the 

neighboring local self-governments and their emergency headquarters, as well as with the 

district emergency headquarters, should be highly praised. 

3. CONCLUSION 

Based on the above, it can be concluded that the analyzed local governments in the area of AP 

Vojvodina were not ready for emergencies caused by the epidemic of infectious diseases 

caused by the COVID-19 virus. This can be understood, because no country in the world is 

ready to welcome an epidemic of this magnitude. Therefore, even the crisis action plans do 
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not provide for adequate steps to respond to the emergency situation. Also, the problem in 

some local governments refers to the expertise of persons in charge of these tasks, while at the 

same time there is a lack of financial resources for training and development of responsible 

persons. This can be partly attributed to the insufficient awareness and misunderstanding of 

this issue among some managers in local self-governments. Although it can be stated that the 

analyzed local governments have achieved good communication with provincial and state 

authorities, problems have arisen in informing citizens about the pandemic of infectious 

diseases, especially in some local governments, and it was noted that some local governments 

lacked adequate equipment to fight the pandemic, which was overcome in the later stages of 

the epidemic. 

We should not ignore the fact that during the epidemic, a large number of violations of 

epidemiological measures were recorded, both by individuals and by economic entities, which 

made the situation even more difficult in some local governments. This was certainly 

contributed to by the incomplete implementation of existing regulations, but also by the lack 

of awareness among many citizens about the need for everyone to adhere to epidemiological 

measures. It seems that the situation has not been improved by a large number of fines imposed 

on violators of epidemiological measures, so there is a dilemma whether the prescribed 

penalties are adequate or should be further tightened. 

Having in mind the legal regulations that were passed in the Republic of Serbia and AP 

Vojvodina, one can take the general position that they are relatively good. The research showed 

that the analyzed local self-governments in the area of AP Vojvodina largely implemented the 

valid regulations of the Republic of Serbia regarding emergency situations caused by the 

COVID-19 virus. In the period after the pandemic, it is necessary to further improve crisis 

plans, especially in the part related to preventive measures and training of employees. 
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Abstract: The paper presents the possibility of improving the existing methods for risk 

assessment, by their combined application. The paper presents a combination of 

qualitative and semi-qualitative risk assessment methods, specifically the "Five Steps" 

method and the "Pilz" method. The steps of the combined method are explained, ie its 

application in risk assessment during the realization of one of the preparatory 

shootings from infantry weapons - preparatory shooting with a hand-held rocket 

launcher 64 mm M80 at number 5. The specifics of the combined "Five Steps-Pilz" 

method are primarily reflected in the risk assessment for activity, not for the workplace 

or the work environment. 

Key words: risk assessment, methods for risk assessment 

1. INTRODUCTION 

Risk assessment is a central (basic, basic) part of the risk management process, and consists 

of: risk identification, risk assessment and risk evaluation. The ISO-IEC 31010: 2019 standard 

defines methods for risk assessment, ie risk assessment techniques. Methods for risk 

assessment are divided into: qualitative, semi-quantitative and quantitative. Semi-quantitative 

methods are divided into: graphical, tabular and matrix methods. The "Five Steps" method 

belongs to the group of qualitative methods for risk assessment, while the "Pilz" method 

belongs to the group of semi-quantitative (tabular) methods for risk assessment. According to 

the ISO-IEC 31010: 2019 standard, there is no restriction in the context of combining methods 

from different groups. 

The military forces are the most massive part of the defence system of the Republic of 

Serbia. Missions and tasks of military forces are defined by strategic-doctrinal documents, and 

can be performed in peace, state of emergency or war. The specificity of the execution of 

activities for the realization of the tasks of the military forces imposes the need to use methods 

for risk assessment outside the defined methodologies of application, ie the definition of 

special procedures for the application of methods. One of the priority tasks of the military 

forces in peacetime is the realization of the training process, that is, the training of the military 

forces for the execution of previously defined missions and tasks. 

"Training is a more important peacetime task in the Army, because the successful execution 

of assigned missions and tasks in peace and armed conflict depends on its quality." [4] 

Preparatory shooting is a basic segment of the process of individual training of military 



26 

 

forces. Since it is an individual use of weapons with live ammunition in the execution of tasks 

under different temporal and spatial conditions, the realization of preparatory shooting is the 

starting point for the occurrence of risky (negative, harmful) events. Consequently, for the sake 

of a comprehensive approach (consideration of all initial mechanisms of occurrence of critical 

points) in the risk assessment in the implementation of preparatory shootings, it is necessary 

to improve the existing methods of risk assessment. By applying the combined "Five Steps-

Pilz" method in risk assessment in the implementation of preparatory shooting with a hand-

held rocket launcher 64 mm M80 (hereinafter HRL) on number 5, only one approach is given 

to improving existing methods for risk assessment in the training of military forces of the 

Republic of Serbia. 

The paper consists of three parts that give a complete overview of the application of a 

combined methods for risk assessment in the implementation of the basic segment of the 

process of training military forces. The first part of the paper explains the preparatory shooting 

of HRL on number 5. An overview of the methodology of the combined "Five Steps-Pilz" 

method for risk assessment is given in the second part of the paper, risk assessment in the 

performance of preparatory shooting HRL on number 5 presented in the third part of the paper. 

2. PREPARATORY SHOOTING WITH HAND-HELD ROCKET LAUNCHER 

64 MM M80 ON NUMBER 5 

"Shooting from infantry weapons is: preparatory, combat, shooting during a tactical exercise 

with combat shooting, commander's, shooting of special units and special purpose military 

police units, demonstration, shooting to test the accuracy and precision of weapons, control 

and experimental. Preparatory shootings are initial shootings from weapons. They are intended 

for training and acquiring knowledge, skills and habits in handling weapons, accurate and 

precise shooting of various targets in different conditions and preparation of performers, 

services, crews, teams and units for combat shooting" [6]. 

Execution of preparatory shooting can be divided into three phases: (1) preparation for 

shooting; (2) firing and (3) disengaging units. For the purposes of this paper, it is only the 

shooting phase is considered, ie the application of the combined method for risk assessment 

"Five Steps-Pilz" is presented only in the specified phase of the realization preparatory 

shooting with HRL on number 5. 

"Before each preparatory shooting, it is obligatory to perform immediate preparation for 

shooting, where the performers are retrained: in handling weapons, ammunition and shooting 

equipment, in the ways and rules of shooting programmed targets and training the performers 

in shooting procedures. Executors are prepared for shooting by platoon commanders and under 

the supervision of company commanders (batteries), and in military schools by teachers of 

weapons and military equipment. The preparation of the perpetrators for the execution of 

preparatory shootings can be carried out only by using the weapons from which they will be 

fired. The training of the perpetrators in the shooting procedures is generally performed on the 

shooting range or on the training ground, with the use of appropriate elements of shooting 

equipment" [6]. 

"Before carrying out preparatory shootings, the perpetrators are shown and informed: type of 

shooting, targets, distance to targets, time and manner of appearing targets, sight, aiming point 

(if necessary), type and amount of ammunition and manner of shooting individual targets, the 

direction for moving targets, speed of movement and the size of the overtaking, the shooting 

position and the conditions for assessment, or during the shooting they are issued shooting 

commands on the basis of which the perpetrators perform the fire task" [6]. 
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The conditions for shooting with the HRL on number 5 are: a) target of shooting – firing at a 

stationary target with a battle rocket; b) target type – spent tank; c) distance to the finish – 

200m; d) number of bullets – 4 rockets; shooting position – standing out of shelter; e) shooting 

time in seconds – unlimited; f) scores – hit the target with a score of excellent: 1, very good: 

2, good: 3, sufficient: 4 rockets [6]. 

During the execution of shooting with HRL on number 5, the shooting perpetrators must use 

antiphons or silencers during the shooting. Before entering the firing line, the ammunition 

operator provides four HRLs (rockets in a container) for each perpetrator. At the command of 

the shooting manager, the perpetrator goes to the firing position, takes the HRL and translates 

it into a combat position (full weapon). Shooting manager notices and shoots the 

target. Shooting manager repeats the action until he hits the target or consumes the approved 

number of HRLs (missiles). After the shooting is over, the servants return the launch tubes - 

empty containers to the ammunition operator [6]. 

3. COMBINED "FIVE STEPS-PILZ" METHOD  

In this part of the paper, the combined "Five steps-Pilz" method is presented, which consists 

of three phases, ie a description of each of the phases of application of the method. 

Consequently, here is presented the procedure for applying the combined method. 

Phase I: Hazard / Harm Identification 

Identification of hazards/hazards is the implementation of a detailed inspection of the premises 

for the implementation of the activities of the observed process, in order to assess all possible 

potential hazards/hazards. Since the processes of military forces are determined by time in this 

phase, it is important to focus on significant, and ignore minor dangers/harms. It collects 

information on hazards/harms by organizing interviews with all participants in the process and 

analysis of their observations. As very convenient tools can be used: guides, checklists and 

other documentation that can help identify hazards. This documentation must be prepared in 

advance based on the lessons learned, with a focus on data on injuries at work and occupational 

diseases that occurred during the implementation of the observed process in the previous 

period [2]. 

Phase II: Defining the endangered and the ways of injury 

For each identified danger/harmfulness, it is necessary to define who can be endangered 

(injured) and in what way (not by name but through the identification of groups). For each 

special case, determine the manner in which the injury may occur, how often the injury occurs 

and what type of injury or damage to health (occupational illness) may occur [3]. It is important 

to point out here that in the case when the working space (shooting range, training ground, 

training ground) is shared with other units or institutions, external influences should also be 

taken into account. It is very important to take into account the remarks and suggestions of the 

end users (participants) of the process. 

Phase III: Risk assessment and risk evaluation 

Risk assessment is performed using the form: 

R = P x F x C x N                       (1) 

where: 

P – probability of injury/illness; F – frequency and time of exposure to hazards/hazards; C – 

consequences of possible injury or illness; and N – number of persons exposed to 

dangers/harms. The value of these risk constituents is shown in Tables 1, 2, 3 and 4 [1]. 
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Table 1: Probability of injury/illness 

P – probability of injury/illness 

Level 
Numeric 

value 

Qualitative description  

of probability 

1 0,033 Almost impossible – possible only in extreme conditions 

2 1,0 Very unlikely, but still possible 

3 1,5 Unlikely, but it can happen 

4 2,0 It can happen, although it is unusual 

5 5,0 There is a chance that it will happen – 50% possible 

6 8,0 Probably – not a surprise 

7 10,0 Probably, you should expect to it happens 

8 15,0 Certainly – it will certainly happen 

Table 2: Frequency and time of exposure to hazards/hazards 

F – frequency and time of exposure to hazards/hazards 

Level 
Numeric 

value 

Qualitative description  

of frequency 

1 0,5 Presentation is rare – annual 

2 1,0 Presentation is monthly 

3 1,5 Presentation is weekly 

4 2,5 Presentation is daily 

5 4,0 Presentation is hourly – every hour 

6 5,0 Presentation is permanent 

Таble 3: Consequences of possible injury or illness 

C – consequences of possible injury or illness 

Level 
Numeric 

value 

Qualitative description  

of consequences of possible injury or illness 

1 0,1 Scratches, abrasions, bruises, etc. 

2 0,5 Cuts, lacerations, burns, etc. 

3 2,0 Fracture of smaller bones, minor illness - temporary 

4 4,0 Fracture of major bone diseases of weight - a temporary 

5 6,0 
Loss: the eye, the sense of hearing and extremities; permanent 

diseases 

6 10,0 Loss: senses of sight, multiple extremities; severe permanent illness 

7 15,0 Fatal injuries – fatal outcome 

Таble 4: Number of persons exposed to dangers/harms 

N – number of persons exposed to dangers/harms 

Level 
Numeric 

value 

Qualitative description of number of persons exposed to 

dangers/harms 

1 1,0 1-2 

2 2,0 3-7 

3 4,0 8-15 

4 8,0 16-50 

5 12,0 more than 50 

After including certain values of constituents in the form (1) and obtaining the results, the risk 

is evaluated as shown in Table 5. 
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Таble 5: Risk evaluation 

R – risk level 

Level 
Numeric 

value 
Qualitative description of risk level 

1 0-5 
Very low risk – no risk reduction 

activities required 

 

ACCEPTABLE 

RISKS 

2 6-50 

Low risk – no risk reduction 

activities required, but care should be 

taken to monitor whether the risk 

increases 

3 51-250 
Moderate risk – risk reduction measures 

need to be defined 

4 251-500 
High risk – urgent measures need to be 

taken to reduce the level of risk 
UNACCEPTABLE 

RISKS 
5 

more than 

500 

Very high risk – stop working 

immediately, until measures are taken to 

reduce the estimated 

Based on the above, it is clear that the first two phases were taken from the "Five Steps" 

method, while the third phase is actually a risk assessment and evaluation according to the 

"Pilz" method of risk assessment. The combined method represents an improvement of the 

existing “Pilz” method primarily from the aspect of collecting information on the activities of 

the process being performed, observed from the point of view of process participants, 

workspace and potential injuries/illness. 

4. APPLICATION OF THE COMBINED “FIVE STEPS-PILZ” METHOD  

When performing the preparatory shooting with HRL on number 5, observed in the context of 

a special process, there are activities that contain initial mechanisms of critical points, 

hazards/harms. In this part of the paper, only some of the activities are presented, and how a 

combined "Five steps-Pilz" method can be applied to them. 

Due to the determination in terms of the scope of work, only the results of the application are 

presented, and not the procedure of reaching them. In particular, the methods of obtaining 

information are not specifically described, ie the tools for collecting information are not 

presented. By applying the first and second phases of the combined "Five steps-Pilz" method, 

accurate, clear and precise information is obtained in terms of activities that can be factors in 

the formation of critical points. The first and second phases represent the focus in the 

application of the combined method, because the results obtained are the essence for risk 

assessment and evaluation, and therefore most of the time in the application of the combined 

method should be spent on the first two phases. 

Activities that may be factors in the occurrence of critical points (hazards/harms) are defined 

on the basis of the provisions of the Ordinance on the manner and procedure of risk assessment 

in the workplace and in the work environment. Consequently, the following (1) hazards have 

been identified: (a) working in confined spaces; (b) irregularities in taking a shooting 

position; and (c) the use of defective weapons; and (2) harmfulness: (a) noise when performing 

shooting; and (b) the shooter's fear [5]. Table 6 provides an overview of the vulnerable and the 

mode of injury for each of the activities. 
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Table 6: Results after application of phase I and II methods 

Activity Vulnerable The mode of injury 

Working in confined spaces 

Shooting 

perpetrators, 

manager and 

assistant 

manager of 

shooting 

Scratches, bruises, bruises, cuts, 

lacerations, burns, etc. 

Irregularities in taking a shooting 

position 

Cuts, lacerations, burns, etc. 

The use of defective weapons 

Cuts, lacerations, burns, etc.; 

possibility of fatal injuries – 

fatal outcome 

Noise when performing shooting 
Temporary hearing damage, 

possibility of permanent damage 

The shooter's fear 

Cuts, lacerations, burns and 

the like; possibility of fatal 

injuries – fatal outcome 

The obtained results are quantified through the third phase of the combined method using the 

form (1), and the obtained risk levels are evaluated using Table 5. Here it is important to 

emphasize that the frequency of injuries in preparatory shooting with HRL on number 5 can 

be observed only in the context of permanent exposure, because from the beginning of 

shooting there is a possibility of injury/illness of all participants in the process. Also, it is 

important to point out that if the product of an activity is several different injuries/illness, the 

most serious injury/illness from Table 3 is taken. The results of the third phase will not be 

presented here because the values of other risk constituents depend on specific supposition, ie 

specific organizational, spatial and weather conditions for shooting. 

5. CONCLUSION 

Due to the specifics of the implementation of military tasks (scarce information on: the 

procedure itself, the frequency of injuries, the number of vulnerable, etc.), or the working 

environment in which military personnel perform tasks, the ability to consider risk assessment 

for each job is reduced by applying some ISO-IEC 31010: 2019 defined 

methods. Consequently, activities within certain processes, ie tasks, which on the other hand 

incorporate different jobs, ie work environments, are considered. 

The paper presents only one of the possibilities of risk assessment by combining different 

methods for risk assessment. However, a common determinant for all types of methods for 

risk assessment is the collection of information, and the “Five Steps” method is one of the 

most acceptable procedures for obtaining information on potential hazards/harms, threats and 

injuries/ illness that may occur (ways and frequency of injuries/illness), so for the stated reason 

this method was taken as a kind of "preprocessor" of the "Pilz" method, and the "Pilz" method 

was taken for the reason that it represents one of the most comprehensive tabular methods of 

risk assessment. Consequently, by applying the "Five Steps" method, the existing procedure 

of applying the "Pilz" method was improved. 

From the presented example of application of the combined "Five steps-Pilz" method, the 

following can be concluded: (1) the activities are observed, and not the work space itself, ie 

the work environment; (2) activities are part of the process – preparatory shooting with HRL 

on number 5; (3) using the "Five steps" method, the "Pilz" method was improved; (4) activities 

represent the factors of occurrence of critical points, ie hazards/harms, and (5) correct 

application of the combined "Five steps-Pilz" method provides solutions for further risk 

treatment. 
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Abstract: It is certain that a major reset at the global level defines the framework in 

which Serbia must seek answers to the crisis caused by the pandemic of corona virus. 

The pandemic of infectious diseases brings with it consequences in other spheres of 

community life and represents interdependence, complexity and uncertainty as an 

element of life and work at the level of local self-government and beyond. In the paper 

main focus is on the challenges in managing and organizing the local self-governments 

and securing the safety and efficiency of business sector. The sample of surveyed 

subjects is 17 local self-goverments crisis headquarters from AP Vojvodina. This 

research study has been supported by The Provincial Secretariat for higher education 

and scientific research, no. 142-451-3077/2020-01, A model of the functioning of local 

self-government in the conditions of an emergency situation caused infectious disease 

epidemic, projects of special interest to sustainable development in AP Vojvodina. 

Keywords:  local self-government, knowledge management, economic development, 

employment 

1. INTRODUCTION 

According to OECD Policy Responses to Coronavirus (COVID-19) - The territorial impact of 

COVID-19: Managing the crisis across levels of government (2020): The COVID-19 crisis 

has a strong territorial dimension with significant policy implications for managing its 

consequences. Two central considerations for policy makers are:1. The regional and local 

impact of the crisis is highly asymmetric within countries. Some regions, particularly the more 

vulnerable ones, such as deprived urban areas, have been harder hit than others. Certain 

vulnerable populations, too, have been more affected. In economic terms, the impact of the 

crisis is differing across regions, at least in its initial stages. Differentiating factors include a 

region’s exposure to tradable sectors, its exposure to global value chains and its specialisation, 

such as tourism; 2. Subnational governments – regions and municipalities – are responsible 

for critical aspects of containment measures, health care, social services, economic 

development and public investment, putting them at the frontline of crisis management. 

Because such responsibilities are shared among levels of government, coordinated effort is 

critical. 

One of the important results and effects of this research is the basis for activating existing 

multi-level coordination bodies of local self-governments that bring together subnational 

government representatives to minimise the risk of a fragmented crisis response. Supporting 

and providing the cooperation in crisis management across local self-governments and regions 

https://www.oecd.org/coronavirus/en/policy-responses
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to help minimise disjointed responses and competition for resources.  The circumstances in 

inter-regional or inter local self-governent collaboration in procurement especially in 

emergency situations should be better by sharing informations and experience. The 

consequences are reduced by formation of unified system of information and communication, 

the usage of e-government tools and digital innovation to simplify, harmonise and accelerate 

procurement practices at local self-government level. 

2. THE CIRCUMSTANCES AND CONSEQUENCES FOR BUSINESS 

ENTITIES AT THE LEVEL OF LOCAL SELF-GOVERNMENT IN AN 

EMERGENCY SITUATION CAUSED BY A PANDEMIC 

The impact of emergency situations on the business of economic entities is a topic on which 

very little attention is paid in the Republic of Serbia, in contrast to developed European 

countries [1]. The topic of protection of economic activities of Serbia in emergency situations, 

regardless of many initiatives, is not sufficiently recognized as an interdisciplinary problem 

whose solution requires careful analysis and application of adequate measures in practice [2]. 

In the Republic of Serbia, ie the AP Vojvodina, the scope of partnership between the state and 

private capital owners is still low, but there are several positive examples, especially in 

emergencies, where this sector has played a significant humanitarian role [3]. At the level of 

the AP Vojvodina, Provincial Secretariat for Economy and Tourism announced several public 

competitions for grants to economic entities for co-financing projects in tourism in APV in 

2021 - procurement of machinery and equipment and introduction of technological innovations 

in the promotion and operation of touristic and catering facilities. In Table 1 we can see the 

answers to the set of subgroups of questions related to business entities in epidemic crisis, 

collected from 16 local self-governments located in AP Vojvodina.  

Table 1: Endangerment of business entities due to the consequences caused by the epidemic 

of infectious diseases 

Serial 

number 
Claims (sub-groups of conditions) Yes No 

1. 
business entities based in the territory of local self-government are 

endangered by an epidemic of infectious diseases 
18 1 

2. 
the threat of business processes caused by the epidemic occurs in 

the interval of 3-4 years 
4 15 

3. 
the threat of business processes caused by the epidemic occurs in 

the interval of 4-6 years 
5 14 

4. there is a database of epidemic business losses 3 16 

5. small and medium enterprises are also affected 16 3 

6. 

communication between the competent local self-government 

services and the harmonization of their obligations and tasks are at 

a satisfactory level 

17 2 

7. there are not enough primary health care facilities 4 15 

8. 
the existing equipment in the health institutions is in a satisfactory 

condition 
14 5 

9. 
there are not enough funds to replace obsolete equipment in health 

facilities 
14 5 

10. 
there is not a sufficiently developed awareness of the population 

about the needs of disease prevention and health care 
14 5 

11. the epidemic endangered the lives of the population 15 4 
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Serial 

number 
Claims (sub-groups of conditions) Yes No 

12. the epidemic endangered the health of the population 18 1 

13. 
the epidemic endangered the activities of business entities 

(reduction of turnover, income and profit) 
12 7 

14. the epidemic threatens the employment of the population 18 1 

15. the epidemic threatens the functioning of economic system 14 5 

16. 
the epidemic threatens the infrastructure for electricity supply and 

telecommunications 
2 17 

17. 
there is cooperation and exchange of information with neighboring 

countries 
5 14 

18. 
the duration of the emergency in the event of an epidemic is 1 to 2 

weeks 
5 14 

Conditions that are prominent in consequences caused by epidemic when we observe business 

entities which operates at the areas of 16 examined local self-government in AP Vojvodina 

are: business entities based in the territory of local self-government are endangered by an 

epidemic of infectious diseases; there is no database of epidemic business losses; small and 

medium entrerprises are most affected, large business entities are medium affected; public 

entreprises are modestly affected; communication between the competent local self-

government services and the harmonization of their obligations and tasks are at a satisfactory 

level; there is a sufficiently developed information infrastructure between the competent 

services; there are a sufficient number of primary, secondary and tertiary health care facilities 

in operation; the existing equipment in the health institutions is in a satisfactory condition; the 

epidemic endangered the health of the population; the epidemic threatens the employment of 

the population; the epidemic threatens the functioning of economic system.  

The Decision (EU) 2019/420 of the European Parliament and the Council, states that training, 

research and innovation are key aspects of cooperation in the field of civil protection. In order 

to enhance the efficiency and effectiveness of training and exercises in the field of civil 

protection, to promote innovation and dialogue, and to improve cooperation between national 

bodies and services of the Member States in charge of civil protection, a Union Civil Protection 

Knowledge Network needs to be established. This network should build on existing structures, 

including centers of excellence, universities, researchers and other professionals, young 

professionals and experienced volunteers in the field of emergency management. Additional 

cooperation with and training in international training, research and innovation organizations 

should be strengthened, if possible, include third countries [4]. 

2.1. Strict measures or decreasing measures – economic survival or potential 

development 

The conditions that stand out in the consequences caused by the epidemic when we look at 

businesses operating in the area of 16 surveyed local governments in AP Vojvodina are: 

businesses based in the local government are at risk of an epidemic of infectious diseases; there 

is no database on business losses as a result of the epidemic; small and medium enterprises are 

most affected, large businesses are medium affected; public enterprises are modestly affected; 

communication between the competent local self-government services and harmonization of 

their obligations and tasks are at a satisfactory level; there is a sufficiently developed 

information infrastructure between the competent services; there are a sufficient number of 

primary, secondary and tertiary health care institutions; the existing equipment in health care 
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institutions is in a satisfactory condition; the epidemic endangered the health of the population; 

the epidemic threatens the employment of the population; an epidemic threatens the 

functioning of the economic system. 

The crisis caused by the coronavirus pandemic has put governments around the world in 

difficult compromises when it comes to decision-making and the organization of all levels of 

government in the context of facing constant uncertainty about the security, health, economic 

and social challenges they face. In the first three months of 2020, the new coronavirus 

developed into a global pandemic. Schools and universities will close in the spring of 2020 for 

more than a billion students of all ages. By November 2020, the pandemic had spread to almost 

all countries and affected more than 50 million people worldwide, resulting in more than 1.25 

million deaths so far. More than half of the world's population has experienced locks with 

strong restraint and restraint measures - for the first time in history that such measures are 

applied on such a large scale. 

All economic sectors and industries have been affected by disrupted global supply chains, 

weaker demand for imported goods and services, declining international tourism and declining 

business travel. Measures to combat the spread of the virus have particularly affected the SME 

sector and entrepreneurs. Unemployment and the number of people forced to seek state aid 

have increased dramatically. Many countries have "stepped out" of virus control measures to 

mitigate the impact of the economic crisis only to face the growing wave of cases in the fall of 

2020, jeopardizing the recovery of the health system and further endangering human health. 

The exit strategy from the crisis was not linear, with possible strategies to stop and control the 

virus until the vaccine was available to a significant number of people, and still not when we 

consider the emergence of new strains of coronavirus. 

During the state of emergency, local governments took proactive initiatives to provide social 

support to the vulnerable population [5]. The covid-19 crisis is likely to generate a large drop 

in local government revenues. This would result from a decline in tax revenues, user fees and 

charges, and revenues from physical and financial assets. The impact on local financial 

management will depend on the combination of these sources of revenue. In countries where 

local governments are mainly financed by central government transfers (eg Estonia, Lithuania, 

Mexico, Slovakia), the negative impact may be small, especially if the central government 

decides to maintain or even increase their level to help local governments to deal with the 

increased costs resulting from the crisis. However, in some countries, especially federal ones, 

where most transfers to local governments come from state governments, there are some 

concerns about the ability of states to sustain their transfers [6]. 

3. CONCLUSION 

Research on this topic, in principle, has not been conducted in the segment related to the 

epidemic of communicable diseases, and in particular there are no scientific results from the 

sphere of functioning of local self-government in such a situation. Data are not systematized 

and should be collected and processed to serve in model formulation. The results of the 

research will contribute to the development of the functioning of local self-governments in 

various types of events in the functioning of emergency situations. at the same time, the 

scientific fund in the field of security sciences and applied economics and the development of 

scientific research methodologies will be enriched. In practical terms, the problem of efficient 

functioning of local self-government in the conditions of an epidemic of infectious diseases is 

solved. Within the model, a local government crisis plan will be implemented, which is the 

basis for creating the model and checking its functioning. Also, the existing emergency 

response plans caused by the epidemic of infectious diseases need to be compared with the 

existing regulations, and the existing regulations should be strictly applied. Given the rather 
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negative experiences related to the implementation of epidemiological measures, solutions 

should be sought in the tightening of penal policy. As far as the Autonomous Province of 

Vojvodina is concerned, in January 2021, the statistics show that the growth of industrial 

production is recorded by 2.2% year on year. The total value of foreign trade in January 

amounted to 970 million euros, and exports amounted to €484.7 million, which is an increase 

of 3.2% compared to exports in January 2020. It is very important to determine the 

organization of industries, private sector operations in Vojvodina, as well as cooperation at the 

level of local self-government after the pandemic, the experiences of European regions and the 

real consequences of the Covid-19 pandemic, as well as initiating further sustainable measures 

to overcome negative economic and all other consequences for our economy and society. 

Given the unprecedented multiple nature of the coronal virus and covid-19 pandemics, and 

based on comparisons with past crises, including the 2008-2009 financial crisis, the scale of 

action of aid measures has significant limitations. The coronary virus pandemic and the covid-

19 disease proved to be unique in this period of market shock on the supply and demand side, 

as well as its impact on entire generations and the entire population, on all industry sectors in 

all regions of the world. Uncertainty is also much higher than in earlier crisis periods and 

supply and demand disruptions. Governments have faced difficult decisions and trade, a 

balance between governance and the pursuit of economic recovery, and mitigating the effects 

of other waves of the virus. As already mentioned, the crisis caused by the corona virus 

pandemic has a strong territorial dimension with significant political implications for 

managing its consequences in the local framework of unequally developed and equipped 

regions and municipalities. 
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Abstract: The flood event is a frequent occurrence in Serbia. The damage caused by 

flood events can be very severe therefore; it is necessary to prepare and engineer works 

and measures for flood protection. One of the ways to plan for flood protection is to 

produce and design flood hazard maps and flood risk maps. The aim of this paper is to 

present the procedure and manner of designing flood hazard and flood risk maps for 

potentially significant flood areas. It explains the procedure for designing the maps in 

detail, as is prescribed by the Rulebook on determining the methodology for designing 

flood hazard and flood risk maps. Conclusions based on flood hazard and flood risk 

maps are the basis for flood risk assessment as well as for planning and implementation 

of measures in flood risk management and flood protection.  

Key words: flood, flood hazard maps, flood risk maps, flood risk management 

1. INTRODUCTION 

This paper presents a description of the development flood hazard maps and flood risk maps 

in Serbia. The methodology for making these maps is defined by the Rulebook [6] that is forsed 

2017. Bearing in mind that Serbia is in the process of joining the European Union and that the 

harmonization with the recommendations prescribed in the European legislation is being done, 

the second chapter briefly describes the content of the directive on flood risk assessment and 

management. Chapter three is dedicated to the process of making flood hazard maps and flood 

risk maps in Serbia. Special attention is given to the digital terrain model and data collection 

in order to define risk receptors.  

2. FLOODS IN SERBIA 

In relation to other natural disasters such as earthquakes, droughts, storms and others, floods 

are the most common disaster on the territory of SerbiaFlood events are recorded at least two 

or more times a year at several locations, and simultaneous flood events occur at several 

locations in Serbia. Flooding not only causes damage to human life and health, but also has 

long-term consequences for the economy and social problems in society. For these reasons, 

the attitude towards this disaster in Serbia is quite developed. 

The fight against floods has long been based on the implementation of flood defenses and 

repairing damage after floods. The implementation of flood defense was mostly passive, that 
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is through constructed water facilities for flood protection. Thus, to date, and according to the 

latest data collected for the development of the national operational plan [5] flood defense for 

2021, 356.9 km of embankments, 25772km of canal network and 58 reservoirs participating 

in the reduction of floods on first-order waters have been built. It can be said that the existing 

system is imposing and consists of regulatory and protective water facilities, shown in Figure 

1. 

In modern times, a new trend of flood defense, ie the trend of flood risk management, has been 

established. This means that it is necessary to use modern knowledge and recorded data on 

floods in order to timely and appropriately predict the occurrence of floods. All this in order 

to prepare adequate measures and activities in order to react when there is a need for it. The 

process of flood risk management is not at all simple or time-limited, but very much 

demanding and cyclical. The cycles are set for a period of six years [8]. 

 
Figure 1. Water facilities for flood protection on first order waters 

Source: Preliminary flood risk assessment for the territory of the Republic of Serbia [7] 

Three segments are ientified in the flood risk management process: 

1. Preparation of a preliminary flood risk assessment 

2. Flod hazard and flood risk maps and  

3. Development of a flood risk management plan 

Preliminary flood risk assessment identifies significant flood areas. Flood hazard maps and 

flood risk maps are prepared for each identified significant floodplain. Based on the 

conclusions derived from the preliminary flood risk assessment and the conclusions derived 

on the basis of maps, the development of a flood risk management plan is approached. This 

procedure is defined by our regulations as well as Directive 2007/60 / EC on the assessment 

and management of flood risks).   
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3. EU DIRECTIVE REQUIREMENTS ON FLOOD RISK ASSESSMENT AND 

MANAGEMENT 

Activities aimed at achieving a common flood risk management policy have a legal basis 

within the "binding guidelines" prescribed through the term "Directive", which is also accepted 

in Serbia. The Directive of the European Parliament and Council on floods is called Directive 

2007/60 / EC on the assessment and management of flood risk.  It contains eight chapters. This 

paper will deal separately with the third chapter. Chapter III is devoted to flood hazard maps 

and flood risk maps. 

Foor developing the flood hazard maps the Directive provides guidelines and 

recommendations for the following scenarios: 

- floods with a low probability, 

- floods with a medium probability 

- and if necessary, floods with a high probability. 

For each of the scenarios, it is mandatory to show the water notch line or flood reach, water 

depth or water level and, where possible it has been proven very useful to display the water 

flow and flow rate. Flod risk maps shows possible damages on the protected values in relation 

to the adopted scenarios. Protected values in this case: 

- number of potentially vulnerable residents, 

- types and scope of economic activities, 

- facilities that are a source of pollution and belong to plants that require an integrated permit 

and more. 

For floods originating from groundwater or seawater, maps can only be made for the low 

probability flood scenario or the extreme event scenario. 

Flood hazard maps and flood risk maps are the basis for further action in order to develop a 

flood risk management plan. is the basis for further action in order to develop a flood risk 

management plan. 

For example, the European Commission's website (Joint Research Center Data Catalog [9]) 

shows flood risk maps for the whole of Europe. The maps are available in raster format Geotif 

with a resolution of 100x100m, and were made for frequency of flood return period 10 to 500 

years. 

 
Figure 2: Danube endangerment map (sector from Bačka Palanka to Novi Sad) 

Source: http://www.icpdr.org/icpdr/static/dfr-maps/DanubeFloodRiskMap37.pdf [10] 

http://www.icpdr.org/icpdr/static/dfr-maps/DanubeFloodRiskMap37.pdf%20%5b10
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Another illustrative example flood hazard map (Figure 2.) and flood risk map (Figure 3.) is an 

example of maps for the Danube River Basin made through the International Commission for 

the Protection of the Danube River. (ICPDR)1. 

Figure 2 (Danube sector from Backa Palanka to Novi Sad) shows a red line in the notch water 

flooding for return period of 100 years. The blue-colored area that crosses the red line is a flod 

of return period of 1000 years. Shades of blue represent the depth of water in the range of 0.5 

m to over 4 m 

The following Figure 3 shows a flood risk map on the same section of the Danube. By 

determining the magnitude of the extent of flood risk to human health, property, industry, 

agriculture, etc., the map assumes flood damage in the extreme event scenario. 

 
Figure 3: Danube risk map (sector from Bačka Palanka to Novi Sad) 

Source: http://www.icpdr.org/icpdr/static/dfr-maps/DanubeFloodRiskMap37.pdf [10] 

In shades of orange, the levels of damage to risk for the population are assumed, in purple for 

industry, yellow shades represent low and high damage to agriculture and forests, while green 

represents all other damages of other risk receptors. 

4. PROCEDURE FOR MAKING FLOOD HAZARD MAPS AND FLOOD 

RISK MAPS IN SERBIA 

Making flood hazard maps and flood risk maps is preceded by the preparation of a preliminary 

flood risk assessment. This is important to emphasize because the output of the preliminary 

flood risk assessment is the determination of significant flood areas.  

According to the Ordinance [6], the definition of a significant flood area is "Significant flood 

area is a flood area where significant flood risks exist or may occur." Mapping is mandatory 

for every significant flood area. The methodology for making maps is prescribed in the 

                                                 
1 On January 30, 2003, the Federal Republic of Yugoslavia ratified the Convention on the Protection of 

the Danube River and passed a Decree on the promulgation of the Law on the Convention on Cooperation 

for the Protection and Sustainable Use of the Danube River. By promoting and coordinating sustainable 

and balanced water management, including protection, improvement and rational use of water in the 

countries and populations of the Danube Basin, ICPDR realizes its mission by adopting recommendations 

for water quality improvements, developing flood and accident control mechanisms. By agreeing on a 

standard in the field of emissions, as well as by ensuring that the agreement is reflected in the national 

legislation and its application, but also in the water management policies of the Danube basin countries. 
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Ordinance on determining the methodology for making the flood hazard maps and flood risk 

maps with the methodology for making flood hazard maps and flood risk maps which is in 

force since 2017. 

4.1. Flood hazard maps  

One of the basic bases for work is the base itself, ie the digital model of the terrain, on the 

precision of which the results of making maps depend. It would be ideal to use, if possible, the 

processed data obtained by recording with LiDAR technology. In this way, a digital model of 

high-precision terrain is provided. One of the main advantages of this technology is the 

collection, processing and delivery of data in digital format shown as a point cloud.  

The point cloud is usually stored in ASCII format [11] (ASCII fromat determines the 

relationship between bit sets and written language characters, which allows a digital device to 

exchange data, process and store character data). The point cloud can be loaded into a number 

of specialized software tools, most often in GIS applications. The point cloud is a raw data 

from which a digital terrain model in raster format (tiff, ecw, jpeg and others) is obtained by 

processing.  

Processing involves the classification of points into those that make up the terrain, buildings, 

low and high vegetation, which are then converted into raster (grid or tin). As for Serbia, the 

Serbian Army has a LiDAR device used for military and non-military recordings. Apart from 

the Serbian Army, the device is also owned by private companies. GIS software is widely 

present in our area. 

In addition to LiDAR recording technology, photogrammetric recording is also an extremely 

useful method. The result of this recording is raster data from which a digital terrain model is 

obtained by processing. The limitations for this type of recording are the weather conditions, 

as well as the off-vegetation period in which it is possible to make recordings. 

If there are no recordings, available (free) digital terrain models of larger resolution (30 x 30) 

m, (45x45) m, (90 x90) m) can be used, or more detailed recordings can be ordered whose 

price varies in relation to quality, resolution and accuracy of data. 

The following picture (Figure 4) shows the Kolubara basin with LiDAR recording coverage, 

as well as a comparative presentation of a digital terrain model at a resolution of 30 x30 m (1b, 

2b and 3 b) and a terrain model with a resolution of 1x1 m recorded by LiDAR (1a, 2a and 

3a). 

Based on Figure 4, it is easy to determine the difference in the accuracy of the data obtained 

by some other recording in relation to LiDAR recordings. The cross section on the profile of 

the river Ljig in the zone of the settlement Petakovac has a resolution (1m x 1m) and contains 

more precise information about the contours of the terrain as opposed to the same profile drawn 

from the digital terrain model with a resolution of 30 x30 m. 

With the help of GIS terrain intersection operations, characteristic transverse and longitudinal 

profiles of riverbeds and banks necessary for hydraulic calculations can be obtained, and this 

requires high resolution DTM [2], which is obvious in the above-mentioned example. 

The following are introduced on the substrate: the main riverbed, inundation, water structures 

(embankments, bridges, culverts and other structures that have an impact on the high water 

regime). 

In addition to recording and preparing a digital terrain model, it is necessary to provide cross-

sectional profiles of watercourses in order to approach hydrological and hydraulic modeling. 
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In order for the modeling results to be acceptable, validation and calibration is performed, 

which aims to achieve acceptable differences between the water levels obtained by modeling 

and those read on the flow curve. Even in the case of validation and calibration, it is desirable 

to have an accurate digital terrain model, because although the rough resolution DMT has a 

relatively reasonable accuracy, extreme differences can be up to ± 7m, which makes the 

calibration procedure extremely uncertain 

 
Figure 4: Kolubara basin, left LiDAR technology, right DTM (30x30) m 

Source: Study of improving water protection in the Kolubara river basin, 

http://studijakolubara.srbijavode.rs/home/ 

Flood hazard map shows the line of the flood reach according to the selected scenario, which 

represents the boundary of the flood area. The boundaries of the floodplain are determined by 

hydraulic calculation using a line and / or flat flow [8]. It is recommended that the boundary 

of the real flood area be shown with a blue line and the boundary of the potential flood area 

with a yellow line. 

Water depth is shown in four classes: 

-depth up to 0,5 m, 

-depth up to 0,5 do 1,5 m, 

-depth up to 1,5 do 4 m i  

-depth over 4 m. 

http://studijakolubara.srbijavode.rs/home/
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The depth of the water is shown on the map in shades of blue, in the case of a real flood area. 

Darker blue represents greater depth. In the case of a potential flood area, the depths are in 

shades of yellow. 

4.2. Data collection and inventory 

Data collection is a very extensive and demanding job. In addition, the collected data are often 

heterogeneous, in different formats, incomplete, uneven and often take a long time to format 

into the required form. 

To create maps, it is necessary to obtain the following information, especially about:  

- population (by age and sex), 

- facilities where vulnerable groups of the population live, which refer to schools, hospitals, 

homes for the    elderly (with information on the capacity of these facilities), 

- infrastructure facilities (roads of the 1st and 2nd order , local roads, railways, bus and train 

stations, airports, ports), 

- energy infrastructure (gas pipelines, oil pipelines, product pipelines, heating pipelines, 

substations, etc.), 

- telecommunications infrastructure, 

- water facilities (embankments, canals, dams and reservoirs, springs, wells, pipelines, 

collectors, reservoirs, drinking water treatment plants, wastewater treatment plants and other 

facilities), 

- plants that are subject to the issuance of an integrated permit as well as plants in which the 

storage, use or handling of hazardous substances is performed, the so-called SEVESO 

facilities, 

- municipal and solid waste landfills, 

- mines and tailings dumps, 

- cultural monuments and sacral buildings, 

- land under agricultural crops and forests, 

- and other relevant information 

Data are collected from competent bodies and institutions such as the Serbian Republic 

Hydrometeorological Service, the Republic Geodetic Authority, the Statistical Office, the 

competent ministries for water management, emergency situations, transport and traffic, 

infrastructure, environmental protection and others. 

In addition, the availability of resources and costs play a significant role in data collection. The 

collected data are processed using geographic information system tools with mandatory 

metadata indicating the data source, their accuracy and date and stored in the water information 

system database. 

4.3. Flood risk maps  

Flood risk map is a cartographic representation of a flood area in a specific flood scenario with 

data on possible harmful consequences of the flood on human health, environment, cultural 

heritage, economic activities and other information relevant to risk management. 

The production of maps is in the competence of public water management companies, 

"Srbijavode" and "Vode Vojvodine". The cycle of making maps is shown by the model in 

Picture 5. The maps are updated every six years. 

It is prescribed [6] that the maps be available to the public through the internet portal of the 

water information system. 
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The maps show the protected values that are at risk. Graphic icons - the display is not specified 

in the Rulebook, but it is fairly uniform with a logical display, a figure of a man representing 

a certain number of the population in the observed location that is at risk. 

 

 

 

          

WIS 

 
Figure 5: Simplified view of the mapping cycle 

The following picture (Figure 6) illustrates some of the symbols that can be used on flood risk 

maps. 
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Figure 6: Illustrative examples of how a risk receptor can be marked on a risk map 

The number of people at risk shown in Picture 10 is indicative. The numerical data is adjusted 

depending on the map that is made and the number of hours at risk. In practice, there are 

examples that the dimension of an icon representing a person may represent the number of 

persons at risk. The icon that refers to the hospital is a well-known and used sign in other 

sciences, as well as the sign of the highway, railway and other. 

5. MAP REVIEW 

The map review cycle is determined by the Floods Directive as well as the Water Act. 

According to the Floods Directive, EU member states were obliged to make risk maps and 

flood risk maps by December 22, 2013, and to review and possibly update the maps by 

December 22, 2019 [1]. 

In the Law on Waters [8], the provision that defines the period of review of maps reads: 

"Review, and if necessary, amendment of the threat map and flood risk map is performed by 
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a public water management company, after the expiration of six years from the day of their 

production". 

For the time being, there are no officially made maps in the Republic of Serbia that are 

available to the public. However, that does not mean that no maps have been made. Flood 

hazard maps and flood risk maps were made through different projects funded from different 

sources. The maps were made on the basis of available and available data at a given moment, 

so that the quality and accuracy of the data is diverse. The most recent project that has as a 

component the production of vulnerability maps and flood risk maps is IPA 2014-2020 [4] and 

the results of this project are in the final phase. 

6. CONCLUSION 

The importance of producing flood hazard maps and flood risk maps is invaluable from the 

aspect of information on the coverage of the area endangered by floods and the aspect of 

protected values that are at risk in that area. The process of making maps is not simple because 

it requires a considerable amount of edited and systematized data, but it is not impossible. As 

far as the Republic of Serbia is concerned, although flood hazard maps and flood risk maps 

have not been completed at this time, they are in the final phase. 

Our legislation defines that a public water management company produces flood hazard maps 

and flood risk maps in the territory of its jurisdiction, but that does not mean that the 

responsibility is only on them, because in this process everyone has their role, from the 

engineer who prepares the substrate and performs risk analysis. , to risk receptor processors, 

planners implementing a hazard mitigation plan to individuals who may be a factor in the flood 

risk reduction process.  
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Abstract: Over the last few decades, there has been an increased interest of the 

academic and professional community in natural disasters and the possibilities of 

managing the risk of disasters. Beginning in 2020, the increased attention of the 

community is conditioned by the spread of the COVID 19 pandemic. It is the most 

widespread pandemic that produced a global crisis and put humanity to the severe test, 

especially in terms of the functioning of educational systems. Almost "overnight", the 

educational institutions were closed and switched to online learning. The pandemic 

further emphasized the role and importance of preparing teachers for disasters and 

emergencies. Our paper draws attention to the problems and possibilities of preparing 

teachers for emergencies, their role in managing the risk of natural disasters and 

emergencies, with special reference to the specifics of teacher training in the context of 

the current COVID-19 virus pandemic. 

Keywords: disaster, emergency, teacher training, competencies. 

1. INTRODUCTION 

Each year, millions of people all around the world lose the possibility to meet basic existential 

needs and to exercise basic human rights due to different emergencies. Emergencies are states 

that “are declared by a supervising body when risks, threats or developed consequences for the 

population, environment, material and cultural goods are of such volume and intensity that 

their occurence or consequences cannot be prevented or eliminated by regular action of 

supervising bodies and services, which is why there is a need for special measures, forces and 

resorts, as well as an enhanced work regime, in order to achieve their mitigation and 

elimination” [35]. Given the fact that all emergencies, excluding wars, usually appear as a 

consequence of disasters, emergencies are often reffered to as disaster consequences in the 

literature [14]. A disaster is “a negative event or sequence of events with the most severe 

consequences for people, nature, objects, economy and society” [10]. 

Human casualties and economic consequences of disasters have grown enormously in the last 

few decades. At the end of the 20th century the number of endangered populations has tripled 

in comparison with the last three decades, while realistic indicators show that the economic 

losses were 5 times higher in the 90s than in the 70s [19]. By the end of 2006, over 65 million 

people have been displaced due to conflicts, violence and/or persecution, and over 19 million 

due to natural disasters [4]. Natural disasters represent a constant threat to global community 

– “they are unaware of political conditions, state of economy or nation borderlines” [10], and 

can be defined as sudden, often unpredictable harmful events that occur as a consequence of 

natural processes on Earth and disrupt human activities significantly. They can be classified 

into geological (earthquakes, volcanic eruptions, landslides), hydrological (floods, tsunamis) 

and meteorological (cyclones, hurricanes, droughts). Natural disasters also include epidemics 
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[4] which are reffered to as biological disasters1. It is the direct and permanent impact they 

have on people that transforms natural events into disasters [4], just like in the case of currently 

actual COVID-192 pandemic, whose consequences are reflected in a large amount of human 

losses, economic repercussions and increased poverty [2]. Educational systems all over the 

world have also suffered from the consequences: COVID-19 pandemics has caused the biggest 

educational system disorder in the history, affecting almost 1.6 billion students in over 190 

countries, on all continents [23]. 

Disorders in the functioning of certain parts of the education system or, in heavier cases, the 

education system as a whole, that occur as a result of emergencies of different nature, make 

the possibility for regular schooling, and education in general, questionable, and therefore, the 

right to education, as a basic human right3, is especially endangered during a state of 

emergency4. The most endangered part of population during emergencies are certainly 

children. Millions of children and displaced youth have lost the possibility for regular 

schooling and education due to emergencies. Given that child care is natural and 

understandable, meeting children’s needs in emergencies means giving them even more 

attention. Taking care of food and other child’s needs are the highest priority tasks of all 

humanitarian organizations during emergencies. The right to education is a basic human right, 

as well as a means for meeting basic rights to life and health protection. It can therefore be 

seen as the fourth pillar of support in providing humanitarian assistance to the victims of 

conflicts and natural disasters, alongside the provision of food, health services and 

accomodation [14]. 

2.  DISASTERS, EMERGENCIES AND THE NEED FOR EDUCATION  

Education in emergencies is defined as “a set of linked project activities that enable structured 

learning to continue in times of acute crisis or long-term instability” [11]. The importance of 

such education is shown not only in its contribution to achieving the right to education, but 

also in the way it helps “normalize” the environment and helps children in dealing with the 

psychological impact of the disaster [26], which is why it can be seen as an important healing 

instrument and the primary means of protection and assistance to traumatized people [14]. 

Furthermore, the benefit of such education is seen in the fact that “education restores an 

element of hope: it is forward-looking and constructive (…)”, as stated by Sinclair [17]. 

Education, alongside other types of assistance during emergencies (shelter, water and 

sanitation, health protection, food), strengthens children’s morality in dealing with disasters. 

                                                 
1 Biological disasters appear as a result of living beings being exposed to bacilli and poisonous 

substances. Aside epidemics, biological disasters include insect infestations, animal stampedes 

etc. [10]. 
2 COVID-19 is an infectious disease caused by a newly discovered coronavirus known as the 

coronavirus of severe acute respiratory sindrome 2 (SARS-CoV-2). First cases of Covid-19 in 

humans were discovered in the Chinese city of Wuhan in December 2019 [33], and global 

expansion of the virus and thousands of death cases led the WHO to declare a pandemic on 12 

March 2020 [2].  
3 Education is a basic human right, as enshrined in the 1948 Universal Declaration of Human 

Rights, the 1960 Convention against Discrimination in Education, the 1989 Convention on the 

Rights of the Child and the 1951 Refugee Convention [32]. 
4 The right to education is significantly endangered in the case of conflicts, natural disasters 

and other crises (e.g. epidemics). Thus, it causes a great threat to achieving one of the global 

goals of sustainable development (SDG 4), which requires to ensure inclusive and equitable 

quality education and to promote lifelong learning opportunities for all [13]. 
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In short terms, the role of education is in meeting basic needs of children, but in long terms it 

helps to reduce children’s vulnerability to disasters and to build a new life after it [11]. In other 

words, the availability of education also means the availability of care. As stated by Vaccarelli: 

“where there is education, we find the idea of care and the practices of care” [30]. In the context 

of emergencies, care isn’t just medical or psychological – there is also a possibility of a 

systemic and systematic intervention on subjects considered in their individuality, social 

relationships, educational institutions, and communities [30].  

Given that education has a key role in the development of children, it is especially important 

to have quality education available during emergencies. Education is also “providing structure 

and a sence of normalcy in fluid environments” [27], which is necessary in order to maintain 

or restore children’s well-being. A significant support in creating the feeling of well-being 

comes from educators – teachers in formal classrooms, instructors in non-formal learning, and 

facilitators, even though they also face their own problems caused by emergencies, like mental 

health and psychosocial issues. In order to understand their role in the development of students 

(children, adolescents and adults) and the promotion of their well-being throughout the 

emergency [27], as well as to deal with their personal traumas, teachers should go through a 

training process, which is recognized as one of the most important dimensions of an emergency 

education response [24]. 

3. THE IMPORTANCE AND THE CHARACTERISTICS OF TEACHER 

TRAINING IN THE CONTEXT OF DISASTERS AND EMERGENCIES 

Teachers’ knowledge and abilities represent a prerequisite for children’s educational 

experiences, and it can therefore be said that teachers are “the single most important shapers 

of student learning” [11]. This is especially important in emergencies when children, 

communities and education systems face new, different demands. Teacher training and support 

are very important, because they can help them “respond” to pressures, cope with increased 

responsibilities, and view themselves and their environment as resources. In addition, the need 

for teacher training in emergencies is reflected in the following: (1) training contributes to the 

increase of education provision (the problem of lacking available trained teachers is solved); 

(2) training contributes to the increase of the quality of education (through education programs 

designed to help children cope with the crisis, the promotion of new effective ways of teaching 

and learning, and raising the awareness of the impact the emergency has on children); (3) 

training promotes peace and facilitates restoration (peace skills, such as negotiation, are 

developed; confidence and morale are built among teachers and students) [11]. 

The Inter-Agency Network for Education in Emergencies (INEE) [7] singles out training as 

one of the four minimum standards (curricula, training, instruction and assessment) to be 

achieved when it comes to teaching and learning during emergencies, chronic crises and early 

reconstruction. In this regard, there is a need for periodic, relevant and structured training of 

teachers and other educators, according to the needs and circumstances [7]. Thus, emergency 

training can refer to: qualified teachers who are usually found among the affected members of 

the population (they are required to redirect teaching in response to new needs of students); 

educated community members who  can take teachers’ role as volunteers in cases when 

teachers are not available (they need support in mastering basic teaching and learning 

techniques); youth that can take the role of peer educators or youth leaders (they need training 

both when it comes to this new role and the skills required for teaching and learning); head or 

mentor teachers who need training in order to support and empower other teachers (they can 

also take the role of trainers) [11]. 

Emergency requires educators to make many important decisions: what would be the nature 

of educational services, i.e. would the education be formal or informal, which educational    
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program would be followed, what would be the priorities in learning, i.e. would the focus of 

educational activities be on survival, professional skills or academic study. It is also important 

to take into account the fact that people learn in different ways and at different speed, and that 

they need to be actively involved1 in the learning process. Therefore, participatory teaching 

methods, including those that are learner-centered2 [7], alternative ways of organizing 

classroom work (such as group work, sitting in a circle, peer support activities), as well as 

problem-based teaching/learning [26] are necessary. Different categories of students also have 

different educational needs: children should develop survival skills, but the focus should also 

be on their individual development, social interaction and academic knowledge; for adults, 

learning is lifelong and experiential – they learn better when they understand the purpose and 

the importance of what they are learning and when they have the opportunity to actively 

participate in the learning process. All this requires an adequate preparation of those who teach 

– through training that will not only include basic subjects, but also subjects that are relevant 

for emergencies, as well as skills needed to cope with psychological needs of the affected 

population [7]. 

Teacher training program should include: preparation of lessons, development of curricula for 

the semester or school year, simple teaching methods (question and answer method, group 

work, peer-to-peer work, demonstration, hands-on learning), the use of locally available 

materials, classroom management, management of large classes (over 40-50 students), 

assessment/testing of students, strategies for handling a large class, strategies for improving 

girls’ education, theory of children’s development and learning (basic cognitive skills and 

physical abilities) [22], teaching adults, teaching of students with special needs, respect for 

diversity, psychosocial needs and development, human and children’s rights, school-

community relations, etc. [7]. 

When planning training for teachers, it is necessary to follow several steps, as shown in Graph 

1: (1) identify needs (assess the existing skills and experiences of teachers, gaps in curricula 

and weaknesses in teaching methods; prepare a training concept and consult with stakeholders 

and education authorities); (2) prepare training (select trainers with experience in child-

centered learning, emergencies, language, communication and facilitation skills; plan the 

agenda and the process – teacher training may include sessions on the content of learning, 

teaching methods or specific crisis-related topics); (3) training event (determine the length and 

the location of training, as well as the cost; hold the training and keep records of possible 

changes of planned activities; evaluate the training event); (4) follow-up activities (monitor the 

application of what has been learned in practice; collect feedback from teachers) [11]. 

The handbook “Education in Emergencies: A Resource Tool Kit” [26] highlights the 

approaches to teacher training in emergency situations, i.e. strategies and supporting 

mechanisms, as well as training methods. The strategies include: pre-service training (formal, 

institutional teacher training that is usually held over  longer “blocks” of time and ends with 

certification) and in-service training (“series” of workshops or face-to-face trainings; trainers 

follow up with teachers when they are teaching). The training methods include: face-to-face 

workshops (direct contact between teachers and trainers is enabled); distance learning 

(upgrading skills and/or basic training over a period of time; it is often combined with face-to-

                                                 
1 Children’s attention is more focused and learning is better when it takes place through 

participation and practical activities instead than solely through traditional teaching styles 

(lecture, repetition) [11]. 
2 The transition from content-based (teacher-centered) to competency-based (learner-centered) 

learning better responds to the educational needs of the whole child [10]. 
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face workshops, when new teachers acquire certain training and then receive tasks that they 

implement practically, in their schools); cluster groups (schools or learning spaces are divided 

into training clusters where one trained or experienced teacher mentors “new” teachers in the 

cluster); mentoring (except in cluster groups, it takes place in individual schools where a 

trained teacher (or teachers) works with untrained teachers); cascade model (when there is a 

need to train a large number of teachers in a relatively short time, teacher training is organized 

and then, those teachers are asked to train their colleagues). 

 
Graph 1: Steps in carrying out training 

Source: [11, p. 99] 

Triplehorn [22] points out that when organizing training in emergency situations, it is 

necessary to keep in mind that short-term training (1-3 days) is usually the most effective 

solution for emergency situations (longer trainings require higher costs, because it is very 

likely that it will be necessary to provide accommodation and food for the participants; also, 

in the case of in-service training, longer trainings would mean longer absence of teachers from 

school), and that the training should be organized for two or more employees from the same 

school, so that they can practically implement what they had learned in the training and transfer 

the knowledge to their colleagues. The author [22] singles out four types of training: 

 (1) safe area/non-formal education training – during the initial establishment of safe areas 

and non-formal education, the training should be focused on basic teaching methods, 

psychosocial significance of structured activities and on the development of one’s own lesson 

plans and activities; 

 (2) teacher training/formal education – in a crisis situation, training is necessary for all 

teachers: experienced teachers will probably need some additional materials to improve their 

teaching skills, they can organize training and mentor the uncertified teachers; uncertified or 

untrained teachers need general teaching support and training focused on a specific emergency; 

the training or mentoring of these teachers should be focused on preparing them for the daily 

reality of the classroom and on strengthening their self-esteem; 

 (3) administrative training – it is organized for the school principal/headmaster and one or 

more teachers, as well as for the regional administrator, and includes topics such as staff 

management, supervising teaching, modifying student behavior, resource allocation, 

accounting and finance; 

 (4) psychological training – refers to gaining knowledge on the psychosocial impact of a 

specific situation on children and should not focus only on identifying the symptoms of trauma, 

but also on the strategies for their alleviation.
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The authors also write about the quality of emergency training. The publication “A Common 

Platform for Education in Emergencies and Protracted Crises: Evidence Paper” [12] 

emphasized the need to increase the quantity and quality of education in crises professional 

trainings. Yonemura & Kallon [34] also point to the need to provide quality teacher training 

in crisis situations. These authors emphasize that in emergencies, the qualified teachers are 

often unavailable, inadequately prepared or are suffering from the physical and psychological 

effects of the crisis themselves. On the other hand, the crisis situation requires rapid 

recruitment of teachers and other unqualified education personnel, who need training in order 

to be able to respond to the needs of children affected by the crisis. Therefore, it is very 

important that, in countries facing long-term crises, the topic of emergency education becomes 

an integral part of initial teacher education programs, but also a part of their continuous 

professional development [34]. As stated by Sinclair [17], preparing and encouraging teachers 

to take an active role in crisis situations occuring in their environment or school can be 

significant for increasing their ability to respond to larger-scale disasters. 

The characteristics of training emphasized by Nicolai [10, p. 100] can serve as general 

recommendations for organizing teacher training in emergency situations. According to this 

author, teacher training in emergencies should: 

 be provided early on in any education programme; 

 be planned and delivered together with new supplies and curricula; 

 be based on emergency-related needs and linked to the local curriculum; 

 promote child-centred and active learning methods; 

 be delivered by trainers who have good understanding of local needs; 

 include follow-up activities such as school support and accreditation. 

4. TEACHER TRAINING IN THE CONTEXT OF THE COVID-19 

PANDEMIC  

The COVID-19 pandemic has caused mass closures of educational institutions in over 190 

countries, in order to prevent the spread of the virus through face-to-face activities. In that 

situation, teachers and other educational staff had a key role in providing a response to the 

pandemic and increasing community resilience1, whereby they were facing many demands [5] 

and expectations of the new reality for which they were not prepared. The pandemic imposed 

virtual classrooms on teachers, and the rush to move to distance learning did not leave them 

enough time to prepare and adapt to the modalities of virtual and distance teaching, managing 

virtual workspaces and classes, and engaging students in innovative ways of learning [8]. At 

the same time, teachers were expected not only to re-plan and adapt the educational process 

(adapting teaching methods, curricula, creating materials, etc.), but also to ensure the safety of 

their students and their families (distributing food, health products and school materials), as 

well as to provide them with socio-emotional and mental health support. However, all of these 

requirements were lacking support in terms of adequate training and resources [5]. 

However, many publications [1; 5; 20; 25] point to the need for teacher training in the context 

of the COVID-19 pandemic. This need implies the following aspects of the teacher training: 

                                                 
1 Hyogo Framework for Action: Building the Resilience of Nations and Communities to Disasters defines 

resilience as: “The capacity of a system, community or society potentially exposed to hazards to adapt, 

by resisting or changing in order to reach and maintain an acceptable level of functioning and structure. 

This is determined by the degree to which the social system is capable of organizing itself to increase 

this capacity for learning from past disasters for better future protection and to improve risk reduction 

measures” [29, p. 4]. 
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training for the use of ICT in teaching and educational work; training that focuses on 

monitoring the mental health of students; and training that focuses on everyday practices and 

behaviors that are necessary for achieving safety and health at work in reopened schools. 

When it comes to training on the use of ICT, there is a need to acquire not only technological, 

but also pedagogical competencies in online learning [6; 23; 32]. Teachers should acquire 

online-driven competencies for planning and implementation of teaching and for student 

assessment [21]; they should improve their knowledge and skills for the use of technological 

devices, e-learning tools, educational applications and other online platforms2; they should 

gain knowledge about different types of online learning and learning methods, such as 

knowledge-based training, hybrid training, synchronous training and asynchronous training 

[18], as well as about the interdisciplinary teaching models, multimedia technologies, 

teamwork and digitization of administrative procedures [6]; they should learn how to easily 

interact with the students and monitor their progress, as well as the differences in methodology 

and pedagogy between online and offline teaching; they should also get to know the values of 

ICT (flexibility, time efficiency, differentiation, the ability to monitor the learning process), 

the ways of formative testing of students and the activation of feedback processes [31]. The 

authors [15; 23] also point to the need for these competencies to become a mandatory 

component of the initial education and professional development of teachers. As stated by 
König et al. [9], “the COVID-19 pandemic situation has just made visible what the 

consequences will be if schools fail to catch up with the fundamental ICT transformation 

process”. In addition, these authors [9] emphasize that the preparation of teachers for 

digitalization in schools is an opportunity that should not be missed in their education. Finally, 

it is important to emphasize that the training programs are important for teachers because they 

can help them adapt to change and understand that the future of education means working in 

an online environment, that the education system is unlikely to return to “what it was” before 

the pandemic, and that online teaching is a new way of interacting with students [3]. 

Another important aspect of the teacher training is related to the mental health and 

psychosocial (MHPSS) needs of students [25], i.e., to the trauma and sensitivity training which 

focuses on the ways of recognizing the students struggling with trauma, and the need for their 

further referral to mental health professionals [20]. 

When it comes to educating teachers in applying the occupational safety and health measures 

in reopened educational institutions, Schleicher [16] states that teachers and other staff need 

training on how to cope with the virus, how to identify the risks and apply the appropriate 

measures, such as physical distancing and hygiene. For example, according to ACHA [1], 

training of the teachers, students and other staff within the university campuses should include 

a general and a specific part, i.e. the general information on COVID-19, including the 

prevention and the protective measures (hand hygiene, respiratory etiquette, physical distance, 

cleaning and disinfection) and the specific information related to the campus rules of conduct, 

such as the infection prevention and control, campus health and safety resources, use of 

personal protective equipment (masks and other coverings) and behaviors in case of infection. 

5. CONCLUSION 

Starting from the fact that teachers are “education’s first responders” [28, p. 6], their role is of 

immeasurable importance in emergencies faced by millions of people around the world. In 

order to be able to fulfill their role of bearers of educational activities and to provide the 

                                                 
2 for example, Google Meet (https://meet.google.com/); Zoom (https://zoom.us/); Microsoft 

Teams (https://www.microsoft.com/en-ww/microsoft-teams/group-chat-software) 
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emotional support to their students in disasters and emergencies in the best possible way, 

teachers should be adequately prepared. This paper presents the basic characteristics of teacher 

training in the context of emergencies, with a special reference to teacher training aimed at 

“providing the answers” to the challenges of the current COVID-19 pandemic. The analysis 

of the relevant literature led the authors of this paper to the following conclusions: 

- there is a great necessity for education in emergencies, because it can help in terms of 

exercising the right to education, returning to normality, and providing hope for the future; 

 - there is also a great necessity for teacher training in emergencies, because in such situations 

they are one of the key actors in creating a sense of well-being for their students, and because 

training can help them cope with their own traumas that may occur as a result of a given 

disaster; 

- except for gaining competencies related to providing the emotional support to students and 

taking care about their mental health, teacher training in emergencies can help in responding 

to the educational needs of the population affected by the disaster – in addition to qualified 

teachers, other community members can also take the role of teachers in emergency situations; 

- in addition to the regular educational content, the contents of training in emergency situations 

should include topics related to a specific emergency situation, but also to the acquisition of 

skills necessary for recognizing the psychological needs of students, with a focus on active 

teaching methods that put the student at the center of the learning process; 

- there are several steps that should be followed when planning the teacher training in 

emergencies: identification of training needs, training preparation, training organization, and 

accompanying activities on the basis of which the evaluation of what has been achieved in 

practice is performed; 

- trainings can be organized as pre-service or in-service training, through distance learning or 

“face-to-face” activities, through mentoring etc.; 

- a special issue that needs to be addressed when planning and organizing the training in 

emergencies is the issue of the training quality; 

- teacher training in the context of the COVID-19 pandemic is threefold – teachers need 

training in order to be able to: apply ICT in educational activities, i.e., for the implementation 

of distance learning/online learning; monitor students’ mental health and their emotional 

needs; implement the occupational safety and health measures in reopened educational 

institutions; 

- teacher training for dealing with and responding to emergencies must become an integral part 

of their initial preparation for the teaching profession and their continuing professional 

development.  
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Abstract: The paper discusses the problem of choosing the method of flood protection 

of Arilje city, which arises due to the overflow of the Rzav River. At this location, there 

are no water facilities for flood protection. Possible ways to solve the problem of flood 

protection of Arilje city are, namely: sand-filled bags, mobile freestanding plastic and 

metal systems, as well as regulation works in the watercourse bed. The appropriate 

flood protection in this case was chosen by applying the multicriteria analysis with the 

MABAC method, while the calculation of the weight coefficients of the criteria was 

performed by the AHP method (Analytical Hierarchical Processes method). 

Keywords: flood, flood protection, mobile system, AHP, MABAC. 

1. INTRODUCTION 

Flood is a danger that is qualified as natural, which includes other dangers such as earthquakes, 

droughts, extreme rainfall, fires and more. Namely, according to a free estimate, floods are the 

most common natural disasters in the world, at about 40%, followed by tropical cyclones at 

20%, earthquakes and droughts at about 15%. [8]. 

When it comes to the territory of Serbia, according to the Strategy of water management in the 

territory of the Republic of Serbia until 2034 [14], it is estimated that floods potentially 

endanger about 18% of the territory, primarily along the Danube, Tisa and Sava, then Morava, 

Drina, Kolubara, Timok and so on. 

In order to protect against floods, it is necessary to provide planning, construction, 

reconstruction and rehabilitation of facilities that protect protected values. Thus, 3506.94 km 

of embankments, 25,765 km of canal network, 149 pumping stations, 58 dams and a number 

of protective water facilities on 1st order waters were recorded in Serbia, which are recorded 

in the Order on determining the operational plan for flood defense for 2021. [10]. 

In some localities, no water facilities have been built for flood protection, however, due to 

changes in the hydrological regime of high waters, changed meteorological conditions due to 

climate change and anthropogenic action on coastal parts of watercourses as well as in the 

riverbed, floods are recorded as the cause of damage. One of such locations is the municipality 

of Arilje, through which the river Crni Rzav flows. 

In this paper, a variant possibility of protection of Arilje is considered if the forecast announces 

an increase in the water level of the river Crni Rzav. Having in mind that there are no water 

facilities built on the river for flood protection (embankments, breakwaters ...), alternative 
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possibilities of using mobile flood protection in three variants were analyzed, and as a fourth 

option, regulation works in the watercourse bed were taken into consideration. 

2. PROBLEM DESCRIPTION 

Flood protection is complex task because it is primarily a matter of protecting human lives and 

their movable and immovable property, the environment, cultural heritage and economic 

activities. This paper discusses the problem of choosing the type of flood protection against 

the overflow of the river Veliki Rzav in Arilje. 

The municipality of Arilje is located in the western part of Serbia in the basin of the clean 

mountain rivers Rzav and Moravica, next to the main road Požega - Ivanjica. According to the 

configuration of the land, the relief is hilly and mountainous. Around the river Moravica, a 

belt of plains is represented in a narrow belt. 

The river Veliki Rzav flows into the river Moravica in Arilje and is its largest tributary. The 

characteristic values of the hydrological parameters of the river Veliki Rzav are shown in Table 

1. 

Тable 1: characteristic values of hydrological parameters r Veliki Rzav [11] 

River 
Hydrological 

station 

Stationary 

(km) 

Medium flow 

(m3/s) 

Q 1% 

(m3/s) 

Q 0,1% 

(m3/s) 

Veliki 

Rzav 

Radobuđa / Roge 7,35 6,090 353 646 

Arilje 2,2 7,913 306 510 

The operational plan for flood defense for 2021 [10] established that on the territory of Arilje, 

on Veliki Rzav, there are no water facilities built for protection against the harmful effects of 

water, ie for protection against floods. As flooding of parts of the settlement of Arilje from the 

high level of waters of Veliki Rzav has been recorded in the past, there is a probability of 

flooding in the future as well. In the floods that occurred in 2014 and 2016 in Arilje, the 

settlement of Gruda and some other settlements were flooded, and "an area of 700 ha, while 

300 people were endangered" [11]. A sensitive topic from the point of view of flood protection 

and a problem with communication can be the place of crossing the road (the road of first order 

-Ib, Požega-Arilje-Ivanjica) with the river Veliki Rzav. 

Flood protection is based on two concepts of flood protection: 

- the concept of active protection and 

- the concept of passive flood protection. 

Active flood protection measures are, as the name suggests, measures related to works that 

reduce the harmful effects of floods. These include works such as: regulation of watercourses 

and basin areas in order to increase the capacity of the riverbed, construction of frontal 

reservoirs and retentions, as well as relief and peripheral channels that can control the water 

regime. 

Passive protection measures are such measures that cannot affect the reduction of the peak of 

the flood wave and its management, but physical protection of water into protected areas is 

performed. Embankments are the most typical example of passive flood protection. 

Therefore, having in mind that there is a possibility of flooding of Arilje and settlements by 

Veliki Rzav overflowing, that there is no built flood protection system in Arilje and that it is 

evident that damages can occur on the protected values, the possible optimal solution of flood 

protection in this area in case of a floods will be analyzed. 
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The selection of the best alternative for flood protection in Arilje was performed with the 

hybrid model AHP - MABAC, where the calculation of weight coefficients was performed by 

the AHP method, and the selection of the best alternative using the MABAC method.. 

3. DESCRIPTION OF THE METHODS APPLIED  

3.1. AHP method 

The Method of analytical hierarchical process was developed by Thomas Saaty [13]. The 

method has so far been applied in a large number of papers in its basic form and through a 

number of modifications [2], [3], [4], so it will not be described in detail.   

3.2. MABAC method 

The MABAC method (Multi Attributive Border Approximation area Comparison) is one of 

the newer methods. It was first published in 2015 in [6]. So far, the method has been published 

in a large number of papers in its basic form [5], [7], [6] or in a modified form [1], [9]. 

The solution procedure using this method is explained in six steps: 

The first step is the evaluation of alternatives (m) by criteria (n), expression 1. 
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where t m represents the number of alternatives and n is the total number of criteria 

In the second step, the matrix is normalized. Normalization is performed depending on the 

type of criteria, expressions (2) and (3). 
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b) For cost type criteria: 
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that xi
+ =  max (x1, x2, ..xm): maximum values of the observed criterion by alternatives and xi

- 

= min (x1, x2, ..xm): minimum values of the observed criterion by alternatives 

The third step is the calculation of the elements of the weighted matrix which is calculated 

according to expression (4) as follows: 

ij i ij iv w t w                                                               (4) 

where tij represents the elements of the normalized matrix and ωi - the weight coefficient of 

the criterion 

In this way a weighted matrix V was obtained: 
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In the fourth step, the matrix of boundary approximate areas is determined (G):    
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where ijv  represent the elements of weighted matrix (V), m represents the total number of 

alternatives. 

The fifth step is the calculation of the elements of the distance of the alternatives from the 

boundary approximate domain, which is determined as the difference between the element of 

the weighted matrix (V) and the value of the approximate domains (G) according to the 

following expressions: 
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where: gi -boundary approximative area for criterion Ci; vij  - element of weighted matrix V; n 

- number of criteria; m - number of alternatives 

In the sixth step, the alternatives are ranked, which is calculated as the sum of the distances of 

the alternatives from the boundary approximate domains qi. The final values of the criterion 

functions of the alternative are given by the following expression:

1

,  1,2,..., ,  1,2,...,
n

i ij

j

S q j n i m


                                                                  (8) 

where n is the number of criteria and m is the number of alternatives. 

4. SOLUTION TO THE PROBLEM  

Solving the problem of protection of Arilje from floods of the river Rzav by choosing the 

appropriate variant of flood defense implementation includes the process of defining criteria 

and determination of weighting coefficients, followed by ranking of alternatives and sensitivity 

analysis of results. 

4.1 Defining criteria and weight coefficients 

As there are no built systems and facilities for flood protection, alternative possibilities of 

protection that are of a mobile character are being considered, and one is related to the 

operational execution of construction works in the watercourse bed. 

-sandbags; 

 -plastic freestanding elements; 

 -montage metal panels and 

 -deepening the riverbed 
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Alternatives and criteria were determined based on the experience of the staf who are head of 

the flood defense for the territory of Serbia. The criteria are as follows: 

К1-availability at a given moment refers to the alternatives being provided and stored (if it is 

not available on the territory of Serbia it gets a value of 1, if it is not currently available on the 

spot it gets a value of 5, if it is available the value is 10). 

К2-speed of flood protection execution. This criterion of the speed of defense implementation 

does not include the time spent for the delivery of mobile equipment from the warehouse to 

the place of flood defense. Speed is expressed in hours per meter length. 

К3-for this criterion, the number of hired workers for the installation of protection in the length 

of 2 m and 0.5 m in height is considered. 

К4-the possibility of reuse is a criterion in the sense that the alternative is not consumable but 

can be reused as needed (scale 1-5; 5-can be used, 4-equipment has minor damage that can be 

removed, 3- a small part of the equipment is damaged without the possibility of repair, 2- most 

of the equipment is damaged, 1- can not be used). 

К5-the cost of equipment per meter required. A value corresponding to a length of 2m was 

taken in the calculation. 

К6-this criterion is important in the sense that in addition to labor (human) to perform the work 

requires special machinery, such as trucks, cranes, forklifts and so on ... (scale from 3 to 10; 

3-does not need additional machinery, 8- desirable machinery , 10-mandatory mechanization). 

The weighting coefficients of the criteria were determined by the AHP method (Table 2). 

Тable 2: Criteria weight coefficients 

Criterion Criteria weight coefficients (ω) 

К1  0.365 

К2  0.314 

К3  0.082 

К4  0.147 

К5  0.025 

К6  0.068 

Table 2. concludes that the availability of flood defense equipment is the most important 

criterion, which is accompanied by the speed of flood protection. 

4.2. Ranking alternatives 

Ranking of alternatives is done by the MABAC method. First, the initial matrix of decision-

making and evaluation of alternatives is defined, which is given in Table 3.  

Таble 3. Initial matrix of decision making and evaluation of alternatives 

 K1 K2 K3 K4 K5 K6 

A1 10 0.2 4 1 2,300 3 

A2 1 0.15 2 3 39,572 3 

A3 5 0.3 6 4 165,200 8 

A4 1 1 2 5 6,000 10 

Using the formulas from expression (2) - (8), the rank of alternatives was obtained, table 4. 
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Таble 4: Final alternative ranking 

 sum by rows rank 

А1 0.154 2 

А2 -0.120 4 

А3 -0.015 3 

А4 0.204 1 

Based on the MABAC method, the ranking of alternatives was performed. The result is as 

follows: A4> A1> A3> A2. The results from Table 8. indicate that alternative A4 is ranked 

first while alternative A2 is ranked as the most unfavorable because it is ranked fourth. This 

means that for the protection of Arilje from the waters of the Rzav, the most acceptable solution 

is flood protection with works in the watercourse bed itself, ie deepening the riverbed. The 

next acceptable solution is the alternative of using the sandbags, and then the use of 

prefabricated metal elements and finally the variant with plastic free-standing elements. 

4.3. Sensitivity analysis of output results 

Sensitivity analysis also considers and compares solutions that have resulted from giving 

preference to a criterion or preferring different groups to a choice. In this paper, the sensitivity 

analysis was performed using the scenario of changing the values of weight coefficients, 

shown in table 5. 

Таble 5: Weight coefficients of criteria according to scenarios 

 K1 K 2 K 3 K 4 K 5 K 6 

Si 0.365 0.314 0.082 0.147 0.025 0.068 

Su 0.167 0.167 0.167 0.167 0.167 0.167 

S1 0.300 0.140 0.140 0.140 0.140 0.140 

S2 0.140 0.300 0.140 0.140 0.140 0.140 

S3 0.140 0.140 0.300 0.140 0.140 0.140 

S4 0.140 0.140 0.140 0.300 0.140 0.140 

S5 0.140 0.140 0.140 0.140 0.300 0.140 

S6 0.140 0.140 0.140 0.140 0.140 0.300 

Using the presented scenarios, the ranking of alternatives was performed, table 6.   

 Таble 6: Ranks of alternatives obtained under different scenarios 

  Si Su S1 S2 S3 S4 S5 S6 

A1 2 2 1 2 3 3 2 1 

A2 4 3 3 3 2 2 3 2 

A3 3 4 4 4 4 4 4 4 

A4 1 1 2 1 1 1 1 3 

The analysis of the obtained results for all scenarios concluded that the results are quite 

consistent. Alternative A4 is highly ranked, in six scenarios it is in the first rank, once it is 

ranked second and once it is ranked third. This result gives a great advantage to the A4 

alternative. Also, alternative A1 is highly ranked because the obtained ranks one and two 

prevail. Alternative A2 is medium ranked, in four scenarios it is ranked third, in three it is 

ranked second and once it is ranked fourth. Alternative A3 is almost always the last according 

to the results from table 10. 
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5. CONCLUSION 

In this paper, it is shown that multicriteria analysis can be successfully used in the field of 

flood defense implementation. This means that by setting and selecting criteria for alternative 

flood protection options for undefended areas, the actual possibility of applying the method of 

flood protection can be determined more closely. Such an approach greatly facilitates the 

decision to choose how to protect against floods. In addition, the effect of protection is 

expected to be improved in locations such as Arilje. Such research is an initial solution, for the 

implementation of which in practice there is a lack of thorough research, based on group 

decision-making and methods that follow these processes. 
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Abstract: The author will analyze the role of public-private partnership in achieving 

the protection of critical infrastructure within the European Union. In the introductory 

part of the paper, the author will review DIRECTIVE 2008/114 / EC which emphasizes 

the involvement of the private security sector in the protection of critical infrastructures 

and determines that the public-private partnership is the key link in implementing 

critical infrastructure protection policies. 

In the final part of the paper, the author will give some recommendations in order to 

build an efficient system for protection of energy infrastructure. 

Key words: public-private partnership, public security sector, private security sector 

1. INTRODUCTION 

In each of the member states of the European Union, a significant part of the infrastructure is 

privately owned and therefore there must be cooperation with state institutions. The level and 

degree of private sector participation in the protection of critical infrastructure varies. In some 

countries, private sector representatives are actively or systematically involved in policy 

development. In other countries, the private sector is involved if necessary, mostly due to the 

implementation of minimum protection standards established by the public sector. 

The European Critical Infrastructure Identification Directive, as well as the 2008 Critical 

Infrastructure Protection Need, set out the procedure that each Member State must follow in 

order to successfully identify and protect critical infrastructure [2]. Within the European Union 

there are a number of efforts to consider the protection of critical infrastructure separately in 

each specific sector. 

2. CRITICAL INFRASTRUCTURE PROTECTION 

Critical infrastructure protection generally means a set of measures and activities of different 

nature aimed at maintaining, enhancing and preserving the character and functionality of 

critical infrastructure as such. In this context, different sectors or different countries have 

different understandings of critical infrastructure protection. 

In modern conditions, the understanding and application of the protection of critical 

infrastructure is strongly influenced by several factors, namely the complexity of critical 

infrastructure, regulation of competencies, lack of responsibility in sectors where several state 

and private institutions are engaged, insufficient exchange of information, primarily between 

institutions, which, in turn, increases vulnerability and directly affects the effective approach 

to the protection of critical infrastructure, the amount of knowledge and skills regarding the 

protection of critical infrastructure and the interdependence of critical infrastructure sectors. 

Therefore, the authors conclude that the protection of critical infrastructure is a very broad and 

dynamic activity and is achieved in two different ways. The first is carried out by public bodies, 
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such as various legislative institutions, law enforcement agencies, inspection and judicial 

bodies and private security organizations. The latter are activities carried out by international 

bodies such as the European Union and NATO. Other theorists, in a similar way, argue that 

each case is special, so it is necessary to pay special attention and realize the fact that many 

actors participate [2]. 

In order to provide a complete picture of trends and methods for effective critical infrastructure 

protection, emphasis needs to be placed on the following aspects: [4] 

- Assessment, taking into account the risks and vulnerabilities, as well as the expected results 

from the possible consequences. This is achieved by the methods of analysis, modeling and 

simulation. 

- Prevention, ie reduction of risk by predicting the effects of threats. This dimension is achieved 

through intimidation, as well as other "passive" countermeasures (designed security). 

- Detection - this is the ability to timely recognize abnormal conditions and behavior. This 

aspect is realized with active sensors and other technological devices. 

- Response - more precisely, rapid response to threats. This aspect is realized with the method 

of early warning, situation monitoring and decision support systems. 

We can conclude that the ultimate goal of achieving the protection of critical infrastructure is 

to achieve the fastest and most appropriate security and protection levels that will contribute 

to achieving continuity of functionality and competence of critical infrastructure. The optimal 

level of protection of the critical infrastructure is a combination of: a system of physical 

protection; information security; business sector planning / management; administrative safety 

procedures and safety measures for employees. 

3. THE ROLE OF THE PRIVATE SECTOR IN THE PROTECTION OF 

CRITICAL INFRASTRUCTURE 

Directive 2008/114 / EC – Identification and determination of the European critical 

infrastructure and assessment of the need to improve their protection with its content 

emphasizes the involvement of the private sector in the protection of critical infrastructures 

(supervision, risk management, planning continuity in operation, disaster recovery). 

Cooperation between the public and private sectors is inevitable in the field of critical 

infrastructure protection. Countries and societies that use the public-private partnership model 

as an implementation concept are more advanced and more likely to succeed. 

In these countries, awareness is growing of the need for synergy between the public and private 

sectors in the construction, maintenance and protection of critical infrastructure. 

From the very beginning of the development of the area - protection of critical infrastructure, 

the European Commission had a very clear commitment to the need for joint cooperation of 

the public and private sector. It was expected that a common approach to dealing with the 

security of critical infrastructures would be established through the cooperation of all public 

and private actors [10]. It was also expected that all levels of public and private sector owners 

and operators would work together to ensure the continuity of services. 

Another important document in the field of critical infrastructure protection is European 

Program for Critical Infrastructure Protection. However, in this document, the European 

public-private dialogue regarding the protection of critical infrastructure, as well as 

participation in expert groups that would advise the Committee on Essential Issues [11]. Many 
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authors believe that involving the private sector in the protection of critical infrastructure is 

imperative. 

According to these authors, approximately 90 percent of the national critical Commission was 

not so explicit in terms of public-private partnership. This co-operation is mentioned in the 

infrastructure is actually in the hands of the private sector. These authors believe that private 

sector companies are best located to assess which systems and subsystems within their own 

business or sector require special protection[1]. 

According to the Center for European Policy Studies, the basic way to organize a significant 

critical infrastructure protection policy is through the involvement of the private sector because 

critical infrastructure in Europe is mainly owned by private entities, many of which are 

companies operating globally [6]. 

The Confederation of European Security Services (CoESS) has prepared a White Paper and 

Guidelines entitled Public-Private Opportunity [13]. 

The CoESS, as a representative of the European Private Security Services, strongly believes 

that its members and their private security affiliates should play a much greater role in securing 

and protecting critical infrastructure in a way that benefits all - the authorities, owners and 

operators of the infrastructure, critical infrastructure end users, private security companies and 

the general public as a whole. 

In the mentioned document, The CoESS highlights some examples where public-private 

cooperation works for the benefit of all stakeholders. It also contains suggestions on how these 

examples could be used as best practices and followed and implemented elsewhere. Finally, 

this document also provides guidance to all stakeholders on how best to secure and protect 

critical infrastructure. 

Creating an appropriate system for the protection of critical infrastructure is a very difficult 

task for any country, at any stage of development. Threats are becoming more complex and 

threaten the functioning of infrastructure, which is a major challenge for the state, its bodies 

and operators. 

4. COUNTRIES AND THEIR APPROACH TO CRITICAL 

INFRASTRUCTURE PROTECTION 

Each country has its own approach to the protection of critical infrastructure, depending on the 

degree of private ownership in companies, the stability of the state structure and past 

experience. At European level, it is becoming difficult to find and identify activities in the field 

of protection of European critical infrastructure precisely because of that difference in 

approaches and the specific organization of states and the legal order. 

Developed countries with developed policies for protection of critical infrastructure see the 

public-private partnership as a necessary and extremely important element of the overall 

activities in the field of protection of critical infrastructure [3]. 

The US National Internal Security Strategy from 2002 emphasizes that the private sector is the 

main supplier of goods and services to the country and owns 85 percent of the national critical 

infrastructure and thus, it is a key partner in achieving national security [14]. 

Britain's national critical infrastructure is mostly privately owned. Meeting national goals 

depends on close public-private partnerships, and the private sector is key to protecting the 

UK's interests [7]. 
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Furthermore, the private sector, which has the function of managing critical infrastructure, also 

has a responsibility to ensure its protection. Given this, the private sector is a major investor 

in critical infrastructure. 

The critical infrastructure protection policies of the United Kingdom and the United States are 

quite similar because they follow the same logic that stems from the strategic partnership, the 

strong ties between the British and American economies, common values and goals. 

On the other hand, countries in transition do not have a strategic framework for public-private 

partnership in the protection of critical infrastructure and face open issues of identifying, 

determining, ways and models of protection, but also ownership of critical infrastructure [13].  

Countries in transition, which have not adopted strategic documents in the field of national 

security, have difficulties because they have not theoretically defined what critical 

infrastructure is and do not have a clear concept of public-private partnership in terms of 

critical infrastructure management and protection. 

It is worth noting the opinion of a group of authors from Serbia who observe the complexity 

of the problem through three prisms: cases of serious economic crime in companies that 

represent potential critical infrastructure, lack of public-private partnership in critical 

infrastructure protection, high level of politicized management in such companies [5].  

Lee also points to the importance of public-private partnerships in protecting critical 

infrastructure, and this relationship is fraught with many challenges that Lee poses at a general 

level, such as: mutual distrust; ignorance of procedures, powers and obligations; fear of 

exchanging information due to cases of "leaks" on both sides [12]. 

We can conclude that the public-private partnership needs to focus on certain elements for the 

success and sustainability of cooperation in order to strengthen resilience and protect critical 

infrastructures, such as: [13].  

 Defining roles and responsibilities - the public-private partnership should regulate the 

obligations and rights of the public and private partners, while respecting the basic 

principles in the preparation and implementation of public-private partnership 

projects, ie. the principle of public procurement, the principle of public interest and 

the principle of economy. 

 Resource application -  Stakeholders in the public-private partnership should include 

the existing public and private financial resources at their disposal (capital). It is 

necessary to plan the possible use of European structural and investment funds to 

support public-private partnerships in the protection of critical infrastructure. 

 Openness for capacity development and change - if there is a need for institutional 

change in the critical infrastructure risk management process at the service provider 

or body level. 

 Realistic expectations - short-term plans with limited time frames result in solutions 

that are difficult to implement. Significant institutional changes that guarantee quality 

take time. It is also unrealistic to expect that the involvement of the private sector in a 

short period of time will compensate for the shortcomings in terms of resources or the 

activity of public institutions in general [9]. 
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5. CONCLUSION 

Today, on the international stage, the European Union is still in the process of defining its role 

in terms of critical infrastructure. The European Commission has the task of promoting 

awareness of critical infrastructure, encouraging cooperation, knowledge sharing and teaching 

its members what their activities are in terms of critical infrastructure protection. 

Public-private partnership today is defined as a joint initiative of the public and private sector 

where each entity contributes to the specific resources of the system and participates in 

planning and decision making. 

Public-private partnership is the key link in implementing critical infrastructure protection 

policies because most of such infrastructure is privately owned, all stakeholders depend on it 

and there is no company that can protect its own without cooperating with the public sector. 

property from all possible risks that potentially threaten it. 

Countries that use the public-private partnership model as a concept for implementation are 

more advanced and more likely to succeed. 

In order to build an efficient system for protection of energy infrastructure, the following 

recommendations could be given: 

- establishing awareness for achieving protection of critical infrastructure through timely 

information and appropriate exchange of information between the public and private sector; 

- implementation of the principle of protection (such as exchange of information, creation of 

partnership between the private and public sector, etc.); 

- clear definition of the role and responsibilities of the public and private sector in order to 

improve the coordination between the partners; 

- strengthening public trust and trust between partners, in order to strengthen the ability of 

sectors to cope with risks and implement effective measures for security and post-crisis 

recovery; 

- conducting effective emergency and disaster planning, including training and exercises to 

improve response in such situations; 

- understanding the importance of interdependence and cooperation with other sectors and 

implementing knowledge in planning and operations; [8].  

Owners and operators of critical infrastructure need to follow good practice in establishing 

security systems regulated in accordance with European Union acts by establishing a 

cooperation officer who will be in charge of coordinating with other countries, but will also 

provide advice to state operators. of critical infrastructure. 
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Abstract: This paper will discuss the consequences on humanity, tourism and the 

economy during the COVID-19 virus. The COVID-19 pandemic did affect the physical 

health of people around the world and the effects of citizens' mental health. In addition 

to the consequences of the financial crisis, social distancing and isolation measures 

have also led to a worsening of psychological problems and an increase in the number 

of suicides and suicide attempts during quarantine.The paper also provides an insight 

into the impact of COVID19 on tourism and the consequences that the company has 

suffered to survive. This crisis was a test for society and political leaders, their reaction, 

and making good decisions in emergencies. 

Кey words: covid-19, tourism, economy, social impact, pandemic 

1. INTRODUCTION 

The COVID-19 pandemic can be described as a crisis that has not happened to such an extent 

so far, that is, a crisis that has had a powerful impact on the world, humanity, the economy and 

society. Many industries could not do their jobs in a normal way, so they had to find an 

alternative, that is, change their business in some way to survive. For example, there was a 

significant impact on tourism. Because of lockdown, people could not leave their borders, and 

thus, tourism did not benefit, while some other industries such as pharmaceuticals were 

extraordinarily prosperous and profitable during the pandemic. 

A pandemic caused by the COVID-19 virus suddenly hit the world in early 2020. and in a 

short time, it has managed to bring the health systems and economies of many countries 

practically to collapse. Recovery forecasts for 2021. they are essentially not optimistic, and it 

is not easy to talk about longer-term effects. 

The largest pandemics can have a significant economic impact on the affected country, as 

illustrated by the cases of SARS, MERS and Ebola. According to some estimates, if the 

COVID-19 pandemic is overcome within a year, the fall in GDP will amount to about 

2.0%. GDP will fall significantly if there are expanded restrictions on the movement and 

volume of trade [11]. 

The outbreak of the COVID-19 pandemic caused by the spread of coronavirus is much 

broader, illustrating that the explosion of infectious diseases can lead to economic severe 

disorders. The pandemic is already affecting international trade as a whole. As the World 

Trade Organization has pointed out: "World trade is expected to decline from 13% to 32% 

during 2020 [12]. 

COVID-19 is an infectious disease caused by SARS-CoV-2, a newly discovered coronavirus. 

Coronaviruses are part of a large family of viruses that can affect birds and mammals, 

including humans. In recent years, this family of viruses has been responsible for several 

disease outbreaks worldwide, including Severe Acute Respiratory Syndrome in 2002-2003 and 
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the Middle East Respiratory Syndrome first reported in South Korea in 2012. COVID-19 

primarily affects the lungs and airways, leading to mainly respiratory symptoms, e.g., cough 

and shortness of breath, and fevers. The majority of people with COVID-19 experience mild 

symptoms of the disease and recover without requiring specialist treatment. However, older 

people and those with underlying medical problems such as cardiovascular disease, diabetes, 

chronic respiratory disease and those with a weakened immune system are more likely to 

develop severe illness. They are at an increased risk of dying from the disease. The infection 

can spread from person to person through tiny droplets from the nose or mouth, spread when 

a person with COVID-19 coughs, sneezes or exhales. These droplets land on objects and 

surfaces around the person. Other people then catch COVID-19 by touching these objects or 

characters, then touching their eyes, nose or mouth. People can also catch COVID19 if they 

breathe in droplets from a person with COVID-19 who coughs, sneezes or exhales droplets. 

Precise details of the origins and initial spread of COVID-19 are hard to confirm, but there is 

some agreement that the disease originated in a wholesale market in Wuhan, a city of some 11 

million people, in Eastern China, and that some of the market traders may have contracted the 

disease following contact with animals at the market. On December 31 2019, China alerted 

the World Health Organisation to several cases of unusual pneumonia in Wuhan, and several 

of those infected worked at one of the city's markets. Early in 2020, the disease spread rapidly, 

first to other regions of China and eventually to most of the world's countries, and the World 

Health Organisation declared the global outbreak of COVID-19 a pandemic on March 11 2020. 

Though the nature of the response to the crisis has varied from one country to another, all 

medical authorities and governments have struggled to combat COVID-19. Medical pressures 

included providing large numbers of bed spaces and specialist equipment to treat seriously ill 

patients, sufficient numbers of and personal protection equipment for medical staff, and 

adequate testing facilities. The policies adopted by many governments have centred on 

enforcing social distancing by strongly recommending restrictions on the movement of people, 

popularly described as lockdown, and instructing many businesses to close down in an attempt 

to prevent the spread of the disease [4]. 

2. COVID-19 ECONOMY CRISIS 

The COVID-19 public health crisis has triggered a significant economicdownturn in a matter 

of weeks. In the interest of public health, state andlocal governments nationwide have forced 

"nonessential" businesses to shut their doors, and as companies in the retail trade, personal 

services, and food and accommodation sectors temporarily close, unemployment has 

skyrocketed. In the first six weeks of mandated social distancing measures, more than 

30,500,000 people filed first-time unemployment claims. Forecasts of second-quarter 2020 

unemployment rates now are at double-digit levels andreach as high as 32%. While economists 

and policymakers essentially believe the short-term impacts will be dire, some note that the 

economic recovery has the potential to be robust [7]. 

The pandemic caused a public health crisis but has also affected the global economy. 

Significant economic downturns have already occurred worldwide due to reduced 

productivity, loss of human lives, business closures, trade disruptions and decimation. tourism 

industry [9]. 

Writing during the COVID-19 lockdown puts many things into perspective and changes those 

perspectives. Firstly, aren't there other things more important to worry about than economics 

at a time of such a crisis? The health of the population is paramount, and saving lives must 

come first. But economic factors remain central. The need to prepare for pandemics had been 

known for years; it was in part a financial decision as to how much to invest in the necessary 

preparations. Had more been invested, fewer lives would have been lost. Further, the crisis 
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will create a recession, and recessions generally lead to higher death rates (through a 

deterioration in physical and mental health, a rise in suicides). Next, politicians used economic 

arguments in defence of their response to recessions, and last time, austerity was required to 

reduce government debt, a policy that led to an increase in the death rate of many thousand a 

year within single countries. So, the economy, economics, and economic policy remain 

essential. Arguably more so at times of crisis [8]. 

The macroeconomic slowdown led to a rise in nonperforming loans in the banking sector by 

250 basis points. Private sector banks had the highest exposure to credit risk during the 

outbreak. [3] Nonperforming loans rose from loans issued to small and medium scale 

enterprises (SMEs), airlines, hotels, tour operators, restaurants, retail, construction and real 

estate businesses. During the pandemic, there was a general decline in the volume of bank 

transactions, a decline in card payments and a fall in the use of ATM cash machines worldwide. 

It led to fewer fees collected by banks which negatively affected banks' profit. FinTech 

businesses were also affected. Some FinTech businesses witnessed very low patronage by 

consumers leading to loss of revenue and profits, which negatively affected the equity 

investment of venture capitalists that funded existing and new FinTech firms. It made many 

venture capitalists begin to hoard new equity, leading to the drying up of financing for some 

FinTech businesses. On the other hand, the lockdowns due to the coronavirus outbreak resulted 

in higher demand for some sorts of online services such as online shopping. 

The most visible outcome of the COVID-19 crisis on financial markets was the effect on the 

global stock market. According to S&P Dow Jones Indices, global stock markets lost $6 trillion 

in value over six days from 23 to February 28. Between February 20 and March 19, the S&P 

500 index fell by 28% (from 3,373 to 2,409), the FTSE 250 index fell by 41.3% (from 21,866 

to 12,830), and the Nikkei fell by 29% (from 23,479 to 16,552). In the same period, large 

international banks witnessed a plunge in their share price; for example, Citigroup's share price 

fell by 49% (from US$78.22 to US$39.64), JP Morgan Chase's share price fell by 38% (from 

US$137.49 to US$85.30), and Barclays' share price fell by 52% (from £181.32 to £86.45). 

Although the oil price war, in which Russia and Saudi Arabia were driving down oil price by 

increasing oil production, played a role in the fall in stock markets indices, the subsequent fall 

in stock market indices in March was mainly due to investors' flight to safety during the 

coronavirus pandemic [5]. 

3. COVID-19 TOURISM CRISIS 

Travelling and tourism has become one of the most affected sectors worldwide as countries 

have put all the domestic and international flights on hold looking towards the outbreak of 

coronavirus. There are travel bans in almost all the destinations across countries and travel 

attractions around the world are closed till further notice. Governments advised to open them 

once they analyze the effect of COVID-19 in their country and once they can control the 

disease. As all the domestic borders within countries as well as international borders are closed 

to stop the spread of COVID-19, tourism is affected a lot across the world. Almost all the 

countries worldwide have imposed travel restrictions. Airlines in almost all the destinations 

are cancelled with reduction in hotel occupancies. Due to cancellation of flights, Flybe, the 

British airline, is almost collapsed. [1] The cruise is being hit badly, and railways are also 

closed worldwide in most of the destinations [6]. 

The Organisation for Economic and Cultural Development (2020) hasargued that the COVID-

19 crisis, is "first and foremost, a humanitarian crisis affecting people's lives" and that "this 

has very tangible impacts for the tourism sector, which is critical for many people, places and 

businesses." Further, the Organisation for Economic and Cultural Development (2020) argued 

that tourism "directly supports numerous types of jobs and businesses and underpins many 
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local communities," that it is "a leading job creator, and in normal circumstances can help 

provide diverse employment opportunities for many low skilled immigrants, women, students 

and older workers" particularly "in remote, rural, coastal and other often economically fragile 

locations where alternative opportunities may be limited."The COVID-19 crisis has clearly 

had damaging economic and socialconsequences for sustainable development within many 

countries where tourism is an important element in the economy. In some European countries, 

governments have put measures in place in an attempt to prevent permanent redundancies and 

avoid job losses but many tourism businesses, and companies which service tourism 

businesses, are run by independent self-employed workers and their families and are often not 

eligible for government support packages. More widely, outside of Europe and more 

specifically in many small less developed countries, such as the Maldives, the Seychelles, 

Grenada and St Kitts and Nevis, for example, where tourism accounts for over 50% of the 

Gross Domestic Product (GDP). The magnitude of direct, and more significantly indirect, job 

losses, in tourism caused by the COVID-19 crisis has been much greater. In some of these 

countries, economic activity is much more informal and millions of people hit by the COVID-

19 crisis, have no other income to support themselves and their families and they, and their 

families, have been thrown into the poverty abyss. Such problems have almost certainly 

considerably set back the course of economic and social sustainable development in many 

parts of the world [4]. 

4. COVID-19 SOCIAL CRISIS 

Strong leadership regarding quarantine measures will fast become meaningless if it is not 

accompanied by comprehensive social-assistance packages. With the immediate and still-to-

come economic effects, close to half the population in the region is facing an impending 

humanitarian crisis. While the population most vulnerable to COVID-19 from a medical point 

of view are the elderly, socially a large part of the most vulnerable are children and women 

(especially young families with children). Many countries in Europe can confront at least parts 

of the economic disruption through their welfare states, especially unemployment insurance, 

formal paid leave and sickness leave, as well as universal or almost-universal child allowances 

and pension coverage. This is not the case in Latin America, where most of the population lack 

social security coverage or other forms of income protection. Both Levy Yeyati and Malamud 

(2020) and Hausmann (2020) have recently noted that the "European model" to confront the 

crisis, with large-scale lockdowns, has huge human costs in countries with high informality 

and poverty. Almost half of Latin America's economically active population gain their living 

in the informal sector, and much of this employment is concentrated in areascoming to a 

complete halt with the pandemic. In more than two-thirds of Latin American countries, more 

than two-thirds of children on average live in households without access to social security. 

Class stratification is strong: only one in ten individuals in the lowest income quintile – that 

is, those who would most need it – hasaccess to social security compared to seven in ten in the 

highest income quintile [2]. 

The pandemic has also had an impact on the fear of infection, quarantine or self-isolation in 

people who have no history of mental illness. A special challenge for maintaining mental 

health, of course, is the traumatic experience of sudden loss of life of a family member, whose 

companion is often existential endangerment due to the loss of a breadwinner. As a 

consequence of daily exposure to numerous stressors, in the general population , increased 

prevalence of anxiety, depression in all population groups, and then more frequent abuse of 

alcohol and other psychoactive substances. Some research indicates a particularly increased 

presence of self-harm and suicidal behavior. Among the reasons why psychologists are 

concerned about the potential long-term consequences of Kovid-19 are lessons from previous 

pandemics and national crises. Strategies such as quarantine are necessary to minimize The 
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spread of the virus can have a negative psychological impact and, for example, cause 

symptoms of post-traumatic stress disorder, depression and insomnia. remain too anxious, for 

fear of mutated strains.Chronic loneliness caused by social isolation or "lack of meaning in 

life during a pandemic is another major problem. Some people are reluctantly left with very 

few close contacts in an age of social distancing be difficult to re-establish contacts. Some 

have voluntarily withdrawn from the outside world, in order to "feel safer" and could resist the 

spread of social interactions in the future. When people in the outside world experience stress, 

they may become detached from that world. And when they feel separated, it can be difficult 

for them to return to the world and socialize [10]. 

5. CONCLUSION 

This pandemic has taught us many things. Some of them are that what we have in the plan 

does not always have to be fulfilled and that these plans can be changed easily. We cannot 

predict the future, but we can adapt to it and try to come out as winners in all situations, even 

if they were extremely difficult, as we could see during the pandemic, and manage at least for 

the basic needs of life. We can say with certainty that this pandemic will leave lasting 

consequences not only on social aspects, but also on economic, business, etc. 

Many companies had to react in a second and find a way to survive in the period when the 

quarantine came into force and when the borders were closed. Those who have coped at this 

time, it can be said that they have an extremely well-developed management that manages 

emergencies, ie crisis situations, and they have shown that they can still keep up with the times. 

During the crisis, we encountered great job losses, getting fired, mental consequences for 

people, various prohibitions, etc. All this will leave certain consequences on people and will 

be expressed only through a certain period of time. 

It is important to note that the money planned for certain projects, infrastructure and other 

investments, is still redirected to treating people and providing basic funds so that the citizens 

of the country can live and survive this pandemic. Also, the money is directed to providing 

social assistance to the population, to support entrepreneurs, small and medium enterprises, as 

well as to pay one-time financial compensation to all residents. The blow to the economies of 

all countries was very big and unexpected and it will take some time for the economies to 

return to normal. In other words, when the economic condition of countries improves, people 

will feel safer, which should mean that their mental state will also improve, because this is too 

big a blow for all of humanity. 
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Abstract: This article at first defines the term Soft Target, describes its origins and 

defines soft targets protection as a stand-alone security discipline. This article 

furthermore touches legal and moral questions connected with soft targets protection 

and calculated risk connected with them. It also mentions basic premises and principles 

of soft targets protection. It describes attuite actions taken so far as well as plans for 

the near future of Czech Republic on strategical, tactical and operational level, 

alongside with nature of Israeli attuite to soft targets protection, and it demonstrates it 

on selected case studies, both positive and negative, and it comperes selected 

parameters. 

Keywords:  Soft Targets Protection, Terrorism, Israel, Czech Republic. 

1. INTRODUCTION  

Which targets are soft, what’s their protection, and why is it even important? There is no 

uniform definition of soft target. Soft target is generally a target (1.) with high concentration 

of civilians, either ad hoc (usually cultural and sports events) or on regular basis (public 

transportation, shopping malls, or just squares), (2.) with low level of security, or more 

importantly low possibility of security, given its nature and general number of soft targets in 

typical society, (3.) usually with some kind of a symbolic value (western culture, religious 

profile…) but also with no symbolic value at all (personal relationship, typically former 

employer, or just closest soft target at time of the decision). 

Terms Soft Target and Hard Target are originally coming from military terminology. Above-

mentioned points are a positive definition of a Soft Target, negative definition says that a Soft 

Target is everything that is not a Hard Target, and yet it’s valid target. Hard Target is generally 

a target with high level of security, and strict access control (typical military installations, but 

also prisons, courthouses, and other governmental facilities). Unlike in case of Soft Target, 

security of Hard Target is concern mainly of security and/or law enforcement personnel. 

2. SOFT TARGETS PROTECTION IN GENERAL 

Soft targets protection should be perceived as a stand-alone kind of s security discipline, 

because it stands to a large extent on assumption, that security is a concern of a non-security 

personnel more than of actual security personnel or even of law enforcement personnel. This 

idea is derived from the fact that the general public is present on the scene of the incident long 

before any first responders arrive to intervene.  

There are both legal and moral questions connected with this topic. And although answers to 

the legal questions may vary from country to country, answers to the moral questions are going 

to be universal throughout democratic western countries. Legal questions usually concern with 
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restricting or denying access, civil arrest and right to (armed) self-defense. It is not an ambition 

of this article to address those legal issues.  

Moral questions are concerned mainly with impact of security measures on our everyday lives, 

and with possibility of security measures changing the nature of soft target. In order to address 

and to comply with those moral questions, soft measures are usually applied, because hard 

measures would either severely interfere with our everyday lives or changed the nature of 

given soft target.  

Regarding morality, also western attitude towards violence had to evolve from rejecting 

violence altogether to understanding that moderated and targeted violence is necessary to face 

violent treat. There comes a calculated risk with answers to those moral questions.  

There is a premise that every attack can be either prevented before it happens, stopped when 

it’s happening, or mitigated if it already happened. Therefore, measures have either preventive 

or repressive character, and in some cases both. 

By the statistics, most terrorist attacks are committed towards some kind of a soft target. [1] It 

is only logical, since attacking civilian population is one of the key components of definition 

of terrorism, together with using violence or threat of violence, in order to achieve political, 

religious or other ideological goals. Although definition of terrorism may vary from country 

to country, they usually have those components in common. 

3. SOFT TARGETS PROTECTION IN REALITY 

Czech Republic originally addressed soft target protection within Strategy of the Czech 

Republic for the fight against terrorism from 2013 onwards [2]. In June 2016, Ministry of the 

interior published document called Basics of Soft Target Protection Guidelines [3], and later 

published more follow-up documents, such as Threat Assessment for Soft Targets; Standard 

of Security of Soft Targets; Security Planning for Soft Targets; or Crisis Management for Soft 

Target [4].  

All those documents altogether have one main goal: to give those who either own or operate 

soft target tools to face threat of terrorist or other violent attack. But not only that, for example 

crisis management principles can be also applied on other crisis situations, such as various 

natural disasters. As a follow-up steps, some of the government departments started to fund 

the soft targets protection projects under their respective jurisdictions by grants and subsidies 

programs. Ministry of the interior covered projects of to the fourteen Czech administrative 

regions, and also of schools and public spaces such as squares. Ministry of Transport focused 

their programs on airports and bus or train stations, Ministry of Health on hospitals, and 

Ministry of Culture on museums, theaters, music festivals etc. Ministry of the interior is of 

course watching very closely if those funds are used properly, and not go to waste. But as it is 

very often in security, it is hard to say if the system is effective until incident happens. Despite 

certain terrorist activities being foiled, Czech Republic is one of those fortunate countries with 

no terrorist attack committed on its territory. It is without doubt due to the history of the Czech 

Republic, but also due to the activity of local law enforcement and intelligence agencies today.  

Is not an ambition of this article to elaborate more on other reasons. The most significant 

change regarding the operational level happened in reaction to incident from February 2015, 

when an armed attacker murdered 8 people and wounded 1 more in small town restaurant. 

Police of the Czech Republic recognized that not all police officers can be trained and equipped 

to deal with threats of terrorist or other violent attack, and that arrival times of police special 

units are usually too long to intervene in a real time when incident is still happening. Therefore, 

concept of so-called “front-line units” was introduced, putting well equipped and well-trained 
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police officers directly into the field, thus much shortening arrival times of competent 

responders. 

When increasing, or in some cases building up security of soft targets on National level form 

nothing, we must ask ourselves if those actions are potentially not creating new threats, and if 

we are truly aware of all possible consequences. If all the efforts would be focused for example 

only on shopping malls, other soft targets such as schools or hospitals would be left vulnerable, 

with visibly lower level of security. Its only understandable that attacker will choose target 

which appears to have the lowest level of security. This psychological principle of course 

doesn’t apply when specific target holds personal or other special value to the attacker, for 

example in case of a former employer or specific religious target.  

Regarding creating new threats, there is an infamous case when security checkpoints with 

metal detector gates operated by police officers were established at the entrances to the Prague 

castle, the official office of the President of the Czech Republic and one of the most visited 

tourist sites in the country. No doubt this step was led with good intentions not to let anyone 

armed inside, but it actually gave potential attacker a new way how to commit an attack. 

Before, visitors were scattered all over the area of the Prague castle. Afterwards, visitors were 

concentrated into the fairly long lines at the checkpoints, sometimes right by the busy roads. 

Only after some criticism concrete blocks were deployed alongside those roads, in order to 

prevent car ramming the lines, but not addressing the possible course of action of drive-by 

shooting [5]. 

When in Czech Republic soft targets protection is mostly result of focused efforts, often 

initiated and/or supported by the government and its departments, in Israel, it’s to a large 

degree a byproduct of a few combining factors. Those main factors could be identified as: 

favorable ratio of high number of military or security trained citizens on a relatively small 

territory; very clear and specific threat understood by general public; general consensus among 

Israeli society on possibility of terrorist attack; general understanding of need of hard security 

on the national level.  

These factors also to a large degree determine esprit de corps of all Israeli security and military 

agencies, and to a certain degree of the whole Israeli society. 

There are too many incidents that can be used as an example of that principal of soft targets 

protection in Israel. Yet, there is one incident that stands as a case study above others and that 

is worth mentioning. A terrorist attack happened in Jerusalem on July 2nd, 2008, when attacker 

stole a bulldozer from a near-by construction site and started rampaging the streets 

immediately after. The attacker was targeting pedestrians as well as cars, and he even flipped 

over a public transportation bus with passengers inside. He murdered three civilians and 

wounded forty more. It is virtually impossible to secure such a soft target, which busy streets 

are, by conventional security measures.  

Doing so by standing uniformed police officers a post at all such soft targets is not in a human 

resource of any police department of any western country, and it would only furthermore drain 

those human resources and would unable the police departments to fulfil their other duties. In 

case of above-mentioned incident, group of random civilians, some of them off duty law 

enforcement officers, climbed into the cabin and tried to neutralize the attacker, one of them 

had to use his handgun to do so [6]. 

Preparedness is something that is hard to measure. One of the indicators can be ratio of armed, 

and more importantly trained, citizens per population. There is roughly 1 firearm per 29 

citizens in Czech Republic, and roughly 1 firearm per 13 citizens in Israel. 1 in 152 Czech 

citizens have some kind of a military or security training, and roughly 1 in 15 Israeli citizens 
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have some kind of a military or security training.1 Numbers show that concentration of both 

armed and trained citizens among Israeli society is denser that among Czech society, but since 

each society is facing different threats, this different ratio doesn't necessarily mean a bad thing.  

Ratio of number trained citizens per citizens who legally own firearms will increase with 

amendment to the firearms-act, which is about to come into effect. This new amendment, 

beside other things, establishes a system of 4 following modules of training: I. module - self-

defense, II. module – soft targets protection, other two modules are for state of emergency and 

other crisis situations [6]. Real impact of this amendment is only to be seen, but generally it 

can be said that it is a move in right direction [7].  

Armed and trained citizens are not the only element in soft targets protection. Other elements, 

such as security awareness; cooperation between private and governmental sectors on 

operational, tactical and strategical levels; collecting and processing intelligence data; 

deradicalization; physical, technical and technological means; etc. are holding a key value in 

soft targets protection. Each of those elements would suffice to an article itself [8]. 

4.  CONCLUSION 

What can Czech Republic possibly take as lesson to be learned from this comparison? In Israel, 

soft targets protection is more organic, in Czech Republic, it is more institutionalized. Threats 

for each country and society are different, yet some tactics and measures remain universal. 

Israeli style of security is based on its very specific historic experience, and therefore its 

principles are transferable only to a certain degree, or not transferable at all. To equalize ratio 

of armed and trained citizens per population would on Czech part require to significantly 

increase budgets of Ministry of Interior and of Ministry of Defense, but more importantly 

reintroduce mandatory military service.  

All of those steps are at this moment only hardly feasible, and probably not necessary in the 

eyes of the general public. It is not the ambition nor in capacity of this article to calculate or 

just estimate cost-benefit ratio of these theoretical steps. Czech Republic should therefore keep 

going its own way, when at the same time implanting relevant elements of the Israeli style of 

security 
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Abstract: The termination of the First World War and the Allies’ victory marked the 

end of one of the darkest periods in human history. The Kingdom of Serbia was on the 

winning side but the casualties it suffered were enormous. Around 1,300,000 Serbs laid 

down their lives to defend the homeland. This paper offers an analysis of the 

composition of military formations, provides an overview of the number of typhus 

victims and the scope of fatalities during The Great Retreat (also known as the Albanian 

Golgotha), as well as war crimes committed by the enemy. Here we will address the 

notion that the military victory was simultaneously a demographic defeat of a small 

nation. The fact in support of this claim is that the Supreme (or High) Command was 

forced to mobilize the troops intended to protect the last line of defense – and young 

men, members of the famed “Student Battalion” (also known as 1,300 Corporals). In 

addition, we shall discuss the circumstances of the Serbian army at the moment of 

declaring the war, and address the demographic devastation of the nation as one of the 

main aims of the Austro-Hungarian Empire (or Monarchy) and the German Empire. 

For the purposes of presenting the facts mentioned above, we shall utilize the historical, 

statistical, and sociological methods. 

Keywords: War, typhus, Golgotha, demography, aggression 

1. INTRODUCTION 

The onset of the 20th century was intensely tumultuous for the Kingdom of Serbia. The policies 

led by the great powers, primarily that of the Austro-Hungarian Monarchy, the German Empire 

and the Russian Empire, produced dire consequences. Already crippled, the Dual Monarchy 

attempted to show its strength in terms of still being one of the key factors of peace and stability 

in Europe – and that others must keep that in mind. To succeed, it had to display its power on 

the ground. The Balkans imposed itself as an ideal opportunity for this endeavor, whereas the 

Kingdom of Serbia presented the perfect target for demonstrating the Dual Monarchy’s clout. 

Since Serbia’s foreign policy shift in favor of the Russian Empire at the beginning of the 20 th 

century, the Dual Monarchy tried to pull Serbia into an open confrontation. The Kingdom of 

Serbia was never prepared for war with such a vastly superior enemy. Nevertheless, on the 

Serbian holiday of Vidovdan (lit. Saint Vitus Day) – June 28, 1914 – the member of the Young 

Bosnia organization, Gavrilo Princip, assassinated Archduke Franz Ferdinand in Sarajevo. 

Austro-Hungary understood this act as Serbia’s attack on the Monarchy and promptly declared 

war on Serbia on July 28, 1914. The declaration of war was preceded by an ultimatum that the 

Serbian government could not consent to, as it entailed allowing the Monarchy’s 

representatives to freely and without hindrance conduct investigations into the Sarajevo 

assassination in Serbia’s territory. Accepting such a demand would involve denying Serbian 

sovereignty on its own land. The great desire of the Monarchy to conquer Serbia militarily 

overshadowed another, more dreadful goal – that of the total extermination of its population. 

In support of this claim, we cite here the order issued by the 9th Corps’ commander to his 
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officers and non-commissioned officers: “The war leads us to a hostile country inhabited by a 

population filled with fanatical hatred, to a country where murders – such as the Sarajevo 

catastrophe – are celebrated like acts of heroism. Any type of civilized behavior toward such 

a population… is harmful. Whoever shows mercy in this case will be severely punished… 

Every house where weapons are found shall be demolished… Hang the most reputable locals 

who do not reveal the location of the inhabitants of those houses where the weapons are 

found… Think of every inhabitant as a member of a gang if they find themselves outside the 

populated place, and especially in the forest. Kill these people immediately if they seem 

remotely suspicious”[10]. 

2. ARMY MOBILIZATION 

In the aftermath of the Balkan Wars, Serbia had found itself in a dire situation. According to 

Skoko, 82,800 members of the army had been incapacitated and forced out of action, with 

31,800 killed [8]. One of the smallest countries in the world, a land with slightly more than 

4,550,000 inhabitants, was in no shape to engage in a new war, according to Mitrović [4]. In 

Skoko’s words, “In the course of the two Balkan wars, little Serbia exhausted its human and 

material reserves to the fullest. The great victories of the Serbian army in the two Balkan wars 

were paid for by tens of thousands of killed, dead, and crippled soldiers, non-commissioned 

officers and officers” [9]. The Serbian army was faced by a gaping lack of weaponry. In 

support of this claim is the fact that, for the purposes of enabling regular military conscription, 

as many as 120,000 rifles and a considerable number of machine guns were required. The total 

amount of infantry weapons comprised of only 184,000 rapid-fire rifles and 65,000 old Berdan, 

single-shot rifles. The Serbian army was almost entirely lacking in the heavy artillery that had 

recently been introduced into the Austro-Hungarian ranks. The desperate state of affairs in the 

Serbian army is best demonstrated by the fact that only permanent staff wore new clothes. 

Members of the third call-up waged war in civilian garments. According to Skoko’s research, 

the Austro-Hungarian Supreme Command recruited more than 250,000 soldiers for the 

purposes of the military campaign against Serbia [8].  

Đorđević states that this number is slightly smaller than 300,000 [2]. We must keep in mind 

the fact that the Austro-Hungarian army was in possession of modern weaponry, which further 

aggravated Serbia’s position. 

As for the military of the Kingdom of Serbia, the Supreme Command invested exceptional 

efforts to mobilize 11 divisions of the first and second call-up, as well as troops from the third 

call-up. According to the memoirs of Field Marshal Mišić, they recruited “all those capable of 

defending the attacked homeland with a rifle in their hands” [8]. In Mitrović’s words, “From 

the summer of 1914 to the fall of 1915, it drafted a total of just over 707,000 of its citizens” 

[4]. Milošević states that this number amounted to 714,343 [3]. With a population of just over 

4,550,000, the state mobilized almost a quarter of its citizens in two years during which war 

was waged.  

In order to better illustrate the demographic damage inflicted on Serbia in the aftermath of the 

warring years, we shall present the composition of the Serbian army, as well as the age range 

of its conscripts. The strategic development of the army was set up in the following manner: 

the First Army, led by General Petar Bojović, was comprised of the Timok Division of the first 

call-up, the Cavalry Division, and the Timok, Danube, and Morava divisions of the second 

call-up. The Second Army, led by General Stepa Stepanović, was comprised of the Combined 

Division, the Šumadija, Morava, and Danube divisions of the first call-up. Pavle Jurišić-Šturm 

commanded the Third Army, which incorporated the Drina Division of the first and second 

call-ups, three overnumbered regiments of the first call-up and two regiments of the third call-

up. General Miloš Božanović was in command of the troops of the Užice army, including the 
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Šumadija Division of the first call-up, the Užice Brigade and Lim Detachment [9]. Men 

between the ages of 21 and 31 comprised the first call-up. The second call-up was composed 

of men aged 31 to 38, while members of the third call-up were individuals between the ages 

of 38 and 45 [1]. 

3. THE WAR OF 1914 

In line with the order by the commander of the 9th Austro-Hungarian Corps, the Austro-

Hungarian army crossed the Drina River on August 12. Oskar Potoriek, commander of the 

Balkan army, insisted on the direction of the Drina River at all costs [9]. The Second Army of 

General Stepa Stepanović – consisting of members of the first call-up, i.e. soldiers between 

the ages 21 and 31 – came under attack. The Battle of Cer commenced in the early morning 

hours on August 16, when the Combined Division clashed with the troops of the Balkan army. 

The Cer Mountain was the scene of the hitherto unprecedented war activities. By August 19, 

all three divisions of the first call-up joined the fight, as they were part of the Second Army. 

The Battle of Cer was resolved in favor of Serbian arms. However, this very first and great 

victory of the Allies, was paid for direly. In Skoko’s words, the losses that the Serbian army 

had suffered entailed “259 officers and 16,045 non-commissioned officers and soldiers” [8]. 

In a matter of three days of combat, 16,304 soldiers aged between 21 and 31 lost their lives on 

Mount Cer. 

After the great victory at Cer, the Allies started thinking differently of Serbia. Recognitions 

started coming in from all sides but so had the pressure to tie up as many enemy forces as 

possible in order to relieve the other fronts. In this sense, the Supreme Command sent the 

Timok Division of the first call-up across the Sava River in order to tie up enemy forces as 

strongly as possible. This endeavor proved to be disastrous for the Timok Division’s soldiers. 

Skoko states that the Austro-Hungarian forces – during the construction of the pontoon bridge 

– shelled and forced out of action a total of 6,366 soldiers of the Timok Division of the first 

call-up, thereby nearly decimating it. One of the most significant clashes took place on Mačkov 

kamen. According to Skoko, the Danube divisions of the first and second call-ups lost 11,490 

lives in this battle. As the war progressed, the scanty material equipment of the Serbian army 

came to the fore. Artillery ammunition was running low. The soldiers fought without military 

clothing. As Skoko states, they were “half-naked and barefoot.” The desperate state of affairs 

concerning ammunition, clothes, and footwear was utilized by the Austro-Hungarian 

Command. Potoriek succeeded in pushing the Serbian army to the right bank of the Kolubara 

River, thus ending the battle on the Drina River in favor of the Monarchy [8]. 

The First Army carried the greatest burden in the Battle of Kolubara, as it withdrew other 

military formations. General Mišić raised the morals of his troops, while the order on taking 

the position near Gornji Milanovac proved to be a good decision. The soldiers had a chance to 

rest well and prepare for a counter-offensive. When the First Army marched into Belgrade – 

on December 15, 1914 – the Supreme Command concluded that there were no more enemy 

soldiers on the territory of the Kingdom of Serbia. The cost of the victories of Kolubara and 

Cer were too dire for the small kingdom. The number of victims on the Serbian side amounted 

to 153,373 soldiers, 8,074 non-commissioned officers, and 2,110 officers. The demographic 

disaster in Serbia had only just begun. The loss of officers and non-commissioned officers was 

irreparable. Consequently, the Supreme Command issued an order to train students and pupils 

to perform sergeant duties [8]. The alarming nature of the situation is illustrated by Radojičić’s 

testimony, in which he mentions that Mionica-born Stojadin Dragićević lost two of three of 

his sons in the war [7]. All of Serbia was in mourning.  

The conclusion of war maneuvers in the year of 1914, although victorious for Serbian arms, 

was extremely devastating for the Serbian people. A country with a population of 4,550,000 
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had lost 170,000 citizens in a matter of just five months; they were mostly aged between 21 

and 31, men at the peak of their physical and intellectual strength. We can undoubtedly 

conclude that the decision of the General, now Field Marshal Živojin Mišić, to withdraw First 

Army troops to reserve positions was vital. When we say ‘vital,’ we thereby disregard the 

military and strategic aspect, which is certainly of great importance, and focus on the 

demographics. Exhausted, hungry, and suffering from low morale, the First Army was in 

disarray when Field Marshal Mišić took command. The order to retreat enabled the troops to 

rest, consolidate morally, and replenish the artillery. There is no doubt that such a decision 

saved countless lives in the Serbian ranks. 

4. TYPHOID EPIDEMIC 

As if that were not enough, a new enemy knocked on the door of the small Balkan kingdom – 

one that was immune to military victories. A foe who hacked down human lives faster than 

any weapon. Serbia was under attack by louse-borne typhus or epidemic typhus. The economy 

was in such disorder that Serbia was not in a position to obtain basic foodstuffs. The whole 

country was ravaged by food shortage, and medical supplies were essentially non-existent. The 

epidemic typhus broke out in late 1914 in border areas. While retreating from Serbia, the 

Austro-Hungarians left behind their soldiers suffering from typhus [7]. Mitrović states that the 

number of infected captured soldiers amounted to 30,000 [4]. Typhus manifested itself in three 

forms: as spotted, abdominal, and relapsing typhus, while Mitrović remarks that it was later 

established that it caused gangrene in wounded soldiers. Additionally, Mitrović speaks of a 

report by a British military attaché, who demanded from his minister to deploy emergency 

medical aid to Serbia. He cautioned that otherwise Serbia should not be counted on in future 

war actions. Reports say that about 400,000 people contracted typhus and around 170,000 lost 

their lives [4].  

The fighting year of 1914 had ended but combat started on a different front. Typhus decimated 

the Serbian army. If we consider Mitrović’s claims that epidemic typhus caused gangrene 

among the wounded soldiers, the figure of 170,000 dead soldiers could be far higher. The 

epidemic took more lives than the Austro-Hungarian army did in five months of fighting. 

Serbia was in desperate need of peace. 

5. NEW OFFENSIVE AGAINST SERBIA 

In September 1915, Central Powers decided to finally settle accounts with Serbia. For this 

purpose, they mobilized 800,000 soldiers, according to Mitrović. Austro-Hungary stationed its 

3rd army in Srem, Germany gathered its 11th army in Banat, while the Bulgarian 1st and 2nd 

armies were preparing to strike the Serbian army from behind [4]. 

Enemy forces started bombarding Belgrade on October 6, 1915. Skoko states that the troops 

of the Belgrade defense lost 5,000 soldiers, and that the number of civilian killed during the 

attack was several times higher [8]. The fury of the Austro-Hungarian and German armies was 

poured on the civilian population. However, both Mitrović and Skoko claim that the biggest 

atrocities against the military and civilian populations were committed by Bulgarian soldiers. 

Pisarri notes that – immediately upon entering Serbia – Bulgarians killed 114 Serbian officers 

that they had found in the hospital in Štip. Pisarri also remarks that the Bulgarians killed around 

20,000 people in the aftermath of the Toplica uprising, thereby displacing more than 100,000, 

of whom barely 50,000 returned. After the termination of war activities, an inter-allied 

commission established that Bulgaria had violated all articles of the Hague Convention. 

Torture and rape were a daily occurrence within the Bulgarian occupation zone [6]. 

The vast extent of the enemy’s power is revealed by Mitrović, who states that by October 10 

the enemy had taken position on the territorial line of Ivanjica, Kraljevo, Trstenik, 
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Aleksandrovac, Brus, Lebane, Vranje, Gnjilane, Kačani, Tetovo. The only way out for the 

Serbian army was toward Montenegro [4]. In the memoirs of Field Marshal Mišić, Skoko 

describes the well-known Supreme Command sessions held in Peć, in the course of which 

Mišić’s proposal to launch a counter-offensive was rejected and a decision was made to march 

through Albania [8]. The retreat was conducted in three directions. The first one was on the 

path Peć-Andrijevica-Podgorica-Shkodra, the second on the line Prizren-Lum Kulla-Spis-

Fleti-Puka-Shkodra-Lezha, and the third one linked Prizren, Lum Kulla, Peshkopi, Debar, and 

Elbasan [4]. All three Serbian armies set out to Peć. Numerically speaking, the three military 

formations were comprised of 85,930 soldiers and officers. Troops from the new areas, 

numbering 11,983 soldiers and officers, moved in the other direction, across Prizren and 

toward Lezha. The southern column traveled from Prizren to Elbasan. It consisted of 41,956 

soldiers and officers [5]. According to Mitrović, of the 6,000 young men born in 1898 and 

1897, only 500 arrived on the Albanian coast [4]. Bulgarian troops captured a group of 400 

boys in the village of Ramne, near Ohrid, massacring each and every one of them [5]. This 

speaks volumes of the endangered future of the Serbian nation. It was not only the Serbian 

army that embarked on the retreat through Albania but rather the entire state was en marche. 

Skoko notes that 150,000 Serbian lives were taken in Albania. Of the 40,000 recruits, only 

8,000 survived. Upon arrival on the Albanian coast, the agony of the Serbian people resumed. 

Ships tasked with transporting the army and civilians arrived almost a month later. The 

majority of the Serbian army was transported to Corfu only in late January. In Skoko’s words, 

the Serbian army numbered about 140,000 soldiers [8]. According to Mitrović and Skoko, the 

Kingdom of Serbia had recruited about 715,000 soldiers during the First World War. Only 

140,000 of them arrived in Corfu. They would later carry the greatest burden during the 

breakthrough of the Macedonian Front (also called Salonica Front). 

6. CONCLUSION 

The Kingdom of Serbia reached the end of the First World War on the victors’ side. Praises in 

favor of the Serbian army came from all sides, both allies and enemies. The heroism of Serbian 

soldiers and the skills of the Serbian officers served as an example of how the homeland should 

be defended and – above all – the way it ought to be loved. Ready to engage in “lost” battles 

up front, the soldiers fearlessly marched forward. According to Wilhelm II, the Serbian army 

was decisive in determining the war’s outcome. However, the price was disproportionately 

high. During the First World War, Serbia lost a third of its population. Austro-Hungarians 

killed civilian throughout Serbian Kingdom. From Danube, through Morava, Vardar, the 

Accursed Mountains, and Corfu, to Thessaloniki, there was not a foot of land that was not 

soaked in the blood of the Serbian population. We use the term population since blood was 

shed by soldiers, women, children, and the elderly alike. Devshirme (also called “blood tax” 

or “child levy”) was paid by the whole Serbian state. The blood tax was paid to win freedom. 

The Serbian people’s bones rest throughout the Balkans as a note that nothing is expensive 

when the homeland cries for help. The order of the commander of Austro-Hungary’s 9th Corps 

was implemented to a large extent. The enemy had been defeated militarily. However, the 

struggle for the renewal of the country and biological survival was yet to come. Serbia’s 

demographic situation seemed alarming, while soldiers of the first and second call-ups 

comprised most of the victims. The largest percentage of men in their best years and in their 

full swing had been killed. The enemy showed no mercy to the children either, killing everyone 

on its path. Number of victims was colossal. The country was on the verge of collapse because 

the economy needed to be put back on its feet, but the number of those capable for this did not 

suffice. In the end, we can conclude that Serbia was one of the most deserving countries for 

the victory during the First World War, although it indeed suffered a colossal defeat. It was 
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defeated because it lost a third of its population and underwent an irreversible demographic 

blow. 
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Abstract: The COVID-19 virus pandemic is a global crisis, with consequences reflected 

on the mental health of people globally during the pandemic, and that will be recorded 

in the future. Mental health of employees is important for the work process of every 

company, since any health disturbance results in reduced productivity and possible 

errors while performing work tasks. This paper analyses the impact of the current 

pandemic crisis on the mental health of employees in the electricity supply system, as 

workers in one of the sectors of critical infrastructure and workers whose jobs involve 

increased risk. The survey, conducted via a questionnaire, involved 109 workers, with 

the aim to determine the impact of the pandemic crisis on their mental health, as well 

as to propose measures that could provide support and assistance to this group of 

workers in the future, if we should again face similar challenges. 

Key words: pandemic, electricity supply system, mental health 

1. INTRODUCTION 

COVID-19 is an infection caused by a new type of corona virus SARS-CoV-2 [1]. 

Cоrоnаviruses (CoV) are a large family of viruses causing diseases ranging from the common 

cold to serious illnesses such as: Middle East Respiratory Syndrome (MERS-CoV) and Severe 

Acute Respiratory Syndrome (SARS-CoV) [2]. According to WHO and CDC data, COVID-

19 is spread via droplets, most often when people talk, sneeze, cough, etc. 

The coronavirus COVID-19 appeared in China, in the city of Wuhan, with the first reported 

case in early December 2019 [1]. After that, the virus began to spread rapidly through various 

regions of China, and on December 31, 2019, the WHO office in China was informed about 

cases of pneumonia with an unknown cause. On January 30, 2020, the World Health 

Organization declared a state of concern, and on March 11, 2020 the World Health 

Organization declared the COVID-19 pandemic. 

Over one year after the announcement of the first case in China, on January 7, 2021 in the 

world, in 222 countries, 85,929,428 cases of infection had been registered, with 1,860,100 fatal 

outcomes. 

According to data of the Institute of Public Health "Milan Jovanović Batut", the first case of 

COVID-19 in the Republic of Serbia was recorded on March 6, 2020. From the beginning 

when the epidemic was proclaimed until January 7, 2021, in the Republic of Serbia 353,907 

cases were registered, with 3,479 fatal outcomes [4]. 

mailto:mlaban@uns.ac.rs
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Due to virus characteristics and the request of the World Health Organization not to perform 

autopsies, it is still unknown what lasting consequences it will have on human health. A special 

cause for worry is the situation that this virus will not only have consequences for human lives 

and health, but will also have consequences for mental health. 

2. ELECTRICAL FITTERS – A JOB WITH INCREASED RISK 

The job of electrical fitter is among high-risk jobs. Some of the definitions that characterize 

high-risk jobs are listed below [3]. 

Risk is the probability of injury, illness or damage to the health of an employee due to hazards. 

Risk assessment is the systematic recording and assessment of all factors in the work process 

that can cause injuries at work, illnesses or damage to health and the determination of 

possibilities, i.e. ways to prevent, eliminate or reduce the risk. 

A job with increased risk is a job established by the document on risk assessment where, 

regardless of fully applied measures in accordance with this Law, there are circumstances that 

may endanger the safety and health of an employee. 

The person in charge of work safety and health is a person performing activities related to 

safety and health at work, who has passed the professional exam on practical training and who 

is appointed by the employer to perform these tasks by a written document. 

According to the Council of Europe and Great Britain, energy is one of the basic sectors of 

critical infrastructure, and accordingly it can be safely concluded that electrical fitters are 

workers within this critical infrastructure, and are among its carriers. 

Based on the answers provided in a survey conducted on a group of electrical fitters, this 

research aims to determine what impact the COVID-19 pandemic has had on the mental state, 

work conditions and safety of employees working as electrical fitters, to propose measures to 

improve conditions and work organization, so that employees on those jobs can perform their 

work tasks more easily without stressful situations that would have a potential negative impact 

on their mental health. 

3. RESEARCH AND RESULTS 

109 respondents responded to the survey regarding the impact of the COVID pandemic on the 

psychological and social well-being of electrical fitters working within critical infrastructure 

on jobs with increased risk. 

Table 1: Respondents' answers - age 
Respondents' 

age 

Under 20 

0.9% 

21 to 30 

43.9% 

31 to 40 

36.4% 

41 to 50 

17.8% 

Over 50 

0.9% 

Table 1 contains  responses of respondents who answered the survey question about their age, 

showing that the highest percentage of respondents (43.9%) were aged between 21 and 30 

years. 

Table 2: Respondents' answers - place of residence 

Respondent’s place 

of residence 

City 

46.2% 

Village 

53.8% 

Table 2 contains  responses of respondents who answered the survey question about their place 

of residence, showing that a higher percentage of respondents were living in villages (53.8%). 
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Table 3: Respondents' answers – housing unit. 

Respondent’s 

housing unit 

Apartment 

18.7% 

House 

81,3% 

Table 3 contains  responses of respondents who answered the survey question about their 

housing unit. Results show that a higher percentage of respondents were living in houses 

(81.3%). 

Table 4: Respondents' answers – marital status 
Respondent’s 

marital status 
Married 

57.5% 
Divorced 

0.9% 
Single 

41.5% 

Table 4 contains  responses of respondents about their marital status. Results show that the 

highest percentage of respondents were married (57.5%). 

Table 5: Respondents' answers – children 

Respondents’ 

children 

One child 

21.7% 

Two 

children 

25.5% 

Three 

children 

6.6% 

More than 

three children 

0% 

No 

children 

47.2% 

Underaged 

children 

21.7% 

Children 

under 7 

years of age 

17.8% 

Table 5 contains  responses of respondents about their children. Obtained results show that the 

highest percentage of respondents had children, and that 21.7% had one child, 25.5% had two 

children, and 0.6% had three children. 

Table 6: Structure of households respondents live in 

Single person household 

7.5 % 

Two member household 

21.5 % 

Three member household 

17.8 % 

Household with more than three members 

44.9 % 

Household with members over 65 years 

33.6 % 

Household with children under 7 years 

32.7 % 

Hpuisehold with adult children 

7.5 % 

Household with pets 

19.6 % 

Table 6 contains  responses of respondents about the structure of their households. Obtained 

results show that the highest number of respondents lived in households of over three members 

(44.9%). 

Table 7: Respondents' answers – intensity of work engagement  
Intensity of work 

engagement during the 

pandemic 

Increased 

18.7% 

Unchanged 

60.7% 

Decreased 

20.6% 

Table 7 contains  responses of respondents about the intensity of their work engagement. 

Obtained results show that for the highest percentage (60,7%) the intensity of their work 

engagement remained unchanged. 
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Table 8: Respondents' answers – years of work experience 
Years of work 

experience 

Up to 5 years 

34.6% 

5 to 15 years 

57.9% 

15 to 20 years 

5.6% 

20 to 25 years 

0.9% 

Over 25 years 

0.9% 

Table 8 contains  responses of respondents about their years of work experience. Obtained 

results show that the highest percentage of respondents (57.9%) had 5 to 15 years of work 

experience. 

Table 9: Respondents' answers – effect of the pandemic on their work engagement 

Effect of the 

pandemic on 

work 

engagement 

No effect 

71% 

Prevented 

from 

performing 

work tasks 

11.2% 

Overburdened 

with work 

tasks 

5.6% 

Injured 

during the 

pandemic 

0.9% 

On sick leave 

during work 

engagement 

10.3% 

Noted reduced 

concentration 

while 

performing 

work tasks 

0.9% 

Table 9 contains responses of respondents about the effect of the COVID-19 pandemic on their 

work engagement. Obtained results show that in 71% of cases the COVID-19 pandemic had 

no effect on work engagement. 

Table 10: Respondents' answers – effect of the pandemic on daily life 
Effect of 

the 

pandemic 

on daily 

life 

Separation 

from 

friends 

42.1% 

Separation 

from the 

family 

3.7% 

Fear of 

job loss 

16,8% 

Loneliness 

3,7% 

Worry 

about 

loved 

ones 

57% 

Worry 

about a 

pet 

2.8% 

Anxiety 

10.3% 

No 

significant 

effect 

32,7% 

Table 10 contains  responses of respondents about effect of the COVID-19 pandemic on their 

daily life. Obtained results show that the highest number of respondents worried about their 

loved ones (57%), and that separation from friends had the highest impact on respondents 

(42.1%). 

Table 11: Respondents' answers – effect of measures during the pandemic and special work 

conditions on their health status 

Effect of measures 

during the 

pandemic and 

special work 

conditions on the 

respondent 

Sleeping 

problems 

5.7% 

Weight 

loss 

2.8% 

Weight 

gain and 

irregular 

diet 

17% 

Intensified 

bad habits 

5.7% 

Non-

smokers 

who did not 

start 

smoking 

during the 

pandemic 

36.8% 

No effect 

on 

physical 

health 

66% 

Negative 

effect of the 

pandemic 

on the 

health 

status 

4.7% 

Table 11 contains  responses of respondents about the effect of measures during the COVID-

19 pandemic on their health status. Obtained results show that at the time of the survey, for the 

highest percentage (66%) the COVID-19 pandemic had no effect on their health status. 

Table 12: Respondents' answers – personal illness during COVID-19 
Respondents falling ill with 

COVID-19 

Yes 

19.6% 

No 

80,4% 

Table 12 contains  responses of respondents to the question if they personally fell ill with 

COVID-19 during the pandemic. Obtained results show that the majority of respondents 

(80.4%) were not ill during the pandemic. 
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Table 13: Respondents' answers – COVID-19 illness among persons close to the respondents 
A close person falling ill with 

COVID-19 

Yes 

39.3% 

No 

60,7% 

Table 13 contains  responses of respondents to the question if any persons close to them fell 

ill with COVID-19. Obtained results show that in most cases (60.7%) no close persons fell ill. 

Table 14: Respondents' answers – close persons who died during the COVID-19 pandemic 
Close persons who died from 

COVID-19 

Yes 

4.7% 

No 

95.3% 

Table 14 contains results about persons close to the respondents who died from COVID-19. 

Obtained results show that for the highest percentage (95.3%) there were no deaths. 

Table 15: Respondents' answers – own testing during the COVID-19 pandemic  
Was the respondent tested for 

COVID-19 once or more than 

once since the beginning of the 

pandemic 

Yes 

37.4% 

No, no test was 

needed 

52.3% 

No, but the 

respondent 

considered it 

9.3% 

Number of respondents 

who requested to be 

tested but were not 

0.9% 

Table 15 contains results about respondents’ testing for COVID-19. Obtained results show that 

the majority of respondents were not tested during the pandemic (52.3%), with the justification 

that it was not necessary. 

Table 16: Respondents' answers – availability of money for basic needs 
Did the respondent have 

enough money for basic needs 

Yes 

46.7% 

No 

17.8% 

Partially 

35.5% 

Table 16 contains  responses of respondents about the availability of enough money during the 

COVID-19 pandemic. Obtained results show that 17.8% did not have enough money, and 

35.5% partially had money, which is also the most frequent response to this question. 

4. DISCUSSION OF RESULTS AND MEASURES 

Based on results obtained in the survey, it can be seen that respondents were exclusively men 

with ages mostly varying from 21 to 40 years, therefore belonging to the younger population. 

According to reports of health organizations to date, COVID-19 mostly affects the elderly 

population, which was therefore the most endangered during the COVID-19 pandemic. The 

very reason is that the body of younger is more resistant and hardy than the body of older 

individuals. Based on these data, at the very beginning of the research, we can present the 

assumption that our respondents employed as electrical fitters belonged to a population that 

less endangered by the COVID-19 virus. 

By analysing the following two questions, respondent’s place of residence and housing unit, 

we see that numbers of those residing in villages and in cities are almost equal, while a 

significantly higher number of respondents answered that their housing unit is a house. During 

the period we spent in quarantine, this provided significant benefits and relief for mental 

health, due to the fact that a majority of respondents (81%) could stay in the yard, in the open 

air, be exposed to the Sun, which is a natural source of vitamin D during summer days. 

Based on the following questions and answers about whether they are married, whether they 

have children and how many members make up their household, majority answers show that 

the respondents who were surveyed did not live alone in their home, and that the possibility of 

person to person transmission within the household itself was increased, and thus also the 

potential worry not to infect their household and loved ones. 
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According to provided answers, the intensity of work engagement of the group of respondents 

- electrical fitters for 60.7% mostly remained unchanged. On the basis of this, we can conclude 

that even in times of a global epidemic, workers on these jobs were not spared from work tasks 

and exposure to the possibilities of falling ill. 

The respondents’ years of work experience show that the majority of jobs are occupied by 

respondents with work experience of 5 to 15 years (57.9%), based on which we can conclude 

that they are experienced fitters who, based on education and acquired experience, can 

certainly be classified into the group of experienced workers. Also, the majority of respondents 

(71%) stated that the pandemic did not have an effect on their work engagement, more 

precisely that they fulfilled their work obligations as regularly as before the pandemic. 

Speaking about the daily life of these respondents, the highest percentage of changes was 

recorded relevant to separation from friends (42.1%), which certainly results in reduced 

socializing and fear of job loss (16.8%), causing not at all pleasant feelings in people. Also, 

17% of respondents gained weight and ate irregularly, while 2.8% noticed weight loss. Both 

cases can be attributed to consequences of stress, for the reason that consequences of stress are 

reflected in the sense of excessive or reduced nutrition, depending on the person. 5.7% of 

respondents had sleep problems, and 4.7% said that the pandemic had a negative impact on 

their health. A consequence of stress, of the feeling of fear, and lack of socialization in humans, 

are depressive and anxious states, increased nervousness, feelings of exhaustion, insomnia, 

and all this can lead to health disorders that become manifest in the near and the distant future. 

Speaking specifically about the COVID-19 virus disease, 19.6% of respondents fell ill, while 

39.3% had a case of illness of a person close to them, and 4.7% experienced a death in the 

circle of people they were close with. 

Therefore, in addition to the hard work they performed and with all the personal protection 

measures taken at work, our respondents had cases where they themselves fell ill, which could 

lead to creating panic and fear in other colleagues who directly or indirectly had contact with 

them. 

In the 37.4% of respondents who underwent PCR testing for COVID-19, fear and panic 

behavior was confirmed, as illustrated by the fact that the number of persons tested in this 

group of workers was higher than the number of those who became ill. 

Speaking specifically about whether respondents had enough money for their basic needs, 

35.5% stated that they had money partially, and 17.8% that they had no money at all. Certainly, 

the pandemic, and the measures prescribed to preserve personal health, adversely affected the 

material status of our respondents, although based on the survey we can see that for the most 

part their work productivity was not reduced. 

Based on obtained research results, and conclusions about the impact on the life, work and 

health of respondents, some of the measures recommended to improve working conditions on 

electrical fitter jobs in order to reduce possibility of infection, fear, worry and all else that 

belongs to workers’ life and health could be the following: 

- Introduction of work in shifts so that fewer workers are in the same place at the same time, 

- Introduction of greater control over the application of protective devices (masks, 

disinfectants, etc.), 

- Shorter work hours, 

- Forming working groups of two electrical fitters, and communication via means of 

communication, 
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- Organizing periodic workshops for education and awareness raising for employees, as 

well as psychological support to employees, 

- Material assistance by the company in terms of a package of personal protective 

equipment and disinfectants, so that workers would have secure protection 24 hours a day 

and not just during working hours. 

5. CONCLUSION 

Since the job of electrical fitter is a job with increased risk, in regular circumstances there are 

possible threats of consequences for human life and health. It is very important to regard this 

group of workers from the point of psychological assessment, with an emphasis on the type of 

additional impact of the COVID-19 pandemic on their mental health. 

Accordingly, it is necessary to undertake measures in the future in order to preserve their 

quality of life and work conditions. 

It is necessary to minimize the possible consequences for their health and work safety. 

The job of an electrical fitter is a very responsible job, inevitably requiring maximum 

dedication and concentration when performing work tasks. 

Also, their job is of great importance for the very functioning of the power grid that belongs 

to the critical infrastructure. 

Therefore, one of the priorities for preserving their mental health should be a challenge for the 

organization both in the current crisis and in the future. 

This is necessary to define an adequate response in practice, such as the proposed measures 

that need to be implemented continuously.  
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Abstract: The floods that hit our country in 2014 caused material damage to the 

municipality of Irig, including residential, business and facilities of transport, utility, 

electrical and telecommunications infrastructure and agricultural land. It activated 

existing landslides and caused new ones. In order to identify the water situation and 

problems, and to present the data for flood defense and preventive measures for risk 

reduction, an Operational Plan for flood defense for second-order waters in the 

municipality of Irig has been prepared, according to the legal regulations. Floods in 

the municipality of Irig can be expected in spring and summer, and to define the level 

of regular and emergency flood defense, it is necessary to define the capacity of the 

riverbed. For protection against floods, it is necessary to apply preventive measures 

for flood protection based on green infrastructure. 

Key words: flood, prevention, flood defense 

1. INTRODUCTION 

Flood is an overflow of water from watercourses onto land that is not otherwise covered by 

water, which indicates that floods can have serious consequences for people, material goods 

and the environment. In the past, floods caused great damage on the territory of the Republic 

of Serbia, so it is necessary to act to reduce future consequences to a minimum, to protect 

human life and health, to prevent environmental contamination, so that economic damage can 

be as small as possible and the recovery faster and easier. 

On the territory of the municipality of Irig, there are seven streams which belong to the second-

order waters, and there is a possibility of flooding in this territory. During the 2014 floods, 

which hit the Republic of Serbia, streams overflowed in the municipality of Irig in three 

settlements (Jazak, Vrdnik and Irig), which caused great material damage, primarily to 

agricultural land, yet there were no human casualties. We must not ignore the fact that human 

lives and health are endangered during every flood, which is the main reason for preventive 

action in order to reduce the risk of floods and thus reduce the consequences if a flood occurs. 

The aim of this paper is to develop an Operational Plan for flood protection for the second-

order waters in the Municipality of Irig, according to the regulations of the Republic of Serbia 

governing this area, in order to identify the current water situation, existing problems related 

to flood protection, and to present the data necessary for operational flood defense and 

determine preventive measures to reduce the risk of floods in the municipality of Irig.  
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2. LEGISLATION OF THE REPUBLIC OF SERBIA 

Defense against floods on the waters of the second order is regulated by the regulations of the 

Republic of Serbia, according to which this paper was written, namely the Water Law 

("Official Gazette of the RS", 30/2010, 93/2012, 101/2016, 95/2018 and 95/2018 – state laws), 

Regulation determining the General Plan for flood defense ("Official Gazette of the RS", 

18/2019), Order on Determining the Operational Plan for Flood Defense for 2020 ("Official 

Gazette of the RS", 91/2019) and other regulations governing protection and rescue in 

emergency situations. 

Flood defense is defense against high waters and ice accumulation, and can be regular or 

emergency [8]. It is organized by a public water management company on the waters of the 

first order, or by a local self-government unit on the waters of the second order. When it comes 

to the waters of the second order, it is organized in accordance with the general and operational 

plan of flood defense, local operational plan of flood defense and regulations governing the 

field of protection and rescue in emergency situations [7]. The operational plan for flood 

defense for waters of the second order is adopted by the competent body of the local self-

government unit, and contains: 

- data required for the operational implementation of flood defense, 

- criteria for declaring flood defense, 

- names of managers and flood defense entities, 

- manner of alerting and informing, 

- preventive part, 

- excerpt from the national operational plan for the territory of the local self-government 

unit, 

- operational part [7, 8]. 

3. FLOOD PROTECTION MEASURES   

Flood protection measures can be investment or non-investment [4]. Non-investment measures 

include administrative, regulatory and institutional measures with the aim to reduce the 

harmful effects of future floods [4]. Investment measures include active and passive hydro-

construction protection measures [4]. Considering the care for climate change and 

environmental protection, we come to the terms of green and gray infrastructure related to 

flood defense, whereby it is necessary to primarily use green measures, as they have more 

advantages than gray ones. 

There are the following non-investment measures: 

- preventive and operational, 

- regulatory and institutional, 

- solidarity measures, 

- informing and training the population and staff for flood protection and rescue [4]. 

Preventive measures include the adoption and implementation of plans and regulations for 

flood defense, securing endangered facilities, preventing water from entering facilities and 

evacuation from endangered facilities [4]. Operational measures include flood wave forecasts, 

information transfer, notification and alerting due to the flood wave arrival, and evacuation 

[4]. Regulatory and institutional measures are requirements defined by law and bylaws [4]. 

Solidarity measures are implemented with the aim of reducing flood damage in the conditions 

of disruption of social and economic living conditions [4]. 

Green infrastructure is a strategically planned network of high quality natural and semi-natural 

areas with other ecological characteristics, which provides a wide range of ecosystem services 

[2]. Gray infrastructure is artificial, that is, man-made infrastructure. When it comes to floods, 
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gray infrastructure refers to dams, embankments, canals and barriers in general [2]. Green 

infrastructure provides multiple benefits to society, such as noise reduction, carbon 

sequencing, recreational opportunities, flood prevention and clean water. Having taken this 

into account, it is clear that gray infrastructure is not necessarily the most cost-effective 

solution to the problem [2]. 

4. FLOOD DEFENSE IN THE MUNICIPALITY OF IRIG 

4.1. Data on waters of the second order and flooded areas in the municipality of Irig  

There are seven streams in the municipality of Irig, which belong to the second-order waters: 

Stejanovački gat, Rovača, Veliki potok, Borkovac, Jelence, Međeš and Šelovrenac [5]. 

Stejanovački gat flows through Mala Remeta, Rovača through the settlement of Jazak, Veliki 

potok through the settlement of Vrdnik, Borkovac through the settlement of Rivica and Jelence 

through the settlement of Irig. The river network of Međeš stream flows through the 

settlements of Grgeteg, Neradin, Irig, Krušedol Prnjavor, Šatrinci and Dobrodol. Šelovrenac 

with its tributaries flows through Krušedol village and Krušedol Prnjavor. 

Stejanovački gat flows for a very short length through the municipality of Irig, while Rovača 

flows through the municipality of Irig for 11 km [5]. Jelence flows through the settlement of 

Irig for 12 km, crossing the state roads 21 and 313 (Figures 1 and 2) [5]. The Međeš stream 

flows through the municipality of Irig for 19 km, while Veliki potok flows through the 

settlement of Vrdnik for 12,5 km [5]. Veliki potok flows next to the industrial zone in the 

settlement of Vrdnik, which is shown in Figure 3. 

 
Figure 1: Jelence stream and a bridge on 

the state road 21 

 
Figure 2: Jelence stream and a bridge on the 

state road 313 
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Figure 3: Veliki potok and a bridge that accesses the industrial zone 

The municipality of Irig has two artificial lakes, Šatrinci and Dobrodol (Figures 4 and 5). Lake 

Šatrinci was created in 1984 by dividing the Međeš stream by a 228.5 m long dam, between 

the settlements of Šatrinci and Krušedol Prnjavor [5]. 

 
Figure 4: Dam and lake Šatrinci 

 
Figure 5: Dam and lake Dobrodol 

4.2. Floods in 2014 in the municipality of Irig and the possibility of future floods 

In May 2014, the Rovača, Veliki Potok and Jelence streams overflowed, that is, there were 

floods in the settlements of Jazak, Vrdnik and Irig, whereby: 

- no one was injured and no one lost his life, 

- residential, farm, ancillary & business buildings and agricultural land were flooded, 

- facilities of traffic, utility, electrical and telecommunication infrastructure were damaged, 

- landslides were activated [6]. 

In the municipality of Irig, there is a possibility of floods in the future, as has happened in the 

past. The largest flows of streams in the municipality of Irig occur in the spring, as a result of 

rains and temperature regimes that are not high enough to more intensively affect evaporation 
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[5]. Maximum flows can also occur in summer due to summer rainfall [5]. Based on the above, 

floods can be expected mainly in spring and summer, when there are largest water flows in 

streams. Future floods in the municipality of Irig would endanger human life and health, 

residential, business, farm and ancillary facilities and agricultural land as well as facilities of 

traffic, utility, electrical and telecommunications infrastructure. 

4.3. Coordination and management of flood defense in the Municipality of Irig 

Flood defense for second-order waters is organized and implemented by the local self-

government unit on its territory [7]. A person appointed by the local operational plan for flood 

defense is in charge of coordinating flood defense [7]. The local self-government unit is 

obliged to form a municipal headquarters for emergency situations for coordination and 

management of protection and rescue in emergency situations, for the territory of the 

municipality [7]. The headquarters organizes its activities through three stages: 

- preventive – activities that are realized before the emergency situation, 

- operational – management and coordination of entities and forces of the disaster risk 

reduction system, 

- recovery – recognizing the need to take recovery measures and organizations and 

implementing recovery measures [1].  

That is, the municipal headquarters for emergency situations is obliged to: manage and 

coordinate the work of the disaster risk reduction and emergency management systems; 

monitor the situation, organize and propose measures to improve the system; order the use of 

system forces, aid and other means; regularly inform the population about the risks, dangers 

and measures taken; assess the threat from the occurrence of an emergency situation; make a 

proposal for declaring and abolishing the emergency situation; order emergency preparedness; 

form professional and operational teams to perform specific tasks [3]. 

All the above requirements also apply to the Irig local self-government unit. 

The Municipality of Irig has developed an Operational Plan for flood defense for second-order 

waters in the municipality of Irig for 2020. It presents data on the coordination and 

management of flood defense, members of the emergency headquarters staff, organizations in 

charge of operational flood defense in the municipality of Irig. 

4.4. Criteria for declaring flood defense 

Regular flood defense is declared when water flows out of the main riverbed, and emergency 

when water flows over the embankment. A state of emergency is declared when it is predicted 

that the level of watercourses will exceed the relevant high water. 

To be able to define the levels of regular and emergency flood defense and emergency, it is 

necessary to define the capacity of the main riverbed, if there is an embankment. If there is no 

embankment, a flood is considered to have occurred when the flow caused by heavy rain 

exceeds the capacity of the main bed of a stream or river of the second order. For all waters of 

the second order in the municipality of Irig, it is necessary to determine the volume of water 

that can flow through the riverbed in a unit of time, without water overflowing onto the 

surrounding land. 

4.5. Proposal of preventive measures for reducing the risk of floods on the territory 

of the municipality of Irig 

Based on the previous analysis, it is proposed to the competent local self-government unit and 

emergency headquarters to, in cooperation with experts in this field, make an expert analysis 
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of technical and administrative measures to reduce flood risk for each watercourse, which 

would then be implemented according to financial possibilities.  

Taking into account that the streams in the municipality of Irig are of a torrential character, it 

is necessary to emphasize "green" measures when defining flood protection measures. When 

it comes to these measures, until the adoption of the Floods Directive 2007/60/EC, they were 

usually divided into active, those that affect the formation of the shape of the flood wave, its 

peak, and passive measures, where the peak of the flood wave and its shape are not affected 

but it just passes downstream. It being agreed that active measures should be taken in the 

upstream and passive measures in the lower (plain-alluvial) part of the basin. 

The directives have introduced a new approach since they assume that floods cannot be 

prevented but the damage can be reduced by taking prescribed measures. The principle has 

been adopted to manage floods by setting priorities, with measures the main goal of which is 

to slow down runoff from drainage areas.  

This primarily refers to the following "green" measures:  

- reduction of the river flow speed and expansion of the hydrograph base (do not channel the 

flow and line it with concrete),  

- mitigation of flood wave peaks using inundations (do not close all inundations by building 

embankments),  

- flooding of former inundation areas such as marshes and swamps, forests and agricultural 

land (if embankments are built, analyze their controlled "opening" when extreme flood waves 

occur). 

When we talk about "gray" flood protection measures, we mean those already established 

measures such as the construction of dams, embankments, quay walls, relief channels. 

Everything that is artificial and partly built of concrete, hence the name. It is recommended 

that for second-order watercourses, “green” measures are primarily used, that is, in 

combination with “gray” measures, as shown in the figure below. 

 
Figure 6: Combination of green and gray measures 

Source: Agence française pour la biodiversité – graphic representations 
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Special attention should be paid to the third measure related to flood damage reduction, which 

is more administrative or non-structural in its nature. This primarily refers to: planned use of 

land (spatial plans), insurance against the risk of flooding through insurance companies, raising 

general awareness and education of the population, adoption of appropriate legal solutions, 

etc. 

3. CONCLUSION 

Flood defense is governed by the regulations of the Republic of Serbia, according to which the 

local self-government unit must develop an operational plan for flood defense on the waters 

of the second order for the territory of its municipality and implement flood defense on the 

waters of the second order. 

In order to protect against floods, we must implement flood protection measures, which can 

be investment and non-investment. There is more and more talk about flood protection by 

applying green and gray infrastructure. We need to apply green infrastructure as much as 

possible, which protects against floods but at the same time has a positive impact on climate 

change and the environment. 

The competent local self-government unit and emergency headquarters need to, together with 

experts in this field, make an expert analysis of technical and administrative measures to 

reduce the risk of floods for each watercourse, which would then be implemented according 

to financial possibilities. 

Special attention should be paid to the measure related to flood damage reduction, which is 

administrative or non-structural. This primarily refers to: planned use of land (spatial plans), 

insurance against the risk of flooding through insurance companies, raising general awareness 

and education of the population, adoption of appropriate legal solutions, etc. 
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Abstract: The protection of basic human values in modern society takes place in two 

security systems, the public or state and the private system. The private security system 

is the engagement of physical components, technical components, as well as modern 

methods and methods of security management, in order to prevent or suppress the 

occurrence of threats to persons and their property. 

One of the significant problems in performing private security work is the training of 

officers in handling firearms. The only area that is not specifically covered by the 

Rulebook on Programs and Manner of Conducting Training for Private Security is 

firearms training of private security officers. Private security officers are trained in 

handling firearms according to the Rulebook on detailed conditions, manner of 

implementation and training program for handling firearms. The training program has 

its shortcomings, which is reflected in the fact that in the previous period there were a 

large number of events where private security officers posed a danger to citizens due 

to poor training in handling firearms. 

The basic question that arises is how to improve the training of private security officers 

in handling firearms, how to design an effective training program, and respecting all 

legal norms that define professional training within the private security sector. 

Key words: private security system, training, weapon, safe handling of weapons 
 

1. INTRODUCTION 
 

In the protection of property, individuals, businesses and other values in most developed 

countries, the private security sector has long existed, offering a complementary, alternative 

model of protection and security. This sector has a long tradition in the United States, Great 

Britain, France and other developed countries, and is an integral part of the wider security 

community. [2] The protection of basic human values in modern society takes place in two 

security systems, public or state and private system. The private security system is the 

engagement of physical components, technical components, as well as modern methods and 

methods of security management, in order to prevent or suppress the occurrence of threats to 

persons and their property. One of the problems that arises when performing private security 

work is the training of officers in handling firearms. The Law on Private Security defines the 

training of private security officers and security jobs with weapons. The Rulebook on 

Programs and Manner of Conducting Training for Performing Private Security Operations 

prescribes programs and manner of conducting professional training of security officers for 

performing physical and technical protection of persons and property. 

The only area not specifically covered by this rulebook is training in the handling of firearms 

by private security officers. Based on the approval of the Ministry of Interior (MoI) and in 

accordance with the Law on Weapons and Ammunition, weapons are procured for the 

mailto:msamopjan91@gmail.com


105 

  

performance of private security activities. Private security officers are trained in handling 

firearms according to the Rulebook on detailed conditions, manner of implementation and 

training program for handling firearms, which was prescribed by the Minister of the Interior 

on the basis of the Law on Weapons and Ammunition. 

The training program is inadequate, which can be concluded on the basis of a significant 

number of events where private security officers posed a danger to citizens due to poor training 

in handling firearms. The basic question that arises is how to improve the training of private 

security officers in handling firearms and how to implement an effective training program, 

while respecting all legal norms that define professional training within the private security 

sector. 

2. LEGAL FRAMEWORK 
 

The legal norms of the Law on Private Security define in more detail the tasks that can be 

performed by private security officers. They help to present a model of training in handling 

firearms in the private security system. 

Pursuant to the aforementioned law, private security provides services and performs activities 

of protection of persons, property that are not within the competence of state bodies, as well 

as activities of transport of money, valuables and other items. Security officers also perform 

the tasks of maintaining order at public gatherings, sports events and other gathering places of 

citizens (police service). Also, they perform tasks performed by legal entities and 

entrepreneurs registered for that activity, as well as legal entities and entrepreneurs who have 

formed an internal form of organizing security for their own needs. 

 
Figure 1: Private security activities 
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Private security services may not be mixed with police or other security activities performed 

by state administration bodies, but for the purpose of performing physical protection activities, 

security officers may apply the powers prescribed by the Law on Private Security. 

During the performance of physical protection activities, the security officer is authorized to: 

/ 1 / verify the identity of the person entering or leaving the facility or space that is secured in 

the protected area itself; / 2 / inspect the person or vehicle at the entrance or exit from the 

building or space and in the protected space itself; / 3 / prohibit unauthorized persons from 

entering and accessing the provided facility or space; / 4 / order the person to move away from 

the facility or space to be secured, if the person is there without authorization; / 5 / warns a 

person who by his conduct or omission of a duty may endanger his safety, the safety of others 

or cause damage and destruction of property; / 6 / temporarily detain a person found in a facility 

or space in the commission of a criminal offense and serious violations of public order and 

peace, until the arrival of the police; / 7 / use of means of coercion (means of restraint, physical 

force, specially trained dogs, firearms, under the conditions determined by this law and the 

law governing the use of weapons by an authorized police officer) [10]. 

The security officer may exercise his powers and use coercive means only in the protected 

facility or space, and outside the protected facility and space when he secures the transport and 

transfer of money and valuable items during patrols. Also, an official may apply the authority 

when securing a person in a public place and in the immediate vicinity of the person being 

secured, at the proposal of state administration bodies, local self-government units, 

organizations or associations and natural persons and with the consent of the Ministry. The 

basic condition for performing physical security activities according to the Law on Private 

Security, for legal and natural persons, is possession of a license issued by the Ministry of 

Interior. The license is issued by the Ministry of Interior after the completion of professional 

training of security officers according to the Rulebook on programs and manner of conducting 

training for performing private security activities [3,14,16]. 

From the content of the Program of professional training for performing private affairs, it can 

be concluded that there is no professional training in handling firearms for officers who 

perform security work with weapons. It follows from the above that basic training in handling 

firearms of private security officers is performed only as a condition for obtaining a license, 

and in accordance with the Rulebook on detailed conditions, manner of implementation and 

training program for handling firearms [4]. 

In order to perform private security activities with weapons, the Ministry of the Interior issues 

a License to individuals to perform specialist activities as security officers with weapons. In 

addition to the general conditions that apply to obtaining each of the established types of 

licenses, in order to perform activities with weapons, it is necessary for a natural person to be 

trained in handling firearms. The training can be conducted by the Ministry and legal and 

natural persons who meet the material, technical, professional and personnel requirements for 

performing training activities that receive the authorization of the Ministry of Interior. 

If the person has the appropriate level and type of professional education and at least three 

years of work experience: as an authorized police officer, security and intelligence, as a 

professional member of the Serbian Army, execution of criminal and misdemeanor sanctions, 

and if the person served military service with a weapon, a license is issued if it meets the 

general conditions, ie it is assumed that it is trained to handle firearms and thus to perform 

private security activities in accordance with the law. The manner of checking the training of 

natural persons is determined by the Ministry of Interior, and the work license is issued for a 

period of five years for both natural and legal persons. 
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Until the enactment of the Law on Private Security, private companies were armed according 

to their own criteria. To perform security work, companies often used various weapons, 

automatic and semi-automatic, revolvers and guns with barrels. What was common was that 

the basic training for all types of weapons was realized on the basis of the Rulebook adopted 

on the basis of the Law on Weapons and Ammunition [17]. The Law on Private Security 

defined only one step more, in the need to conduct professional training for private security 

with weapons, through "Exercise shooting", which are all companies obliged to conduct every 

year. 

Experience shows that security officers have acquired basic knowledge about handling 

weapons through training in shooting clubs, through regular military service or working in 

military units, police or other security structures that deal with weapons. 

3. BASIC TRAINING PROGRAM FOR HANDLING FIREARMS 

ACCORDING TO THE PROVISIONS OF THE LAW ON WEAPONS AND 

AMMUNITION 

The training program for handling firearms was adopted in accordance with the Rulebook on 

detailed conditions of implementation, manner of implementation and training program for 

handling firearms [4]. 

Based on this Program, training is provided to persons who submit a request for obtaining a 

firearms permit. Private companies have accepted that officers who perform security work 

with weapons are trained under this Program, ie to prove their competence on the basis of a 

certificate of completed training in one of the authorized organizations for conducting training 

- registered shooting clubs [11,12,13]. 

The largest percentage of officers who completed training in handling firearms conducted 

training only in authorized training organizations, ie only under this Program, a smaller 

percentage of officers acquired basic knowledge through regular military service with 

weapons, and the smallest percentage was in employment in the bodies in which they 

performed security work with weapons. The program contains questions for the theoretical 

part and topics and tasks for the practical part of the training (Table 1). The total fund of 

training hours for handling firearms, based on which a certificate of proper attendance is 

issued, is seven hours [6,7,8]. 

Table 1. Content of training in handling firearms according to the Ordinance on detailed 

conditions of implementation, manner of implementation and training program for handling 

firearms 

 

In the fund of two classes, participants in firearms training acquire basic knowledge about 

weapons, types, division of weapons according to purpose, firearms, weapons for personal 

safety, hunting weapons; "forbidden" weapons and devices. They are also introduced to the 

 

Theoretical training (4 teaching time) Practical training(3 tt) 

Legal aspect of possession, carrying and use 

of firearms (2 tt) 

 

/ 

Safe handling of weapons (1 tt)  
Safe handling of weapons (1 tt) 

Basics of ballistics and shooting techniques 

(1 tt) 
/ 

/ 
Practical shooting (2 tt) 
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procedures for procuring firearms, parts for weapons and ammunition. They also study the 

legal provisions on which persons are not issued a permit for the acquisition of firearms, as 

well as what a firearms certificate is, how a weapon should be transferred and what a permit 

for carrying a personal security weapon is and how it is obtained. During this time, it is also 

planned that persons who are in training for handling firearms, will learn how to hold weapons 

and ammunition when they receive approval for that, and how to transfer weapons and 

ammunition. 

The training program also envisages that the participants are acquainted with the provisions 

prohibiting the use and supply of weapons, theft and exchange of weapons, the procedure with 

weapons and permits to change the residence of the owner of the weapon, the procedure with 

the weapon of the deceased, confiscation of weapons, weapons and ammunition, the procedure 

for the loss or ordering of weapons, unauthorized acquisition, possession, carrying, 

manufacture, exchange or sale of firearms, ammunition or explosive materials [3]. Participants 

are also introduced to the consequences of offenses related to weapons, what is necessary 

defense - the concept and elements, exceeding the necessary defense, extreme necessity - 

concept and elements. 

Regarding the Safe Handling of Weapons, which is an integral part of the theoretical part, the 

program envisages that during one lesson the trainees get acquainted with the safety conditions 

of ammunition storage, the impact of heat on ammunition initiation, types of pyrotechnics and 

ammunition, dangers of initial explosives and gunpowder, as well as the explosion, detonation 

and deflagration of ammunition, the types, caliber and method of maintenance. Participants 

are introduced to the description of certain types of weapons and their parts (describes the 

weapon that the candidate wants to possess), get acquainted with their technical characteristics 

(meaning the weapon for which the application for a permit to hold a weapon), as well as the 

advantages and flaws in relation to other types of weapons. 

Teaching issues that are inevitable during the training are: Discharge and loading of weapons, 

disassembly and assembly, shooting (rectification), maintenance of weapons (inspection, 

cleaning, lubrication, conservation), means for cleaning and lubrication of weapons, the most 

common stalemates on weapons and their elimination. 

During one lesson of the Program, participants learn basic knowledge of ballistics and shooting 

techniques, in order to complete the theoretical part of the training [1]. As part of the 

introduction to the elements of ballistics, trainees are introduced to the process of firing a 

bullet, the shape and elements of the trajectory of the projectile through the air; factors that 

affect the movement of projectiles through the air; energy and penetration of the projectile at 

the target; maximum projectile range and ricochet. [9]. 

Within the shooting technique, participants are introduced to the basic elements of shooting 

such as: shooting attitudes (type and description of individual attitudes; and the most suitable 

attitudes for certain types of shooting), proper holding of weapons, how to aim certain weapons 

and sights and the choice of aiming point breathing, firing and the most common shooting 

errors. 

During one lesson, during the practical part of the training, participants acquire knowledge 

about unloading and loading weapons; disassembly and assembly, cleaning and lubrication of 

weapons, and elimination of the most common stalemates on weapons. After the training, 

shooting is performed for two lessons. 
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Table 2. Conditions for shooting according to the training program in handling firearms 

Target 
Shooting 

attitude 

Shooting 

range 

(m) 

Number of bullets        The result 

For 

rehearsal 

For the 

result 

 

Circular target 50 ×50 

cm Standing 
15 5       10 

      Shooting is 

not 

evaluated Chest target -silhouette 10 0      10 

The rules do not define the assessment for the achieved result in shooting, so the authorized 

organizations in which the training and shooting are performed - shooting clubs, independently 

perform the assessment for the achieved result according to their internal criteria. 

The final, third part of the training in handling firearms according to the Rulebook on detailed 

conditions, manner of implementation and training program for handling firearms consists of 

checking the knowledge of the candidate for a license. attending training. The certificate is 

issued for the type of weapon with which the training was conducted. If the candidate wants a 

permit for another type of weapon, it is obligatory to attend only the practical part of the 

training with that type of weapon. Persons who have regularly attended the training approach 

the knowledge test, before the commission. The members of the commission are appointed by 

an authorized organization, and one member of the commission is appointed from among the 

representatives of the competent body, ie the Ministry of Interior. 

The authorized organization determines the date and time of the knowledge test, which informs 

the candidate. A copy of the certificate of proper attendance is submitted with the application 

for the knowledge test. The knowledge test consists of a theoretical and a practical part. In the 

theoretical part of the knowledge test, topics from the field from the theoretical part of the 

training are examined, and in the practical part of the knowledge test - from the practical part 

of the training. From each area, the candidate received three questions that represent topics 

from individual areas. 

The authorized organization that conducts the examination of candidates in order to verify 

their training in handling firearms is obliged to keep a record for each candidate, which 

contains the following information: / 1 / personal name of the candidate; / 2 / number of the 

certificate on regular attendance of training; / 3 / name of the authorized organization in which 

the candidate attended the training; / 4 / place and time of knowledge assessment; / 5 / questions 

asked to the candidate; / 6 / grade from each area; / 7 / overall grade; / 8 / personal names and 

signatures of commission members; / 9 / name and seal of the authorized organization in which 

the knowledge test was held. The documentation on the knowledge test with the minutes of 

the examination of the candidate is kept for two years in the authorized organization that 

organized the knowledge test. overall assessment of firearms training. The training grade can 

be positive and negative, ie "satisfactory" and "unsatisfactory". ". The candidate who receives 

the overall grade" satisfies "the authorized organization issues a certificate that he is trained to 

handle firearms. A candidate who receives a grade of "unsatisfactory" in one area may re-

apply, within three months, for a test of knowledge in that area, without re-attending the 

training. 

A candidate who, for a justified reason, stops attending the training or does not take the 

knowledge test may, within three months, continue attending the training, ie take the 

knowledge test. A candidate who, without a justified reason, stops attending the training or 

does not take the knowledge test, is considered not to have attended the training. 
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4. EXPERIENCES RELATED TO THE BASIC TRAINING OF 

PARTICIPANTS 

Experience from practice has shown that the knowledge, actions and skills acquired by 

participants in the training in handling firearms at authorized organizations in accordance with 

the regulations on weapons and ammunition, are not fully sufficient for efficient and effective 

use and possible professional use of firearms as a means of coercion. This has conditioned the 

need for conducting additional, fitness training in private security companies, which are 

implemented within the annual training programs, as professional training in handling 

firearms. 

We cannot omit another, equally important reason for conducting these trainings, and that is 

raising the personal security of security officers to a higher level, having in mind the more 

frequent attacks, especially when performing money and value transport (CIT). Private 

security companies independently organize and conduct training, each at its discretion, through 

special professional training programs for security officers with weapons, issued by the 

director of the company or an authorized person for training [15]. These programs are mostly 

similar to training programs in handling firearms by police officers. 

Considering that the Law on Private Security and the Rulebook on Programs and Manner of 

Conducting Training for Private Security [5] do not provide for professional training in 

handling firearms, it is expected that if private companies they themselves do not organize and 

conduct training as part of practice shooting, the level of training of security officers continues 

to be at a very low level. 

5. PROPOSAL OF A TRAINING PLAN FOR PRIVATE SECURITY 

OFFICERS 
In order to increase the efficiency of training of private security officers, it is necessary to 

develop an adequate training plan in handling firearms, the use of which would significantly 

raise the level of training, which would directly affect the increase of security and safety. Based 

on the analysis of the content, attitudes of experts and experience in the training of members 

of the Serbian Army, the following conclusions are reached on the proposal of the training 

plan for members of the private security, which is shown in Table 3. 

Table 3. Proposed training plan for private security officers 
Theoretical training  

(15 teaching time) 
Practical training (19 tt) Examination (4 tt) 

Name of teaching unit and number of teaching hours 

Legal aspect of carrying 

and holding weapons (2 tt) 
/ 

Legal aspect of carrying 

and holding weapons, 

safe handling of weapons 

(1 tt) 

Safe handling of weapons 

(2 tt) 
/ 

Combat characteristics, 

purpose, description of 

weapons and ammunition 

(6 tt) 

Combat characteristics, 

purpose, description of 

weapons and ammunition (3 

tt) 

Combat characteristics, 

purpose, description of 

weapons and 

ammunition (1 tt) 
Basics of ballistics (2 tt) / 

Shooting technique during 

the day and the night (3 tt) 

Shooting technique during 

the day (2 tt) 
/ 

/ 
Shooting technique during 

the night (2 tt) 
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Theoretical training  

(15 teaching time) 
Practical training (19 tt) Examination (4 tt) 

Name of teaching unit and number of teaching hours 

/ 
Practical shooting during the 

day 10 tt (5x2 tt) 

Practical shooting 

during the day (1 tt) 

/ 
Practical shooting during the 

night (2 tt) 

Practical shooting 

during the night (1 tt) 

Increasing the number of lessons of theoretical and practical training, introduction and training 

of security officers for handling firearms at night, increasing the number of lessons of practical 

shooting, introduction of shooting at night would significantly increase the efficiency of 

training and training of private security officers, which would directly affected the safer and 

safer use of weapons in case of need by security officers. 

It is necessary to change the conditions for shooting members of private security services, 

where it is necessary to define several different types of shooting, in different conditions, in 

order to raise the level of training and qualification of private security officers. Also, it is 

necessary to define the grading scale (Table 4), so that all candidates, regardless of where they 

trained, have the same conditions. 

Table 4. The grading scale 

Target Shooting 

range 

(m) 

Number of bullets The result-the grading scale 

For 

rehearsal 

For the 

result 

 

Circular target 

50×50 cm 
15 5 10 

55 and more rounds - 

satisfies 

Circular target 

50×50 cm 
25 5 10 

51 and more rounds - 

satisfies 

Chest target -

silhouette 
15 0 10 5 hits - satisfies 

Frontal target -

silhouette 
20 0 10 5 hits - satisfies 

Frontal target -

silhouette 
20 0 10 4 hits - satisfies 

Frontal target -

silhouette 
15 0 10 4 hits - satisfies 

In order to unify both theoretical and practical training for all private security officers, it is 

necessary to develop a manual or instruction for training in handling personal weapons of 

private security officers, which would meet all training standards. 

6. CONCLUSION 

Private security companies are trying to compensate for the lack of an adequate program of 

professional training in handling firearms through various regulations and procedures for the 

conduct of officers in performing regular tasks with weapons. However, in order to fully 

implement these measures, continuous training in the use of weapons is necessary. 

The firearms training program in private security companies should be closer to the training 

of police officers and members of the military in handling firearms. Experiences from practice 

have shown that the main shortcoming of the Basic Training Program according to the 

provisions of the Law on Weapons and Ammunition is insufficient number of hours for the 

implementation of the envisaged content and that it is not sufficient to train officials who are 

given the opportunity to deny some basic human rights. is the right to freedom of movement 
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and even the right to life. It is necessary to increase the number of hours provided for practical 

classes and shooting. In order for the officer to be able to select targets and to shoot the selected 

target accurately and precisely, which is one of the basic conditions for the efficient use of 

firearms, the evaluation of shooting results must be introduced. Therefore, training, evaluation 

of employees and their selection would be taken more seriously and accepted. An example of 

countries in the region where in Croatia only as many hours are provided for shooting with 

firearms as in Serbia is provided for the realization of the entire content [12]. In Montenegro, 

as many as twenty hours are planned for shooting, which is five more than in Croatia [13]. 

Another shortcoming that should be improved is the conditions in the facilities that are adapted 

for this type of teaching. Such facilities are not equipped with adequate classrooms, teaching 

and material-technical means of permanent and expendable value, for better and better 

theoretical preparation of candidates. Training instructors are often retired persons of the 

Ministry of Interior and the Serbian Army who do not have a certificate of fire training 

instructors. Also, it is necessary to prescribe adequate literature, ie. manual for training of 

trainees, which would provide a complete theoretical basis for further practical part of the 

training, and which would include in addition to shooting and actions of private security 

officers in different situations, and evaluation of trainees in all previously worked situations. 
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Abstract:  The risk assessment of specific catastrophic events includes identification of 

potential dangers, analysis, grading, and determination of treatment for each risk. The 

goal of risk assessment is to identify relevant information and facts to allow timely and 

effective decisions and countermeasures. This is especially important in the context of 

the current global health epidemic - COVID-19. This paper presents the terminology, 

origins, and characteristics of the epidemic and the classification of epidemiological 

diseases relative to various criteria. Special attention in this paper is given to the 

assessment of the risk of COVID-19 at the level of the Republic of Serbia, concurrent 

with the methodology for risk assessment of natural disasters and planning of 

protection and rescue activities. This paper contains relevant empirical, scientific, and 

technical facts and conclusions aimed to answer the questions around this critical topic 

to a certain extent. 

Keywords: risk assessment, epidemics, COVID-19 

1. INTRODUCTION 

This paper aims to provide a more detailed insight into the issues of epidemiological diseases, 

risk assessment of infections, minimizing factors directly and indirectly affecting the spread 

of infections in general, and COVID -19 in particular at the level of the Republic of Serbia, 

and to indicate the importance of taking preventive activities and measures in all structures of 

society and developing awareness of protection among the population, to prevent the spread 

of disease and protect human lives and health. The paper focuses on the risk assessment of 

COVID-19 in the Republic of Serbia, hazard identification, assesment of consequences and 

levels of acceptable risks, prevention and response, risk treatment, preparedness for an 

infectious disease outbreak.  

The coronavirus disease epidemic (COVID-19) that broke out in Wuhan, central China, was 

declared in early December 2019. [10] Although in early 2020, it was believed the disease 

caused by the COVID-19 virus would be just another in a series of transient epidemics, this 

was not the case [1]. Appearing in December 2019, the disease caused by the new coronavirus 

(COVID-19) has already gone down in history as an emergency of international importance. 

Environmental change, ecological changes, global warming, increasing population density, 

development of biotechnology, and other factors provoke the appearance, and increasing 

migration flows and economic globalization processes contribute to the spread of new 

infections. The biological threats associated with infectious disease epidemics are global in 

nature. The COVID-19 epidemic is potentially not the last threat in the 21st century. All 

countries must be prepared for coordinated action to prevent the outbreak and spread of 

infections, timely diagnose them, develop treatment and prevention methods, and eventually 

mailto:aleksandar.n.petrovic@va.mod.gov.rs
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create vaccines. The order declaring the COVID-19 infectious disease outbreak, an epidemic 

of high epidemiological importance - was made on March 19, 2020, for the territory of the 

Republic of Serbia [9].  

The COVID-19 epidemic in the Republic of Serbia has dramatically affected public health. 

What sets it apart from other epidemics is its global prevalence. Way of early disease 

manifestation and adequate treatment mechanisms is asymptomatic or unknown to the 

medicine. All the unknowns regarding the new disease made the World Health Organization 

declare a global pandemic on March 11 due to the new coronavirus's alarming levels of spread 

and activity [1]. 

2. THE CONCEPT OF EPIDEMICS AND TYPES OF EPIDEMIOLOGICAL 

DISEASES  

An epidemic is a rapid spread of a contagious disease of humans or animals, which progresses 

in time and space within a region or system, significantly exceeding the incidence rate usually 

registered in a given territory [12]. When we say that an epidemic has occurred, it means that 

one disease, infectious as a rule, spreads quickly to a large number of people in a population 

in a short time. While an epidemic means the rapid spread of infectious disease, a pandemic is 

more related to a greater spatial spread. Thus, a pandemic is an infectious disease epidemic 

that spreads through the population of people at the region, continent, or world level.  

From the 13th to the end of the 20th century, several types of infectious diseases affected the 

territory of the Republic of Serbia (plague, scarlet fever, tuberculosis, dysentery, jaundice, 

etc.), such as the 1914-1915 typhus epidemic; 1972 smallpox epidemic; 2009 swine flu 

epidemic. Epidemiological diseases are a significant health issue in the whole world and so in 

our country. Epidemiological characteristics of infectious diseases, speed of spread and 

widespread occurrence, microorganism resistance problem, the hazard of infectious diseases 

import from remote parts of the world, the constant potential hazard posed by natural focal 

infections, and the risk of epidemiological situation escalation give this group of diseases 

special significance. The only way to stop the epidemic is vaccination. As explained in the 

previous text, an epidemic is a mass spread of an infectious disease, which progresses in time 

and space and with varying intensity among humans and animals, significantly exceeding the 

morbidity rates usually registered. An epidemic has an infection hotspot, i.e., an area where 

people or domestic animals can become infected with infectious diseases pathogens within 

certain time frames. An epidemic caused by social and biological factors is based on an 

epidemic process, i.e., a continuous process of transmitting the causer of infection and a 

continuous chain of successively developed and interconnected infectious conditions.  

Classification of epidemics by different criteria:  

By duration, we distinguish between acute and chronic epidemics. The most typical acute 

epidemics are those that develop with one type of infection. The first and the last case of the 

disease appear after the minimum and maximum disease incubation period, respectively. Most 

diseases occur in the mid incubation period. Diseases outside the incubation fluctuations are 

the result of secondary infections. By territory, we have local epidemics limited to a certain 

territory and population group and widespread epidemics affecting neighboring territories and 

population groups. In terms of the epidemiological process development intensity, we divide 

them by the frequency of infections in an area during a certain time, so we have explosive and 

gradual epidemics [13]. The incidence is expressed by ratios (the incidence ratio is a scale 

determining the infected to tested patients ratio) per 100 thousand, 10 thousand, or 1000 

inhabitants. These indicators allow comparing the incidence rates in different population 

groups, at different times, in different territories, and by the intensity to determine the 
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epidemiological, social, and economic significance of infectious diseases [14]. The risk of 

hazard is determined depending on the type of epidemiological disease and its mechanism of 

action, and preventive measures are taken to reduce or eliminate the risk. Therefore, it is 

necessary to identify the criteria determining the formation of an epidemiological variant of 

the pathogen and the factors affecting its spread. The set of data characterizing the 

manifestations of an epidemiological process and the factors of its development reflects the 

population's epidemiological status. By the above criteria, the population's epidemiological 

status can be favorable, unstable, unfavorable, and catastrophic. 

3. COVID-19 RISK ASSESSMENT AT THE LEVEL OF THE REPUBLIC OF 

SERBIA  

Risk assessment is an integral part of risk management and represents a comprehensive process 

of identifying potential hazards and analyzing and grading risks [5]. The risk assessment 

identifies the sources of possible endangerment and considers the possible consequences, 

needs, and possibilities of implementing measures and activities of protection and rescue from 

disasters (biological, natural disasters, and technical-technological accidents). Every society is 

at some risk of disasters, and their occurrence in one region can cause damage in another region 

and vice versa. The proof is the current situation with the Covid-19 pandemic. For this reason, 

the Law on Disaster Risk Reduction and Emergency Management [3] stipulates the preparation 

of disaster risk assessment, both at the national and local level, to define the behavior and 

actions of individuals, preventive measures, and identify competent authorities for their 

implementation [11]. Risk assessment on the territory of the Republic of Serbia in terms of the 

Covid - 19 epidemic includes assessing the necessary resources and measures to reduce the 

effects and consequences of the epidemic. The assessment of the Covid - 19 epidemic severity 

in the territory of the Republic of Serbia is made to better plan and more efficiently implement 

activities and measures to protect the population's health. Risk treatment involves selecting 

one or more options for risk treatment and applying those options [5]. Risk treatment includes 

risk, activity, holder of activity, time of realization, associates in activity realization, time and 

manner of reporting. Measures in the field of prevention and response are taken to reduce the 

level of risk from the effects of the identified hazard aftermath.  

The most effective prevention measure is vaccination. In our country, immunization is 

regulated by the Law on Protection of the Population from Infectious Diseases [4]. Even 

though vaccination is voluntary, every citizen should understand the seriousness of the 

situation and act upon the recommendations of the crisis cabinet at the local and state level. 

"Normal" life can be restored only by vaccination against the SARS-CoV-2 virus.  

Disaster risk assessment is made following the current Methodology [9]. It is an essential basis 

for raising awareness of understanding the risk, planning preventive measures, and defining 

priorities in risk management.  

The hazard of the Covid-19 epidemic, the infectious disease with an extremely high virulence 

covering the entire country's territory, has been identified in the Republic of Serbia. The Covid 

-19 epidemic causes a high disease incidence. The virus activity exceeds the incidence of all 

other infectious diseases in the history of our country. The first case of COVID-19 in the 

Republic of Serbia was registered on March 6, 2020, and the epidemic is still ongoing. At the 

moment, the epidemiological situation is stable, with a tendency to decrease incidence rates in 

all parts of the country due to the voluntary mass rollout of the population. By June 14, 2021, 

a total of 715,015 Covid-19 cases were registered In the Republic of Serbia. The total number 

of deaths since the beginning of the epidemic is 6,970 [10].  
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Apart from the direct consequences for human health, the Covid-19 epidemic has a significant 

impact on the country's economy. This includes the urgent supply of medical equipment and 

medicines, significantly increased pressure on the health system, ensuring hospital bed 

capacities, disease among health workers and a large working population. However, the health 

crisis consequences are to be analyzed only after the epidemic. There is more and more talk 

about its impact on mental health since this situation disrupts normal social functioning and 

can permanently affect people's mental structure.  

4. HAZARDS IDENTIFICATION  

Hazard identification is the process of recognizing that a hazard exists and defining its 

characteristics. The hazard status is the moment in which the potential which may cause some 

damage is accumulated. It involves the process of finding, identifying and describing hazards. 

It defines the type of hazard, where it can occur, why it occurs, and possible consequences. 

Hazard factors include the source of hazard - the basic resource in creating stimuli for the 

emergence of hazard; So far known sources of possible endangerment are infected people 

carrying the virus. Asymptomatic infection can also be a source of infection; hazard to 

protected values - a situation or procedure that can lead to damage in the form of endangering 

human health and life, detrimental impact on the economy and social stability; the situation 

for the occurrence of negative consequences of the epidemic - virus spread, expressed by the 

number of infected people in a certain period of time, is the least dependent on the health 

system development level. The spread depends on many factors - population density, 

dependence on public transport, length of travel to work, social or physical distancing, non-

compliance with epidemiological measures and recommendations, etc.  

4.1. Determining Likelihood and Consequences  

Likelihood estimation is based on the probability of the specific consequence considered. The 

reliability of likelihood estimation depends on the availability of data about recognized 

incidents, i.e., the number of patients, hospitalized, and dead. Based on the above, the risk rank 

for each possible consequence was determined from the aspect of severity and likelihood of 

the consequence. Likelihood estimation elements involve describing disease and severity 

classification, i.e., the severity of the damage defining the risk as the product of likelihood and 

consequences. Likelihood estimation reliability depends on the availability of data about the 

epidemic and its consequences. The Covid-19 epidemic is a dynamic process, and no realistic 

prognosis can be given about the further course of the epidemic. In the case of the Covid-19 

epidemic, which occurred for the first time on the territory of Serbia, and due to lack of data, 

i.e. unavailability of previous records and database, the estimated likelihood of occurrence is 

1 in 100 years and less often.  

1) Estimating likelihood  

There are three different approaches to estimating likelihood: a) likelihood is the chance that 

something will happen, that is, a measure of the certainty of an event; b) incidence is the 

number of cases in a given time interval and c) expert assessment is the determination of 

likelihood based on scientific knowledge or experience. The choice of one of these approaches 

depends on the availability of previous records, databases and professional resources [9].  

2) Estimating consequences  

The consequences are the effect of a harmful event on human life and health, the economy and 

ecology, and social stability. They are manifested through the magnitude of the loss (damage). 

The consequences for each protected value are assessed by the criteria defined within the 

Methodology [9].  
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Although increased virus activity has been registered since March 2020, thanks to the program 

of financial support to businesses for maintaining liquidity and financial aid to citizens, and 

available hospital bed capacities, the consequences for the economy/ecology of Serbia are 

estimated to be minimal [9].   

Consequences for social stability - material damage to critical infrastructure at the national 

level, obtained by comparing the damage with the national budget. The consequences for 

social stability are in the category of minimal expected consequences. In case the employees 

in healthcare institutions or social protection institutions are not vaccinated, or measures to 

prevent infection transmission are not implemented in those institutions, or vaccination 

coverage of other population categories is low, in case of absence of a large number of 

employees from social areas where continuous functioning is necessary for the life of citizens, 

the magnitude of the consequences for social stability has the potential to move into category 

2 or even 3. Republican authorities would then probably consider diverting budget funds to 

combat the epidemic [9].  

The consequences of the Covid-19 epidemic will depend on the potential virus mutation, the 

percentage of those infected who become more seriously ill and have a higher risk of dying, 

the complications during treatment, and the time it takes for the patients to recover. However, 

the most crucial moment, which should reduce the epidemic consequences and is the only hope 

for stopping further infection and returning to "normal", is population immunization.  

Current epidemiological situation at the global level:  

 
Figure 1. Coronavirus confirmed cases worldwide 

Source: https://www.worldometers.info/coronavirus/ 

4.2. Forming a Scenario  

The paper presents a scenario for an adverse event with the most severe possible consequences. 

It is an event that rarely occurs in a particular area. If it occurs, it has such an intensity that the 

consequences are catastrophic for certain protected values. Due to the beginning of mass 

immunization, there has been a curve flattening relative to the number of tested, infected, dead, 

and patients requiring ventilation support. By immunizing as many people as possible, 

provided that there is no vaccination serum deficit, a decrease in intensity and thus a higher 

population immunity is expected in the following period. The scenario for the most probable 

adverse event has not been processed since the risk rank and infection level of the Covid-19 

epidemic exceeds tracking at the primary health care level and requires special conditions for 

admission and isolation of patients following the passage of time.  

The biggest challenges predicted for the future are the health institutions' costs for 

implementing additional activities due to the epidemic and emergency immunization, i.e. the 

https://www.worldometers.info/coronavirus/
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costs related to obtaining vaccines for general immunization of the population. With good 

organization and timely purchase, it is possible to suppress the epidemic and reduce patient 

treatment costs. Given that the epidemic is still ongoing, the costs of treating hospitalized 

patients and the potential number of infected people who will require hospital treatment will 

still be current. Another of the future mandatory procedures is space disinfection to a level that 

is safe for future use.  

Based on the estimate, the total risk to protected values was identified as a high level of risk 

from the impact of the Covid -19 epidemic on protected values (human life and health, 

economy/ecology, and social stability).  

Risk assessment on the territory of the Republic of Serbia in case of the Covid-19 epidemic 

includes assessing the necessary resources and measures to reduce the epidemic effects and 

consequences that found the health system unprepared due to insufficient knowledge of the 

new virus systemic impact on human health and maintaining the functioning of the Republic 

of Serbia healthcare system. By overcoming specific situations, the problems were solved on 

the fly - technical equipment, hiring doctors, nurses and technicians, and staff working in high-

risk zones, i.e., red zones, and finally, education and vaccination of the population. The Covid-

19 epidemic severity assessment in the Republic of Serbia is made to better plan and more 

efficiently implement activities and measures to protect the health of the population. The 

course of the epidemic is still unpredictable, and stopping the epidemic, i.e., achieving herd 

immunity, can potentially be achieved through mass immunization of the population. Bearing 

in mind that the epidemic is ongoing, for now, it is not possible to assess with certainty the 

impact of costs on the Republic budget, given that the parameters of the diseased, infected, 

and dead change from day to day, especially weekly, which is the average virus incubation 

period, and the disease shows its "face" only at a two-week level. 

5. CONCLUSION  

Taking into account the defined Methodology, the risk assessment of the occurrence of 

infected patients and prevention of further spread of Covid-19 infection in the territory of the 

Republic of Serbia is a document that identifies hazards, sources of threat, possible 

consequences, assesses threat level, considers capacities, means and preventive measures to 

respond to hazard caused by the Covid-19 epidemic. The Methodology provides guidelines to 

identify the risk, i.e., what measures to apply, when and how to apply them (preventive or 

restrictive), i.e. partially or on the entire territory of the Republic of Serbia, all with the aim to 

reduce the risk of epidemics to an acceptable level.  

When it comes to preventing the spread of the epidemic in the Republic of Serbia, the holders 

of organizing measures and activities in the plans according to the adopted Methodology, are 

the Ministry of Health, the Institute for Public Health of Serbia, and other competent bodies in 

the protection and rescue system. For this reason, the assessment of the risk of the epidemic 

caused by Covid-19 at the level of the Republic of Serbia represents an essential basis for 

raising awareness of understanding the risk, planning preventive measures and activities, and 

defining priorities in risk management. The content of the Covid-19 epidemic risk assessment 

is a process of determining the likelihood and consequences and the experience gained in 

responding to this natural disaster which affect human health and lives, economy, and thus the 

social stability of the Republic of Serbia.  

The risk assessment will identify the source of potential infection and consider possible 

consequences, where measures will be taken to implement protection and rescue tasks. Various 

methods and elements are used to make the risk assessment process as precise as possible 

concerning the potential hazard. It is possible that both the accepted method meets the 

requirements for assessment to a greater or lesser extent and that the likelihood and 



120 

  

consequences cannot be predicted using only one method. Then more methods are used to 

increase the likelihood and better assess the risk, reduction, or complete elimination of 

consequences. The obtained results only allow the most efficient prevention and effective 

response by selecting the correct measures and procedures in the risk assessment process. In 

terms of improving measures and decision-making in the risk assessment process, it is 

necessary to consider all factors and use all positive experiences, lessons learned, and practice 

in the future to respond to such crisis situations from the past.  

Despite a fairly large number of cases of Covid-19 disease, Serbia has managed to prevent the 

mass spread of infection and overload the health care system, even though the numbers of the 

diseased and infected have repeatedly been very high to catastrophic, and we have heard daily 

appeals from doctors to comply with the measures, as the problem of system resistance often 

became very critical.  

The epidemic of the new coronavirus has posed new challenges and questions for which the 

Republic of Serbia has yet to find final answers and solutions. This will require a revision of 

many socio-economic and institutional processes and the principles of action of various sectors 

of public importance, especially the healthcare system, which, due to timely decisions and 

timely measures, manages to control the epidemic spread without catastrophic consequences 

despite the completely unknown new virus.  

The importance of maintaining a wide network of medical institutions, providing reserves of 

medical equipment to maintain medical care accessibility, and preventing large hospitals from 

becoming the hotspot of the spread of infectious diseases has been confirmed. The key 

challenge was to find a balance between the quarantine restrictions necessary to ensure 

physical distancing and combat the virus spread, avoid healthcare system overloading, and 

maintaining economic stability.  
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Abstract: In the case of big natural and other hazards, local communities are first 

affected by it, and depending on the timely and quick response of the local community 

depends would that incident, accident, or other situation evolves into a crisis. Related 

to that, the system for protection and rescue at the local level is key for success. On the 

another hand, the effectiveness of that part of the protection and rescue system is 

questionable and requires some changes to improve its efficiency.  In this paper, three 

models were proposed to improve a protection and rescue system at the local level in 

the Republic of Srpska. Those are models of certification and two models of some kind 

of centralization.. 

Key words: civil protection, civil emergency, certification, centralization, model 

1. INTRODUCTION  

In a case of civil emergencies,  the first responders, at the affected sites, are neighbors and 

members of the family. They can save many lives before emergency services arrive on the 

spot. The same is with the local communities. The fast response of the emergency services of 

the local community is crucial for life-saving, before the federal services responses. It is quite 

clear that the response of the local community is a key to a successful response in civil 

emergencies. 

Having this in mind, it is quite clear that the building of local capacities is the most important 

part in order to improve the protection and rescue system. In the beginning, documentation 

should be done, and plans should be prepared for different kinds of responses depending on 

the Risk Assessment. It is a very demanding job, and for it, people need some education or 

some help to do it. The biggest problem in the  most of local communities is the lack of people 

educated and prepared to handle the civil protection job. 

This paper has the aim to give some ideas on how to help local communities, which have 

limited personnel capacities, to prepare all plans, assessments and to organize all necessary 

training in order to improve the protection and rescue system. This is just a short view of some 

ideas that can be discussed in the future. 

2. FUNDAMENTALS OF PROTECTION AND RESCUE STRUCTURES 

The question of the structure and organization of the protection and rescue system depends on 

several factors. First of all, it is an assessment of the threat from natural and other dangers, 

which should show what the threats are and, accordingly, what kind of forces we should have. 

That is, if there is no threat of floods and water, then we do not need rescue forces on water 

and underwater, etc. Another factor important for the structure of the protection and rescue 

system is the structure of the state itself, in terms of the number of levels of government, 

centralization or decentralization, federal, con-federal, or some other kind of organization. It 
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is important to point out that the organization can also be influenced by the geographical 

characteristics of the terrain, the number of loops and equipment, the available financial 

resources, as well as the culture and the way of perceiving the danger [1]. Accordingly, 

countries such as Germany and Austria have a federal system with a decentralized and locally 

focused bottom-up system. The Czech Republic, Finland, Ireland, and Sweden have a similar 

decentralized bottom-up system, but with variable elements of centralization. There is also a 

third group of countries such as Croatia and France, with a fairly centralized system with 

certain elements of decentralization, and also there are Hungary, Latvia, and Lithuania as 

examples with a fully centralized system [11]. 

The elements of the emergency management system, in a broader sense, are: activities, 

measures, jobs, subjects, forces [10]. Building an organizational structure, which can 

implement activities, must ensure the achievement of organizational goals, optimal division of 

labor, clearly defined responsibilities and division of functions, rational use of knowledge and 

qualifications, and work must be based on an adequate system of information and 

communication [9]. Some organizations develop impressive abilities to control the dynamics 

of the emergency situation, ie some curiosities, and these are primarily the army, police, rescue 

services, etc., and they work in extremely fast and disastrous circumstances. The secret of their 

success lies in three characteristics: security awareness, decentralization and training [2]. In 

that context, the protection and rescue system should be considered, as well as its basis, which 

is primarily in decentralization, because the first and basic answer in emergency situations is 

given by the local self-government unit. 

There is no general theory of how to manage a crisis and what type of organization is best [4]. 

We can talk about four types of state capacities, namely: coordination capacities that enable 

different organizations to be engaged in a single action; analytical capacities include 

information analysis and provision of advice as well as vulnerability assessments; capacity 

regulation is about control, monitoring, audit; delivery capacities related to the success of 

dealing with the crisis, the implementation of government and the provision of utilities [8]. 

Most theories deal with the state, but there are very few who deal with local self-government 

units, or those who respond directly and first to any danger and challenge. 

A successful local response is not just a question of proximity, but an implication of sharing 

collective knowledge about local infrastructure, people, politics, and the general sense of 

community. Policy efforts to implement effective disaster risk reduction strategies must 

primarily encourage and promote proactive behavior at the local level [5]. 

3. ORGANIZATION OF PROTECTION AND RESCUE SYSTEM IN THE 

REPUBLIC OF SRPSKA 

The basic document regulating the field of protection and rescue in RS is the Law on Protection 

and Rescue in Civil Emergencies [12], which was adopted at the end of 2012, which brought 

the entity Law on Civil Protection in line with the Framework Law on Protection and Rescue 

[14] at the state level. 

The Law on Protection and Rescue in Emergency Situations defines in Article 2 that the RS 

protection and rescue system is “a unified form of management and organization of forces and 

subjects of the protection and rescue system in the implementation of preventive and 

operational measures and execution of protection and rescue measures. from the consequences 

of natural disasters, technical and technological accidents, catastrophes, epidemics, 

consequences of war, consequences of terrorism and other dangers, and accidents that may 

endanger the population, material, and cultural goods and the environment, including measures 

to recover from the consequences."[12] It is important to point out that this is a comprehensive 
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approach to protection and rescue from all forms of endangerment, with the definition itself 

should include, in addition to forces and subjects of protection and rescue, facilities and means 

of protection and rescue. On the other hand, the issue of unification of all subjects of protection 

and rescue remained insufficiently defined in terms of the relationship between all these 

subjects in the protection and rescue system. 

Considering all protection and rescue activities in RS, we can talk about: 

- preventive protection and rescue activities, 

- activities  in case of imminent threat and risk of danger, 

- activities  during a natural or other disaster and 

- activities during the elimination of the consequences caused by natural or other disasters  

[12]. 

The RS protection and rescue system is organized at two levels, entity and municipal. The 

umbrella body of this system is the Republic Administration of Civil Protection (RACP), 

which is an independent administration under the Government of the Republic of Srpska. The 

Republic Administration is headed by a director who has three assistant directors. The 

Administration is composed of the sector for financial-accounting and legal affairs, the sector 

for organization, planning, and training, which also includes five regional departments of civil 

protection in Banja Luka, Doboj, Bijeljina, Sokolac, and Trebinje. At the level of local 

communities, tasks in the field of protection and rescue, primarily have the municipal / city 

assembly, the mayor, the competent organizational unit of civil protection of the 

municipality/city, and citizens. 

At the level of the local community, organizational units of civil protection are formed, which 

have the tasks of drafting: Vulnerability Assessment, Development Program, and Protection 

and Rescue Plan. The competent organizational unit of civil protection of the municipality/city 

prepares the Decision on the organization and functioning of civil protection, proposes the 

annual Plan of training and education of emergency headquarters, units, and teams of civil 

protection, as well as the commissioners of protection and rescue, Program of independent 

exercises. implements training of citizens in the field of personal, mutual, and collective 

protection as well as civil protection forces, and coordinates and organizes the implementation 

of measures and tasks of civil protection in the field of protection and rescue. In addition to 

the above, these organizational units of civil protection also perform other tasks: 

- coordination of activities of entities of importance for protection and rescue, 

- keeps records of members of civil protection, 

- keeps records of material and technical resources of citizens, companies, and other legal 

entities and services that can be placed in the function of civil protection, 

- participates in the procurement of means and equipment for protection and rescue, and takes 

care of their correctness, storage, and use, 

- gives professional instructions to citizens, companies, and other legal entities on issues of 

protection and rescue, 

- submits reports and information to the mayor and the RS Civil Protection Administration, 

- keeps the prescribed database and other records [12]. 

The proclamation of a state of emergency for a part of the municipality, or the city, is made by 

the mayor, while the decision on the declaration of a state of emergency on the territory of RS 

or its part is made by the Government. In order to successfully perform the tasks of 
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coordination and management of the protection and rescue system in emergency situations, as 

operational-professional bodies, emergency headquarters are formed, as follows: 

- for the territory of RS - Republic Headquarters for Civil Emergency (RHQ), 

- for the area of the city - city headquarters for Civil Emergency and 

- for the area of the municipality - municipal headquarters for Civil Emergency [12]. 

In addition to these headquarters, emergency headquarters are being formed in companies and 

other legal entities. In accordance with the Law on Protection and Rescue in Civil Emergency 

of the RS, this headquarters and its members are defined by a general act of the company and 

other legal entities. RHQ  is appointed and dismissed by the Government, while the 

appointment of city and municipal headquarters for a civil emergency is in the competence of 

the mayor, ie the mayor. 

In accordance with the Law on Protection and Rescue in Civil Emergency, RHQ consists of a 

commander, deputy, chief, and staff members. The municipal or city headquarters for 

emergency situations, as well as the RHQ, consists of the commander, the deputy commander 

of the staff, the chief of staff, and members of the staff. 

The commissioners of protection and rescue are appointed in populated places, in parts of 

populated places, residential buildings, republic administrative bodies and other bodies, 

companies, and other legal entities in which an emergency headquarters has not been formed. 

In republican administrative bodies and other bodies, the commissioner is appointed and 

dismissed by the head who manages the republic administrative body or some other body. 

When it comes to local self-government units, the commissioner is appointed and dismissed 

by the mayor and in companies and other legal entities, it is done by directors or other 

competent bodies [12]. 

Financing of the protection and rescue system in the RS is done from the RS budget, municipal 

budgets, contributions, donations, gifts, international assistance, and other sources in 

accordance with the law. 

In accordance with the Law on Protection and Rescue in Civil Emergencies of the RS, 

municipalities, in the system of protection and rescue, finance: 

- preparation, equipping, training, and work of emergency headquarters, units, and teams of 

civil protection and commissioners of protection and rescue of municipalities, ie cities, and 

their costs of participation in the implementation of protection and rescue measures, 

- adaptation and maintenance of shelters and other protective facilities, 

- training of the population in the field of protection and rescue, 

- repairing part of the damage caused by natural disasters and other accidents, 

- and other protection and rescue needs. 

Although protection and rescue in civil emergencies is an activity of special interest to RS, 

[12] analyzing budget expenditures at the state level, this could not be noticed. Although the 

annual budget of RS is 1.6 billion KM [3], the costs for protection and rescue, ie part of the 

budget for RACP are from 4.4 to 4.8 million KM, which is about 0.3% of the annual budget. 

However, the biggest burden in financing the protection and rescue system is on local 

communities, and cities, and municipalities. Their allocations, in accordance with the Law on 

Protection and Rescue in Civil Emergency of the RS, are 2% of the funds from the municipal 

budget, or budget of the city. 

4. PROPOSAL OF POSSIBLE SOLUTIONS 

Strengthening local response capacities can be a multiplier of forces and increase the resilience 

of the entire state, as local government units develop the knowledge, skills, and abilities to 
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better prepare for, mitigate, respond to and recover from disasters.[5] On the other hand, local 

response forces are just one of the elements that enable a better response to an emergency or 

other danger. A very important segment is protection and rescue management at the local level. 

Planning, organizing, managing, coordinating, and controlling the protection and rescue 

system at the local level are elements of management that must be fully represented. This 

means that at the local community level there must be the human capacity to carry out these 

obligations. And the current situation on the ground in local self-government units shows that 

these human capacities vary from excellent to non-existent. 

In order to improve the protection and rescue system at the level of local self-government units, 

three solutions are possible, which will be briefly presented here, but also given for further 

analysis and discussion, because for each of these solutions it is necessary to do research that 

would show the correctness of these views. In this context, the proposals are related to: 

1. certification, 

2. more active engagement of regional departments, 

3. direct RACP support. 

Currently, in the local self-government units in the Republic of Srpska, protection, and rescue 

activities are handled by persons who do not have any type of certification. In accordance with 

the Law on Amendments to the Law on Protection and Rescue in Civil Emergencies [6], "The 

Civil Protection Administration organizes training for members of civil protection." The 

number of employees, in local institutions, responsible for civil protection, is very small. 

According to the Law on Local Self-Government [7], the maximum number of permanent 

employees, for all administration management,  in the municipal administration of a local self-

government unit should be: 

- up to 1,000 inhabitants are seven employees, 

- from 1,001 to 2,000 inhabitants there are ten employees, 

- from 2,001 to 3,000 inhabitants there are thirteen employees, 

- from 3,001 to 4,000 inhabitants there are fifteen employees and 

- from 4,001 to 5,000 inhabitants there are seventeen employees. 

It means that the maximum number of permanent employees in the city or municipal 

administration, including employees in the professional service of the Assembly, may not 

exceed three employees per 1,000 inhabitants in the local self-government unit according to 

the results of the last census. According to the bulletin of the Statistical Office of Republika 

Srpska "Demographic Statistics 2020" in the Republic of Srpska, there are sixteen 

municipalities with less than 5,000 inhabitants and 48 those with over 5,000 inhabitants. This 

limitation of the number of employees in local self-government units is the main reason why 

persons responsible for civil protection are most often in one of the departments or sections 

and do civil protection work as additional work within their obligations in the department or 

section. Out of nine cities in the Republic of Srpska, civil protection is organized in five as a 

department of civil protection, in one as a section, and in one as a civil protection service, 

while in two cities there is no department or section or civil protection service. It is clear that 

the place of civil protection in the structure of the city administration in the Republic of Srpska 

is different, and thus in the local self-government units with a smaller number of inhabitants, 

there are no people in the administrations to deal exclusively with civil protection. Thus, these 

holders of civil protection in local self-government units must be trained to work for their 

permanent duties and tasks, as well as on the tasks for civil protection. Making vulnerability 

assessments, making protection and rescue plans, etc., are very challenging and complicated 

tasks that people without additional education are not able to make well. 
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Certification is one of the possible models for improving the protection and rescue system at 

the level of local self-government units. This means that all persons who perform work in the 

field of protection and rescue, or who deal with civil protection in local self-government units, 

must undergo certain training and be certified for the work they perform. This certification 

needs to be repeated with any change in the Law or with any change in the person in the 

position responsible for civil protection. In order for the certification to be realized, RACP 

should prepare a training plan and program. This plan and program can be used by the RACP 

or certain professional associations, that deal with education in the field of protection and 

rescue, and that receive approval for that education from the Ministry of Education and 

Culture. At the end of the training, RACP organizes testing and awarding of certificates once 

every six months to persons who have undergone training for protection and rescue, or civil 

protection in local self-government units. 

In this way, it is ensured that people working in civil protection and who are in charge of the 

protection and rescue system in local self-government units, receive an adequate education, 

learn to work the necessary documentation, and are able to organize the protection and rescue 

system at a much higher level at theirs self-government units. 

As a second model, the existing system could be used with more active use of regional civil 

protection departments. RS Regional Civil Protection Departments are regional organizational 

units in the RACP and in accordance with the Law perform the following activities: 

- perform professional and other tasks related to the drafting of laws, bylaws, and 

planning documents within the scope of their work; 

- actively participate in repairing the consequences of natural and other disasters; 

- prepare and submit reports on natural and other disasters in the area of the regional 

department; 

- monitor the state of connection and functioning of the civil protection system; 

- take measures for coordination of planning and organization of measures and forces 

of civil protection and rescue in the area covered by the regional department; 

- coordinate and direct the work of municipal bodies and services, and other entities of 

importance for protection and rescue in the area of the department; 

- propose, prepare and organize seminars, training, and exercises of civil protection 

forces in the area of the department; 

- provide professional assistance to the endangered and injured population; 

- perform monitoring and information and warning activities; 

- perform other tasks within the scope of their work [13]. 

Table 1. Systematization of jobs in the Regional Departments of Civil Protection of the 

Republic of Srpska 

Duty 
Education 

level 

Banja 

Luka 
Doboj Bijelјina Sokolac Trebinje 

Chief VII 1 1 1 1 1 

Senior expert associate for 

planning, training and civil 

protection measures 

VII 2     

Senior expert associate for fire 

protection and rescue and other civil 

protection measures 

VII  1 1 1 1 

Senior expert associate for fire 

protection and rescue 
VII 1     
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Duty 
Education 

level 

Banja 

Luka 
Doboj Bijelјina Sokolac Trebinje 

Senior operative for organization, 

monitoring, notification and 

warning 

VI 1 1 1 1 1 

Expert associate for planning and 

training 
VI    1 1 

Surveillance, notification and 

warning operative 
V 2 1 2   

Surveillance, notification and 

warning operative 
IV 6 3 3 4 4 

Technical Secretary IV 1 1 1 1 1 

IN TOTAL  14 8 9 9 9 

Source: Rulebook on internal organization and systematization of jobs in the Republic 

Administration of Civil Protection, "Official Gazette of the Republic of Srpska" number: 

36/12. 

The organization and composition of the Regional Departments of Civil Protection are 

different (Table 1). As these departments are part of the RACP and are exclusively part of its 

branch office at these locations, these departments do not represent the regional level of 

organization of protection and rescue systems in RS, which are more focused on monitoring, 

informing, and warning with a tendency to grow into regional operational centers to be under 

RACP again [12]. 

Regional civil protection departments, as stated in the tasks, have the obligation to take 

measures to coordinate the planning and organization of civil protection and rescue measures 

and forces in the area covered by the regional department, and to coordinate and direct the 

work of municipal bodies and services, and other entities important for protection and rescue 

in the department area. However, this is not enough for local governments to improve their 

protection and rescue systems. Coordination of planning and organization and directing the 

work of municipal bodies and services is not realized to a sufficient extent. It is necessary to 

change the structure of the Regional Departments and have persons for training, plans, and 

control of documents. These persons would be in charge of touring the municipalities under 

the jurisdiction of the department, assisting in the development and updating of vulnerability 

assessments and protection and rescue plans, document control and compliance with 

documents of neighboring municipalities and documents at the national level, and assistance 

in planning, organizing and implementing exercises at the level of local self-government units 

or several neighboring municipalities. 

This reorganization of regional civil protection departments would create realistic conditions 

for RACP experts to help draft the necessary documents and thus to achieve the same standard 

in all municipalities and that it cannot happen that there are no certain documents in 

municipalities as stated in the Capacity Assessment for Disaster Response and Roadmap for 

Bosnia and Herzegovina. In the mentioned document from 2018, it was stated that 9 out of 64 

municipalities of the Republic of Srpska do not have a Decision on the organization and 

functioning of protection and rescue, as well as the Assessment of vulnerability to natural and 

other disasters, while 13 municipalities do not have a Protection and Rescue Plan and 34 do 

not have a protection and rescue program. 

The third model is the most radical. It would involve the closure of RACP regional offices and 

staff would be assigned to local self-government units while receiving a salary from RACP, 

given the limitations of local self-government units related to the Law on Local Self-
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Government. The persons would be responsible for the RACP according to the professional 

line, while according to the functional line they would be responsible to the mayor of the 

municipality or city. That is, it would be experts in local self-government units as experts for 

protection and rescue. Considering that there are 49 persons in the regional departments (Table 

1), without increasing the number of people in the RACP, this would mean that one part of 

these experts would take over two municipalities, or the smaller ones would be taken with the 

takeover of one larger municipality. On the other hand, the RACP, with a different 

systematization, can engage 64 persons who would be deployed in local self-government units, 

and regional offices would be dismissed. 

In this way, the number of employees in the RACP as well as in the local self-government 

units would not change, and the previous costs, or the budgets of the RACP, and local self-

government units would not change. That is, persons from the RACP in local government units 

would, among other things, be obliged to propose a budget for civil protection that is in 

accordance with the Protection and Rescue Law in Civil Emergencies, while local self-

government units would be obliged to adopt it. 

5. CONCLUSION 

The question of the organization of the protection and rescue system and civil protection 

depends on many factors. it adapts to the needs of states and the way they function. In Bosnia 

and Herzegovina, it is decentralized and the entities are the bearers of protection and rescue. 

On the other hand, the lowest levels of government are most important for responding to 

emergencies. Local self-government units are the level that corresponds first and has the most 

important role in the system. In order for local communities to prevent and later, if necessary, 

respond to certain dangers, they need to be ready, organized and educated. This is not the case 

in this current constellation of relations. 

In order to improve the system of protection and rescue in emergency situations at the level of 

local self-government units, three different models of solving this problem are presented here. 

Each of them has its good and bad sides, but this is just an attempt to present other options 

because we have been in a vicious circle that has not worked for years. Certification of 

members of the protection and rescue system, or giving importance to the Regional 

Departments of the RACP, or reorganization of the regional divisions of the RACP are three 

models that can be further discussed in more detail and precision. 
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Abstract: Business enterprises in modern conditions are of great importance for social 

development, and the importance of security and persons protection and companies' 

property system directly derives from their vital importance for the community. 

Companies cannot function successfully in conditions of endangering their own 

property and employees. Therefore, it is important to establish such a safety and 

protection system in which each of the employees, regardless of possition and role in 

the company, will be aware that the mentioned values of the company should be 

protected. In that way, it will be possible to perform the basic activity of the company 

without interruption. The paper is based on proposing of security and protection model 

of the Mixed Holding Power Utility of the Republic of Srpska as a complex economic 

enterprise and bearer of economic development of the entire Republic of Srpska. The 

development and acceptance of security and protection model of such a complex 

business enterprise gives incentive to the development of such and similar models on 

other, in organizational terms less complex, business enterprises. 

Key words: business enterprise, security and protection, system modeling, mixed 

holding, electric power industry 

1. INTRODUCTION 

General technological progess leads to the improvement and introduction into use a number of 

new, modern forms and means of security threats, which multiply the dangares to persones 

and property, that is, the business of the company. Business enterprises such as the Mixed 

Holding Power Utility of the Republic of Srpska, as the bearer of economic development of 

the entire Republic of Srpska, is in the middle centre of various form of threat. Crime of all 

kinds is on the rise, and the predominant forms are theft, burglary, abuse of authority, 

unscrupulous business, bribery and corruption. Although these are the predominant forms of 

threat, in recent times it is being replaced by significantly modernized so-called software forms 

of crime. Therefore, enterprise the Mixed Holding Power Utility of the Republic of Srpska, it 

is the object of endargerment, which in fact endangers interests the Republic of Srpska, since 

it is a business entity of special interest. Security system for persons and property of company, 

as a subsystem in the overall security and protection system, covers physical, technical and 

security-protective component [6]. The knowledge so far indicates that it is in the practice of 

the Republic of Srpska the most common physical and technical security, while it is a security-

protective component, that gives new contens to the security system, practically neglected, at 

least in terms of its integration and management from one place. Certainly, the diversity of the 

assets used by the Power Utility of the Republic of Srpska to its subsidiaries and its importance 

for the economic development of the country should be taken into account. Bearing in mind 

all the statement, and in a situation where the state subjects of security and protection (police 

in the first place) a significant part of the security and protection work left to the private 
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security and protection sector, which is regulated by law, business enterprise and managers for 

security and protection, engaged in this business enterprise in the same field (security and 

protection), to come across serious problem which boils down to the question: How to organize 

effective security and protection in the current situation of constant imposition of a wide range 

of all forms of threats, on the one hand, and promoted security and protection systems on the 

other hand for MH „PURS“? So far this problem has not been comprehensively researched, 

but it is partially in a number of subsidiaries. Results obtained in the development of project 

documentation of the Integrated security and protection system in some of these business 

enterprise they are applicable in practice and can be used and will be used in further scientific 

research of this problem.  

Power Utility of the Republic of Srpska (PURS) was established as a Public enterprise on 2. 

June 1992 by decision of the National Assembly of the Republic of Srpska.Power Utility of 

the Republic of Srpska is enterprise with a high share of state capital and it was necessary to 

organizationally modernize and regulate in the way in this domain are regulated enterprise of 

developed market economies, and to ensure that the enterprises increases greater efficiency 

and competitiveness in bussines and also the rating on the capital market. Government of the 

Republic of Srpska is in accordance with the decision number 02/I-020-60/06 from 

30.12.2005, and also in accordance with the Law on enterprise and Public enterprise, organized 

the Power Utility of the Republic of Srpska as the Mixed Holding Power Utility of the Republic 

of Srpska, stock company Trebinje (MH PURS s.c. Trebinje). Mixed Holding Power Utility 

of the Republic of Srpska consists 11 dependent enterprise and main enterprise which 

permanently controls, monitors and evaluates the business performance of all dependent 

enterprise. MH „PURS“ consists five enterprise engaged in the production of electricity, five 

enterprise for distibution of electricity and also CE „Research and development center of 

electric power“ - RDCEP-East Sarajevo, who is engaged in research.  

During implementing security and protection measures, the most frequently mentioned terms 

and subject in the paper are:  

Security management [4] is a term that is defined in different ways. One of the definitions 

that is acceptable for this paper is definitions of a proffesor Dragisic who says: „Under the 

term security management, in a broadar sense, it means deciding on the security goals of the 

organizational system, on ways and means to avoid unacceptable influences coming from the 

environment or the organizational system itself, or to reduce their bad influences“. The basic 

task of the management of any organization is it increase vitality, in fact, her ability to survive 

in different circumstances, with the prosperity and growth of the organization.  

Form of endargement [10] is a term which means the way of manifestation of a certain 

phenomena or activity. The most common, and at the same time the most dangerous form of 

endangering the persons and property of the enterprise is crime who endangers the human 

resource and property of the enterprise. It is in fact the same one that endangers society as a 

whole, and whose bearers are most often motivated by greed, as well as the desire to harm the 

constituional order and soci-economic system. Therefore, forms of crime are manifested 

through commission of various crimes in the field of political, general and economic crime, 

and lately, more and more often with acts of so-called IT technologies crime.  

Security and protection system models include those contens that ensure the realization of 

the security function of the enterprise. These are: security policy, information security and 

protection,  physical–tehnical protection, modern electronic protection systems, fraud 

protection system management, crisis management and operate with crisis, security and 

protection of business continuity and the role of the insurance company in the security 

protection system. Well, this model functionally connects the listed components of the security 
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and protection system and provides new content that qualitatively raises to a higher level the 

entire system of insured persons and property of the enterprise.  

Security and protection system [1] implies a way of organizing the state for protection from 

all sources, form and type of danger and ways of acting to protect basic social values from 

these dangers and other forms of endangerment. It is a form of organization and functioning 

of the state in the implementation of measures and activities in the field of prevention and 

repression which are undertaken to preserve the sovereignty and integrity of the state, there 

constitutionally established order, rights and freedoms of citizens, as well as all other social 

values from all sources and forms of endangerment. In this sense, the security and protection 

system of a MH“PURS“can also be observed. This system is currently reduced to the 

autonomous organization of only some of the elements of the security and protection system 

in each dependent enterprise separately. Different ways of organizing security and protection 

system come to the fore:  

- own security, so-called porter`s service, which deals exclusively with physical 

security;  

- hired external security agencies (physical and tehnical);  

- combined method.  

Corporate security and protection [5] is a business function within the organizational 

structure of large business system, it is established with the purpose of protecting vital values, 

in fact, human resource, property and business of the enterprise, from various forms of 

endargerment. The contribution that corporate security and protection makes through this 

action is manifold; in the first place corporate security and protection, as specified, be use for 

protecting basic vital values of business enterprise. Since it is the primary task, as well as 

contibution, employees protection, property of company and business continuity, certainly the 

secondary contribution is an increase in the degree of security and protection in the 

environment in which company operates. 

2. DESING AND DEVELOPMENT OF SECURITY AND PROTECTION 

SYSTEM MODELS THE MIXED HOLDING POWER UTILITY OF THE 

REPUBLIC OF SRPSKA 

Globalization has changed the structure and speed of corporations. Saturation of traditional 

markets leads corporations to riskier locations. The shift towards a knowledge economy 

diminishes the importance of „place“ in the business world. New business practices such as 

„offshoring“open up the perspective for companies to operate remotely. New forms of 

responsibility, such as corporation management and corporation social responsibility, they put 

additional pressure on corporations to responde with their words and act, wherever and 

whatever they do.  

In the same time, security risk have become more complex. Many threats such as terrorisam, 

organized crime and security and protection of information, they are asymmetric and 

networked, which makes them difficult to manage with them. There is also a greater value to 

the corporation`s risk portfolio and the way it operates: certain types of behaviors can improve 

or undermine „work license“, and in some cases it may generate risks that would not otherwise 

exist. As a result, security and protection has a higher profile in the corporate world today than 

it did twenty years ago. Companies are looking for new ways to manage these risk, and the 

security and protection sector portfolio has been expanded as such includes shared 

responsibility for things, such as reputation, corporate menagement and regulation, socially 

responsible business and guaranteeing information. 

There are six matching characteristics between security, protection and business: 
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1. The main role of the corporate security and protection system is to convince colleauges in 

corporation to increase security and protection trough their daily action and decisions, in a way 

that they do not try to deal with security and protection in or for corporation;  

2. The security and protection system is more in the functions and processes of change 

management than in operational task, and works through realiable social networks of 

influence;  

3. The security and protection system has the strategic task of helping the corporation take a 

risk, and not to prevent because that they should be on the front of new business development;  

4. The security and protection system constantly responding to new business problems, which 

is why the portfolio of responsibilities and their relative importance changes over time. The 

security and protection systems never rest and do not become fixed entities. In many 

corporations today. The security and protection system is more concerned with the overall 

resilience of the corporation, and less matters of „traditional“ security and protection;  

5. Security and protection are both strategic and tactical and operational activity, and 

corporations system for security and protection must distinguish these three levels;  

6. The power and legitimacy of the security and protection system it does not come from her 

expertise but from business knowledge, human skills, management ability and communication 

skills [2].   

This approach motivates and explains the need to introduce a non-traditional methodological 

approach to design the security and protection system for complex corporate systems, which 

implies a step out of the already professional field(security and protection) into the wider 

business area, implying a strict introduction of system theory due to complexity. 

Methodological framework for designing and developing security and protection system 

models of Mixed Holding Power Utility of the Republic of Srpska consist of several stages 

and that:  

 Adoption of system theory as an infrastructural method and a system approach as a way of 

thinking in design and development of models of security and protection system of Mixed 

Holding Power Utility of Republic of Srpska;  

 Design and development of a zero model of security and protection system of Mixed 

Holding Power Utility of Republic of Srpska applying the modeling method;  

 Realization of expert evaluation of a zero model of security and protection of Mixed 

Holding Power Utility of Republic of Srpska using a modified Delphi method;  

 Designing the final model for security and protection system of Mixed Holding Power 

Utility of Republic of Srpska.  

The basic idea of designing and developing the model of security and protection system of 

Mixed Holding Power Utility of Republic of Srpska is containd in the belief that the current, 

experientially intuitive, the mode of obsertvation the security and protection system expands 

and enriched by the introduction og system theory as a legitimate scientific and worldview 

[11]. A superficial analysis of one part of the previous research on corporate security and 

protection systems show that the average research view relied on the study and application 

„good practice“ and on the experience and intution of researches.This has mainly resulted in 

the closure of corporate security and protection systems compared to the other corporate 

systems, but also from the general point of view of social subsystems. Such a view, most often 

justified in practice, by inertia and self-censoship has been reflected in the scientific-research 
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field. As a consequence of that way of research, there was a „research closure“ and reliance 

on research on so-called classical security methods. The most powerful demonstration of such 

an approach is the widely accepted approach that „everything starts with the norm“, actually, 

the science of law. Without going into more detailed methodological consideration, it can be 

stated that the norm is in most cases an inseparable part of practice and research. However, the 

norm can be affirmed and get even more with the expension of horizons applaying system 

theory as a scientific-research method and especially system theory as a way of thinking and 

a systemic view of the world.  

Starting from the fact that the system is a set of two or more elements with interconnections, 

by interacting with the environment, functionality and purposefulness, it turns out to be 

possible, apply this universa lconcept in all scientific field [3].  

Based on a system approach, the model of the security and protection of a Mixed Holding 

Power Utility of Republic of Srpska can we observe through five building 

elements(subsystems), and that [8]:  

1) Model of the structure and elements of the security and protection system of a Mixed 

Holding Power Utility of Republic of Srpska;  

2) Model of functions and processes(behavior) of security and protection system of a Mixed 

Holding Power Utility of Republic of Srpska;  

3) Model of menagementand control of security and protection system of a Mixed Holding 

Power Utility of Republic of Srpska;  

4) Model of implementation of security and protection system of a Mixed Holding Power 

Utility of Republic of Srpska;  

5) Model direction of development of security and protection system of a Mixed Holding 

Power Utility of Republic of Srpska.  

System theory is present in every segment of research, however, it is particularly present in 

the creation so-called „zero model“ of security and protection system of a Mixed Holding 

Power Utility of Republic of Srpska and in the design and development of the main model of 

security and protection system of a Mixed Holding Power Utility of Republic of Srpska. „Zero 

model“ is in fact, an abstract research object that serves as a starting point for a group of 

experts, to evaluate it and at the same time give their critical reviewes, proposal for its changes, 

additions and upgrades. In design „Zero model“, and with the support of system theory, it starts 

from theoretical knowledge, experiences of researchers and analysis current situation. In our 

case „Zero model“ we can understand it as an exit result (output) from „black box“ in which 

all theories of the basis are found, researcher experience and recorder condition analysis of the 

existing security and protection system of a Mixede Holding Power Utility of Republic of 

Srpska. Exit result (output) is „Zero model“ of security and protection system of a Mixed 

holding Power Utility of Republic of Srpska.  

The safest way to verify model of security and protection system of a Mixed Holding Power 

Utility of Republic of Srpska would be real-world implementation. However, such a way be 

enormously costly and harmful for society as a whole, if in practice it turns out that the model 

is not good. Therefore, asking the question: What it would be like if it were? comes to the 

concept prediction and forecast. In predicting and forecastig certain occurrence, phenomena 

and behavior it is not always possible to apply quantitative scientific methods. Therefore, 

instead of them, often use qualitative, and sometimes intuitive methods. One of them is Delphi 

Method which is created in 1953, and thay used it Olaf Helmer and Norman Dalkey in 

exploring the possibility of defending the USA in the case from nuclear war. This secret 
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research was conducted under code „Delphi“, it was attended by seven experts, specialists in 

nuclear wars. The basic premise of  Delphi method is that it is based on the assumption and 

and necessity of applying interdisciplinary sciences, and often multidisciplinary, in the process 

og making strategic decisions. Delphi Method consist of organized and systematic collection 

of team experts predicting, so in accordance with that it representes methodology of systematic 

application of scientific thinking in the process of making important decisions about the future 

of various occurrence, phenomena and the system of significant state institutions, but not only 

them.The basic logic of Delphi method is that, which systematically used by recognized and 

affirmed experts, allows you to simulate the future.  

The basic characteristics of the Delphi Method are [7]:  

 Anonymiti of the experts;  

 Iteration and control interaction coupling; Harmonizing the opinions of experts in multiple 

interation;  

 Statistical group responses.  

The procesess of applaying a Delphi Method is a demanding and complex process, especially 

for the mediator, and consists of several interconnected phases and that:  

 Defining problems and subjects of research and setting a work hypothesis;  

 Compiling questionnaries for experts;  

 Preparing information for experts;  

 Forming of experts team.  

When forming an expert team,it is necessary to take into account:  

 selection individual experts;  

 the size of expert team;  

 working conditions of expert;  

 expert work time planning;  

 shaping group expert responses;  

 partial leninecy of experts;  

 organizational complexity of procedures;  

 Submitting questionnaries to individual experts;  

 Activities as part of the first research interation :  

o activities of research organizers;  

o activity of individual experts;  

Activities of organizers (mediators) and experts within the third and further interations. 

3. ANALYSIS OF THE EXISTING SYSTEM AND CREATION OF THE 

FINAL MODEL OF THE SECURITY AND PROTECTION SYSTEM THE 

MIXED HOLDING POWER UTILITY OF THE REPUBLIC OF SRPSKA 

Based on a factual anlysis of a available documents, of theoretical knowledge, experiences and 

analyzes of the state of the security and protection systems, and using a system approach and 

modeling method, the „zero model“ of the security and protection system of the Mixed 

Holding Power Utility of the Republic of Srpska is desingned. The basic assumption of 

designing a „zero model“ of corporate security and protection system is an analysis of the 

exisitng system for Mixed Holding Power Utility of the Republic of Srpska as a whole and itd 

constituent parts (dependent enterprise). Then, in the second phase, based on a analysis of the 

existing situation, the results of empirical research and avaliable documentation, as well as 

avaliable literature on corporate security and protection systems, is the „zero model“of the 
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security and protection systems of Mixed Holding desining. In the third phase, the „zero 

model“ is verifiede using a Delphi method – expert evaluation.  

STOCHOLDERS ASSEMBLY

The Goverment of the RS has the role 

of a stocholders assembly

MIXED HOLDING POWER UTILITY OF THE REPUBLIC OF SRPSKA, 
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Picture 1: General structural chart of a Mixed Holding Power Utility of the Republic of 

Srpska, main currently enterprise s.c. Trebinje-with their depending enterprises 

 Source: http://www.ers.ba/; Tramsformed and adapted by the author 20. 06. 2021. 
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With a general structural chart of a Mixed Holding Power Utility of the Republic of Srpska, 

main currently stock company Trebinje (picture1) it can be seen that on this first strategic new 

enterprise there is none function that is on behalf of the General Meeting of Shareholders or 

The Boards of Directors, is explicitly responsible for strategic management and control of the 

operation of the security and protection system of the enterprise. Also, it cannot be seen from 

the general structural chart is there a function that is responsible for the tactical and operational 

level of security and protection of Mixed Holding.However, knowing our pratctice in other 

areas, almost with high reliability, it can be argued that on level of Mixed Holding Power 

Utility of the Republic of Srpska, main currently enterprise s.c. Trebinje there is no strategic 

management and control of security and protection system, more over, the security and 

protection system does not exist at all. It is clear that this pratctice can be justified by the fact 

that the holding organizational structure it is implict that the security and protection systems 

are developed and operate within dependent enterprise. However, if in our country as in most 

countries in the world, accept that energy is a general social resource, than this kind of 

justifaction for the non-existence of a security and protection system of a Mixed Holding as a 

whole makes no sense, not is it possible to justify this fact in any way.  

Notwithstanding certain disagreements related to the design of security and proeteciton 

systems of complex corporate system such as a Mixed Holding Power Utility of the Republic 

of Srpska, s.c. Trebinje what is certian and not questioned is that at every level of the enterprise 

there must be a minimum of structure, elements, functions,process and management enterprise. 

It is clear that this also applies to security and protection. A special argument for such an 

approach is given, still a dominant understanding except in USA (partially)to geopotential 

(energy hydro and energy mineral potential) it is not and cannot be corporate property. It is 

social, state public property. From this point of view, it is very importante to protect public 

interests and resource through the concept of strategic management and control. This means 

that on the level of a Mixed Holding Power Utility of the Republic of Srpska, s.c.Trebinje must 

be a comprehensive security and protection system, with full capacity and full responsibility. 

This level should be treated as the first startegic level of decision making and business. Further, 

at the level of each dependent enterprise there must be an intergrated security and protection 

system which is at the same time a subsystem of the complete security and protection system 

at the level of a Mixed Holding Power Utility of the Republic of Srpska. This level, level of 

dependent enterprise, should be treated as a second strategic and first tactical level of business 

and decision making. Within every dependent enterprise, any integrated security and 

protection systems it is divided into hierarchically arrangend strutcurale elements (sectors, 

services) who are in charge of the realization of certain functions, processes and activities of 

security and protection. Further organization of the elemnts and structure within the enterprise 

belongs to another tehnical and operational level of security and protection, as it is show on 

the picture 2.  
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Picture 2: Structural chart of the corporate security and protection system of a Mixed 

Holding Power Utioity of the Republic of Srpska, s.c.Trebinje 

Source: author 20.06.2021. 

After considering the five building elements or subsystems: structure or elements of the 

system, functions and process, management and control, implementation and direction of 

system development, as well as after expert evaluation an established zero model system can 

be proposed as an the picture 3 and 4.[9]:  
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Picture 3: Structural chart of the corporate security and protection system of a Mixed 

Holding Power Utioity of the Republic of Srpska, s.c. Trebinje 

 Source: author 20.06.2021. 
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Picture 4: Structural chart of the model of the integrated security and protection system of 

dependent enterprise 

 Source: author 20.06.2021. 

After the established model, which is shown in the previous pictures (3 and 4) it is necessary 

to start implementation of security and protection system. In consideration on condition of 

security and protection system of a Mixed Holding Power Utility of the Republic of Srpska, 

this task is very complicated, demanding and time consuming and must be segmented into 

multiple phases (formation and training of an implementation team, preparation of internal 

documents, determining the desired target conditions and implementation time and etc.). 

5. CONCLUSION 

The general goal of proposing and development a model of security and protection system of 

a complex economic entity such as that a Mixed Holding Power Utility of the Republic of 

Srpska, s.c. Trebinje is protection a human resurce, property and operations of the system 

itselfs. The development one this comlex system allowes us to model securitry and protection 

systems even more sucessful on less complex systems all with the aim of achieving the highest 

possible standards of protection.This can mostly be achieved by determining the directions for 

further development of the security and protection system so that resource optimization is 

performed at the enterprise level, and above all human resources. It must be done within: 

Structures and elements of security and protecton system; Function and process (behavior) of 

the security and protection system; Management and control of a security and protection 

system. In that business, the starting assumptions are: there must be a sustainable security and 

protection system of business enterprise; must be a sustainable intergrated security and 

protection system each of dependent enterprise (when it comes to coplex enterprise such as a 
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Mixed Holding Power Utility of the Republic of Srpska), all functions and processes 

(behavior) must be realized of the security and protection system of business enterprise; also 

management and control must be realized for security and protection system of business 

enterprise.  

Starting from these assumptions, it can be concluded that there is only one global characteristic 

(resources), who can be, conditionally, variable nature(adaptable to needs). It is about structure 

and elements of security and protection system of business enterprise. When it comes a model 

of security and protection a Mixed Holding Power Utility of the Republic of Srpska, who has 

been treated with this work, it can be verify that each of dependent enterprise is different in 

the realization of their basic production activities, different in organizational structure, 

spatially more or less dispersed, it is possible, with the given starting bases, adjust structure 

and elements and intergrated functions and processes and management of security and 

protection system. This means that it is possible for all global characteristics of the security 

and protection system to be realized, and through unification , where is possible, a certain 

optimization is performed.  
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Abstract: Emergencies, independently of source, represent everyday threat to regular 

life. Risk of their emergence exist in every society and is not limited to administrative 

or political borders. Emergency management represents an important element of 

security, as on the wider as well as on the local community. Establishment of the 

organized and eficient emergency response system rlies on timely planning of measures 

and actions to be taken. Potential approach to build such a response system or to 

anticipate the impact of different threats is a scenario based planning method. 

Development of the scenario tools and technics gives the decision makers an 

opportunity to remove some of deficiencies of a conventional forecasting methods and 

insecurity of the future. Scenarios are foused on a problem solution, decision making 

or making a plan. Scenario analysys is based upon assumption that future is not known 

and that all assumptions needs to be examinated in order to gain a qualitative foresight 

on the future period or event. 

Key words: emergency, scenario, planning, problem solving 

1. INTRODUCTION 

Scenario planning, also known as scenario thinking or scenario analysis is a strategic planning 

tool that some organization use to create multiple long-term plans. The scenario planning is 

largely an adaptation and generalization of classic methods used by intelligence community. 

This method is a process where the group of analyst generate imaginary simulation of situation 

in order to facilitate process for the decision makers. The scenarios contains known facts about 

the future with different alternatives and trends which are the key driving forces. Scenario 

planning further might involve specifically the recognition of various factors which may be 

combined in a complex ways to create unprecedented future situation. Systems thinking used 

with scenario planning leads to probable scenario story that could be demonstrated. This paper 

brings a terminological determination of scenario planning toghether in line with its potential 

practical application in an emergency planning and management. Basis for this paper is 

hypothesis that scenario planning as a tool has a wide aplication opportunities in emergency 

management. 

2. TERMINOLOGICAL DETERMINATION OF THE SCENARIO 

PLANNING 

Scenario planning, or sometimes called scenario thinking or scenario analysys is a strategic 

planning method that some organizations use to make long-term plans flexible. It is mostly an 

adaptation and generalization of classic methods used by military, particularly intelligence 

branch [1]. The methods combine known facts about the future, with key driving forces 

identified by considering social, technical, economic, environmental and political (STEEP) 

trends. 

Scenario planning may involve aspects of system thinking, specifically the recognition that 

many factors may combine in complex ways to create sometime surprising futures. The 

mailto:gomax5575@yahoo.com
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method also allows the inclusion of factors that are difficult to formalize. System thinking used 

in conjunction with scenario planning leads to plausible scenario because, the causal 

relationship between factors can be demonstrated. In these cases, when scenario planning is 

integrated with a systems thinking approach to scenario development, it is sometimes referred 

to as dynamic scenarios. 

Critics of using a subjective and heuristic methodology to deal with uncertainty and 

complexity argue that the technique has not been examined rigorously, nor influenced 

sufficiently by scientific evidence. They caution against using such methods to predict based 

on what can be described as arbitrary themes and "forecasting techniques". A challenge of 

scenario-building is that predictors, as part of the social context about which they are trying to 

make a prediction, may influence that context in the process. As a consequence, societal 

predictions could become self-destructing. For example, a scenario in which a large percentage 

of a population will become SARS CoV 2 infected, based on existing trends and known facts, 

may cause more people to avoid risky behavior and thus reduce the SARS CoV 2 infection 

rate, invalidating the forecast (which might have remained correct if it had not been publicly 

known). Or, a prediction that cybersecurity will become a major issue may cause organizations 

to implement more security cybersecurity measures, thus limiting the issue or misleading the 

measures to be taken based on this scenario. 

These combinations and permutations of fact and related social changes are called scenarios. 

They usually include plausible, but unexpectedly important situations and problems that exist 

in some small form in the present day. Any particular scenario is unlikely. However, future 

studies analysts select scenario features so they are both possible and uncomfortable. Scenario 

planning helps decision-makers to anticipate change, prepare response and create more 

efficient strategies. Scenarios are not predicitons so treatment of scenarios as predictions is 

one of the most common mistakes [2]. 

Scenario planning helps to anticipate the impact of different scenarios and identify 

weaknesses. When anticipated in advance, those weaknesses could be avoided or their impacts 

reduced more effectively than when similar real-life problems are considered under the duress 

of an emergency. Flexible contingency plans with some "pre-response protocols" could help 

cope with similar operational problems and deliver measurable future value. 

The value of scenario planning is that it allows decision-makers to make and learn from 

mistakes without risking career-limiting failures in real life. Further, decisionmakers can make 

these mistakes in a safe, unthreatening, game-like environment, while responding to a wide 

variety of concretely presented situations based on facts. This is an opportunity to "rehearse 

the future", an opportunity that does not present itself in day-to-day operations where every 

action and decision counts %.     

3. SCENARIO PLANNING PROCESS 

The scenario planning process usually unfolds according to an orderly, methodical eight-step 

process. The process has two major parts: first, choosing which scenario logics to flesh out, a 

task that comprises the first five steps, and second, telling the actual story, its implications and 

early indicators, which comprise the remaining steps. A full-blown scenario planning project 

usually takes three or four months, starting with interviews and an initial workshop or meeting, 

then at least a month of research and writing, followed by the second workshop to draw 

implications from the ramified and refined scenarios, and then some time to summarize the 

results of the second workshop into a presentation. 

https://en.wikipedia.org/wiki/Scenario
https://en.wikipedia.org/wiki/Future_studies
https://en.wikipedia.org/wiki/Future_studies
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Prior to scenario design, there are four critical elements that has to be taken into account: time 

setting, environment setting, level of detail and knowledge, experience and sophistication of 

the users. [2]. 

 
Picture 1. Scenario planning process 

Source: www.slideteam.net/eight-steps-in-scenario-planning-technique.html. 

The process begins with identification of focal points that the  organization will focus on. Once 

the focal issue has been determined, a scenario team will brainstorm a long list of factors that 

could affect the identified focal issue. Many of the key factors will be fairly obvious, though, 

the process will probably reach out to less obvious possibilities. After identifying key factors, 

some more remote forces operating in the larger world, e.g., geopolitical, economic, social and 

technological forces that are often left out of the usual plan, will be considered. Strategic plans 

that disregard such factors, emergencies is an obvious example, often fail. On the other side, a 

good set of scenarios will offer insight into less obvious dynamics. (eg. migration patterns, 

environmental issues, epidemics). It's important to exercise imagination in disciplined ways 

although human ingenuity should not be discounted, however it may be difficult to anticipate. 

As with key factors, there is no proof for having thought of all possible external forces and 

factors and this work calls for imagination and creativity. It is necessary to push imaginative 

thinking to the limit, but not too far beyond the limit. By following a methodical, step-by-step 

process, the scenario team could achieve a balance between the kind of wild creativity and 

free-form imagination and good judgment based on knowledge and experience. Where steps 

two and three featured a divergent process in which the team tries to think of everything that 

could affect the focal issue, step four calls for a convergent process of prioritization. The 

criteria to be used in allocating priority underline the importance to the focal issue and degree 

of uncertainty. When all the criteria are counted and closely related items clustered together, 

there will be a short list of critical uncertainties. The challenge of following step is to decide 

development of a detailed scenario. The second major task of scenario planning is actually 

telling the story of every chosen scenario which calls for very different skills. A good scenario 

is a story, but most stories are written by a single author, not by a committee. As a matter of 

tradecraft, a good method for eliciting specific plot elements is to encourage participants to 

write newspaper headlines on notes. A summary of such notes will provide a signifacant 

amount of content for the scenario narrative. Usually a some time after crafting scenario, take 
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one scenario and use it as the playing field on which our plays must be planned. Play out each 

scenario to its conclusion. Then stand back and look at the lists of strategic options appropriate 

to each scenario. The options that look good in every scenario are often associated with so 

called pre-determined elements — aspects of the future that could be reliably predicted.  

Early indicators are the first signs of significant changes that differentiate one scenario from 

another. Sometimes, indicators are found in the behavior of the most innovative consumers, 

sometimes in the small stories deep within a newspaper. Sometimes indicators take the form 

of new journals or publications indicating the rising popularity of some new technology or a 

few words in an important politician speech will signal some new legislation. Early indicators 

are particularly important in moving from a set of scenarios to a single strategy.  If it is difficult 

to find such a robust strategy, but it is rehearsed what it should be done in each of the scenarios, 

then it is neccecary to notify early indicators that suggest movement in the direction of one 

scenario or another. When there are accrued enough indicators to give us confidence that it is 

possible to identify which scenario is unfolding, then it is time to start to implement the strategy 

most appropriate to that scenario. 

Scenarios by themselves do not determine strategy any more than a forecast does. A strategy 

needs to be developed in light of a set of scenarios. Sometimes scenarios are developed after 

a strategy has been determined. Using scenarios to test a strategy could function like an 

insurance policy. Given a set of scenarios, there are several routes you could travel from 

scenarios to strategy. Rather than picking one scenario, it is far better to find a strategy that is 

robust across the range of scenarios. Sometimes the relevant scenarios are sufficiently diverse 

that no single strategy will prevail across all of them. In that case it's a good approach to have 

a strategy appropriate to each, then attend very closely to early indicators that would tip you 

to the likelihood of one scenario over the others. Scenario planning is not too comlex it is 

rather a good deal of common sense involved in the practice. But this might hide many ways 

to go wrong, many mistakes that could be made. As with many practices, experience is a good 

teacher so skilled facilitation by an experienced practitioner is a must. 

4. SCENARIO PLANNING APLICATION  

4.1. Scenario analysis (planning) in Risk Analysis 

Scenario analysis is a process of analyzing (and preaparing for) future events by considering 

alternative possible outcomes. Thus, scenario analysis, which is one of the main forms of 

projection, does not try to show an exact picture of the future but instead, it presents several 

alternative developments. Consequently, a scope of possible future outcomes is observable. In 

contrast to prognoses and predictions, the scenario analysis is not based on extrapolation of 

the past or the extension of past trends. It does not fully rely on historical data and does not 

completely expect past observations to be valid in the future. It acctually tries to consider 

possible developments and turning points, which may have connection to the past.  

Scenario analysis considers several scenarios in order to show possible future outcomes. Each 

scenario normally combines optimistic, pessimistic, and more or less probable developments. 

However, all aspects of scenarios should be plausible. Although highly discussed, experience 

has shown that aproximatelly three scenarios are the most appropriate for further discussion 

and selection. Scenarios are often confused with other tools and approaches to planning.  

Scenario analysis could be applied in as a part of the risk analysis proces, particularly important 

in proces of  disaster risk reduction.  Scenario analysis is very specific risk analysis on the 

local level. It is based on the frequency and cosequences of very specifically chosen scenarios 

and situations. Scenario analysis encompass four activities – analysis of frequency and 
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consequences in groups of identified risk, selection of risks that describes risk groups, 

establishing scenarios for selected risks and description of chosen scenarios.  

Scenario analysis has to describe the following – the event, all circumstances, the soource and 

circumstances of event and the consequences. It is usually considered in the forms of the most 

likely and the most dangerous scenario. The most likely scenario is the one that has the highest 

probablility of emergence at certain area with reliable preconditions of emergence and with 

certain degree of probability of potential damages to people, animals and property. The most 

dangereous scenario encompass a rare events at certain area but with most dangerous 

combination of events and the most dangerous and extreem, even, catastrophic effects on 

people and goods. Scenario analysis  has to meet the following principles – likelihood, based 

on facts, describe consequences, reliability, reality in terms of condition and area, detailed, 

take in consideration legal aspects and having in mind the state of reascue system.  

The purpose of implementation of this method in risk analysis is determination of the risk level 

and in the same time description of strategy and plans to mitigate the risk. It is unavoidable 

part of risk analysis, particularly in disaster risk reduction and field of emergency management. 

4.2. Scenario planning as component of Decision support system 

A decision support system (DSS) is considered as an information system that supports 

organizational decision making activities. DSSs serve the management, operations and 

planning levels of an organization and help people make decisions about problems that may 

be rapidly changing and not easily specified in advance. Decision support systems can be either 

fully computerized or human-powered, or a combination of both. 

While academics have perceived DSS as a tool to support decision making process. DSS users 

see DSS as a tool to facilitate organizational processes. [3].  Some authors have extended the 

definition of DSS to include any system that might support decision making including a 

decision making software component. [4].   

 
Picture 2. Decision support system 

Source: www. old-web-1.iiia.csic.es/udt/en/artificialintelligence/decision-support-systems 
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A properly designed DSS is an interactive software-based system intended to help decision 

makers compile useful information from a combination of raw data, documents, and personal 

knowledge, or business models to identify and solve problems and make decisions. 

Three fundamental components of a Decision support system architecture are: the database 

(or knowledge base), the model (i.e., the decision context and user criteria) and the user 

interface. 

DSS has many advantages becase it improves the eficiency, speed up the decision making 

proces, increase the organizational control, stimulate the research, increase problem solving, 

support interpersonal communication, promote learning and training, discover new approaches 

to problem solving and supports the automatization of management [5].  

An important part of the system is a scenario analysis and creation component. Using the users 

interface, the users reasearch the multimedial data bases and reproduce the collected data [6]. 

For this process, it is of great importance the validity of the data in order to estimate the scope 

of the emergency. Once acquinted, the crisis team creates scenarioo focused on the needs and 

activities of the system. Scenario is comprised of goals but it has a specification of the 

reasources. Formed on this way, scenario gives the framework about needs and activities on 

the higher level of management wich is thorougly developed for each participant.   

4.3. Scenario planning in emergency training.  

There is a saying that everything except real life is a simulation. (lat. simulatio). In the training 

focus, there are three types of simulation, live, constructive and computer simulation. Every 

single one has its aplication in emergency training, wheather services or staffs.  

Shanon consideres a simulation as a “process of designing the model of the real system and 

conducting the experiment with that model in order to comprise the system behavior or the 

evaluation of different strategies“ [7]. The sintagm „modeling and simulation“ marks the 

activities that construct the model of the real system after what the model dinamics is 

simulated. That newly created model gives an opportunity to conduct various experiments.  

Scenario-based training and simulation exercises are powerful tools that enable organizations 

to train executing relevant procedures and processes and practice decision-making in complex 

and dynamic environment. This type of training provide an insights into the organization’s, 

performance. On the different levels of orgnization, it enables assessing the implementation of 

various concepts such as coordination, reveal shortcoming and gaps in planning, support the 

elimination of ambiguity by clarifying roles and responsibilities. Finally, it can help to 

strengthen the confidence in operational roles and helps to gain recognition and support of 

official [8]. 

Every model provides an simplified picture of reality that does not encompass all aspects of 

the real system. Beside the static structure, every model has its own dinamic aspect that could 

be defined in an analitical, numerical or an experimental way. The last one is also considered 

as a simulation. If that model is supported by computer than is called a computer simulation 

and the software is than simulation software [9],[10]. Computer simulations represents an 

information – logical environment that establish the challenges and supports the decision 

makers [11].  

The research of the emergencies, having in mind all the complexity of events and 

manifestations, force the need of holistic analysys of the problem. The nature and complexity 

of emergency situations does not allow an opportunity of research in real conditions that 

impose the need of aplication of certain simulations [12]. No matter what type of simulation 
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is used, the scenario planing in training gives a full contribution for preparation for future crisis 

events. 

5. CONCLUSION 

Emergency management represents an important element of security. Egzistance of an 

organized and eficient emergency management system relies on timely planning of measures 

and actions to be taken. Scenario based planning method is certainly a potential approach to 

build such a system. Development of this planning tool gives the decision makers an 

opportunity to eliminate some of conventional forecasting methods deficiencies.  

The scenario planning method is generally a process where the group of analyst generate 

imaginary simulation games for the decision makers Scenario planning is foused on a problem 

solution, decision making or making a plan. It is based upon assumption that future is not 

known and that all assumptions needs to be examinated in order to gain a qualitative foresight 

on the future period or event. 

Scenarios by themselves do not determine strategy any more than a forecast does. A strategy 

needs to be developed in light of a set of scenarios. Think of scenarios as different hands of 

cards you might be dealt; think of strategies as the way you would play those cards. 

It could be concluded that scenario planning as a tool has a wide aplication potential, 

particularly in terms of practical application in emergency planning and management. This is, 

as it was presentet in the text, with some variations, applicable in all phases of emergency 

management. 
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Abstract: Addressing fire safety in schools is of the utmost importance, as pupils in 

schools are regarded as a vulnerable group against hazards, especially fire. This paper 

gathers the current regulatory requirements around fire safety in schools in Republic 

of Serbia, as part of the study, organized by Fire Safe Europe Association. Thus far, 

the European Fire Safety Community powered by Fire Safe Europe, has published two 

reports, which focus on high-rise residential buildings and hospitals, while the third 

phase should encompass the analysis of national regulations related to fire safety in 

schools. Serbia is a developing country and a lot of progress has been carried out in 

recent years regarding the national fire safety regulatory requirements. The study of 

national fire safety in schools would: facilitate identifying trends in this field, enable 

us assessing whether we are contemporary with other European countries and, 

accordingly, help us improve and modify our regulations. 

Keywords: fire safety, schools, national regulatory requirements, study 

1. INTRODUCTION 
 

Schools are important community resources for education, recreation, and populace activities. 

Ensuring fire safety of such buildings is of critical importance for a obvious reason - tens or 

hundreds of kids can be disrupted and put at risk, hence a fire, irrespective of its size, can be 

hazardous. The safe evacuation of pupils in schools to an external place of safety is, therefore, 

a critical requirement.  

Among aforementioned adverse effects, school fires create significant amounts of stress for 

school staff and pupils and also pose administrative, educational, and financial costs. Also, 

most of the furniture in a classroom such as desks, chairs and tables are made from combustible 

materials like wood or plastic. In particular, chemical laboratories and canteens that exist in 

some school can be marked as dangerous places [1].This type of hazard can be prevented if 

proper fire safety measures are restricted by national regulations, put in place and rigidly 

implemented, considering following aspects: school authorities are well informed, responsible 

personnels are suitably trained to implement such measures, fire drills are routinely executed 

and escape routes and safe zones are evaluated. 

The first edition of comparative study about the national requirements related to fire safety in 

school, hospitals and high-rise residential buildings was published in 2014 by Fire Safe Europe 

(FSEU) [2]. During 2020, it was decided to update this version with the support of the 

European Fire Safety Community. The 1st part was focused on high-rise residential buildings 
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while the others referred to hospitals and both were completed. It was a good way to examine 

the situation in Europe according to the aspect of safety national regulations for these 

buildings. The next step is the update of 3rd part of the study, dedicated to schools. The 

selected buildings belong to the group of vulnerable ones considering the people/pupils who 

use them. The main aim of this study is to enable sharing knowledge and better understanding 

what different countries are doing in terms of fire safety.  

The requirements governing fire safety procedures in schools in Republic in Serbia are set out 

in The Law [9] and the Rule [4]. 

Serbia still needs to invest a lot in protection and implementation from any accidents, 

especially fire. But according to [9], when designing and constructing business and public 

buildings in Serbia, such as: hotels, department stores, shopping malls, cinemas, children's 

institutions, schools, higher education institutions, cultural institutions, health care institutions, 

sports and concert halls, stadiums with business premises, airport buildings and high-tall 

buildings, installation of fire detection and alarm systems is mandatory. It is also obligatory to 

perform the method of risk analysis and check whether an automatic extinguishing system is 

also necessary. 

In the next important document: Rule on technical recommendations for fire protection of 

residential, business and public buildings [4], during construction of preschool institutions, 

schools and faculties, following must be envisaged to prevent the spread of fire: 

1) preschool facilities can be built with a maximum of one floor, and if the space for children 

in the nursery is located on the floor of the structure, additional fire safety measures and safe 

evacuation must be provided; 

2) primary schools are built with a maximum of two floors, secondary schools with a 

maximum of three floors, and faculties with a height of no more than 30m; 

3) classrooms, cabinets and similar rooms in which pupils from primary and secondary school 

reside cannot be in underground floors; 

4) schools and faculties with more than two floors, side lengths greater than 35m must have 

at least two stairs, at least 25m apart. 

This paper aims to present the data and provide insights into national regulative requirements 

regarding fire safety of schools in Serbia. 

2. FIRE SAFETY OF SCHOOLS IN SERBIA - NATIONAL REGULATIONS 

The data regarding fire safety requirements in schools in Serbia, demanded by ''A European 

Fire Safety Community questionnaire'' [3] was extracted from the current national regulative: 

[4], [9] and the response is presented in following sections. 

2.1. Are there any requirements for sprinklers in schools? 

Sprinklers installation is not mandatory in public buildings, according to [4].  However, it is 

necessary to perform the method of risk analysis and check this requirement. Based on this 

regulation, the degree of fire resistance (FRD) is determined for the building as a whole or the 

fire segment of the building depending on the purpose, isolation of the building, its height, the 

maximum area of the fire compartment and the maximum number of persons residing in.  

If the building as a whole or fire compartment is equipped with an automatic fire extinguishing 

system (such as sprinklers), the designed degree of fire resistance can be reduced from V to 

IV or from IV to III, ie. the minimum requirements from the aspect of fire protection of public 

buildings, which include schools, are reduced.    
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Table 1: Determining the class of the building according to the degree of fire resistance 

Class of the 

building 

IS1 NS1 IS2 NS2 IS3 NS3 IP1 
NP1, 

IJ1 

IP2, 

NJ1 

NP2, 

IJ2 

IP3, 

NJ2 

NP3, 

IJ3 
NJ3 

Degree of fire resistance of the building 

P1 II II III III III IV II II II III III IV IV 

P2 II III III III IV IV II II IV IV IV IV IV 

P3 III III III IV IV IV II II IV IV IV IV IV 

P4 III III IV IV IV IV III III IV IV IV IV V 

P5 IV IV IV IV IV IV III III IV IV IV V V 

P6 IV IV IV IV IV IV IV IV IV IV V V V 

P7 IV IV IV IV IV IV IV IV IV V V V V 

2.2. What is the maximum size of a fire compartment? 

In the national regulative, there is no size specifications for a fire compartment. However, 

considering the maximum number of persons residing in the building and the largest area of 

fire compartment, the buildings are classified in class P (Table 1). Based on this class, each 

structural element is classifed in appropriate FRD and then, required fire resistance in hours, 

is dedicated to each element - Table 2. 

Table 2: Required fire resistance of structural elements, in hours 

Structural elements Position 

Fire resistance of structural elements, based on 

FRD, in hours 

I II III IV V 

Load-bearing wall 

Inside the fire 

compartment 

1/4 1/2 1 1,5 2 

Column 1/4 1/2 1 1,5 2 

Beam - 1/4 1/2 1 1,5 

Ceiling - 1/4 1/2 1 1,5 

Partition wall - 1/4 1/2 1/2 1 

Roof structure   - 1/4 1/2 1 1 

Wall 

On the fire 

compartment 

borders 

1/4 1 1,5 2 2 

Ceiling 1/4 1/2 1 1,5 2 

Doors up to 3,6m2 1/4 1/4 1/2 1 1,5 

Doors greater then 3,6m2 1/4 1/2 1 1,5 2 

Evacuation corridor 

structure 
    1/2 1/2 1 1,5 

Facade wall External 

structures 

  1/2 1/2 1 1 

Roof covering   1/4 1/2 3/4 1 

2.3. What is the maximum number of people allowed in each fire compartment? 

In the Rule, there is no limit for number of people allowed in fire compartment. The maximum 

number of persons in a building is determined based on the the floor area of that room (total 

floor area or free floor area), ie. the average required floor area for one person [1,8m2/person 

for classroom and 4,6m2/person for workshops and cabinets]. According to the maximum 

number of persons and the largest area of the fire compartment, the public buildings (schools) 
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are classified in class P. Based on this class, each structural element is classifed in appropriate 

degree (Table 1) and then, required fire resistance in hours, is dedicated to each element - 

Table 2. 

2.4. What is the minimum number of escape routes required? 

Determining the number of required first exits on the evacuation route, according to the Rule 

[4] in Serbia, is carried out as follows: 

 rooms with up to 60 occupants must have at least one first exit; 

 rooms with 61 to 500 occupants must have at least two first exits; 

 rooms in which 501 to 1500 people stay must have at least three first exits; 

 rooms with 1501 to 3000 people require at least four first exits. 

Determining the number of required floor exits (depending on the class of the building) on the 

evacuation route is done as follows: 

 a floor with up to 500 occupants must have at least one exit; 

 the floor where 501 to 1500 people dwell must have at least two exits; 

 the floor with 1501 to 3000 persons reside must have at least three exits; 

 for ground floor buildings, the number of exits corresponds to the number of exits from the 

single floor. 

2.5. What is the maximum distance to escape routes? 

There are following requirements regarding this issue in the Rule in Serbia: 

 the length of the evacuation route from the starting point to the first exit in rooms with one 

first exit cannot exceed 20m, i.e. may not exceed 45m for rooms with more than one first exit, 

 the length of the evacuation route from the first to the floor exit cannot exceed 30m in the 

above-ground and 25m in the underground floors,  

 regarding buildings without floor exit, the length of the evacuation route from the first exit 

to the staircase is limited with a maximum of 20m. 

2.6. Are the escape routes required to be protected against smoke spread (e.g. 

pressurisation, ventilation, other)? 

Minimum requirement is given in the Rule, regarding this issue. Ventilation openings must be 

installed on the highest part of the staircase used for evacuation. The minimum area of such 

an opening is at least 1m2 and must be opened from the landing of the top floor staircase. The 

openings must remain open all the time necessary for the smoke and heat extraction, ie. there 

can be no self-closure. Fire-rated staircase is covered only in the Rule for high-rise buildings, 

whereas it is stated that there must be an active pressurisation in the protected internal staircase. 

2.7. What are the fire resistance requirements for the walls of a fire compartment? 

Fire resistance requirements for wall of a fire compartment range from EI 60 to EI 120, 

depending on the degree of fire resistance (Table 2). 

The walls at the border of the fire compartment and the walls of the evacuation corridor must 

be constructed of products with fire reaction characteristics of at least class A2s1d0, according 

to SRPS EN 13501-1 [6]. 

2.8. What are the fire resistance requirements for the load bearing structure? 

Fire resistance requirements, for load bearing structures, according to the Rule, range from 

R15 to R120, depending on the type of element and level of fire resistance (Table 2): 

 load bearing wall: R15-R120, 

 column: R15-R120, 
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 beam: R15-R90, 

 ceiling: R15-R120, 

 roof structure: R15-R60. 

2.9. What are the minimum requirements on reaction to fire class of products that 

can be used for:  

a) Load bearing structure on each floor level: A2-s1,d0 

b) Walls of fire compartments: A2-s1,d0 

c) Roof coverings: A2-s1,d0 

d) Roof insulation: Specified according to SRPS EN 13501-1:2019 

e) External wall insulation: E-d2 - C-s2,d1, depending on the importance of the building 

f) External Thermal Insulation Composite Systems (ETICS): E-s2,d2 - A2-s1,d0 

g) Cavity walls: D-s2,d2 - A2-s1,d0 

h) Ventilated facades: D-s2,d2 - A2-s1,d0 

i) Insulation general: A2 

j) Wall and ceiling linings in general: Bs1d0/ Bfis1  

k) Wall and ceiling linings in escape routes: A2-s1,d0 

l) Floor coverings in general: Bs1d0/ Bfis1 

m) Floor coverings in escape routes: A2-s1,d0 

n) Pipe insulation: Specified according to SRPS EN 13501-1:2019 

o) Cables: Specified according to SRPS EN 13501-6:2019 

The minimum requirements for these products are regulated by: [7].  

2.10. Are there any restrictions on furniture in communal areas? 

Yes, according to the Rule, no furniture is allowed in common escape routes. 

2.11. Last but not least, can any of the above requirements be replaced with a fire 

safety engineering design complying with the safety objectives of the regulations? 

In addition to the provisions of the national Rule, other regulations and standards may be 

applied to schools, which prescribe fire protection requirements for buildings, parts of 

buildings, equipment, installations and devices in accordance with the specifics of purpose. 
 

the development of the human race as a whole. 

3. CONCLUSION 
 

This study aimed to resent the data and provide insights into national regulative requirements 

regarding fire safety of schools in Serbia. The information, requested by ''A European Fire 

Safety Community'' was extracted from the national current regulative and the summary results 

are presented in the following table. 
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Table 3: Required fire resistance of structural elements, in hours 

Sprinkler requirements 
No requirement, method of 

risk analysis necessary 

Maximum size of a fire compartment No requirement 

Maximum number of people allowed in each fire 

compartment 

Limited by the average 

required floor area for one 

person [1,8m2/person for 

classroom and 4,6m2/person 

for workshops and cabinets] 

Minimum number of escape routes 
1-4, depending on the number 

of occupants 

Maximum distance to escape routes 
20-45m, depending on the 

number of exits 

Requirements for protection of escape routes against 

smoke spread 
Yes 

Fire resistance requirements for the walls of a fire 

compartment 
EI 60-EI 120 

Fire resistance requirements for the loadbearing 

structure 
R15-R120 

What are the minimum requirements on reaction to fire class of products that can be used 

for: 

a) Load bearing structure on each floor level A2-s1,d0 

b) Walls of fire compartments A2-s1,d0 

c) Roof coverings A2-s1,d0 

d) Roof insulation 
Specified according to SRPS 

EN 13501-1:2019 

e) External wall insulation E-d2/C-s2,d1 

f) External Thermal Insulation Composite Systems 

(ETICS) 
E-s2,d2/A2-s1,d0 

g) Cavity walls D-s2,d2 - A2-s1,d0 

h) Ventilated facades D-s2,d2/A2-s1,d0 

j) Wall and ceiling linings in general Bs1d0/Bfis1 

k) Wall and ceiling linings in escape routes A2-s1,d0 

l) Floor coverings in general Bs1d0/Bfis1 

m) Floor coverings in escape routes A2-s1,d0 

n) Pipe insulation 
Specified according to SRPS 

EN 13501-1:2019 

o) Cables 
Specified according to SRPS 

EN 13501-6:2019 

Restrictions on furniture in communal areas Yes 

Can any requirement be replaced with a fire safety 

engineering design? 
Yes 

The development of a Fire Protection Plan is mandatory for schools, whereas the measures are 

elaborated in detail. The plan is approved by the Ministry of Interior, Sector for Emergencies. 

As seen in the previous sections, the regulations on the fire safety of schools in Serbia are 

established and set by various Rules, standards and the Low. For the purpose of easier 

implementation and control, it is necessary to harmonize these rules among themsleves and 
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with the european regulations and position them in one specific directive which would cover 

all the essential data regarding schools fire safety.  
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Abstract: A major part of Security Management is identifying security threats. In order 

to adequately deal with potential crises and ensure the security of any organization, it 

is important to identify security threats and allocate resources towards their resolution. 

In this process, it can sometimes happen that an identified security threat does not pose 

a great enough danger to security in order to warrant the use of extraordinary 

measures. Hence, the purpose of this article is to propose a new methodology for 

identifying threats based on Securitization Theory as presented by the Copenhagen 

School (International Relations), in order to prevent the securitization of potential 

security threats which are not threatening in reality and in turn lower unnecessary 

spending. By using Securitization Theory as a tool for identifying potential security 

threats, a new way of thinking about security is established leading to a more resilient 

organization with less resources used unnecessarily. 

Keywords: security management, securitization, cost optimization, resilience, crisis 

management 

1.  INTRODUCTION 

Security Management is seemingly becoming more and more relevant and talked about by the 

day in today’s world. With the Covid-19 pandemic underway, global processes such as global 

warming, and a generally changing and less predictable world than it used to be, thinking about 

security and security threats has changed from something not so actively talked about to a 

matter of utmost importance for organizations of many different types and operating in 

virtually all fields and industries. 

One of the core aspects of Security Management is identifying security threats. This is done 

before they manage to harm the organization’s assetts in order to be able to prepare for them 

and make sure that security will not be compromised in the event of a crisis. Furthermore, 

dealing with identified security threats is usually done through the taking of extraordinary 

measures pertaining to the security threat, such as implementing new systems and protocols 

and spending resources on technologies and personnel tasked with ensuring the security of the 

organization’s assets in the event of a security crisis. 

However, it can sometimes happen that what has been identified as a possible security threat 

is not truly threatening to the organization in reality, but is perceived as such due to some 

errors in the way data has been interpreted or due to a general paranoid culture around the 

potential security threat brought about by unintentional errors in human judgement. This, in 

turn, can lead to the unnecessary taking of extraordinary measures pertaining to this ‘false’ 

security threat, increasing the organization’s spending and potentially hindering the 

organization’s workflow and structure. 



159 

  

In the field of International Relations (IR), Securitization Theory is a theory generally 

associated with the Copenhagen School of IR, which proposes that securitization is a process 

carried out by state actors which transforms ordinary political matters into matters of security, 

thereby allowing for disproportionately large amounts of attention and resources to be given 

to the securitized issue in the name of security [2]. In this paper, the framework of analysis 

posited by Securitization Theory in IR is taken and applied to the business world, thus 

proposing a new methodology for identifying and evaluating security threats focused on 

reducing unnecessary spending and extraordinary measures. 

The relevance and merit of this proposed methodology lies in the fact that it works by 

controlling and lowering spending and allows for more precise Security Management 

decisions to be made within the organization. Furthermore, in today’s world, security threats 

seem to be lurking around every corner, and the tools and resources for countering them can 

become truly scarce if used unwisely. In that sense, using Securitization Theory in business 

through the methodology proposed here would potentially improve the Security Management 

practices of any organization just by implementing a few more steps in the typical Security 

Management process typically practiced in the organization. 

1.1. Framework and Definitions 

Before we go into any further discussion, however, it is necessary to establish the framework 

and definitions in which the argumentation of this paper takes place. That being said, this paper 

deals with Security Management which is defined as the identification of an organization's 

assets, followed by the development, documentation, and implementation of policies and 

procedures for protecting these assets [3]. Security threats are defined as potential events which 

undermine the security of an organization’s assetts, and can potentially lead to crises in which 

these assetts are endangered. Furthermore, one of the tasks of Security Management is to 

identify security threats in order to be able to develop the necessary policies and procedures 

accordingly. The organization’s assetts are defined as any possessions and employees the 

organizations has which is necessary and useful for the carrying out of its operations, including 

but not limited to knowledge, information, personell, machinery, real estate, etc. 

Because the methodology proposed in this paper focuses only on the identification and 

evaluation of security threats, it can be adapted to any scope and industry and can be included 

as an addition to the already existing Security Management practices, policies, and systems in 

an organization. Hence, this methodology does not focus as much on the specific contents of 

the security threats, but rather focuses on the steps and procedures in evaluating and identifying 

them. Now that the framework and definitions in which this discussions takes place have been 

established, we can move on with Securitization Theory and how it can be utilized in the 

business setting. 

2. SECURITIZATION THEORY 

In this section, Securitization Theory is explained as defined in the field of IR, some potential 

shortcomings of the theory relevant to the methodology proposed here are looked at, and the 

way in which the theory can be applied to the business setting is elaborated upon. Even though 

knowing all of the specifics concerned with Securitization Theory pertaining to its application 

in IR is not completely necessary for establishing the methodology proposed here, a general 

knowledge and understanding of the core aspects and points of the theory is important to 

facilitate the further discussion in this paper and to expand upon the reasons why it is 

appropriate for applying to the business setting. 
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2.1. Securitization Theory Explained 

According to Security: A New Framework for Analysis by Barry Buzan, Jaap de Wilde, and 

Ole Wæver, which is considered to be the core text outlining Securitization Theory and the 

Copenhagen School’s views on security, Securitization Theory deals with the securitization of 

normal political issues and thereby allowing political actors, also known as securitization 

agents, to take a normal political issue and ‘securitize’ it and allow the for use of abnormal 

procedures and actions [2]. Securitization is “the move that takes politics beyond the 

established rules of the game and frames the issue either as a special kind of politics or as 

above politics” [2]. In other words, Securitization means that normal political issues are blown 

out of proportion in the name of security in order to justify the use of extraordinary means. 

But what is ‘security’ in Securitization Theory precisely? In Securitization Theory, Security is 

related with survival. Namely, it is when an issue is identified as being an existential threat to 

a designated object of reference, such as the state, incorporating government, the territory of 

the state, or society [2]. Thus, when something is designated as an ‘existential threat’, it has 

been securitized, and the use of extraordinary measures such as violence, restrictions of 

freedom of the people, and economic measures, is justified in the name of security. 

Hence, according to Securitization Theory, it can be argued that state actors can securitize 

issues and claim them to be threatening to the very existence of the state, society, or 

government, in order to warrant extraordinary measures or “take politics beyond the rules of 

the game”, as mentioned earlier. According to Balzacq, this securitization is put forward to a 

specific audience, in most cases the citizens of the state, by publicly articulating certain phrases 

related to security in the specific context in which the securitization takes place [1]. This is 

called the ‘Speech Act’, where the articulating of the word ‘Security’ and other similar phrases 

convinces the audience that something is an existential threat, and thus securitizes it. 

To summarize, Securitization Theory proposes a theoretical framework through which security 

issues can be analyzed. By saying that issues can be securitized through a securitizing agent 

who articulates phrases pertaining to existential security with a specific context and audience 

in mind, Securitization Theory posits that the use of extraordinary measures and the 

expenditure of resources are justified, while the issue securitized does not necessarily require 

actions in order to be resolved. 

2.2. Shortcomings of Securitization Theory 

Although Securitization Theory is presented as a framework that can be applied to different 

scenarios and case studies, it is still not impervious to critique. Thus, it is useful to the 

development of the methodology of this paper to aknowledge some shortcomings of 

Securitization Theory and thereby produce a more hollistic overview of the theory. 

One of the most common challenges to the validity of Securitization Theory is that it is 

considered eurocentric, and that it can therefore not be used effectively outside of Europe. 

According to Wilkinson, the theoretical framework of Securitization Theory is unusable 

outside of Europe because it considers the European understandings of society and the state as 

universal [5]. Wilkinson calls this the ‘Westphalian Straitjacket’, where Securitization Theory 

argues that the state of normal politics is in accordance with the Westphalian concept of the 

nation state, something which is not necessarily present in countries outside of Europe, or 

perhaps in Europe itself. 

This potential shortcoming of Securitization Theory is relevant to our discussion here to a 

small extent given that it focuses almost exclusively on the contents of the theory and not on 

the process of securitization itself. Notwithstanding this, it is still relevant critique and 
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something to keep in mind due to the fact that something similar may occur in the 

implementation of this methodology as well. Namely, when determining what is considered 

normal operations in the organization, analogous to normal politics in IR, it is important to see 

whether this applies to the context of the security issue or whether some underlying 

assumptions, similar to the purported eurocentrism of Securitization Theory, are present. By 

thinking in this way, we can possibly weed out any biases we might have as security managers 

towards certain policies in our organization, and make sure that normal non-securitized 

operations do not favour any specific mode of operation. 

Another shortcoming of Securitization Theory is its reliance on the Speech Act. As discussed 

by Balzacq, the articulation of the word ‘Security’ is not always enough to securitize an issue 

and there are other processes and articulations as well [1]. Balzacq argues that effective 

securitization is audience-centered, it is context-dependent, and that it is power-laden. That is 

to say, saying that something is a matter of security is not always enough to securitize it. 

This is essential an essential critique of Securitization Theory to the methodology proposed 

here as it establishes the fact that the Speech Act is not always enough to effectively securitize 

an issue. In business organizations, discourse between employees and managers is often 

complicated and it differs from organization to organization. That being said, the Speech Act 

would not necessarily be a good mechanism leading to securitization of a security threat in a 

business organization. Rather, we will see how different ways analogous to the Speech Act 

may securitize an issue in the Methodology section of this paper. 

2.3. Applying Securitization Theory to the Business Setting 

So far, we have looked at Securitization Theory as it is used in IR, and we have dabbled in the 

business side of things only in the previous section of this paper. So, given that Securitization 

Theory is developped for IR and it is used in IR, how can we make it useful in the business 

setting? Because Securitization Theory proposes a theoretical framework in its core, we can 

take this theoretical framework and apply it to any business organization analogously to how 

we would apply it to an actor in IR, such as a state, and analyze securitized issues. Namely, 

we can say that managers in an organization perform an action analogous to the Speech Act, 

and securitize an issue by convincing other stakeholders that it is a matter of security and it 

warrants the use of extraordinary measures, thereby justifying the use of these measures. 

However, in the context of a business organization, securitizing agents rarely do this on 

purpose. Whereas in an IR setting the extraordinary measures differing from normal politics 

might be beneficial to the securitizing agent and their goals, thus explaining the motive of the 

securitizing agent, in a business organization this is rarely the case. The people usually tasked 

with managing security within an organization are employees in the security sector of the 

organization, where a clear and defined hierarchy and organizational architecture is in place 

[4]. Hence, because these people are tasked with managing security and identifying security 

threats to the assetts of the organization, we can argue that securitization is initialized by them 

in most cases. This implies that the only way through which securitization can occur in a 

business setting is through human error, as the people working on Security Management would 

have no underlying goals or biases towards the extraordinary measures taken to appease the 

securitized issue, given that they are not trying to sabotage the organization and they do not 

have hidden motives. 

That being said, the way through which Securitization Theory is applied to the business setting 

in this paper is by examining potential security threats and trying to find the pattern of 

securitization in the actions of the people working with Security Management, where empirical 

data and facts do not necessarily warrant this securitization. 
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3. THE METHODOLOGY 

In this section, we will look at the different steps of the methodology proposed in this paper 

and see how Securitization Theory can be used to minimize unnecessary spending of resources 

and time in any organization. This methodology is intended to act as an add-on to already 

existing Security Management protocols and procedures, wherein it acts as a filter for potential 

security threats which have been unnecessarily securitized. 

This filtering is a two-part process, consisted of identifying potential security threats and 

analyzing potential security threats. In order to understand how this fits with other Security 

Management procedures, let us look at a typical, simple Security Management process without 

incorporating the Securitization Theory methodology in it. 

 
Figure 3: The simple Security Management process 

A diagram of this simple Security Management process is exhibited In Figure 1, where the 

process is divided into three steps. The first step in the first bubble in the Figure 1 is collecting 

data pertaining to security and looking for signs of potential security threats. The measures 

and actions to be taken in relation to identified potential security threats based on the data are 

established in the second step, the second bubble of the diagram. Finally, the last step of the 

simple Security Management process is the carrying out of said measures, where resources 

and time are spent in dealing with the security threat. 

It is important to note that this simple Security Management process is by no means definitive, 

and that it serves the purpose of outlining the underlying mechanism through which Security 

Management usually takes place in an organization. The particulars of the process would differ 

from organization to organization, and this ‘life cycle’ of a security threat is merely an outline 

where it is defined, analyzed, and acted upon. 

The two parts of the methodology proposed here would go in between the three steps of the 

simple security Management process, acting as filters to the information passing through the 

three bubbles of Figure 1. As depicted in Figure 2, the first part of the Securitization Theory 

methodology is between the first and second steps, and the second part is between the second 

and third steps. This is so because the first part of the methodology scrutinizes the data passing 

from step one to step two, and the second part of the methodology reevaluates the decision to 

securitize the potential security threat and acts as another line of scrutiny before actually 

following through with the undertaking of extraordinary measures. 
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Figure 4: The Security Management Process with the Securitization Theory Methodology 

Incorporated in it 

That being said, we can see how this methodology can be applied to virtually any Security 

Management protocol and procedure in any organization once it has been analyzed in terms of 

the simple Security Management process outlined in Figure 1. In the remainder of this section, 

the two parts of the methodology are looked at in more detail and their implementation is 

elaborated on. 

3.1. Identifying Potential Security Threats 

The first part of this methodology deals with trying to find any evidence of biases Security 

Management employees might have in relation to collecting and analyzing data which would 

lead to the securitization of a potential security threat which is not necessarily threatening in 

nature. Namely, these biases are personal prejudices and pretensions towards certain types of 

security threats individuals working with security might have, leading them to start the 

securitization process. 

Furthermore, when carrying out this part of the methodology, Security Management 

employees need to analyze the data they have collected and the conclusions they have drawn 

from it, and look for patterns which might indicate some sort of bias present in this process. 

For example, it can happen that because a particular individual believes floods are particularly 

threatening to the security of physical assets an organization has, they might look for evidence 

of potential flooding even if there is none. In turn, this would prompt said individual to 

securitize the flooding issue and promote the use of extraordinary measures where they might 

not be warranted. When analyzing the data collected and looking for biases, it is very useful 

to try and find other empirical data relating to the potential security threat and see if there is 

any misalignment and confusion, pointing to biased data collection and analysis. 

Hence, this part of the Securitization Theory methodology can be summarized in three steps 

Security Management employees need to take in between the first and second step of the 

simple Security Management process: 

1. Look for patterns of biases in collected data 

2. Try and find more data to corroborate the already existing data or indicate biased data 

collection and analysis 

3. Think about any personal biases which could prompt you to initiate the securitization of a 

potential security threat 

3.2. Analyzing Potential Security Threats 

The second part of this methodology deals with trying to identify actions analogous to the 

Speech Act of Securitization Theory and look for patterns of the securitization process in the 
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first two steps of the simple Security Management process before actually going through with 

the defined extraordinary measures. This is the most important part of the methodology as it 

acts as the final filter before spending resources, and is therefore integral in weeding out 

incorrectly securitized issues. 

This is primarily achieved by trying to identify something analogous to the Speech Act in the 

Security Management process of a particular potential security threat, and tying it to 

extraordinary measures which would take the operations of the organization from normal 

operations to security operations. Actions analogous to the Speech Act contain but are not 

limited to: saying something is a matter of security without looking at the data, bringing up 

stories from previous work in other organizations where a similar security threat was 

identified, overly dramatizing the potential security threat, proposing the use of wildly 

disproportionate measures in dealing with the potential security threat, saying that the potential 

security threat is an existential threat to the organization. 

By identifying the actions analogous to the Speech Act, we have some evidence that 

securitization has ensued, and the last remaining part of the methodology is to scrutinize the 

extraordinary measures tasked with dealing with the security threat in order to see whether 

they truly fit the severity of the potential security threat. In other words, this part of the 

methodology acts as a checking point, where actions analogous to the Speech Act are red flags 

warranting further scrutiny and analysis. 

To summarize, this part of the Securitization Theory methodology is consisted of two steps: 

1. Look for actions analogous to the Speech Act which would begin the securitization process 

If evidence of such actions exists, scrutinize and re-analyze the extraordinary measures to see 

whether they are truly proportionate to the severity of the potential security threat, thereby 

mitigating for biases and human error and lowering unnecessary spending and costs. 

4. CONCLUSION 

The methodology proposed in this paper uses the core, basic concepts of Securitization Theory 

and uses it to filter any securitized issues by identifying biases Security Management 

employees might have, and looking for the securitization pattern consisting of actions 

analogous to the Speech Act and finally re-evaluating the measures proposed for dealing with 

the proposed security threat. It acts as an add-on to already existing Security Management 

practices in an organization, and is thus scalable to any scope and is applicable to virtually all 

industries. 

That being said, further research on this topic can be done by looking at specific case studies 

in the business setting where securitization has occured, and thereby corroborating the 

theoretical methodology proposed here. Nevertheless, even if the methodology does not 

completely fit to any Security Management situation in any organization, thinking about 

securitization still can be useful due to its added level of scrutiny to the identification of 

potential security threats. Moreover, this paper serves as a starting point for further 

incorporating securitization into the Security Management procedures of an organization, and 

further modification might be necessary to suit the specific structure and work of a particular 

organization. 

By using Securitization Theory, a new way of thinking about security in an organization is 

established which raises the bar for an issue to be identified as a security threat, thereby making 

sure that unnecessary spending of resources and time does not occur due to wrongly securitized 

issues. It is precisely because this theory comes from the field of IR and not from Security 
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Management that it is useful, as this foreign perspective sheds light on how personal biases 

towards security lead to the securitization of not threatening issues. 
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Abstract: The  aim of this paper is to undertake specific safety measures for the transport 

of radioactive materials. Radioactive materials can only be packaged and transported 

in packaging intended for a particular type of radioactive materials, depending on the 

size and strength of the source, the aggregate state and other properties of the 

radioactive materials. The radiation dose to the surface of the packaging and to a 

specified distance from the packaging and the level of contamination of the packaging 

surface must not exceed the amounts specified for the relevant type and category of 

packaging provided for in the radiation and radiation protection.  

If the radioactive  material  is both poisonous, explosive or combustible at the same 

time, the safety precautions prescribed for each of the above types of hazards must be 

taken during the preparation of such radioactive substances for transport and during 

transport. 

Radioactive materials must not be transported in the same consignment area with 

animal foodstuffs, with items of general use subject to health surveillance, with 

medicines and with feeding stuffs. Domestic and international transport of radioactive 

materials requires a permit and is issued by the Radiation Safety Directorate in 

accordance with the Ministry of the Interior, and they may, if necessary, order the taking 

of special safety measures when transporting a particular radioactive substance 

(movement direction). .   

Key Word: radioactive materials, transport, dangerous goods 

1. INTRODUCTION 

Radioactive materal [9] has many uses that affect us daily. Radioisotopes save lives by helping 

doctors diagnose and treat illnesses. They also make our lives safer. One type of radioisotope 

is used in the smoke detector and the other in the explosive detector to check the luggage at 

the airport. Radioisotopes are also used in thickness measuring devices in the production of 

everyday products, such as plastic wrapping film, radial tires and coffee filters. For a 

radioactive material to be useful, it must be sent where necessary. Shipments of radioactive 

material are safely regulated for maximum safety to the public and the environment. 

Radioisotopes are transmitted in their most stable forms, usually as solid bodies. When 

transporting radioactive liquids or gases, regulations usually require additional precautions. 

Careful research and design is performed on the packaging of radioactive materials. 

The transport [11] of radioactive material, like any other commodity, is carried out daily by 

road, rail, air and water. The radioactive material shall be packaged in such a way as to ensure 

that the radiation levels on the surface of the packaging do not exceed the regulations laid 

down to minimize the risk of contamination. This ensures that carriers, the public and the 

environment will not be exposed to radiation levels that exceed the accepted safety limits. 

After proper packaging of the radioactive material, it is sealed, tested for external radiation 
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levels and external contamination is also checked. The packaging is then labeled and labeled 

to provide information about its content. 

For reasons of safety or protection of human health, the environment and nature, the Ministry 

of Health, the Ministry of Transport and Communications, the Ministry of Environment and 

Physical Planning and the Radiation Safety Directorate may prohibit the transport of certain 

types of hazardous substances for which they are authorized, through certain areas, to order 

that certain types of dangerous goods be transported only by certain means of transport, as well 

as other types of restrictions notified to the Government of the Republic of North Macedonia. 

Dangerous goods [14] must not be handed over or taken over for transport as baggage. 

2. DANGEROUS MATERIALS (DANGEROUS GOODS) 
 

Dangerous materials are divided into classes based on their characteristics: 

Class 1 - explosives and articles 

Class 2 gases 

Class 3-flammable liquids 

Class 4.1-flammable solids 

Class 4.2-self-flammable substances 

Class 4.3 - substances which in contact with water develop flammable gases 

Class 5.1-oxidizing substances 

Class 5.2-Organic Peroxides 

Class 6.1 poisons 

Class 6.2-contagious substances 

Class 7 radioactive substances 

Class 8-corrosive (corrosive) substances 

Class 9-other hazardous substances and products 

Explosives and ignition materials, fireworks and other objects are solids and liquids having 

the property, under appropriate external action (impact, friction or heat), with explosive 

chemical decomposition to release energy in the form of heat or gas. 

Gases - compressed gases, liquefied gases and pressure-dissolved gases, mixtures of one or 

more gases, gases with one or more other substances, objects filled with gas or aerosols, are 

substances that have a vapor pressure above 3°C at 50 degrees Celsius. vapor or in a fully 

gaseous state at a temperature of 20 degrees Celsius at a standard pressure of 101.3 kPa. 

Flammable liquids - are liquids or mixtures of liquids which at a temperature of 50 degrees 

Celsius have a vapor pressure lower than 3 bar and a ignition temperature lower than 61 

degrees Celsius.Flammable solids - are substances that, when in a dry state, can easily ignite 

when touched by flames or sparks but are not self-flammable. 

Self-flammable substances - substances that are ignited when in contact with air without the 

intermediation of other substances. Substances that develop flammable gases in contact with 

water - are those substances in which gases that develop upon contact with water are ignited 

by contact with flame or spark. 

Oxidizing substances - substances that release oxygen by decomposition and can cause the 

ignition of other substances or products. 

Organic Peroxides - Organic substances that can be considered as hydrogen peroxide 

derivatives where one or both hydrogen atoms are replaced by organic radicals. 

Toxins - are substances that enter the body or come into contact with the body that can 

endanger the life and health of humans or animals. 
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Infectious substances - are substances that contain or are suspected to contain pathogenic 

elements (bacteria, viruses, parasites, fungi) and other agents that can cause infectious diseases 

in humans or animals. 

Radioactive substance - is a substance containing radionuclides where the values of the 

specific activity and the total activity in the shipment exceed the limit values defined by ADR 

and RID. 

Corrosive (Corrosive) - are substances which in contact with other substances and living 

organisms cause their damage or destruction, which in contact with water form corrosive 

liquids and substances that, in contact with air moisture, form corrosive vapors. 

Other Dangerous Goods - are substances that are dangerous during transportation and which 

cannot be classified in the classes of dangerous goods of 1-8 (asbestos, dry ice, magnetic 

materials, etc.). Raw materials from which hazardous substances and waste are produced are 

also considered hazardous if they have the characteristics of those substances. 

Newly discovered hazardous substances may be shipped if they meet the conditions which 

have previously been established on the basis of scientific examination as conditions which 

give complete assurance of their transport. 

The holder of the right of disposal, that is, the owner, is obliged to provide the hazardous 

substance of a major accident caused by a third party not to endanger the health, injury and 

death of people, damage or destruction of objects or liability for damage caused to the 

environment and nature. during shipping. 

2.1. Dangerous Goods Procedures 

Loading or unloading of hazardous substances or other procedures related to loading or 

unloading (loading, reloading, reloading, landing, storing) may be carried out only in specially 

designated and enclosed areas which do not endanger human life and health, the environment 

and the nature or material goods, that is, traffic safety. The place where loading or unloading 

of hazardous substances is carried out must be provided with the prescribed devices and 

equipment and in a visible place marked with appropriate danger markings. 

The Ministry of the Interior, the Ministry of Health, the Ministry of Transport and 

Communications, the Ministry of Environment and Physical Planning and the Radiation Safety 

Directorate will designate a special place in the warehouses of legal entities or natural persons 

to supervise, receive, hand over and unload of dangerous substances. Access to the place where 

loading or unloading of dangerous goods is carried out is prohibited for persons not trained in 

dangerous goods handling as well as for persons who do not participate directly in the loading 

or unloading of those substances. 

At the place where loading or unloading of explosives or combustible hazardous substances is 

carried out, it is prohibited: 

- Holding materials or devices that may cause a fire or allow it to spread; 

- Holding an open flame or working with an open flame; 

- Smoking and use of ignition agents; 

- Use of mobile phones; 

- Working with a sparking tool or device; 

- Installation of overhead power lines irrespective of voltage and 

- Vehicle engine operation, unless the engine itself is fitted with a spark catcher during loading 

or unloading. 
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Loading and unloading of hazardous substances is usually carried out by day. If the lighting at 

the loading or unloading site is carried out at night, it must be electrically operated and the 

electrical appliances designed so that they cannot cause a fire or explosion. 

Devices for loading or unloading of hazardous substances must be correct so as to exclude any 

possibility of leakage or leakage or spillage of hazardous substances and performed in a 

manner which does not damage the packaging of the hazardous substance [2]. 

The place where loading or unloading of explosives, gases or flammable hazardous substances 

is carried out must be provided with appliances or other fire extinguishers. A closed apparatus 

for loading or unloading of gaseous substances that develop gases or loading or unloading of 

radioactive substances must be provided with at least one apparatus for measuring the 

concentration of gases in the air,  the radioactivity in that area. The apparatus for measuring 

the concentration of gases or radioactivity must be regularly checked, calibrated and calibrated. 

Legal entities or natural persons performing the loading or unloading of dangerous goods shall 

be obliged to control the correctness of the devices and electrical installations at the places 

where the loading or unloading of dangerous goods is carried out, to organize the physical 

security of those places and to ensure the proper safety of the technical [14]  equipment and 

other extinguishers. 

2.2.Duties and responsibilities of persons involved in the transport of dangerous goods 

If during the carriage the carrier or the person managing the means of transport transporting 

the dangerous substance determines or otherwise finds out that he carries dangerous substance 

whose carriage is prohibited, he shall be obliged to immediately stop the further carriage of 

the dangerous substance and thereby notify the nearest police station and the sender of the 

dangerous substance. The consignor of the hazardous substance is obliged to take over the 

hazardous substance immediately after the notification of stopping the carriage and to take 

appropriate measures not to endanger human health, environment, nature, material goods and 

traffic safety [5]. 

The carrier or the person managing the means of transport transporting the dangerous 

substance, if during the carriage, finds that he carries dangerous substance which does not 

fulfill the conditions prescribed for carriage or which is not declared as dangerous materials 

[6] or is incorrectly declared, is obliged to: stop the further shipment of the dangerous 

substance and notify the sender thereof. The consignor of the dangerous substance shall be 

obliged to remove the identified deficiencies or to take over the dangerous substance 

immediately after the notice of stopping the carriage. 

3. TRANSPORT OF RADIOACTIVE MATERIAL 
 

When transporting radioactive material, it should be positioned as far as possible from the 

persons involved in the transport, depending on the type of vehicle intended for transport and 

taking into account the principle of optimization of exposure to ionizing radiation. 

The following packages are used for the transport of radioactive material: 

- Exempted packaging, 

- Industrial Packaging Type 1 (IP-1) 

- Industrial Packaging Type 2 (IP-2) 

- Industrial Packaging Type 3 (IP-3) 

- Type A packaging 

- Type B (U) packaging 

- Type B (M) packaging 

- Type C packaging 
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Packages are assigned UN numbers depending on the activity level of the radionuclides 

contained in the packages, the fission or non-fission characteristics of the radionuclides, the 

type of packaging, the nature or form of the contents of the packaging, etc. 

When transporting, the packaging shall not contain any parts other than those necessary for 

the use of the radioactive material being transported, and the interaction between those parts 

and the packaging shall not diminish its reliability. 

Packaging, including medium-load containers and cisterns used for the transport of radioactive 

material shall not be used for storing or transporting other goods until decontamination below 

the level of 0.4 Bq / cm2 for beta and gamma emitters and low toxic alpha emitters and 0.04 

Bq / cm2 for all other alpha emitters. 

Shipments with radioactive content should be separated from other hazardous substances 

during transport. 

Unfixed contamination on the outer surface of each package should be as low as possible and 

under normal conditions of transport do not exceed the following limits: 

- 4 Bq / cm2 for beta and gamma emitters and low toxic alpha emitters and 

- 0.4 Bq / cm2 for all other alpha emitters. 

The limits apply to the concentration of activity mediated by each 300 cm2 area on each part 

of the packaging surface. 

The level of unfixed contamination on the outer and inner surface of repackaging, cargo 

containers, cisterns, medium cargo containers and means of transport shall not exceed the 

limits. 

If the packaging is damaged and/or missing or if it is assumed that the packaging is damaged 

and/or missing, access to it should be limited and the extent of contamination and radiation 

levels resulting from damage and/or damage as soon as possible should be assessed. or the 

omission of the packaging. 

The assessment shall take into account packaging, means of transport, adjusted loading and 

unloading places and, if necessary, all other materials transported in the means of transport. 

Damaged packages that carry radioactive content beyond the limits prescribed for normal 

transport conditions may be removed at locations under surveillance, but transport should not 

be continued until they are repaired and decontaminated. 

Means of transport and equipment used for the transport of radioactive material should be 

regularly checked to determine the level of contamination in depending on the likelihood of 

contamination and the extent to which the radioactive material is transported. 

The maximum dose rate at each point on the outer surface of the packaging or packing intended 

for transport or storage shall not exceed 2 mSv/h. 

Packaging and packaging are classified into I-WHITE, II-YELLOW, or III-YELLOW or III-

YELLOW. 

Any packaging that conforms to the IP-1, IP-2 or IP-3 design must be clearly and permanently 

marked on the outside of the packaging with "Type IP-1", "Type IP-2" or "Type IP-3" 

respectively. . 

Any packaging corresponding to Type A packaging must be clearly and permanently marked 

on the outside of the packaging with "Type A". 
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Any packaging of IP-2, IP-3 or Type A packaging must be clearly and permanently marked 

on the outside of the packaging with an International Vehicle Registration Code (VRI). 

Any packaging corresponding to a design of Type B (U), Type B (M) or Type C packaging 

shall be clearly and permanently marked on the outside of the packaging with "Type B (U)", 

"Type B (M)" or "Type C" respectively, as with the marking symbol. 

The vehicles for the transport of packages, packages or cargo containers shall bear the label of 

Annex no. 6 of this Rulebook on each of: 

- the two outside sides in the case of a railway vehicle and 

- both exterior and rear sides in the case of a road vehicle. 

For a vehicle that does not have external faces, the labels should be attached directly to the 

load, ensuring visibility. 

For large cisterns or cargo containers, the cistern or cargo container labels are sufficient. 

For vehicles with insufficient space for fixing larger labels, the dimensions of the labels can 

be reduced to 100mm. 

3.1.Requirements to be met for packaging design and packaging when transporting 

radioactive materials 

The design of the packaging intended for transport shall fulfill the following: 

1. the packaging shall be of mass, volume and shape for easy and safe transport and be properly 

secured in or on the means of transport during transport; 

 2. any packaging lifting accessories shall not be canceled during use; 

3. accessories and any other features of the outer surface of the package which may be used 

for lifting may support the mass or be removed or disabled for use during transport; 

4. the outer layer of the package does not collect and retain water; 

5. packaging accessories during transport which are not part of the packaging do not reduce its 

safety; 

6. the packaging to withstand the effects of any acceleration, vibration or vibration resonance 

that may occur under normal transport conditions; 

7. having regard to the ambient temperatures and pressures which may occur under normal 

conditions of transport, and 

8. for radioactive material having other hazardous properties to take into account those 

properties. 

The design of the packaging shall fulfill the following: 

1. the outer sides of the packaging shall have no protrusions and be easy to carry out 

decontamination; 

2. the packaging materials and any component or structure shall be physically and chemically 

compatible with each other and compatible with the radioactive content, taking into account 

their radiation behavior; and 

3. All valves through which the radioactive contents can come out shall be protected against 

damage and uncontrolled opening. 

3.2. Specific safety measures for the transport of radioactive materials 

Radioactive substances can only be packaged and transported in packaging intended for a 

particular type of radioactive substance, depending on the size and strength of the source, the 

aggregate state and other properties of the radioactive substance. The radiation dose to the 

packaging surface and at a certain distance from the packaging and the level of contamination 
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of the packaging surface must not exceed the amounts specified for the relevant type and 

category of packaging provided for in the radiation and radiation protection regulations. 

If the radioactive substance is also poisonous, explosive or flammable, the safety precautions 

prescribed for each of the above types of hazards must be taken during the preparation of such 

radioactive substances for transport and during transport. 

Radioactive substances must not be transported in the same consignment area with animal 

foodstuffs, with items of general use subject to health surveillance, with medicines and with 

feeding stuffs. Domestic and international transport of radioactive substances requires a permit 

and it is issued by the Radiation Safety Directorate in accordance with the Ministry of the 

Interior, and they may, if necessary, order the taking of special safety measures when 

transporting a particular radioactive substance (direction of movement). , escort of the sender 

or carrier, escort of the police, etc.). 

Legal entities or natural persons shall be obliged to submit a notification to the Radiation 

Safety Directorate no later than 24 hours prior to the start of the shipment of the radioactive 

substance containing: 

- Type and number of registration of the means of transport by which the transport of the 

radioactive substance will be carried out; 

- Number and date of issued transport license; 

- Type and quantity of radioactive substance, ie the number of sources and their total activity; 

- Personal data of the persons who will carry out the transport of the radioactive substance; 

- Time and place of commencement of the transport of the radioactive substance; 

- Itinerary of the vehicle movement and 

- Time of arrival of the means of transport with the radioactive substance at the place of use 

and name,  name and address of the end user. 

For the transport of radioactive substances in road transport, the carrier must possess a 

certificate of professional competence of motor vehicle drivers for the transport of dangerous 

goods which is valid for the transport of radioactive substances and a certificate of the vehicle 

that fulfills the conditions for transport of radioactive substances according to ADR [1]. 

Radioactive substances which in the event of an accident or accident can cause pollution or 

endanger the environment by radiation are carried by an escort of a person qualified to handle 

those substances. 

If spillage or disappearance of radioactive material occurs during the transport, the carrier shall 

be obliged to clearly indicate the place where the spillage of radioactive material has occurred, 

to prevent the access of people and animals to that place and to immediately notify the nearest 

police station and the Radiation Safety Directorate [3]. 

Dangerous goods in the railway traffic must not be transported by railway vehicles with 

passengers. The railway transport undertakings are obliged to provide storage of the dangerous 

goods they carry from the moment of receipt until the moment of delivery of those goods. Rail 

vehicles loaded with dangerous goods must not be maneuvered only if appropriate safety 

precautions [7] have been taken. 
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Packaging and packaging are classified into I-WHITE, II-YELLOW, or III-YELLOW or III-

YELLOW. Figures 1,2 and 3 show vehicle markings when transporting radioactive material. 

Depending on the category of radioactive material, the appropriate label (as shown in the 

pictures above) is affixed. 

Minimum dimensions should be as shown on the sign; when using different dimensions the 

relative proportions must be maintained. The number 7 must not be less than 25 mm in height. 

The background color of the upper half should be yellow and the lower half white, the color 

of the sign having the shape of a clover and the written part is black. The use of the word 

"radioactive" in the lower half is optional for enabling an alternative use of this mark to display 

an appropriate UN [12] number for the shipment. 

Table 1. Criteria for determining the categories of packaging and packaging 

Conditions 

Category 
Transport index 

Maximum radiation level at each point on 

the outer surface 

0 Not more than 0.005 mSv / h I-WHITE 

Greater than 0 but not 

greater than 1 

Not more than 0.005 mSv/h but not more than 

0.5mSv/h 
II-YELLOW 

Greater than 1 but not 

greater than 10 

Not more than 0,5 mSv / h but not more than 

2mSv/h 
III-YELLOW 

Greater than 10 
Not more than 2 mSv / h but not more than 

10mSv/h 
III-YELLOW 

In Table 1, the criteria for determining the categories of packaging and repackaging when 

transporting radioactive material are given. 
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3.3. Procedures in case of an accident or misfortune 

Legal or natural persons transporting hazardous substances shall, in the event of the 

disappearance of a dangerous materials [4] during transport / transport, take the necessary 

measures to detect it and the danger posed by the dangerous substance to the nearest police 

station or competent authority which issued it. the permit for the transport of dangerous goods,  

the appropriate inspectorate, depending on the type of the dangerous substance. The Ministry 

of the Interior or the competent authority that has issued the license for the transport of 

dangerous goods, the relevant inspectorate, shall, subject to the consequences which may be 

caused by the disappearance of the dangerous substance, inform the public thereof. 

The carrier shall be obliged to secure, collect and remove, or otherwise dispose of, any 

dangerous or spilled dangerous goods during the carriage, [14] or place them in such places or 

otherwise render them harmless and notify the nearest police station there of the competent 

authority issuing the license for the transport of dangerous goods,  the appropriate inspectorate, 

depending on the type of optional substance, and if necessary the State Sanitary Health 

Inspectorate, the State Environmental Inspectorate or the Directorate for Protection and rescue. 

If the carrier is not able to collect, remove, dispose of, or otherwise dispose of, any hazardous 

materials that have fallen or spilled, the competent authority shall, depending on the type of 

hazardous substance, call upon a legal or natural person who has the technical means. and 

other equipment to perform such a task and to do so at the expense of the carrier. One of the 

crew members is immediately obliged to notify the nearest police station of any accident or 

accident that occurs during the carriage of dangerous goods, the consequences of which the 

crew of the vehicle cannot remove itself or because of which it cannot continue driving. If only 

the driver [10] is in the vehicle with a hazardous substance that has been involved in an 

accident or accident, the person found at the scene of the accident or accident or the person 

who first encountered it shall be obliged to notify the nearest police station at the request of 

the driver. 

4. RESEARCH RESULTS 
 

In the Republic of North Macedonia, the transport of radioactive material is uninterrupted. The 

Radiation Safety Directorate is a competent institution that issues licenses for import, export, 

transit and transport of radioactive material. The data taken from the Directorate and the One-

Stop Shop for issuing licenses for import, export and transit of goods EXIM, in Figure 1 is 

presented the number of transports in the period from 2017-2019. This system is a good 

practice for preventing illegal import, export and transit of radioactive material, because that 

way we have records of entry, exit or transit through our country, and all that goods 

(radioactive material) must be transported safely to end users. We can notice that the lowest 

number of transports of radioactive substances took place in 2017, and the highest in 2019.  

From the research we did we came to the conclusion that in that period the number of transports 

increased due to the increased import of radiopharmaceuticals and the opening of new private 

clinics using open radioactive sources, and the procedure with the FDG method for early 

detection of metastases in cancer patients. which uses F-18 (radiopharmaceutical) relevant to 

the procedure. Also increased workload with defectoscopes using second category sources (Ir-

192 and Se-75), which are used for industrial purposes. All legal entities that perform activity 

with industrial radiography have licenses for transportation of radioactive sources and meet all 

the conditions for working with this activity. The transport of radioactive material can be 

divided into: transport for own needs and transport for other needs. 
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Graph 1. Overview of performed transports by years 

                          

Source: ADR - European Convention on the International Carriage of Dangerous Goods by 

Road 

The ADR Convention is an international law regulating the carriage of dangerous goods by 

road [12]. 

All legal entities and individuals carrying out loading, transhipment, preparation or transport 

of dangerous goods, or if in any way come into contact with some dangerous goods, must be 

adequately qualified in order to be able to safely involved in the transport of dangerous goods. 

Hazardous substances are all those substances which during the production, handling 

(packaging, loading, transportation, unloading), as well as their use, represent a potential 

danger to human life [6] and health, material goods and of course to the environment. 

The basic legislation governing the carriage of dangerous goods by road [8] is the European 

Agreement on the International Carriage of Dangerous Goods by Road, known as the ADR, 

while the Convention on International Carriage by Rail is part of the COTIF Agreement 

international transport of dangerous goods by rail RID [13]. 

The ADR Convention was adopted on September 30, 1957 in Geneva. 

5. CONCLUSION 

Radioactive material has many uses that affect us daily. Radioisotopes save lives by helping 

doctors diagnose and treat illnesses. They also make our lives safer. One type of radioisotope 

is used in the smoke detector and the other in the explosive detector to check the luggage at 

the airport. Radioisotopes are also used in thickness measuring devices in the production of 

everyday products, such as plastic wrapping film, radial tires and coffee filters. For a 

radioactive material to be useful, it must be sent where necessary. Shipments of radioactive 

material are safely regulated for maximum safety to the public and the environment. 

Radioisotopes are transmitted in their most stable forms, usually as solid bodies. When 

transporting radioactive liquids or gases, regulations usually require additional precautions. 

Careful research and design is performed on the  packaging of radioactive materials. 

The transport of radioactive material by its nature leads to the risk of accidents with the 

potential for radiological exposure that may affect the safety of people, property and the 

environment. While the main responsibility for safety lies with the organizations responsible 

for the facilities and activities that lead to these risks, the IAEA mission is to establish 
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regulations for the transport of radioactive material from all modes: land, water or air, 

including transport related to the use of radioactive material.  

These transport regulations are important for governments, regulators, nuclear power plant 

operators, carriers, radiation users and freight management personnel. The scope of IAEA 

transport regulations includes design and composition of transport packages, categorization of 

materials, documentation, labeling and marking of containers. The regulations refer to specific 

transport activities, including actual shipments, special arrangements and the transport index 

number assigned on the package to ensure control over radioactive exposure. They also cover 

transportation, whether by road, rail, water or air to, across and across the country. In short, 

the IAEA fulfills its mission by promoting precise international safety standards and transport 

regulations and ensuring their proper application through intensive training and expert 

advisory services to Member States. 
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Abstract: This paper presents a multi-criteria model of floods hazard assessment 

(identification), based on the current normative and legal regulations in the Republic 

of Serbia, in which the methods of multi-criteria decision-making FUCOM and fuzzy 

MAIRCA are applied.. 

Keywords: flood, fuzzy, FUCOM, MAIRCA, MCDM 

1. INTRODUCTION 

Preservation of the environment and resources of the Republic of Serbia is recognized as one 

of the most important national interests in the National Security Strategy, and as one of the 

key challenges, risks and threats to security and threats to this national interest are natural 

disasters and technical-technological accidents [21]. In the case of assessing the hazard of 

events that pose a threat, ie cause damage or loss to a system, the process of making decisions 

on urgent measures to mitigate or eliminate potential hazard takes place. The problem of 

assessing the dangers of natural and other disasters is an important element of protection 

against these hazards. The purpose of the hazard assessment is to ascertain its presence, define 

the circumstances and the manner of its manifestation, and after that to determine the degree 

of endangerment of protected values, from the aspect of other hazards. [22]. A large number 

of procedures have been developed in the world that solve this problem, but a single procedure 

has not yet been found, which could certainly provide a good assessment. Hazard assessment 

is a logical and inseparable part of the risk assessment methodology [18] and is usually the 

first step in that process. The paper presents a model of flood hazard assessment in the Republic 

of Serbia using multi-criteria decision-making methods. 

2. PROBLEM DESCRIPTION 

Floods "represent the overflow of water beyond natural or artificial borders, ie leaving their 

riverbeds by flooding larger or smaller areas endangering people and material goods" [12] and 

they represent a real threat to the economy and other important segments of the state / society, 

primarily due to devastating consequences which floods leave behind. The flood risk 

assessment in the Republic of Serbia is elaborated in detail by the Instruction on the 

methodology of preparation and content of the disaster risk assessment and the protection and 

rescue plan (hereinafter: Instruction) [25]. 

In the above Instruction, for the assessment (identification) of hazards associated with flooding 

is made scenario, based on the parameters ''to the extent by which acquired a clear view of the 

likelihood of occurrence and consequences''[25]. To evaluate the criteria in this study, 

protected values were taken on which the imagined scenario has an impact, given in [25], and 

are arranged in two levels of hierarchy, Figure 1:  
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Figure 1. Criteria for flood risk assessment 

A description of the criteria and sub-criteria is given in Table 1: 

Table 1: Description of criteria and sub-criteria [25] 

Criterion C1 - Life and 

health of people affected by a 

process within the scenario 

Criterion C2 - Economy / 

ecology - Total material damage to 

the economy and ecology (costs) 

Criterion C3 - Social 

stability 

Criterion C11 - Total number 

of dead people. 

Criterion C21 –  Costs of health 

care and treatment. 

Criterion C31 – Total 

material damage to 

critical infrastructure. 

Criterion C12 - Total number 

of injured people. 

Criterion C22  – Costs of all 

immediate emergency measures 

(renovation of buildings, public 

transport, etc.). 

Criterion C32 – Total 

material damage to 

institutions / buildings of 

public social importance. 

Criterion C13 – Total number 

of affected people. 

Criterion C23 – Costs of 

Interruption of Economic 

Activities. 

Criterion C14 – Total number 

of affected people. 

Criterion C24 – Costs of ecological 

restoration. 

Criterion C15 – Total number 

of displaced persons (people 

without a house / apartment). Criterion C25 – Cost value of paid 

insurance premiums. 

 

Criterion C16 – Total number 

of people cared for. 

Criterion C17 – Total number 

of people removed. 

After a preliminary analysis and define of the value of each of the criteria and sub-criteria, the 

ranking of hazards at the locations is approached. After obtaining the rank of potential hazards, 

it is decided on the degree of urgency of the measures that will be taken in order to eliminate 

or reduce the possible hazard. When deciding on the measures to be taken, the dangers that are 

ranked lower must also be taken into account. The results obtained by this analysis are the 

input parameters for risk assessment. 

2.1. A literature review 

Numerous authors have dealt with the multi-criteria approach in the domain of floods: for 

mapping susceptibility to flood hazards using fuzzy logic, AHP, TOPSIS and VIKOR methods 

[3], for classification of flood susceptibility in Ibadan, Nigeria using AHP and FAHP methods 

[23], for ranking the environmental impacts considered as risk factors and mitigating flood 

risks in Odisha (India) using the BWM and SWARA methods [15], for mapping vulnerabilities 

Criteria

C1

C11 C12 C13 C14 C15 C16 C17

C2

C21 C22 C23 C24 C25

C3

C31 C32
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in urban floods using the FAHP method [4], for group decision making for impact assessment 

on urban floods in a case study in Yangtze River using CRITIC method [30], for a comparative 

study of flood impacts and damage from major transboundary rivers in Nepal using SAW 

method [13], for prioritization of potential sub-basin floods in Turkey using AHP and ANP 

methods [2], for the assessment of flood hazards using the fazzy theory and the WASPAS 

method [24], for the assessment of flood hazard zones in the mountain area using the AHP 

method [14], for flood sensitivities to assess the correlation of flood hazards and property 

prices using the FANP method [6], for flood risk assessment using an integrated approach of 

multi-criteria decision model and geospatial techniques and AHP method [26], for flood 

prediction and flow modeling floods in the river system using artificial neural networks [1], to 

assess the risk of floods using the FAHP method [8], etc. The most commonly used MCDM 

method for flood hazard assessment is the AHP method [11]. 

3. DESCRIPTION OF USED METHODS 

The specificity of the research problem has conditioned the use of methods that take into 

account uncertainties, as well as higher levels of the hierarchy of criteria. Bearing in mind the 

ease of mathematical methods, on the one hand, as well as the possibilities of methods on the 

other hand, in the paper used a model based on the FUCOM and fuzzy MAIRCA methods. 

3.1. Fuzzy logic, fuzzy sets and fuzzy numbers 

In fuzzy logic, unlike conventional sets, the belonging of one element to a particular set is not 

precisely defined, the element can more or less belong to a set. Therefore, fuzzy logic is closer 

to human perception than conventional logic [17]. Such a feature allows fuzzy logic to perform 

quantification of information, which in classical logic is considered imprecise. The existence 

of seemingly imprecise information, which is well processed by fuzzy logic, is a very common 

phenomenon in the social sciences, and thus in the decision-making process [9]. Basic items 

of fuzzy logic was given by Lotfi Zadeh [27], [28], [29]. The basics given by Zadeh were 

sufficient for the field of fuzzy logic to continue to develop, and for it to be increasingly applied 

in practice. 

Fuzzy set B is defined as a set of ordered pairs [20] 

     , | ,0 1B BB x x x X x                                         
(1)

 

where is: 

- X - set on which the fuzzy set B is defined; 

-B (x) the membership functions of element x (xX) to set B; 

Membership function is in the inetrval [0,1], if the function value close to 0,  the membership 

of the element x to the set B is smaller and vice versa. Very often are used triangular fuzzy 

numbers , which will be in the focus of the paper. The general appearance of a triangular fuzzy 

number is shown in Figure 2. 

 

Figure 2: Triangular fuzzy number D  

0 d1

µ(x)

x. d2 d3
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Triangular fuzzy numbers have a form D =(d1,d2,d3). The value of d1 represents the left 

distribution of the fuzzy number D confidence interval, d2 is the place where μD has a 

maximum value or is equal to 1, while d3 represents the right distribution of the fuzzy number 

D  confidence interval. 

The membership function of a fuzzy number D  is defined by the following expressions:
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There are different approaches to fascification, and in [7] the basis for defining the new scale 

is the introduction of the degree of confidence of decision makers, which they give when 

evaluating the criteria for each alternative - ji. The value of the degree of certainty is in the 

0,1  ji ji= ij ji =1 

describes the absolute confidence (100%) of the expert in the defined comparison. As the 

ji also decreases. Thanks to the introduction of a different 

degree of confidence in each statement, the left (d1) and right (d3) distributions of fuzzy 

numbers differ from one fuzzy number to another. When the degree of confidence is maximal 

ji =1), then is d1 = d2 = d3, ie there is no fuzzy number, but a classical values comparison.. 

By introducing different values of the degree of confidence, the left and right distributions 

differ from one fuzzy number to another and change according to the expression [25]:
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Fuzzy number     1 2 3, , , , 2D d d d x x x    ,  1,x   is defined by expressions [7]: 
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Defuzzification of fuzzy numbers is performed using the following expressions [7]:

3 1 2 1 1(( ) ( )) / 3D d d d d d                                     (5) 

 3 2 11 / 2D d d d                                          (6) 

where d1 is the left distribution of the fuzzy number, d3 is the right distribution, d2 represents 

the place where the membership function is equal to 1, and  represents the optimism index 

and 0,1. Optimism index () is described as the belief of experts in decision-making risk. 

The most common used values are 0, 0.5 and 1 and are used to represent a pessimistic, 

moderate and optimistic attitude towards risk [10]. 

In this paper, experts are asked to further explain their claim with a degree of confidence, ie it 

is allowed that experts are not completely sure of the claims they make, ie they have a different 

degree of confidence in the accuracy of claims. 
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3.2. FUCOM  method 

Method FUCOM (Full Consistency Method) it is intended for determining the weighting 

coefficients of the evaluation criteria. The method was first presented in 2018 [19] and has 

since been applied in a large number of papers to solve various problems. The FUCOM method 

has a fairly simple mathematical apparatus, which gives results similar or the same to other 

methods for defining weight coefficients of criteria such as the AHP and Best-Worst methods. 

The FUCOM method consists of three steps [19]: 

Step 1. The first step is to rank all the criteria that affects to the decision  1 2 nC C ,C ,...,C .  

The criteria are ranked from the most significant to the least significant criterion, ie from the 

criterion that is assumed to have the highest weighting factor to the criterion that has the lowest 

weighting factor: 

j(1) j(2) j(k)C C ... C           (7) 

where k represents the rank of the observed criterion. If there are claims of the existence of 

two or more criteria with the same meaning, an equal sign is placed instead of ">" between 

these criteria in expression (7) 

Step 2. In the second step, the first-ranked criterion is compared with the others and the 

comparative significance of the criterion is calculated (
k / (k 1) 

, k 1,2,...,n ,where k 

represents the rank of the criterion). A vector of comparative priorities of the evaluation criteria 

is obtained, as in expression (8) 

 1/2 2/3 k/(k 1), ,...,             (8) 

Step  3. In the third step, the final values of the weighting coefficients of the evaluation criteria 

are calculated  
T

1 2 nw , w ,..., w . The final values of the weighting coefficients should satisfy 

two conditions: 

k

k /(k 1)
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          (9) 
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w
   



     ‘                (10) 

where 
k / (k 1) 

 represents the importance (priority) that the rank criterion
j(k)C  has in relation 

to the rank criterion 
j(k 1)C 

.  The calculation of finite values is done by applying expression 

(11), and solving the obtained system of equations. 
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where   represents the maximum consistency, ie it tends to be 0  . 
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3.3. FuzzyMAIRCA method 

The MAIRCA (MultiAttributive Ideal-Real Comparative Analysis) method was developed in 

2013, and the creator is Dr. Dragan Pamučar. First time published at the RAILCON 

International Scientific Conference [16]. The name of the method (from MARICA to 

MAIRCA) was subsequently changed for semantic reasons. The method is based on looking 

for the solution that is closest to the ideal solution and was developed for multi-criteria 

optimization of complex systems. The basic idea is to identify the best value of alternative    (

iCA ) according to the observed criterion ( iC ) and to measure the gap or distance of other 

alternatives according to the observed criterion from the ideal alternative 
iCA . The starting 

point when applying the fuzzyMAIRCA method is the initial decision matrix: 

1 2 3

1 11 12 13 1

2 21 22 23 2

3 31 32 33 3

1 2 3

. . .

. . .

. . .

. . .

. . . . .

. . . . .

. . . . .

. . .

n

n

n

n

m m m m mn

X

C C C C

x x x xA
x x x xA
x x x xA

x x x xA

 
 
 
 
 

  
 
 
 
 
 

                                               (12) 

where m represents the total number of alternatives, and n  total number of criteria. 

Mathematical formulation of the fuzzyMAIRCA method, consists of 6 steps [16]: 

Step 1. Determining the probability of choosing individual alternatives PAi 

It is performed using the following expression: 

1
;   1,2,..., ;

iAP n m
n

                           (13) 

where m represents the total number of alternatives to be chosen. 

In most cases, the decision maker is neutral in relation to the initial choice of alternative, so 

the initial probability (PAi) of choosing individual alternatives is the same for all alternatives:

1 2
... ;   1,2,...,

i nA A A AP P P P n m     ,                  (14) 

where m represents the total number of alternatives.                   

Step 2. Calculation of elements of the matrix of theoretical weights of alternatives by criteria 

Tp 

The formation of the matrix of theoretical weights and the calculation of the elements of the 

matrix is performed as follows: 

1 2 1 2... ...
i i i

A n A ni i

p p p pn A A A nP w P w
T t t t P w P w P w                                        (15) 

where n represents the total number of criteria, wn represents the weight coefficients of the 

criteria, and PAi the initial probability of choosing an alternative Ai. 

Step 3. Calculation of matrix elements of real weights of alternatives according to criteria Tri 
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1 2

1 11 12 1

2 21 22 2

1 2

                  ...

...

...

... ... ... ... ...

...

n

r r r n

r r r n

r

m rm rm rmn

C C C

A t t t

A t t t
T

A t t t

 
 
 
 
 
 

                   (16) 

The elements of the matrix 
rT

 
are obtained by multiplying the elements of the matrix of 

theoretical weights ( pT ) and the elements of the initial decision matrix ( X ): 

ij i

rij pi

i i

x x
t t

x x



 

 
  

  

 for Benefit criteria,                                             (17) 

i ij

rij pi

i i

x x
t t

x x



 

 
  

  

 for Cost criteria,                                            (18) 

where is  1 2max , ,...,i mx x x x   the maximum value of the right distribution of fuzzy  numbers 

of criterion by alternatives,  1 2min , ,...,i mx x x x   the minimum value of the left distribution of 

fuzzy numbers of criterion by alternatives, and 
ijx ,

ix  i 
i

x
  the elements of the initial decision 

matrix X . 

Step  4. Calculation of the gap matrix between theoretical and real weights (G): 

                      (19) 

Step 5. Calculation of values of criterion functions (Q) by alternatives  

It is performed using the following expression: 

1

n

i ij

j

Q g


                                      (20) 

The set of alternatives is ranked based on the defuzzyfied values of the criterion function 

assigned to each alternative, using expression (5) or (6). The alternative with the lowest value 

of the total gap represents the first ranked, while the alternative with the highest value 

represents the last ranked. 

Step 6. Determining the dominance index of the first-ranked alternative (
,1D jA 

)  

The dominance index is determined by applying the following expression:

1

,1 , 2,3...,
j

D j

n

Q Q
A j m

Q



                               (21) 

where 
1Q
 
represents the criterion function of the first ranked alternative, 

jQ
 
represents the 

criterion function of the alternative with which the first ranked alternative is compared, 
nQ

represents the criterion function of the last ranked alternative, j
 
represents the rank of the 

alternative with which the first ranked alternative is compared, and m represents the total 

number of alternatives. After determining the index of dominance, the determination of the 

threshold of dominance is approached, using expression (22): 

2

1
D

m
I

m


                           (22) 

ij pi rijg t t 
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If 
,1D j DA I   then the initial rank is retained, however if 

,1D j DA I   then the ranks of the 

compared alternatives must be corrected and presented together with the initial rank, so that 

an alternative that has a lower value of the dominance index than the dominance threshold is 

denoted by (1 ''). 

4. RESULTS AND DISCUSSION 

Respecting the phases of the formed model of multi-criteria decision-making, first the 

calculation of weight coefficients of defined criteria is approached, and then the alternatives 

are ranked. 

4.1. Calculation of weighting coefficients of criteria 

Criteria K1-K3 represent the first level of the hierarchy, while their sub-criteria are the second 

level. First, it is necessary to calculate the global values of the weights coefficients of the first 

level criteria, and then the local values of the weight coefficients of the sub-criteria. After 

obtaining the local values of the weight coefficients of the second level criteria, they are 

multiplied by the global values of the weight coefficients of the first level criteria, which leads 

to the global values of the weight coefficients of all sub-criteria [5]. Ranking and determining 

the significance of the criteria, by levels, was performed by the authors, in order to test the 

presented multicriteria decision making model. By applying the mathematical apparatus of the 

FUCOM method, the following values of the weight coefficients of the criteria and sub-criteria 

are obtained (Table 2): 

Table 2. Weighting coefficients of criteria and sub-criteria 

Criterion 

Weighting 

coefficient of 

criterion 

Sub-criterion 

The local value of the 

weighting coefficient of 

sub-criterion 

The global value of the 

weighting coefficient of 

sub-criterion 

C1 0.462 

C11 0.287 0.132 

C12 0.143 0.066 

C13 0.127 0.059 

C14 0.115 0.053 

C15 0.104 0.048 

C16 0.096 0.044 

C17 0.127 0.059 

C2 0.308 

C21 0.369 0.114 

C22 0.185 0.057 

C23 0.164 0.050 

C24 0.148 0.045 

C25 0.134 0.041 

C3 0.231 
C31 0.667 0.154 

C32 0.333 0.077 

4.2. Ranking alternatives 

After the weighting coefficients of the criteria have been defined, the selection of the optimal 

alternative from the set of alternatives is approached, based on the defined criteria using the 

phased MAIRCA method. 

The starting point for the application of the MAIRCA method is the initial decision matrix, in 

which random values are entered for 5 fictitious alternatives (locations) on the river X: 
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11 12 13 14 15 16 17 21 22 23 24 25 31 32

1

2

3

4

5

36 : 90 210 : 80 160 : 70 220 : 90 300 : 80 270 : 70 230 : 90 2 : 80

49 : 90 230 : 80 120 : 50 300 : 90 320 : 80 300

40 : 90 280 : 80 100 : 70 240 : 90

47 : 90 200 : 80 90 : 70 200 : 50

40 : 90 150 : 80 110 : 70 220 : 90

K K K K K K K K K K K K K K

A M

A

AD

A

A



2,5 :100 5M : 90 4,9M : 80 4,3 : 70

: 70 250 :100 1,9 : 80 2,3 :100 4,8M : 70 4,5 : 80 4,9 : 70

300 : 80 270 : 70 220 : 90 1,9 : 90 2,1 :100 5 : 70 3,9 : 80 4,7 : 80

360 : 80 280 : 70 250 :100 1,5 : 80 2,2 :100 5,5 : 60 3

350 : 90 260 : 60 320 : 90 1 : 80 2 :100 5 : 90

M M

M M M

M M M M M

M M M

M M M

10,5 : 90 11 : 80

11 : 90 9M : 80

10,5 : 90 8 : 50

,5 : 80 4,8M : 70 11 : 90 7 : 80

4 : 80 5 : 70 10 : 90 8 : 50

M M

M

M M

M M M

M M M M

 
 
 
 
 
 
 
 

By applying the mathematical apparatus of the MAIRCA method, the following values of the 

expected solution (
iQ ) are obtained (Table 3): 

Table 3. Fuzzified values of the expected solution 

 iQ  

A1 (0.055,0.101,0.148) 

A2 (0.068,0.118,0.169) 

A3 (0.041,0.088,0.136) 

A4 (0.045,0.095,0.145) 

A5 (0.026,0.071,0.116) 

By applying expression (6), the obtained values of the expected solution are defuzzified (Table 

4). For λ was taken the value 0.5. 

Table 4. Defuzzified values of the expected solution 

 iQ  

A1 0.101 

A2 0.118 

A3 0.088 

A4 0.095 

A5 0.071 

 

Step 6. Ranking alternatives 

The set of alternatives is ranked based on the values of the criterion function assigned to each 

alternative. Table 5 presents the initial ranking of alternatives. 

Table 5. The initial ranking of alternatives 

 Rank 

A1 4 

A2 5 

A3 2 

A4 3 

A5 1 

Based on the results in Table 4, the initial ranking of alternatives is as follows A5> 

A3>A4>A1>A2.  

After determining the index and the threshold of dominance of the first-ranked alternative, 

using expressions (21) to (22), we come to the final rank of alternatives, Table 6: 
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Table 6. The final ranking of alternatives 

 Rank 

A1 4 

A2 5 

A3 1'' 

A4 3 

A5 1'' 

By applying the formed model, we come to the final rank and to alternatives, ie locations A3 

and A5 on the river X where there is the greatest danger of floods, from the set of offered, 

and based on defined criteria. In case of further identification of flood danger and selection 

of several locations, the first next in rank is chosen. 

5. CONCLUSION 

The field of multi-criteria decision-making is becoming increasingly popular when solving 

problems that have a number of criteria defined by the decision maker or are already defined 

by some normative documents, and which aims to choose the optimal solution, primarily when 

solving complex real life problems. Although the Instruction defines the process of flood risk 

assessment, the process of making a final decision on the degree of endangerment of a certain 

area along rivers is still a big problem for the decision maker. The use of multicriteria decision-

making methods greatly facilitates this work. The paper presents one of the models and ways 

of applying these methods. Further improvement of this process and application of other and 

more methods, with special emphasis on the definition of weights by experts, will contribute 

to a better understanding of this problem and making better decisions regarding the 

identification of hazards that threaten protected values. 
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Abstract: Modern diplomacy in solving important interstate problems relies on solving 

problems "face to face". Sending state representatives to another state brings with it 

certain security challenges and threats, to which the host country should respond in 

accordance with international conventions. One of these challenges is the safe 

accommodation and work of the members of the delegation. This workpaper deals with 

one of the solutions to this problem during the accommodation and stay of members of 

the delegation in the hotel, how their security will function, who will be interned in the 

security system and what challenges, risks and threats they will have to respond to. 

Keywords: special missions, hotel, private security, security, security procedures 

1. INTRODUCTION 

Within the framework of modern diplomatic relations, in addition to permanent missions 

(diplomatic and consular), special missions are formed for the needs of solving problems that 

require urgent solutions. Special missions last depending on the problem for which they were 

formed to solve (or the expiration of the deadline for its solution) and they include the required 

number of persons of certain specialties and experiences to solve the given problem. In 

accordance with the Convention on Special Missions, the receiving State is obliged to provide 

premises and accommodation for the members of the mission, as well as their inviolability. 

Luxury hotels provide the necessary comfort for accommodation and work, rest and recreation 

for such high-level delegations. The receiving State shall be responsible for the security of the 

members of the mission in cooperation with the security of the sending State. During the stay 

of mission members in the hotel, private hotel security may be included in the security system. 

This workpaper will describe an example of the interaction of state security services with 

private hotel security. 

It is expected to incorporate multi–access edge computing. The fifth generation mobile 

communication network multi-accessis predicated the mobile cloud computing, storage 

business to the core network access network. Mobile   efficiency, and increased privacy 

protection. the safety issues ar core network and access the complete network–from network 

components to user devices [1]. 

With IBM, Intel, Google and start-ups as Rigetti , D-Wave has already developed a processor 

of up to fifty three qubits, scaling up to lots of or perhaps thousands of qubits in order that 

quantum computers can do quite 1,000,000 qubits. D-Wave is comparable to 'all-in' the 

holdings of the Alibaba cluster like Chinese technical branch is a analytical house Julich. Julich 

mailto:vlada_pantic@yahoo.com
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computing research is  the initial quantum-cloud-based system outside North America in 

Germany to serve European researchers and app developers.  Meanwhile, the Japanese NEC 

Corporation, an early leader in quantum computing technology. to deliver compute tasks and 

services from the central cloud. 

2. MIXTURE OF SPECIAL MISSION MEMBERS 

The term special mission means a temporary mission representing a state, which one state 

sends to another state, with the consent of the latter, in order to agree on certain issues or 

perform a certain task related to it. The sending State of the mission, before sending it to 

another state, seeks the consent of the other state through regular diplomatic channels, with 

precise indication of the names and characteristics of all members of the mission. The Ministry 

of Foreign Affairs of the receiving state, after receiving the necessary data from the sending 

state, notifies (confirms) the special mission which defines composition of mission members, 

time of stay in the host country, recruitment of persons residing in the receiving state and 

location of premises in which mission members will reside and work. During the notification, 

the Ministry of Foreign Affairs of the host, in cooperation with the security services of its 

country, for some security reasons may declare certain members of the mission persona non 

grata (undesirable person) without explanation. The reasons for such action of the host country 

can be many: earlier inappropriate statements for the media in their country by a person 

declared persona non grata about the host country, possible agency action in the host country, 

excessive interference in the domestic and foreign policy of the host country and others. 

The place of work, and at the same time the conditions for a comfortable and safe stay of 

mission members should meet several conditions: to be close to the state institutions of the 

receiving state and the embassy of the sending state, to provide the necessary conditions for 

accommodation of mission members and support staff. and the work of working groups, as 

well as, if necessary, a press conference room, to show the required level of luxury and good 

living in the receiving State and to enable the safe work and stay of mission members. To meet 

these conditions, states should have accommodation facilities in or near their capitals under 

their direct administration but maintaining such facilities only for members of special missions 

and foreign delegations is expensive and unprofitable. The state found the solution to this 

problem in tourism, primarily in the hotel industry. Hotels stand out as the location of the 

premises for the stay and work of the members of the mission, which satisfies the stated 

conditions. The hotel is a catering facility for accommodation in which guests are provided 

with accommodation services on request and a variety of food, as well as other services 

common in catering, depending on the category and type of hotel. When choosing a hotel to 

accommodate mission members, the following must be considered: hotel location, 

accommodation conditions, hotel services, hotel security system and hotel image. The location 

of the hotel means that the hotel is located in the capital near the embassy of the sending state 

and the state institutions of the receiving state, as well as near the place of work of the mission 

members (if the hotel does not provide conditions for that). Accommodation conditions should 

meet the stated needs of the members of the mission for accommodation: number and type of 

rooms (single or multiple, apartments, etc.), equipment of rooms (internet, TV, dining table, 

air conditioning, mini bar, etc.), leisure facilities swimming pools, saunas, gyms, cinemas), 

indoor and secured parking for official vehicles. Hotel services relate to the etiquette of hotel 

staff and the quality of their service delivery. The hotel security system, in this case, is defined 

on the basis of the performed risk assessment of state services and the following must be taken 

into account: hotel location, hotel infrastructure, political situation in the country, hotel values. 

The image of the hotel represents the image of the hotel service user, which at the state level 

by choosing a hotel with a "good reputation", tells the members of the mission about the host's 
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desire to successfully solve problems and gives an overview of the power and wealth of the 

host country. 

The problem can arise when accommodating several special missions of different sending 

countries in one hotel. On that occasion, care must be taken about the diplomatic relationship 

between the sending countries, in order to avoid possible diplomatic scandals (verbal and 

physical conflicts between members of delegations), although this is an extremely rare case. 

In these situations, members of different missions are accommodated in different wings of the 

hotel, their meals are served at different times or "room services" are used, and the terms of 

using the recreation rooms are different. The management of the hotel, in cooperation with the 

Protocol of the Ministry of Foreign Affairs of the receiving state, must consider the religious 

orientation of the members of the mission in order to prepare food more successfully and with 

better quality. Therefore, persons of the Islamic faith will not be served pork or pork products, 

nor alcohol, Hindus may not be served beef, orthodox Jews will not eat pork, crabs or shellfish, 

or any other meat if it is not ritually pure, i.e., slaughtered with prayer. 

3. SECURITY OF THE MEMBERS 'STAY IN THE HOTEL 

The safe stay of members of the special mission in the host country is directly related to 

political stability, as well as to the problem that the special mission is sent to solve. The stay 

of leading personalities and experts of one country in one place is an ideal target for terrorist 

attacks. Many analysts believe that due to the increased security of embassies and consulates 

in the world, terrorist organizations are increasingly avoiding "heavier targets" and choosing 

"lighter targets" for their attacks. The situation is noticeable that as the security of certain 

targets is strengthened, new targets become more and more vulnerable. The number of terrorist 

attacks on hotels has risen sharply in recent years. Examples are suicide bombings of hotels in 

Islamabad and Peshawar in Pakistan and Jakarta in Indonesia in 2008, Sri Lanka in 2019, while 

armed extremists attacked two luxury hotels in Mumbai, India in 2008. The task of securing 

mission members in addition to the security sent by the sending state in the Republic of Serbia 

is performed by: Security Information Agency (BIA), Ministry of Interior, Military Security 

Agency and Military Police (Cobra Special Purpose Military Police Detachment) based on the 

Decree on Security Protection certain persons and objects. According to the Law on Private 

Security in the Republic of Serbia (Article 2), private security provides security services that 

do not include activities performed by the police or other state security bodies. Hotels are 

provided with their own security, through a contract with a licensed entrepreneur and have an 

organized system of physical and technical protection in accordance with the risk assessment 

performed by the licensed entrepreneur. The announcement to the hotel management about the 

stay of mission members in the hotel changes the risk assessment for that hotel and is 

performed by the state security services, which include private hotel security in the process of 

securing mission members, of course with a limited scope. The process of securing mission 

members can be divided into two segments: security screening of hotels by government 

services and arranging hotels to accommodate mission members and securing mission 

members during their stay at the hotel. 

3.1. Hotel security check 

Hotel security clearance is a set of actions and procedures taken by security services in 

cooperation with the security of mission members and hotel security. Depending on the type 

of verification and the means used for it, we can single out: counterintelligence, technical, 

chemical-biological and medical. Counterintelligence security screening is based on checking 

persons who come or may meet mission members during their stay at the hotel, without being 

operatives, agents or associates of some foreign intelligence services. This check is very 

specific and delicate because special missions deal with issues of state importance and 
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represent a state secret. As part of the counter-intelligence check in accordance with the acts 

passed by the Government, a security check of the employees in the hotel is performed, in 

which the security of the hotel also cooperates, providing the state authorities with the 

necessary information about the employees. It is also important to check the security of other 

hotel guests, due to the possibility of infiltration and the stay of intelligence operatives of other 

countries directly or indirectly interested in the success of the special mission. The bearers of 

the counter-intelligence check are the Military Security Agency and the Security Information 

Agency. Technical inspection is a set of procedures during the inspection of the premises for 

the accommodation of mission members in order to provide technical protection of persons. It 

is mainly based on protecting the premises from possible burglaries and thefts, possible 

diversionary actions (planting bombs), checking the premises from wiretapping devices and 

preventing their placement during the stay of mission members, in order to ensure the 

inviolability of their premises. During the technical inspection of the hotel, in cooperation with 

the hotel security, the work of the video surveillance room is organized, where the state 

security services get a complete insight into the video surveillance of the hotel and, if 

necessary, additional video equipment can be installed in hotel parts to accommodate mission 

members. It is also possible to provide additional security of the hotel with technical means 

during the stay of mission members (additional alarms, locks, motion sensors, metal detectors, 

reflectors). The hotel is inspected for mines and psychoactive substances by hiring service 

dogs or in some other way, the safety of electrical installations and devices, fire protection 

system and panic lighting is checked in case of power failure. Providing secure telephone lines 

and interfering with their eavesdropping is a constant task of technical security from the 

moment their security is checked until the departure of mission members from the hotel. The 

bearers of the technical inspection are the Military Security Agency and the Security 

Information Agency with the cooperation of specialized units of the army and the police. The 

chemical-biological test includes a set of laboratory tests on samples taken at the hotel. It 

includes analysis of food, water and beverages that will be served to mission members, analysis 

of air in the ventilation system, analysis of water in the pool and more. Depending on the risk 

assessment, food analysis can be performed daily before each meal, or one analysis of the food 

used for storage with constant monitoring of the hotel kitchen. An important place of this type 

of inspection is occupied by the sanitary inspection of the hotel staff. The bearers of this type 

of inspection are the Military Medical Academy and specialized units of the army. The medical 

check is based on a check of the health condition of the hotel employees and is obtained by 

inspecting the information provided by the hotel security. Due to the current situation in the 

world and the topicality of the COVID-19 corona virus, the staff is being tested through 

medical checks, as well as checks in compliance with all anti-epidemic measures. The sending 

State may provide the receiving State with information on the critical health status of 

individual members of the mission in order for the receiving State to provide the medical team 

needed for the intervention, or the special mission may include a medical team from its country 

as technical staff and keep it secret. The bearers of the medical examination are the Military 

Medical Academy and specialized health institutions. 

The arrangement of the hotel premises for the accommodation of mission members is 

performed by the hotel management immediately before the security check of the premises on 

the basis of instructions received from the Ministry of Foreign Affairs of the host country. 

After the inspection of the premises, they are placed under the physical and technical 

protection of the state services and the hotel staff is forbidden to enter until the arrival of the 

mission members. 
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3.2. Securing mission members during their stay at the hotel 

The security of mission members during their stay in the hotel starts from the moment of 

registration of mission members at the reception, all the time during their stay and work in the 

hotel, until the moment of leaving the hotel. It consists of counterintelligence, technical, 

medical and physical security. 

The counter-intelligence security continues the performed counter-intelligence check and is 

based on monitoring the situation and taking counter-intelligence protection measures 

(monitoring suspicious guests, interfering with agency activities). Using technical means and 

systems, technical security operators continue to perform tasks related to the prevention of 

burglary, diversion, wiretapping and maintaining the security of telephone lines. The medical 

security takes care of the health condition of the mission members, always ready to provide 

the necessary medical assistance, at the present time and the control of compliance with 

epidemic measures and timely response in case of the appearance of those infected with the 

COVID-19 virus. The bearers of the mentioned security are the Military Security Agency and 

the Security-Information Agency with the cooperation of specialized units from the army and 

the police. 

Physical protection is the most complex type of protection for members of the special mission, 

which is performed by trained officials. The number of persons engaged in physical protection 

depends on the task and duration of the special mission, the number of members of the special 

mission, the political stability in the receiving country and the hotel itself as an organizational 

unit. Based on the assessment of the previously mentioned parameters, physical protection can 

be organized through the security organization team, personal escorts, the advance guard, the 

checkpoint, the guard, the patrol and the rapid reaction team. The bearers of physical protection 

of the members of the special mission are members of the Military Police Detachment of 

Special Purpose "Cobra". 

The security organization team consists of the head of security of the state services, the head 

of security of the mission members and the head of security of the hotel. The task of the team 

is to coordinate physical security, mutual cooperation and assistance, cooperation with the 

police, receiving and distributing all information concerning possible threats to the security of 

mission members. The head of the team is the security manager, while the head of the hotel 

security, who is directly subordinate to him, coordinates with the hotel security and provides 

the necessary logistical and technical support. The team's place of work may be a video 

surveillance room or the office of the hotel security chief. A personal escort is assigned to 

important members of the mission from the civil service, and he / she mostly performs his / 

her tasks after leaving the hotel. During the mission member's stay at the hotel, the personal 

escort may be on vacation in the security accommodation room, in front of the door of the 

mission member's room or engaged at the checkpoint. The tasks of a personal escort are usually 

performed by security from the sending country. The vanguard consists of civil service 

operatives whose task is to visually inspect the premises and spot suspicious persons before 

the mission members enter the common rooms with hotel guests (restaurant, swimming pool, 

foyer, reception). After the examination, they report to the organization team and occupy 

critical points in the room (door, window, bar). Personal escorts can also be hired in the 

predecessor, if more than one member of the mission accompanies them. Video surveillance 

of all rooms in the hotel greatly facilitates the work of the predecessor. A checkpoint is a type 

of physical security where operatives of certain specialties, with the use of technical means 

and systems, perform visual inspection, technical inspection and search of persons who come 

into contact with members of the mission. Checkpoints may be set up at the hotel entrance (for 

face inspection), at the entrance to the car park (for vehicle inspection), at the entrance to the 
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food storage room (for food inspection), just before the entrance to the wing of the mission 

members' room (for inspection). persons who come into direct contact with mission members). 

Each checkpoint must be covered by video surveillance. Guard and patrol are more military 

terms, but they can also be used effectively in securing mission members. The guard is 

organized in places outside the hotel building, which are not covered by video surveillance 

and consists of members of the hotel security. The patrol represents a group of people (in this 

case three persons: a state security service operative, a member of security from the sending 

country and a member of the hotel security) with the task of periodically or regularly checking 

key points within the hotel. The patrol tasks can also be performed by the management team. 

The Rapid Reaction Team is a group of trained and equipped security service operatives or a 

special unit of the army and police to neutralize direct threats to the security of mission 

members (terrorist attack, assassination attempt, bomb threat). The team can be armed with 

automatic rifles and submachine guns and equipped with ballistic protective equipment. He 

can be engaged at checkpoints or be on constant alert in the rest room. 

In order to facilitate the performance of physical protection and coordination of the 

management team, the hotel space can be divided into security zones: external, medium and 

internal. The hotel's external security zone includes the entrance to the hotel, parking, street or 

sidewalk in front of the hotel entrance. It consists of security on the street by the police with a 

vehicle to regulate traffic, security of the hotel by guards, a checkpoint at the entrance to the 

parking lot, a checkpoint at the entrance to the hotel building and a reception where guests are 

identified. There is a high frequency of guests in the outdoor security zone, so great care is 

needed in the work, as well as maximum respect for hotel guests with an explanation of the 

reasons for the increased controls, in order to preserve the hotel's image. The middle security 

zone includes the hotel building space from the room for accommodation of mission members, 

the corridor for movement, the room for accommodation of technical staff and security, 

restaurants, swimming pools, elevators, fire escape, parking for official vehicles. The 

following are engaged in securing this zone: personal escort, advance guard, checkpoint, 

patrol. For the increased security of mission members, if there is a possibility for the hotel to 

do so, the stay of other hotel guests should be prohibited, and restaurants, swimming pools, 

gyms and saunas should be completely banned or restricted for use by other hotel guests or 

redirected to others. An internal security zone is formed at the entrance to the hotel wing or 

corridor where the mission members are housed. A checkpoint is being formed at the entrance, 

and additional systems for video surveillance and technical protection are being installed. Only 

persons are allowed to stay with the prior notice or approval of mission members. In this zone, 

a personal companion, a checkpoint and a quick response team are hired, which are located in 

the room next to the checkpoint. From the inner zone to the parking lot for the mission's official 

vehicles, there must be a safe and secure route in the event of an imminent threat to the safety 

of mission members. 

3.3. Security procedures 

The conditions in which hotels operate today impose the need to react quickly to unexpected 

situations such as fires, floods, theft, drug addiction. As mentioned earlier in the paper, the 

licensed entrepreneur performs a hotel risk assessment and adopts a security plan. Based on 

the performed risk assessment and security plan, security procedures are adopted, which must 

be precise, clear and very detailed. The goal of every hotel security is to enable a safe and 

comfortable stay of hotel guests while preserving the image of the hotel. Some minor incidents 

such as theft, various forms of deviant behavior, physical and verbal conflicts represent the 

everyday life of hotel life, which security workers successfully deal with thanks to the 

prescribed procedures. When hotel services are used by persons from diplomatic circles, the 

procedures in the hotel must be harmonized with the procedures of the security services. 
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During the security check of the hotel for accommodation of mission members, the security 

services make a new risk assessment of the hotel (security management team participates) on 

the basis of which they adopt new security procedures, which are valid and valid only during 

the stay of mission members in the hotel. They define the manner in which all members of the 

security system treat the members of the special mission and other hotel guests. Priority in 

ensuring the protection of mission members is given to the state security services and security 

from the sending country, while the protection of hotel guests will be provided by hotel 

security with the cooperation of security services, after performing its primary task. Security 

procedures, based on the intensity of endangering the safety of mission members and the 

environment in which the hotel operates, can be divided into standard and specific. Standard 

procedures include: verbal provocation of mission members by a hotel guest, physical attack 

on mission members, theft, attempted robbery, deviant behavior of individual mission 

members (alcoholism, drug addiction, attempted vandalism of hotel inventory), parking of 

official mission vehicles in hotel parking ( possible infliction of material damage), prostitution, 

breakdowns in hotel installations (water, electricity, television, telephone), stay of media 

representatives in the hotel, medical interventions, power outages and more. Specific 

procedures include: mass gatherings in front of the hotel (various forms of protest), 

assassination attempts on a member of the mission, fires in the hotel, technical and 

technological accidents in the area with possible impact on the hotel location, floods, 

earthquakes, terrorist attacks (suicide bombers), hostage crisis, biological attack) and various 

forms of armed attacks (attacks by militant or rebel groups, bombing, drone attacks). In cases 

of performing specific security procedures, the basic task of the hotel security system will be 

to evacuate mission members from the hotel to the nearest safe location, whether it is the 

embassy of the sending state or the nearest state institution of the receiving state. 

4. CONCLUSION 

The safe stay of members of the special mission in the hotel during the visit to the Republic of 

Serbia is a responsible task for the security services, which for decades have been successfully 

performing following and acting according to modern world trends in this field. The political 

situation in the Republic of Serbia is stable, which greatly facilitates the implementation of 

this task. There are a large number of hotels in Belgrade, which are an ideal solution for 

accommodating a larger number of mission members. However, it is necessary for the state 

authorities to establish constant cooperation with one or more hotels at the reception and 

accommodation of mission members. The cooperation achieved in this way would organize a 

successful security system and constant cooperation between state services and private hotel 

security. At the beginning of the cooperation, a risk assessment would be performed, and 

security procedures would be adopted, which would not change constantly, and for which the 

private security of the hotel would be trained. In this way, there would be savings in money 

and time and better cohesion among the members of the security system, which is important 

for the successful functioning of the system. According to all legal acts in the Republic of 

Serbia, the security bearers of members of special missions are members of state security 

bodies, however, during the accommodation of mission members in a hotel, this task is also 

performed by members of private hotel security in an indirect way. The private security of the 

hotel must be trained and licensed to perform the tasks of securing protected persons and 

subordinated to the state security services during the performance of this task. 
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Abstract: The National Spatial Data Infrastructures, as one of the national resources, 

should provide support for the Serbian Armed Forces with modern and up-to-date data 

on the (geo)space available within this infrastructure. The institutional and legislative 

framework has been established. Further establishment of the national infrastructure, 

inter alia, involves linkage to the military infrastructures providing geo-topographic 

support. The present paper shows the existence of the need and narrow interrelation 

among all of the geo-topographic support contents with the components of the National 

Spatial Data Infrastructure. The National Spatial Data Infrastructure model structure 

presented herein that serves geo-topographic support may service all potential users 

at the local, national, regional, and global levels, by creating the conditions for the 

users to download the geospatial data required from the distributed databases. 

Keywords: Spatial Data Infrastructure, Geo-Topographic Support, Geographic 

Information System, Military Operations, Geoinformation. 

1. INTRODUCTION 

In line with the growing trends in the field of information, a significant development is 

achieved for technologies and infrastructures dedicated to the acquisition, processing, 

distribution and services in the field of information technologies. Considering the emergence 

of numerous factors impacting the operation, organizations need to change their models and 

create new ones to achieve the tasks delegated under their competence. The Serbian Armed 

Forces have assigned missions and tasks for implementing the missions. The geo-topographic 

support (GTS) is one of the activity segment that impacts the success of the missions and tasks 

performance success by the Serbian Armed Forces. 

The information about (geo)space need to be provided for the most part in peacetime, by 

engaging the complete scientific, professional, technologic, and another potential of the state 

in the field of collection and maintenance of databases, as well as processing, development 

and linking geographic (or spatial) information system. The National Spatial Data 

Infrastructure (NSDI) is certainly a specific information structure embodying the linkage of 

networks, computers, and data on space. Linkage of the civil with military infrastructure or 

use of the civil infrastructure for military purposes may only contribute to the command. 

The first part of the paper provides the basis of the conceptual definition of geo-topographic 

support and national spatial data infrastructure. Contents of geo-topographic support and 

components of national spatial data infrastructure have been separately explained to indicate 

relations and links in the NSDI model structure serving the GTS. 
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2. GEO-TOPOGRAPHIC SUPPORT 

Geo-topographic support (GTS) is one of the Serbian Armed Forces support services. The 

main work on the organization and conduct of the geo-topographic support is done by the 

Geodetic Service (GeoS) of the Serbian Armed Forces. Geo-topographic support is the term 

mentioned in terminology in the field earlier entitled war skills or defense science or military 

sciences since the 1970s, taken over under broader context and included in geo-sciences. The 

very term geo-topographic support is used in military terminology and specific language 

specific to military science; therefore, geo-topographic support is the subject of study by the 

military sciences under the educational-scientific field of social-humanities. Geo-topographic 

support covers multiple scientific fields, being a multidisciplinary field, predominantly 

belonging to the social-humanities scientific field. The very term also indicates the association 

with the mathematical field of science; however, this field had hardly ever studied the term 

[4]. 

In line with the functional doctrines of the Serbian Armed Forces, geo-topographic support, 

unlike the intelligence or telecommunication-information support, as well as the logistics 

support, is not characterized by a specific place in the operational combat roaster of units, nor 

are being modeled to discover the appropriate structure and organization of such forces for the 

implementation of the operation at hand. Geo-topographic support is being provided 

throughout all phases of the operation. The successful performance of individual contents and 

activities of the GTS requires cooperation with the governmental institutions over the territory 

of the operation. The GTS contents in the operations are being implemented by the staff 

specialists, i.e. are being implemented over the intelligence structure under close vertical and 

horizontal coordination throughout the managerial hierarchy [3]. 

The current doctrine of the Serbian Armed Forces defines the GTS as "covering acquisition 

and processing the data on space, production of geo-topographic materials and use of the GIS 

to support the decision-making process, determine the elements of own and enemy forces 

layout and preparation of elements for firing operation. The exceptional importance for geo-

topographic services provision belongs to the GIS development and implementation. The 

contents of geo-topographic support are being provided by the professional organs of 

commands, units, and institutions of the Serbian Armed Forces" [2]. By promulgating the 

Rules of Geo-Topographic Support in 2015, the GTS term has been defined as follows: "Geo-

topographic support is part of the Serbian Armed Forces support, focused on acquisition, 

processing and presentation of spatial data for furnishing conditions that provide the 

opportunity for visualizing space for performing the operations and positioning own and 

enemy forces and other participants in the operative environment, facilitate planning, 

organizing and performing the operation, along with preparing the elements for action for 

objectives and facilities in the operation zone" [6]. 

2.1. Geo-Topographic Support Contents 

Geo-topographic support contents are essentially presented in the very definition of the term. 

Today, geo-topographic support is being viewed as increasingly more dynamic than before, 

also in the sense of spatial data acquisition during operations. Apart from that, it has a very 

significant role when analyzing the terrain for operations planning, as well as in the 

intelligence preparation of the battlefield. Regarding the terminological determination 

provided in the Rules of GTS, the geo-topographic support contents are defined as follows, to 

include: 

1. acquisition of geo-topographic data;  

2. processing of geo-topographic data;  

3. presentation of geo-topographic data;  
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4. use of geo-topographic materials and geographic information systems in the Serbian Armed 

Forces operations. 

Acquisition of geo-topographic data is being implemented using the two fundamental methods 

of geo-topographic data acquisition, namely: primary and secondary. The primary method of 

data acquisition is close to the traditional standpoint of spatial data acquisition for the geo-

topographic support purposes, i.e. production of geo-topographic materials. The primary 

methods assume that the data are being collected by the means of direct measurements of 

physical properties. On the other hand, the secondary method of geo-topographic data 

acquisition involves the use of domestic and foreign cartographic sources, various statistical 

data, address registers, town maps, cadastral data, geodetic, gravimetric geophysical 

measurements, etc. Processing of geo-topographic data is performed after the spatial data 

acquisition for geo-topographic materials production and predominantly populating and 

updating the central geo-topographic database. This is implemented by the means of stereo-

plotting, remote sensing, and cartographic processing. The particular value of this database is 

the fact that it is structured in the manner to serve to generate other geo-topographic materials. 

For that reason, the presentation of geo-topographic data was separated as a particular geo-

topographic support content, having that the geo-topographic data may be presented or shown 

in analog or digital format on geo-topographic materials. The use of geo-topographic materials 

and geographic information systems in the Serbian Armed Forces operations should facilitate 

obtaining pertinent information on space by the means of geo-topographic materials and the 

GIS. The GIS involves data entry, building a database, data analysis, and providing data for 

the information on space.  

3. NATIONAL SPATIAL DATA INFRASTRUCTURE 

The National Spatial Data Infrastructure (NSDI) development is an ongoing process in the 

Republic of Serbia over more than the past 10 years. Since the early initiatives and activities, 

there is a presently existing major set of geospatial data in the NSDI, i.e. on the national 

geoportal GeoSrbija, available for download and use for geo-topographic support. Firm 

foundations have been established, both in the legislative and institutional sense and in the 

structural and organizational sense. 

The term spatial data infrastructure (SDI) predominantly refers to the commonly accepted 

terminological determination provided by the Association for Global Spatial Data 

Infrastructure (GSDI). The term designates a set of relevant technologies, policies, and 

institutional arrangements that provide for availability and access to spatial data. The spatial 

data infrastructure sets a foundation for discovering, evaluating, and application of geospatial 

data by the users and providers at all levels of government, the commercial sector, the non-

profit sector, academia, and citizens in general [8]. 

The Law on National Spatial Data Infrastructure defines the NSDI as the metadata, geospatial 

data sets and services; network services and technologies; agreements on geospatial data 

sharing, access, and use; and mechanisms of coordination and monitoring, processes and 

procedures that have been established and are being managed and made available in 

accordance to this law [7]. The legislative framework for the NSDI establishment in the 

Republic of Serbia is founded in the legislative framework of the European Union, in 

particular, the European Union INSPIRE Directive (INfrastructure for SPatial InfoRmation in 

Europe initiative) that stipulates that the geospatial data infrastructure covers metadata, spatial 

datasets, and spatial data services; network services and technologies, agreements on sharing, 

access, and use; mechanisms for coordination and support, processes and procedures, 

establishment, management or disposal [5]. 
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3.1. Spatial Data Infrastructure Components  

According to the previous considerations and analyses, the conclusion is reached that the basic 

components of the spatial data infrastructure include: 

A. Geodata, i.e. the geospatial data and geoinformation obtained by combining geo-data 

describing the territory and its characteristics using the spatially referenced data such as 

coordinates, addresses settlement names, etc. [1]. Today, there is almost no feature that has no 

geospatial determinant and geo-data are being used in daily life in one form or another. The 

most common datasets used are administrative, cartographic, topographic, geodetic, cadastral, 

hydrology, geographic names, transportation, etc. However, we need to note that for the NSDI, 

the geospatial data or the geospatial dataset includes the data that is appropriate for optimal 

use in standardized GIS applications. 

B. Metadata involves the information that describes the spatial datasets and spatial data 

services providing for their discovery, listing, and use [5]. Apart from documenting geo-data 

in the form of their basic description, origin, and ownership, updating, quality, etc., the 

metadata is also the basic prerequisite for searching and discovering the existing geo-data. Due 

to this fact, even the standard GIS applications in their software environment provide for 

search and download of both geospatial data and metadata. 

C. SDI services are modular applications and a fundamental part of the distribution system 

based on a service-oriented architecture that consists of three layers: a) data layer - contains 

data on database or file system; b) service layer - implements services that are intermediaries 

between the data layer and application layer, by accessing the data layer upon user's request, 

fetch data, perform processing (in the form of rendering maps, data filtering, coordinates' 

transformation, etc.) and deliver results to the end-user; c) application layer - a set of 

applications accessing the services that may be executed in the web browser or as a desktop 

application supporting standard interfaces [1]. 

D. Standards are the main pillar of the SDI and the key aspect for the SDI establishment and 

operation. The main objective of standardization is to facilitate geo-data and service sharing 

by eliminating technical and other obstacles. Standards and directives are necessary for the 

data models, data documenting (metadata), data coding and sharing, and network services for 

search, access, and processing [1]. The national standards, along with the established practices 

and specifications are also relevant standards for the SDI establishment and development in a 

country, namely the national spatial data infrastructure. 

E. Legal and institutional framework are aimed at organizational and institutional linking of 

organizations and people - geospatial data users. This framework should support the SDI 

principles while achieving the balance between the need to protect the important interests of 

the state and data owners, and the requirements of users for the geo-data availability. The basic 

participants in the NSDI establishment and development are the Government, governmental 

agencies (i.e. the Republic Geodetic Authority), local government units, geospatial data 

producers, citizens, etc. The appropriate relations need to be established between the 

participants, along with the environment that is conducive both for geo-data producers and 

geo-data users. 

4. STRUCTURE OF THE NATIONAL SPATIAL DATA INFRASTRUCTURE 

MODEL IN THE FUNCTION OF GEO-TOPOGRAPHIC SUPPORT 

A full establishment of the NSDI in the Republic of Serbia is yet to be completed. However, 

there are some difficulties. They result from the investment limitations, but the major 

resistance comes from the necessary reform restructuring and adjustments to the required 
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changes. With that regard, the implementation of geo-topographic support content should rely 

on the resources that the governmental and public sector of the Republic of Serbia disposes of 

and develops in the form of the national spatial data infrastructure.  

That is of particular importance, since the NSDI establishment in the Republic of Serbia is 

based on the web services and geoportal, being one of the information systems with the greatest 

perspective, having in mind the tremendous opportunities and broad applications, both for a 

broad range of users and decision-making in the Serbian Armed Forces. Apart from that, the 

opportunities and assumptions for faster and simpler updating of spatial data and modeling 

digital geospatial data for military purposes have been established [4]. 

One of the important issues to be tackled by the ones working on the NSDI establishment in 

Serbia is to find the model for geospatial data exchange and distribution. A balance needs to 

be found and established between the public interest for the easy and simple accessibility while 

excluding the visible and invisible obstacles and on the other hand the interest of the geospatial 

data producers regarding the sustainable development of the geospatial data production 

process and sustaining the geospatial data updating. With that regard, there is the need to 

establish the model that would be based o the NSDI from the standpoint of the functional geo-

topographic support establishment, to provide the geospatial data access and use. Additionally, 

this would prevent redundancy of works and activities on the national level, to provide the 

predictability of costs and provision of sustainable investments in the NSDI. The Ministry of 

Defense, i.e. the Serbian Armed Forces has the dual role in the NSDI establishment, as follows: 

- the significant and major user of digital geo-data and the appropriate geo-data services for 

the territory of the Republic of Serbia held by other entities in the Republic of Serbia; and 

- the NSDI stakeholder that presents the results of their activities via the Military-

Geographic Institute "general Stevan Boskovic" in the form of various digital maps, detailed 

maps, photo-documents, astronomic-geodetic, geophysical, alphanumeric, statistic and other 

data, scientific-technical publications, and documents. 

However, the structure of the NSDI model in the function of the GTS, as may be seen in Figure 

1, assumes that all of the geo-topographic support contents (acquisition, processing, and 

presentation of geo-topographic data and use of GTM and GIS in the Serbian Armed Forces 

operations) provide a continuous exchange of geospatial data within the NSDI. The legislative 

and institutional framework had established the opportunities within the NSDI for the 

exchange and use of geospatial data in the Republic of Serbia for the GTS purposes with the 

common standards, metadata and services established. The Military-Geographic Institute 

"general Stevan Boskovic", as the carrier of geo-topographic support and the Serbian Armed 

Forces is to take the active role and utilize this national resource, shaped through the national 

spatial data infrastructure. 

The national spatial data infrastructure may significantly contribute to the provision of up-to-

date and reliable geo-topographic data, in line with the requirements of geo-topographic 

support. Optimization and establishment of the NSDI directly impact the functionality of all 

geo-topographic support contents resulting in the efficient functioning of decentralized GIS 

services and other electronic services for the geospatial data exchange over the internet (or the 

intranet), i.e. the web applications, aiming to provide: 

- access to the fundamental geospatial data and accompanying services; 

- improved and efficient communication and exchange of geospatial data among the 

governmental institutions and agencies; 
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- simplified distribution of digital (as well as analog - printed) graphical and textual geospatial 

data; and 

- efficient and optimal process for maintaining and updating geospatial data. 

 
Figure 1: Structure of the NSDI model in the function of the GTS 

With that regard, one needs to understand and accept the new technological challenges and 

opportunities provided by the national spatial data infrastructure that is being established and 

developed in the Republic of Serbia based on the experiences and legal framework of the 

European Union. In that regard, the Serbian Armed Forces, through the Military-Geographic 

Institute "general Stevan Boskovic" as one of the subjects in the national spatial data 

infrastructure establishment, needs to utilize legislative and institutional foundations and 

overall resources established under this process in the Republic of Serbia through a partnership 

to raise geo-topographic support to a higher - expected level that would satisfy the extended 

needs of the users in the Serbian Armed Forces and defense system.  

5. CONCLUSIONS 

The information and communication technology development guides the geo-topographic 

support development towards the establishment of a service-oriented structure for the 

exchange, distribution, and use of geospatial data. With that regard, the national spatial data 

infrastructure may provide a significant contribution to the provision of up-to-date and reliable 

geo-topographic data, in line with the requirements of geo-topographic support. That involves 

creating the resources that would facilitate the efficient geoinformation exchange within the 

national spatial data infrastructure. The key orientation in the NSDI model structure in the 

function of the GTS refers to the implementation of the geo-topographic support contents 

assuming the focus toward the supply of required geo-topographic materials (GTM) based on 

the national spatial data infrastructure (NSDI) for the engaged forces for the realization of 

missions, including acquisition, processing, and presentation of data in space to provide 

prerequisites for visualizing the space for performing the operation and positioning own and 

enemy forces and other participants in the operative environment thus facilitating the 

operations planning, organizing, and performance. 
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Also, the presented NSDI model structure in the function of the GTS may serve all potential 

users at local, national, regional, and global levels by creating the conditions for the users to 

download the required geospatial data from the distributed databases. This achieves one of the 

objectives of the NSDI establishment that involves prevention of autarchy and anarchy in the 

geospatial data acquisition, processing, and presentation, to make the entire geo-sector 

involved in geospatial data production through the regular activities more rational, reliable, 

and cost-effective for users and the society as a whole. The modernly organized geo-

topographic support with the NSDI resources' use provides for ingesting and processing an 

increased volume of information on own and enemy forces, as well as on all georeferenced 

activities in the zone of operation, thus providing for a better comprehension of own and 

adversary's capacities for the commanders to make timely decisions for action and have better 

control of the operation flow. 
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Abstract: One of the most important areas of human resource management is the 

selection of quality, capable, ambitious and promising people. Selection is a process 

by which, using pre-established standards and methods, a selection is made between 

several qualified candidates, in order to establish an employment relationship with 

those who best meet the requirements of the job. Providing and providing quality staff 

is extremely important for any organization as it directly affects the success of the 

organization. The paper presents a qualitative DEX model which, based on the 

established criteria, selects the best for further selection from among the persons who 

meet the conditions of the competition. 
 

Key Words: multicriteria decision making, DEX model, DEXi software, selection, 

military service
 

1. INTRODUCTION 

In today's labor market in conditions of high unemployment and increasing competition, it is 

crucial to hire the best staff. Selection of candidates is a great challenge because finding, 

attracting and retaining talented people is not an easy job. 

Candidate selection is a continuation of the recruitment process, but unlike recruitment, which 

seeks and secures job candidates in numbers greater than the missing number of people, 

selection determines their qualities and selects them based on the results obtained. 

Selection processes based mainly on intuitive assessments of individuals are proving 

inefficient, and organizations have begun to introduce technology into the selection process. 

Thus, methods have been developed that ensure that the selection process is carried out in a 

more objective way and in a shorter time.  

The paper presents a new tool of the expert system to human resources experts (HRU), both 

in civilian and in the human resources sector of the Ministries of Defense of the Republic of 

Serbia, helps to make a ranking list diagnostic interview. 

Due to the nature of the problem, it is difficult to find similar work in the literature that 

connects the selection of persons for professional military service and multi-criteria decision-

making using DEXi software, which certainly does not mean that the selection of potential 

employees is not subject to multi-criteria analysis. DEXi software is not used in human 

resources. Bearing in mind that finding and selecting quality workers is becoming more and 

mailto:aleksic.aleksandar1004@gmail.com
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more complicated, there is a need for tools that will additionally help the decision maker in the 

selection.  

Miljenko Hajnić and Biljana Mileva Boškoska presented a model of decision support for the 

selection of the best candidate for positions in government organizations that are 

geographically distributed in many organizational units across the country [6]. Igor Karnet, 

Tanja Rajkovič and Eva Jereb used the DEXi method when evaluating internal auditors [7]. In 

addition to the DEX method, a large number of authors used other methods of multi-criteria 

decision-making for the selection of persons for different jobs. 

2. SELECTION OF HUMAN RESOURCES 

Human resource management (HRM), as one of the most important management functions, 

involves a number of activities. The list with eleven basic HRM activities is listed as the most 

complete in the paper: [8] job analysis, human resource planning, human resource recruitment, 

human resource selection, employee socialization and orientation, career planning and 

development, employee training and education, employee professionalism assessment, 

rewarding and motivating employees, health and safety of employees and degradation and 

dismissal of employees. 

One of the most important activities of HRM is the selection of quality, capable, ambitious 

and promising people. Selection is a process in which, by applying pre-established and 

standardized methods, rules and techniques, a choice is made between several qualified 

candidates, in order to establish an employment relationship with those who best meet the 

requirements of the job [8]. 

HR selection is in fact a process of harmonizing organizational requirements and individual 

potentials. Selection is one of the oldest personnel management techniques.  

The selection process is a big expense for the organization. If we take into account that the 

people we work with can be the cause of our success but can also cause great failure, the 

process of selecting candidates cannot be done quickly, without any effort, without adequate 

knowledge and costs. The more important and responsible the job for which the candidate is 

chosen, the greater and more devastating the risk of wrong choice. 

The selection process is a complex process of forecasting the candidate's work performance 

based on information about the candidate collected by certain methods and techniques. The 

methods and techniques used must have pre-verified metric characteristics. Necessary features 

of selection instruments are: objectivity, sensitivity, reliability and validity [8]. 

Attributes of employees, including abilities and motivation, characterize the performance of 

the organization and should be taken into account in the selection process [1]. For the selection 

process, the most important are the differences that are based on: abilities, personality traits 

and competencies.  

The selection and selection process takes place through certain steps: application review, 

preliminary interview, testing, diagnostic interview, reference check, job offer and medical 

examination. The selection steps as well as the selection criteria must be determined in 

advance. The selection criteria are usually related to current job requirements, and sometimes 

take into account future job requirements. 

Providing and selecting a quality workforce is extremely important for any work organization, 

regardless of the nature of the work it does, including the military organization, as one of the 

largest employers in the country. 
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The procedure and manner of selection of human resources in the Ministry of Defense and the 

Serbian Army depends on the category of personnel, reasons for selection, job requirements, 

type of occupation and other specifics. According to the category of personnel, the selection 

is divided into selection: officers, non-commissioned officers, candidates for professional 

soldiers, candidates for civil and military officials and employees, civilians and other 

categories of personnel. Due to the nature of the problem that the work deals with, the focus 

will be on the selection of personnel for professional soldiers. The selection of candidates for 

professional soldiers singles out persons who meet the requirements and special conditions, 

which is regulated by the competition for admission. 

3. METHOD DECISION EXPERT (DEX)   

Modern decision-makers are increasingly using different methods and techniques to support 

decision-making. Most decision support methods are quantitative. However, since it is not 

always possible to quantify all the elements of the considered problem, the application of 

qualitative methods is resorted to. 

The development of qualitative multi-attribute models is based on qualitative multi-attribute 

modeling. Multi-attribute (or multi-criteria) models are a tool used in decision analysis to 

evaluate and select alternatives for decisions [3]. 

The paper uses the model of Expert Modeling DEX, created in 1979 [2]. Unlike other multi-

attribute decision support systems, DEX uses qualitative (symbolic) attributes instead of 

quantitative (numerical) ones. Also, it works according to the rules of decision-making if-then, 

and not on the weight amounts.  

The DEX model consists of five steps: 

Step 1: DEX model structuring.  

The structuring of the DEX model can be realized in two ways: from the top-down approach 

and from the bottom-up approach. The first method is applied in the paper. 

Structuring is done within the Model tab by selecting the target attribute, and then breaking 

that attribute into lower-order attributes. Target attributes are displayed as rectangles and data 

attributes as arrows. 

Step 2: Defining qualitative scales of attribute values 

For each of the attributes in the model, a value scale is defined. When defining the scale, it is 

necessary to pay attention to whether the attribute is, by meaning, the type of maximization or 

minimization, because the order of the elements on the scale will differ. Regardless of the type 

of extremization that arises from the importance of the attribute, the scale is oriented to be 

increasing. Defining the scale of attribute values is done within the Scale option. 

Step 3: Defining decision rules 

For each combination of input attributes - "children", it is necessary to enter the value that will 

be taken by the parent attribute. DEXi software uses the Use scale orders option to check 

consistency, and the Use weights option allows you to fill in missing rules based on regressed 

attribute weights.  

Step 4: Enter alternatives. After defining all the parameters, the model should be presented 

with alternatives from which to choose the best. Only the values of the elementary attributes 

are entered in the Options tab. 

Step 5: Evaluate alternatives and analyze the results 
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The Evaluation tab displays the output results of the applied model. In order to determine the 

stability of the DEX model solution, there are three options within the DEXi software: Plus-

minus-1 analysis, Selective explanation and Compare options. 

Plus-minus-1 analysis makes it possible to observe how an independent change of any 

attribute, one value higher or one value lower, would affect the total change of the value of the 

attribute at a higher level (attribute-parent). 

Selective explanation emphasizes the special advantages and disadvantages of the selected 

option. 

Compare options allows you to easily select the alternatives you want to compare. Based on 

the comparison, a report is obtained that is similar to the usual report on the evaluation results, 

but with marked differences between the options. The comparison of alternatives can also be 

done graphically by going to the Charts tab, where it is possible to choose several types of 

charts: bar-chart, scatter-plot and radar-chart.  

4. APPLICATION OF DEXi SOFTWARE IN THE SELECTION OF PERSONS 

FOR ADMISSION TO THE PROFESSIONAL MILITARY SERVICE 

DEX models are made in DEXi software. Multi-attribute models decompose decision problems 

into a tree structure. The above attribute in such models represents the overall problem, while 

the attributes below the above attribute represent subproblems, which are smaller and less 

complex than the overall problem. DEXi software is a decision support system that has a dual 

purpose: To help the analyst build a model based on expert experience and to apply built 

models in the decision-making process. 

As said, DEXi software is used in many spheres of society. DEXi software served Saracoglu 

in selecting opportunities to invest in hydropower in Turkey [10]. The DEX method has been 

used by some authors to make business decisions. Craheix and others design models for 

agricultural sustainability based on feedback from the DEXi decision support system [4]. The 

multidisciplinarity of software is reflected in the fact that it can be used for risk assessment 

and prevention [9].  

Model structure 

In an increasingly dynamic and change-prone environment, the crucial question is how to make 

the right decision. Decision making is a choice between several possible alternatives 

(alternative solutions) for the considered problem [5]. The model for selecting a person for 

professional military service consists of eight hierarchically structured attributes shown on the 

attribute tree (Figure 1). In addition to the main criterion "selection of candidates for admission 

to PMS", the model is based on two criteria, abilities and competencies, and they are divided 

into sub-attributes. Attributes, abilities and competencies are divided into elementary attributes 

according to the following: 
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Figure 1: Attribute tree 

The final result of the modeling phase of the selection of persons for enlistment in professional 

military service described in Step 1 is shown in Figure 2.  

 
Figure 2: Model tab 

- Value scale and decision rules 

The model evaluation scale for all criteria and sub-criteria consists of three, four and five levels 

of values, which is shown in Table 1. 

Table 1: Value scale 

Attributes and sub-attributes Value scales 

 
candidates for 

professional military 

service 

not satisfying, satisfying, desirable 

1 abilities insufficient, symbolic, good, desirable, extraordinary 

1.1. intelectual minor, below average, average, high, superior 

1.2. perceptual below average, average, very good 

1.3. psychomotor unusable, below average, usable, good, exceptional 

2 competitions insufficient, symbolic, good, desirable, extraordinary 

2.1. interpersonal minimal, basic, functional, successful, advanced 

2.2. results orientation insufficient, sufficient, expressed 

2.3. adaptability insufficient, satisfactory, good, pronounced 

Defining the attribute value scale is realized according to the description in Step 2. After 

defining the value scale, the decision rules are defined. The rules were defined based on expert 

interviews, as described in Step 3. The applied rules are shown in Figure 3: 
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Figure 3: Decision rules 

- Enter alternatives 

The entered alternatives, as described in step 4, are shown in Figure 4. 

 
Figure 4: Entering alternatives 

- Evaluation of alternatives and analysis of results 

The output results of the applied model are shown in Figure 5. 

 
Figure 5: Evaluation of alternatives 
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After the evaluation of the entered alternatives, it can be seen that the output values for 

candidate 5 (K5) are "desirable", which means that K5 has the least bad characteristics. Based 

on the above, it can be concluded that K5 is proposed as a desirable candidate. 

Analysis +/- 1 

The results of the +/- 1 analysis, for the proposed candidate, are shown in Figure 6.  

 
Figure 6: Plus-minus-1 analysis for K5  

It can be seen that a change of one value higher or one value lower has no effect on the main 

attribute "selection of candidates for admission to PVS", which means that even after plus - 

minus - 1 analysis, K5 remains "desirable" and retains stability. 

Selective explanation 

Figure 8 shows that the first-placed candidate K5 has one weak and one strong trait: she has 

weak interpersonal competencies, while the strong traits represent psychomotor abilities. 

 
Figure 7: Overview of selective explanation analysis 

Comparison of alternatives 

Figure 8 shows the marked differences between the alternatives.  

 
Figure 8: Comparison of alternatives 
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Figure 9 shows a graph in the form of a nine-angle, the assessment of the main attribute: 

"selection of candidates for PMS" and all its data attributes that are observed for the proposed 

candidate. 

  
Figure 9: Evaluation of the main criteria (Radar chart) 

The vertices of the nine-angle represent the best values of the considered attributes and sub-

attributes. As the values of the data attributes decrease, it is graphically represented by 

approaching the middle of the nine-angle, and the worst criterion is displayed in the center. In 

Figure 9, for candidate 5, the two basic attributes “abilities and competencies” have the same 

value. If the data are compared, "interpersonal" competencies have the least while 

"psychomotor" abilities have the greatest value. 

5. CONCLUSION 

Employee selection is an essential process that in many organizations depends only on the 

assessment of individuals, which is in today's work environment, which is changing rapidly 

subject to human error. Therefore, the selection and selection of employees is a complex and 

expensive process. The decision-maker must make a quick selection decision, the longer the 

selection process for employees, the higher the costs, so today more than ever, importance 

is given to the selection process. 

By applying qualitative and quantitative methods in the selection of candidates for PVS, and 

in accordance with the available financial resources and economic opportunity, the risk of 

wrong decision is greatly reduced. 

This paper shows that the DEX model and DEXi software can serve as an additional tool in 

the selection of candidates as a selection tool in addition to existing methods of selection of 

potential employees. Also, it is clear that an approach based on the presented expert model 

helps to classify potential employees based on their skills. 

The paper presents one of the approaches, based on the application of the DEX method, 

where DEXi software has proven to be a relatively simple and successful tool for solving 

decision problems, which reduces unpredictability and uncertainty in decision making to a 

minimum while allowing proper and objective choice between offered alternatives. 

Future research in this area should be directed towards the application of hybrid models, 

with the simultaneous use of qualitative and quantitative methods of multicriteria decision-

making, in order to reduce the shortcomings of the applied method, and to achieve a more 

realistic and efficient decision-making model. 
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Abstract: The low level of energy efficiency in buildings results in increased energy 

consumption for heating and cooling and high carbon dioxide emissions. Insufficient 

thermal protection of the exterior of a building contributes to a high value of thermal 

transmittance of external walls and facade carpentry. 

Regulations and standards in the field of energy efficiency in Serbia are going to be 

harmonized with European documents, which is an integral part of the EU accession 

process. Before placing construction products on the market, it is necessary to examine 

product performances of products so that the thermal transmittance of facade carpentry 

can be tested according two valid Serbian standards: SRPS U.J5. 060 from 1984 and 

SRPS EN ISO 12567-1, which were adopted in 2012. These types of testing can only be 

performed in accredited laboratories. 

The paper presents a comparative analysis of those two standards for testing thermal 

transmittance of external carpentry, the testing method, measuring equipment, the 

obtaining of results that prove the performance of the product.  

Keywords: thermal transmittance, exterior carpentry, energy efficiency, SRPS 

U.J5.060, SRPS EN ISO 12567-1 

1. INTRODUCTION 

Over the past few years, more and more attention is being paid to improving the energy 

efficiency of buildings. People have become more aware of the problems that our planet is 

facing and for that reason they are trying in every way to reduce harmful impacts. For this 

reason, special attention is paid to proving the best possible performance of products that are 

installed in new or existing buildings. 

Because to their large surface area, windows considerably contribute to the heat loss of 

buildings in connection with requirements for cooling and heating. Therefore, countries have 

introduced laws and bylaws to regulate construction of energy efficientbuildings. 

The JUS U.J5.060 standard was used, with mandatory application, from January 21, 1984, 

until July 28, 2015, when it was withdrawn. The standard is still in use when obtaining 

laboratory values for the thermal transmittance coefficient, due to the fact that the Rulebook 

on Energy Efficiency of Buildings (“Official Gazette of RS”, No. 61/2021 of 19 August 2011) 

calls it a support standard for key standards, a list of which is contained in Table 2.3 of the 

Rulebook. In order to meet the values prescribed by the Rulebook during the construction of 

mailto:snezana.ilic@institutims.rs
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buildings, the contractor must submit the necessary certificates that can only be issued by a 

laboratory accredited by the Accreditation Body of Serbia. 

The SRPS U.J5.060 standard has been replaced by the ISO 12567 standard, which consists of 

two parts: SRPS EN ISO 12567-1, which states the principle of measuring the thermal 

transmittancecoefficient for windows and doors and which will be presented in this paper, and 

SRPS EN ISO 12567-2 which deals with the measurement of the thermal transmittance 

coefficientof skylights and protruding windows. In addition to the withdrawn standard, the 

Rulebook on Energy Efficiency also cites SRPS EN ISO 12567-1 as a standard that can be 

used when determining the thermal transmittance coefficient of construction carpentry. 

Tests according to these standards can be performed only in the Laboratory for Thermal 

Engineering and Fire Protection, which is located within the IMS Institute in Belgrade. 

2. THERMAL ENGINEERING IN HIGH-RISES - LABORATORY 

METHODS FOR TESTING THERMAL TRANSMITTANCEFOR BUILDING 

CONSTRUCTIONS (SRPS U.J5.060) 

The principle of measuring the thermal transmittance coefficient according to standard SRPS 

U.J5.060 is based on the hot-box method. The principle of this method consists of installing a 

sample between a hot and a cold chamber in which different temperatures are maintained with 

the help of a heating and cooling source. Creating a temperature difference between the two 

chambers leads to the process of heat passing through the sample. Using experimentally 

obtained values, as well as measured dimensions of the sample and data on sample 

composition, the value for the thermal transmittance coefficientis obtained by calculation. 

2.1. Application of standards 

This standard established the definitions of measured quantities, general measurement 

conditions, laboratory methods of measurement using chambers with regulated temperature 

conditions and the method of data processing for determining the resistance to heat flow "R", 

i.e. the thermal transmittance coefficient "k" (also labeled as "U") of building constructions.1 

The standard refers to the measurement on samples that cannot be tested by the hot plate 

method (JUS U.A2.020, current SRPS U.J1.020), sample of structures of buildings (walls, 

ceilings, windows, doors, etc.) in the laboratory.1Testing is mandatory in the design phase for 

all building structures whose resistance to heat flow "R" cannot be calculated according to 

standard JUS U.J5.510, current SRPS U.J5. 510.1  

2.2. Device for measuring the thermal transmittance coefficient 

According to the standard, the device used to acquire the value for thermal transmittance 

coefficient consists of two chambers ("hot" and "cold") in which different temperatures are 

maintained with the help of a heating and a cooling device. It is also necessary to install fans 

in order to create the most uniform temperature image that must prevail in all parts of the 

chambers. In addition, it is necessary to have protection to protect the sample from the heating 

device. Figure 1 shows the device used in the Laboratory for Thermal Engineering and Fire 

Protection, IMS Institute. 
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Figure 1: Test chamber according to SRPS U.J5.060 

2.3. Measuring devices 

Temperature ismeasured using temperaturesensors - thermocouples (Cu-const, Fe-const, etc.), 

resistance thermometers, etc., which measure the temperature at the sample surface, as well as 

air temperature in the “hot” and “cold” chamber. Measurementaccuracy of must not be under 

0.2ºC, while the thickness of the wire must not exceed 0.3 mm.1 Heat flux density is measured 

using heat fluxmeters whose measurement accuracy must be 2%.1 Heat fluxmeters must be as 

thin as possible, not exceeding a thickness of 8 mm, or a surface area of 40 cm2. In order to 

control the prescribed constant heat fluxmeters must be calibrated annually. 

2.4. Sample preparation for measurement 

The sample can be placed in the chamber in a dried or non-dried state. If the sample is 

conditioned (dried), it is necessary to record its mass before and after conditioning in the dryer, 

after which the sample can be installed in the chamber in the position in which it will be 

installed in the building (this especially goes for samples with an air layer, windows and 

doors). The sample is installed between the "hot" and the "cold" chamber, after which the 

measuring elements are placed on the sample. Thermal fluxmeters and temperature sensors 

(thermocouples) are used as measuring elements. The number of installed fluxmeters depends 

on the area of heat fluxes that must be covered. After that, thermocouples are placed inside the 

measuring field of heat flux meters. 

2.5. Measurement principle 

After installing the sample and installing the measuring elements, the cooling and heating 

device are turned on. The heater provides continuous heating of the air in the "hot" chamber, 

while the cooler cools the air in the "cold" chamber, which mimics the actual conditions to 

which the sample is exposed after installation in the building. The process of constant heating 

and cooling of the chambers is performed until a steady state is reached. Steady state is 

established after at minimum of 8 hours. After 8 hours, or two series of measurements of 4 

hours each, the largest differences in resistance toheat flow "R" must be obtained, and must 

not exceed 1%. When this condition is met, the equipment can be shut down and data 

processing can begin. 

2.6. Measurement results 

The maintaining of temperatures in the "hot" and "cold" chamber, achieves a temperature 

difference that causes the process of heat passing through the sample, as well as through the 

wall that separates the two chambers. In addition to the temperature difference, with the help 

of a measuring fluxmeter, values for heat flux density are obtained. By knowing these two 
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informations, the formula for heat flow resistance is obtained as a quotient of the mean 

temperature difference between the boundary surfaces of the sample and the value for heat 

flow density through the sample in the steady state. By obtaining the value for resistance to 

heat flow, using its reciprocal value, we arrive at the result for the thermal transmittance 

coefficient through the sample. 

k = 1/(Ri + R + Ro )                                                                      (1) 

where: k [W/m2K] thermal transmittance coefficient; Ri [m2K/W]and Ro[m2K/W] resistance to 

heat flow due to thermal transmittance; R [m2K/W] resistance to heat flow of the sample. 

3. THERMAL PERFORMANCE OF WINDOWS AND DOORS - 

DETERMINATION OF THE THERMAL TRANSMITTANCE 

COEFFICIENT BY THE HEATING BOX METHOD - PART 1: COMPLETE 

WINDOWS AND DOORS (SRPS EN ISO 12567-1: 2010)  

Standard SRPS EN ISO 12567-1 is based on the principle of the hot-box method. The principle 

of obtaining the thermal transmittance coefficient is divided into two phases. The first phase 

is the calibration phase, and the second phase is the phase of measuring the temperature and 

air flow of the test sample. By calibration values of the thermal transmittance coefficient are 

obtained from the hot and cold side of the hot-box device. 

A sample of the calibration sample, as well as the sample subject to testing, are installed in the 

same way. The sample is placed in the middle of the chamber, between the hot and cold 

chambers in which different temperatures prevail. Due to the temperature difference, heat 

passes through the sample. The thermal transmittance coefficient is calculated using 

experimental values and dimensions and sample composition. 

3.1. Application of standards 

Standard SRPS EN ISO 12567-1 refers to the methodology for measuring the thermal 

transmittance coefficient for windows and doors using the hot-box method. The hot-box 

method is a standardized method used in thermal engineering in which the thermal 

transmittance coefficient of construction carpentry is established in conditioned chambers 

between which the test sample is located. The value of the total thermal transmittance 

coefficient for the whole sample is obtained as the output. 

The standard is applicable to all effects of frames, window sashes, shutters, blinds, partitions, 

panels, doors and openings. It does not apply to edge effects that occur outside the sample 

boundaries, transmission of energy due to solar radiation on the sample, effects of air leakage 

through the sample, skylights and products designed so that the outer cladding is outside the 

cold side of the roof surface.6  

3.2. Thermal transmittance coefficient measuring device 

The thermal transmittance coefficient measuring device consists of a test chamber which has 

two parts. The first part ("cold" chamber) simulates external influences on the built-in sample, 

while the second part ("hot" chamber) simulates the conditions prevailing inside the room. The 

"hot" chamber contains a part that is a measuring box. The measuring box is positioned so that 

there is as little heat loss as possible through the walls of the measuring box. For that reason, 

the second part of the "hot" chamber, contains two fans and two heaters, while the "cold" 

chamber contains a fan and a cooling element. 
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Figure 2: Test chamber according to SRPS EN ISO 12567-1 

The sample is installed in the middle of the measuring box, between the two chambers. It is 

mounted into the partition wall made of partition panels. Partition panels must be thicker than 

100 mm, with a thermal conductivity value that must be 0.04 W/mK. The sample, must be 

surrounded by partition panels on all sides in order to eliminate the edge effects that occur 

between the frame and the partition panel. For this reason, panels with a low thermal 

conductivity value are chosen. According to the standard, another condition that panels must 

meet, is that the value of their emissivity must not exceed 0.8.2 

3.3. Measuring devices 

The temperature on the sample, is measured using measuring devices - type T thermocouples 

(copper constant) made of wire with a diameter of 0.3 mm. These are attached to the test 

sample by straps whose emissivity must exceed the value of 0.8. 

One air flow meter eachare placed in the "hot" and in the "cold" chamber. The meter must 

record air flow of 0.3 m/s in the hot chamber, and 1.5 m/sin the cold chamber. 

3.4. Sample preparation for measurement 

The thermal transmittance coefficient is measured in two phases. The first phase involves the 

use of calibration panels, which are placed in the place where the sample will later be installed 

and whose thermal performances must be known. In the second phase of measurement, the test 

sample is installed in the chamber. 

During the first phase, a calibration sample is used, which consists of two pieces of glass 4 

mm thick each, as well as an insulating material (EPS - expanding polystyrene) which has a 

known value for thermal resistance or thermal conductivity. Calibration panels should be of 

similar dimensions as the test sample. The purpose of this first phase is to establish surface 

resistances of the calibration panels, as well as to establish the appropriate thermal 

transmittance coefficient of the partition panels themselves. The material used in the 

calibration consists of two calibration panels which must be made of a homogeneous material 

with known thermal conductivity or thermal resistance. Panel thicknesses used for calibration 

must be approximately 20 mm and 60 mm. The thermal resistance of the insulating materials 

used should have mean temperature values ranging from 0ºC to 15ºC. After installing the 

sample, it is necessary to attach the measuring equipment. Then, three measurements of the 

calibration panel are recorded, which determines the repeatability of results and the quality of 

measurements. 
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It is then possible to move on to the second phase when a door/window test sample is installed. 

Samples installed in the chamber must have prescribed dimensions. Table 1 contains allowable 

dimensions of window and door samples that can be installed in the chamber. 

Table 1. Recommended sample dimensions 

Sample Height [mm] Width [mm] 

Window 1480 (with a tolerance of -25%) 1230 (with a tolerance of ±25%) 

Window 2180 (with a tolerance of ±25%) 1480 (with a tolerance of +25%) 

Door 2180 (with a tolerance of ±25%) 1230 (with a tolerance of ±25%) 

Door 2180 (with a tolerance of ±25%) 2000 (with a tolerance of ±25%) 

The test specimen is installed between the "hot" and the "cold" chamber and positioned so that 

there are partition panels around it. There are 4 ways of installation: a window is located inside 

the opening of the partition panel, a door is located inside the opening of the partition panel, a 

door is installed on the hot side of the chambers, the door is internally mounted, when the door 

profile is additionally thermally protected. 

After installation, measuring equipment is placed on the test sample. A minimum of 9 

thermocouples must be placed, evenly distributed, on the sample, so that each thermocouple 

covers one ninth of the sample. It is also necessary to install 8 thermocouples to measure the 

temperature of the partition panel. The temperature of the "hot" and of the "cold" chamber 

must be measured. 

Air flow meters should be located in the space between the partition and the partition wall, at 

a height corresponding to half the height of the sample to enable parallel flow. 

In order to achieve natural convection in the hot chamber, the distance between the partition 

and the partition panel in the hot chamber must be over 150 mm, and in the cold chamber not 

less than 100 mm. 

3.5. Measurement principle 

The calibration sample is measured in order to set appropriate conditions for testing the 

actualsample. It also serves to obtain the values of heat flow (flux) and surface heat transfer of 

partition panels. Measuring is done with a minimum of three different measurements of the 

average air temperature in steps of ±5 K by changing the temperature in the "cold" chamber, 

without changing the conditions of air movement in the "cold" chamber, or the temperature 

and natural convection in the "hot" chamber. Using this procedure, surface resistances can be 

established, as well as the heat transfercoefficient over the function of heat flux through the 

calibration sample. 

The first calibration test should be performed with a thinner panel, about 20 mm thick, with a 

mean temperature (between "hot" and "cold" chambers) that should be about 10ºC. Before the 

start of the measurement, air speed is adjusted via the fan, and remains constant during all 

measurements (calibration panels and door/window samples). 

After completing the first phase and obtaining the values of surface resistance, as well as 

knowing the emissivity that should be similar to the emissivity of the window/door sample, 

one can move on to the second phase. After the installation of the sample and the placement 

of the measuring equipment, the same conditions are created in the chamber as were during 

the measurement of the calibration sample. Since the presence of condensation on the sample 

can have an impact on the measurement of thermal conductivity, it is necessary to maintain 

the relative humidity in the chambers at a sufficiently low level to avoid measurement error. 
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3.6. Measurement results 

The thermal transmittance coefficientU (W/m2K) is obtained based on following measured 

values: 

∆U = ∆U (Ɵci , Ɵce , Ɵsi,b , Ɵse,b , Ɵsi,sur , Ɵse,sur , Фin, vi , ve ), 

where: 

U – thermal transmittance coefficient (W/m2K); Ɵci– air temperature in the hotchamber (ºC); 

Ɵce – air temperature in thecoldchamber (ºC); Ɵsi,b – temperature of the partition in the 

hotchamber (ºC); Ɵse,b – temperature of the partition in thecoldchamber (ºC); Ɵsi,sur – 

temperature of the partition panel in the hotchamber (ºC); Ɵse,sur – temperature of the partition 

panel in thecoldchamber (ºC); Фin – input power to the hot box (W); vi – air flow in 

thehotchamber (m/s); ve – air flow in thecoldchamber (m/s); 

It is also necessary to measure the dimensions of the sample and write down the values for: 

frame width (w), partition panel thickness (dsur), sample surface area (Asp), partition panel 

surface area (Asur), sample length (L). 

Based on all the above data, the total thermal transmittance coefficient of the sample, Um 

[W/(m2K)] is obtained using the following equation: 

Um = qsp/∆Ɵn , 

where qsp [K] is the heat flux calculated via the test sample, and ∆Ɵn represents the difference 

in air temperature between the two chambers. Then the value for the measured thermal 

transmittance coefficient is corrected for the effect of q due to total surface resistance Rs,tot to 

obtain the standardized thermal transmittance coefficient Ust [W/(m2K):] 

Ust = [Um-1 – Rs,tot + R(s,tot),st]-1, 

where the value R (s,tot),st is taken as the European, prescribed value which is 0.17 m2K/W, 

while the value for Rs,tot is obtained during the calibration of the calibration sample.  

4. COMPARISON OF TWO STANDARDS SRPS U.J5.060 AND SRPS EN ISO 

12567-1 

Table 2 contains differences between SRPS U.J5.060 and SRPS EN ISO 12567-1. 

Table 2. Comparison of two Serbian standards 

Parameters SRPS U.J5.060 SRPS EN ISO 12567-1 

Year of issue 1984 2010 

Samples that can be 

tested 

Building structures (windows, 

doors, walls, ceilings, etc.). 
Windows and doors. 

Sample dimensions No restrictions for dimensions. 
Windows and doors must have 

prescribed dimensions. 

Composition of 

measuring devices 

Hot and cold chamber,partition 

panel heating andcooling element, 

radiation protection, fans. 

Hot and cold chamber, measuring 

box as part of the hot chamber, 

partition wall, fans, heating and 

cooling elements. 



220 

  

Parameters SRPS U.J5.060 SRPS EN ISO 12567-1 

Year of issue 1984 2010 

Measuring devices 

Temperature sensors - 

thermocouples (Cu-const, Fe-

const, etc.), resistive 

thermometers etc., thermal flux 

meters. 

Type T (Cu-const) 

thermocouples, air flow meters. 

Sample preparation 
Some samples need to be 

conditioned before testing. 
No need for conditioning. 

Calibration Not needed. Performed before each test. 

Sample placement 
The sample is placed inside the 

opening of the partition panel. 

The sample can be placed in 

several ways: inside the opening 

of the partition panel, on the hot 

side of the chambers, whilea door 

is internally mounted, with the 

door profile additionally 

thermally protected. 

Installation of 

measuring equipment 

The number of measuring points 

depends on the area of heat flows 

and they are placed only on the 

tested sample. Thermocouples are 

also placed in the chambers to 

measure ambient temperature. 

At least 9 thermocouples are 

placed on the sample, and 8 are 

placed on the partition panel.Air 

flow velocity meters are placed 

between the partition and the 

partition panel. Thermocouples 

are also placed in the chambers to 

measure ambient temperature. 

Measurement 

principle 

Data obtained by measuring 

devices only for the test sample 

are collected. 

Measurement is performed in two 

phases: first the calibration 

sample is measured, and then the 

test sample. 

Measurement results 

The "U" value is obtained for 

each part separately (e.g. with a 

single-sash window a separate 

value for the frame, and for the 

glass), as well as the total value. 

Only a "U" value that applies to 

the whole sample is obtained. 

Correction of results No result correction. 
The obtained "U" value is 

corrected for the effect of q. 

 5. CONCLUSION 

Heat losses and gains of buildings largely depend on the thermophysical characteristics of 

building elements and structures from which the buildings are built.4 In order to reach these 

characteristics, it is necessary to perform all required measurements to prove the performance 

of the products. Therefore, the paper presents a comparative analysis of standards SRPS 

U.J5.060 and SRPS EN ISO 12567-1 which refer to the measurement of the thermal 

transmittance coefficient for construction carpentry. 

One of the biggest shortcomings of the SRPS EN ISO 12567-1 standard is that the value of 

thermal transmittance coefficient is obtained as a unique value for the whole sample, while 

SRPS U.J5.060, in addition to the total value for the thermal transmittance coefficient of the 
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whole sample, prescribes obtaining values for the transparent and non-transparent part of the 

sample separately. In addition to this shortcoming, the disadvantage compared to the old 

standard is reflected in the fact that samples of only strictly prescribed dimensions contained 

in the standard are installed in the chamber. SRPS EN ISO 12567-1 prescribes only the 

possibility of measuring doors and windows, while the former JUS standard provides the 

possibility of measuring construction structures of buildings (walls, ceilings, windows, doors, 

etc.). 

The advantage of the SRPS EN ISO 12567-1 standard in relation to SRPS U.J5.060 is reflected 

in the fact that the testing of samples of the same dimensions can facilitate comparison of 

results which significantly contributes to science and improves sample production. Also, 

another advantage that can be mentioned is the larger number of measuring points and a more 

complex way of measuring, which provide more accurate results. 
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Abstract: Security and defense are increasingly affected by unarmed forms of threats 

(migration, viral infections, natural disasters, limited availability of energy, drinking 

water and food, hacker attacks in cyberspace, abuse of artificial intelligence, provoking 

economic and social crises, manipulation of civic attitudes. for key life issues, etc.), as 

opposed to direct armed aggression (which is not significantly reduced in the 

international community, even more so in conjunction with unarmed forms 

International and national strategic commitments, institutional policy, normative-

legal, organizational and functional solutions are an important precondition for 

stability, but if there are no results, one enters a vicious circle of continuous, albeit 

sometimes necessary, rearrangement of the scope and level of competencies of state 

and social actors. security. Depending on the frequency and intensity of manifestations 

of security threats, and thus the possibility of exploitation of human resources (which 

depend on individual and collective awareness of the need to defend and protect 

national interests, abilities and competencies to perform assigned tasks in crisis 

situations, training and periodic training ) and material (primarily financial) 

resources, it is necessary to establish the cohesion of security bearers and enable their 

development while monitoring innovative scientific achievements, as far as stable 

indicators of social progress allow. 

Key words:  security, science, knowledge, interdisciplinarity 

1. INTRODUCTION 

While security is thoroughly and surely making its way among established scientific 

disciplines, certain models of action in this area are certainly becoming obsolete. Due to the 

pandemic caused by the Covid-19 viral infection, the discourses of modern society are gaining 

a new, even comprehensive dimension of the approach to security. In this context, science 

confirms its undeniable role in overcoming problems in the long run, because everything else 

comes down to ad hock solutions and the repetition of dramatic situations. 

Science monitors human development and helps humanity in its daily existence, despite the 

challenges it brings. The causal effect of scientific and technological development on security 

and vice versa has been undeniably present for decades. The application of modern innovations 

threatens to create a monopoly over certain resources, directly spilling over to national security 

and bringing middle and less developed countries into a dependent position. 

Research of science in the service of security, based on the analysis of scientific papers in the 

field of security, but also the strategic determinations of the Republic of Serbia, provides 

insight into the development of society in accordance with national interests, but also the world 

order. The initiative of scientific and political circles and the preventive aspect represented 

through scientific papers and strategic documents are proof of the inevitability of establishing 

security and defense on scientific grounds.  
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2. CAUSAL RELATIONSHIP BETWEEN SCIENTIFIC AND 

TECHNOLOGICAL DEVELOPMENT AND SAFETY 

In the history of human development, human inventions specific to a given time have played 

a significant role in ending confrontations. Technology has always been primarily developed 

for military and defense needs, and only then to meet the daily commercial needs of the civilian 

population. The first industrial revolution very quickly flooded the entire planet, followed by 

the electrical, then the digital, and finally the artificial intelligence revolution. Threats from 

the abuse of scientific and technological innovations are constant, so the relationship between 

a security provider that finds resources to protect the reference object and security challenges, 

risks and threats is most similar to competition, where the application of all forms of 

knowledge determines results. 

The speed of development of the technological sector, which the human mind cannot fully 

follow or check, brings new dangers. As the authors point out, only some of them are cyber 

attacks, of which security providers still do not have completely secure protection; use of 

robots and artificial intelligence; high pressure on new innovations in order for technology 

leaders to make inventions that will surpass themselves and the competition, which can lead 

to higher profits, but also cause problems; and finally the shortage of manpower due to the 

overload of which leads to numerous errors and long-term consequences, and the 

consequences of errors in geoengineering on the climate are just one of the examples [13]. 

A review of new weapons construction projects in the United States and the United Kingdom, 

which scientists and engineers have been working on for a decade, reveals that much of the 

innovation effort is dedicated to devising the costs of acceptable technological breakthroughs 

in the development of non-lethal weapons. Analyzing non-lethal weapons in disciplinary wars, 

the author emphasizes its special role in military strategies and plans based on the following 

five characteristics: precision, radius, repeatability, selectivity and ability to parry 

conventional weapons. The advanced scientific knowledge and technologies of the fourth 

industrial revolution are widely used in the development of various weapons of the future, 

whose individual concepts and models ignite the imagination of military planners and seem to 

suggest that science fiction will anticipate reality as previously advanced sound technology, 

energy-oriented, synthetic production of biochemical and chemical agents [11]. 

As the author Vladimir Cvetković points out, the essence of the technique is not in the tools it 

produces, but in dealing with them, that is. the purpose they serve, where the purpose is not 

exhausted in the simple saving of time and work, leisure or entertainment, but in the goals 

created by people and their policies in accordance with the spirit of the time and the values it 

brings with it. No matter how much "artificial intelligence" has become "independent" in the 

(immediate) future, it will not be able to replace (or adopt) human motives and goals, as those 

that we have claimed to "inspire" political communities from the first steps of civilization: 

striving for domination , control of resources, struggle for prestige, robbery, as well as those 

ideals that motivate individual people: solidarity and justice, freedom and equality, beautiful 

and divine, love and hope [3]. 

The epidemic situation caused by the spread of the Covid-19 virus is an unknown that 

humanity is facing today. Predictions of the influence of viral infection on the modification of 

everyday life of human civilization are more than certain, while any deeper and more detailed 

specification requires consulting science and reaching for some new innovations, which will 

be current or epochal, which directly depends on the inventor. 
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3. INTERDISCIPLINARITY OF SECURITY SCIENCE 

Limiting the established sciences and scientific disciplines to a particular type of knowledge 

called security science, raises the question of the inevitability of an interdisciplinary approach 

to thematic areas and the basic problems of this new science. Every field and subject of 

research in the security sciences implies, moreover, requires theoretical knowledge from other 

social sciences, which are immanent to the security sciences [2]. 

The end of the second half of the 20th century, flooded with state-centric and human-centric 

theoretical corpora, represents nothing but another divergence. The concept of national 

security has transcended national security, but can be upgraded with selected elements grouped 

around development and humanitarian issues. In the concept of the "middle way", the basic 

role of the state as the main security provider was confirmed [7]. The intelligence-security 

system is inseparable from the concept of national security, as a means of protecting the 

reference object. Intelligence studies convergent with already established scientific disciplines 

are reaping the fruits of interdisciplinarity. Reflections on intelligence studies are possible 

through research / history, definition / methodology, organization / function and management 

/ policy, with the need to take into account the shift towards intelligence theories [9]. 

The genesis of strategic thought, once in the domain of military science, and today a complex 

field of security, justifies its own survival, further study and development. Although the 

development of strategic thought after the Cold War went through three phases: the golden 

age, the phase of decline and the renaissance, the dynamics of the world in which we live leads 

to a broader research framework of strategic studies [1]. Under the burden of rapid change, the 

sphere of strategic interest must be equally important to military and civilian experts. The 

interdisciplinary character and assertive political dimension of strategic studies prejudge the 

justified basis for their further focus on the state and statehood. In the field of strategic studies, 

in the future the focus will be on recognizing not only the state, but also many other strategic 

actors, such as individuals, non-state actors, transnational groups and international 

organizations [6]. 

The profound implications of climate change on the concept of security are another in a series 

of confirmations of the necessity of an interdisciplinary approach in this area. Numerous 

projected impacts of climate change on security dictate the need to distinguish threats to 

political stability from the concept of sustainable development [10]. Therefore, finding a 

strategy for tackling climate change that countries will undertake will play an important role 

in shaping the adaptive capacities of society. The global economy is recognized as the cause 

but also the solution to climate change. In the new geological age created as a consequence of 

human influence on natural processes, possible extensions of the instability of rural areas to 

urban vulnerability, give rise to dimensions of political and social adjustment. In contrast to 

confrontations, the cooperation of powerful actors, states and corporations is important in 

achieving climate security [5]. 

The economy provides an overview of corporate security inherent in legal entities, whether 

public or private, for-profit or non-profit. The complexity and specificity of work in the field 

of corporate security, which is encountered daily by representatives of security management, 

has conditioned the development of both professional activities and academic judges with a 

research focus on mitigating the consequences of emergencies, crises and disasters in 

organizations [12]. Through the key characteristics of persons in a managerial position within 

corporate security and the concept of externalization, the focus shifts from a defensive 

approach to a proactive role of security managers in ensuring security and dealing with 

company risk [4]. 
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The collection of papers Security Science - Types and Forms contains a conceptualization of 

four key problem fields of security science (state, international order, environment and 

economy). The emergence of the science of security proves that on the path to truth, the 

compactness of the human being cannot be viewed in isolation, but as a whole. The need for 

flexibility and adaptation to the purposes or needs that underlie scientific research do not 

bypass any scientific discipline, and in the security sciences they are most clearly reflected. 

The pavidemic caused by the Covid-19 virus, another in a series of security threats, in addition 

to confirming that everything is politics, also points to the necessity of an interdisciplinary 

approach of the subject, ie security mediator, among which the state still occupies a central 

place. 

4. SCIENCE AND SECURITY FROM THE PERSPECTIVE OF THE 

STRATEGIC DEFINITIONS OF THE REPUBLIC OF SERBIA 

Strategic commitments become an important starting point for creating proactive policies, 

finding instruments for implementing planned activities and selecting optimal models for 

engaging available resources and potentials. Presented in the form of strategic documents 

relating to various vital areas of society, these commitments represent a binding guideline for 

five years or more of the work of decision-makers and executive bodies. With respect for 

national interests and the inevitable monitoring of international and regional trends, strategic 

commitments seek to present the dynamics of the present as credibly as possible. Science and 

security, presented in separate strategic documents, are in fact interdependent areas. 

The strategic commitments of the Republic of Serbia related to science are stated in the 

Strategy of Scientific and Technological Development of the Republic of Serbia for the period 

from 2021 to 2025 "The Power of Knowledge" and confirmed in the Strategy for the 

Development of Education in the Republic of Serbia until 2030. The Strategy of Scientific and 

Technological Development of the Republic of Serbia for the period from 2021 to 2025 "Power 

of Knowledge" determines knowledge as a reliable foundation for preserving security and 

national identity in the Republic of Serbia, because it especially recognizes social challenges, 

including security and defense. According to the strategy, security is based on the power of 

science to create, expand and apply knowledge. The Republic of Serbia, like other countries, 

is facing numerous challenges, so the need for top science is even more pronounced, because 

the further development of the economy and society is increasingly based on knowledge as a 

key resource. It is therefore obvious that science and technology play an important role in 

preparing responses to challenges. As stated in the strategy, the potential for further dynamic 

growth of the scientific and technological system depends on the assessment of strengths, 

weaknesses, opportunities and threats, and these assessments are obtained by insight into the 

state of the system itself, as well as related sectors. The increase in security risks at the global 

level has been identified as a threat in the SWOT analysis presented in the Strategy of 

Scientific and Technological Development of the Republic of Serbia for the period from 2021 

to 2025, "Power of Knowledge". knowledge without which the development of new and 

improvement of existing systems is not possible. In order to implement this strategy to enable 

a better quality of life through scientific and technological progress in the field of security, one 

of the special goals is to focus research on social challenges (health and standard of citizens, 

food and water, security and defense, energy, environment and climate change, nurturing 

national identity, advancing state decision-making) and priorities (ICT and artificial 

intelligence, innovative industries and industry 4.0, technologies of strategic interest in the 

effort). The importance of this strategy is confirmed by the next related strategic document, 

the Strategy for the Development of Education in the Republic of Serbia until 2030, which 

emphasizes that contrary to expectations that the level of responsibility of all involved entities 

will be increased in terms of using scientific achievements in the general interest of all 
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humanity, it is estimated that the development of science and technology will continue to be 

subject to various forms of abuse, which will lead to negative security implications. 

The importance of science for the security and defense system is also expressed in the National 

Security Strategy and the Defense Strategy, the adoption of which preceded the strategic 

documents in the field of scientific and technological development, as well as in the field of 

education. The security environment is characterized by the presence of intensive activities 

(cyber espionage, attacks on critical infrastructure, unauthorized intrusions into secret 

databases, high-tech crime, as well as spreading false news and misinformation via social 

networks) in cyberspace. Challenges, risks and security threats that can have a significant 

impact include the misuse of new technologies and scientific achievements, genetic 

engineering, medicine, meteorology and other scientific fields. As stated in the National 

Security Strategy, these challenges, risks and security threats do not have an open impact on 

the security of the Republic of Serbia, so it is difficult to detect and recognize the patterns of 

their actions. The national interest that should ensure the improvement of the quality of life of 

citizens and a certain perspective for future generations is economic development and overall 

prosperity. This national interest ensures the improvement of education, scientific and 

technological development, which, in accordance with strategic commitments, should be 

reflected in the reduction of social stratification of society and economic differences in relation 

to developed countries and the improvement of economic and energy security of the Republic 

of Serbia. On the way to achieving the goal of improving education, scientific and 

technological development, the introduction of dual education, and entrepreneurial modules 

and content will be carried out, in order to enable the adaptation of education to the 

development of the economy and the labor market. Also, the inevitable strategic commitment 

is to provide encouragement for scientific research. 

The defense strategy emphasizes the scientific and technological development of the Republic 

of Serbia, but also joint projects with other countries and international organizations, which 

should positively affect defense potentials, strengthen the domestic defense industry and 

expand the market. Of special strategic importance are ensuring the development of 

capabilities and potentials of the defense industry in the field of research and development of 

weapons and military equipment, in order to establish an adequate technological basis for the 

defense system, as well as placement of domestic defense industry products on markets in 

Europe and the world. The Defense Strategy, as well as the National Security Strategy, 

recognizes security risks and threats in the misuse of scientific achievements. The focus of 

strategic commitments related to the improvement of national security and defense is the 

improvement of scientific research and military-economic cooperation with the European 

Union in areas important for defense. The improvement of program and project cooperation 

with the European Defense Agency will enable the technological modernization of the Serbian 

Army and other defense forces. Mechanisms and procedures for the inclusion of scientific 

research institutions from the defense system in international scientific research consortia will 

be established [17]. 

While the pandemic caused by the spread of the Covid-19 virus threatens to permanently 

change civilization, many countries were among the first to take the adoption of laws and 

bylaws, as well as strategic documents adapted to the newly created security environment. In 

the conditions of the pandemic, the interdependence of the health system, economic stability, 

maintaining the continuity of education and the defense of the state, more than obviously 

confirms the principle of indivisibility of security.  
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5. CONCLUSION 

It is nothing new that science is in the service of security, in fact it has always been so. The 

application of knowledge and the effective implementation of established policies in a country 

can certainly represent a step into the world of innovation and further social progress. Security 

is inconceivable without the proper institutional arrangement of education and upbringing, as 

well as scientific and technological development. The indivisibility of security emphasizes 

more than ever that the importance of preserving security is inconceivable without science and 

obedience to its dictates. 

Contrary to the traditional knowledge and skills that have survived in the present time with the 

social need and the confirmation of irreplaceability, scientific and technological discoveries 

give birth to new scientific disciplines from which the professions of the modern age originate 

[8]. And for any area of human action to be effective, its scientific foundation must be 

considered, as well as the impact of technology at the local or global level in the ultimate 

contribution to maintaining security. The intellectual should be the moral consciousness of this 

society, at least in relation to the value of truth, because in the case of definition, that is its 

policy. And, too, one should be obsessed with trying to know what is real and what is unreal 

[14]. 
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Abstract: This paper presents a hybrid model of decision making based on the 

Analytical Hierarchical Process (AHP) method and the Multi-Attributive Border 

Approximation Area Comparison (MABAC) method. The model solves the problem of 

choosing a disinfectant against COVID - 19, which should provide complete 

destruction of pathogens or significantly reduce contamination of the space, in order 

to optimally protect human health and lives. Using the AHP method we calculated the 

weight coefficients of the criteria, while the MABAC method is performed for the 

ranking of the alternatives.  

Keywords: disinfectants, multi criteria analysis, AHP, MABAC, COVID-19 

1. INTRODUCTION  

Despite the numerous models that have been developed in multi-criteria decision making, the 

question arises as to which method or which approach to apply. The goal is to enable the 

decision maker to choose the solution he considers best in the given conditions. Problems of 

finding the optimal solution, that is, optimization tasks, are encountered and analyzed in 

everyday life. They are found almost everywhere, in technical and economic systems, in the 

family, etc. The decision-making process and the selection of the "best" alternative are usually 

based on more than one criteria and a series of constraints [10]. 

The purpose of this paper is to provide contribution in solving the issue of optimal space 

disinfectant against COVID-19. The objective function is defined by the choice of disinfectant, 

which should provide complete destruction of pathogens or significantly reduce surface 

contamination and it is an important element of sanitary maintenance of space in order to 

optimally protect human health and lives. In order to ensure the hygiene of surfaces and spaces 

and to minimize or exclude the possibility of toxic effects on human health, it is necessary to 

carefully approach the choice of disinfectant and its concentration. The focus of this paper is 

on defining the problem of choosing the optimal disinfectant, describing the procedure of AHP 

and MABAC methods, application of models with selected criterion and alternatives for space 

disinfection against COVID-19 and sensitivity analysis of selected models was performed.  

2. PROBLEM DESCRIPTION 

The corona virus epidemic (COVID-19) and the speed with which it has spread have forced 

most countries around the world to establish various types of blockades and restrictive 

measures regarding the movement of people and goods, in order to break the chain of infection 
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and prevent its spread. These measures have greatly affected the way almost all sectors operate. 

However, after some time of adjustment and getting acquainted with the way the virus is 

transmitted, new solutions have been reached, i.e. the formulation of measures with which it 

is possible to continue working and at the same time reduce the risk of infection. The essence 

of most of these measures is the disinfection of the space for work and living of people. 

Some of the studies investigating this virus have shown that the virus can be spread by air from 

an infected person throughout the facility within 3 hours [13]. Therefore, the use of 

disinfectants has been of great importance in reducing the spread of infection from the very 

beginning. Disinfectants are chemical agents that have the task of neutralizing microorganisms 

in the external environment, on objects and on the surface of the body [1]. 

Without, going into the analysis here of how different disinfectants work, some basic 

characteristics that are necessary for an agent to be used as a disinfectant can be listed, these 

characteristics include: the efficiency of the product, the aggressiveness of the product, ie the 

degree to which the product damages objects or affects human skin and health, the method of 

application, safety of use, market price and availability in the market. 

All corona viruses, including COVID-19, are susceptible to a large number of different 

disinfectants. In practice, currently the most common hand disinfectants are 70% ethanol, 

asepsol and desderman, while active chlorine, active oxygen, cationic detergents, peroxides, 

peracetic acid, ammonia and hydroxide are used to disinfect objects and rooms [12]. 

However, although effective, all these disinfectants, in addition to their advantages, also have 

their disadvantages. For example, liquid soaps, although effective for washing, damage the 

skin because most of them are actually detergent solutions, and microspores appear that 

potentially reduce the skin's resistance to defense. In addition, dozers located in public places 

are often polluted. On the other hand, the base of solid soaps is extremely effective in 

neutralizing the virus, whose lipid membranes are neutralized in contact with soap and water 

[14]. Considering that corona viruses can survive on certain objects for up to 9 days [15], 

disinfection of objects, work surfaces and spaces is very important. For their disinfection, a 

number of chemicals are used that have the ability to effectively destroy the virus. Due to all 

the above, when choosing a disinfectant for a specific space, it is possible to apply one of the 

methods of multi-criteria decision-making, which can significantly help management to reduce 

operating costs while providing a favorable working environment with minimal risk of damage 

caused by disinfection. 

This paper is a model by which a mathematical approach, based on previous knowledge, 

selects a disinfectant for physical surfaces - space. In addition to the effectiveness of the tool 

and other parameters such as availability, price, applicability and safety for human health are 

considered during the selection. 

Using the method of analytical hierarchical process (AHP), the calculation of weight 

coefficients will be performed. The selection of the best disinfectant will be presented by the 

MABAC (Multi-Attributive Border Approximation area Comparison) method. 

3. DESCRIPTION OF THE METHODS APPLIED 

3.1.  АHP Method 

Analytical Hierarchical Process (AHP) is the method often used in multi-criteria decision 

makng. It was developed by Thomas Saaty in the late 1970s.  It assists decision-makers in 

solving complex decision problems in which a larger number of decision-makers participate 

and serves as a tool in decision analysis. Methodologically, AHP is a multi-criteria technique 

based on the decomposition of a complex problem into the hierarchy. The goal is at the top of 

the hierarchy, while the criteria, sub-criteria and alternatives are at the levels and sublevels of 
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the hierarchy. Apart from the hierarchical structuring of the problem, AHP differs 

methodologically from other multicriteria methods by making a comparison in pairs of 

elements Еı,....Еɴ, at a given level of hierarchy in relation to elements at a higher level.  For 

each higher level element, n (n-1)/2 comparisons of semantic or numerical type are required, 

as defined by the Saaty scale shown in Table 1 [2, 3, 4, 5, 6, 10]. 

Table 1. Saaty's scale for a comparison in pairs 
Standard 

values 
Definition Explanation 

1 The same importance Two elements contribute equally to the property  

3 Weak dominance 
Experience and judgment slightly favor one over 

the other  

5 Strong dominance  
Experience and judgment strongly favor one over 

the other 

7 Very strong dominance 
An element is strongly favored and its dominance 

is demonstrated in practice 

9 Absolute dominance 
The evidence favoring one element over another is 

one of the highest possible order of affirmation  

2,4,6,8 Intermediate values Compromise is needed between two judgments  

AHP method consists of 4 steps: First, the priority of attributes is evaluated, i.e. comparison 

in pairs. Then, the values of the elements per column are summarized. Finally, the values of 

each row are summed and the average value for each row is determined.  

3.2. The МАBAC Method 

The MABAC method was developed in 2013. It belonges to the methods of more recent date. 

The MABAC method was presented to the scientific public in 2015. To date, it has found very 

wide application and modifications in order to solve many problems in the field of multi-

criteria decision makng [11]. The basic assumption of the MABAC method is reflected in the 

definition of the distance of criteria function of each observed alternative from the border 

approximate area. The procedure of implementing the MABAC method, consists of 6 steps.  

Step 1: Forming initial decision matrix ( X ) 

In the first step it is performed the evaluation of m alternatives by n criteria. The alternatives 

are presented with the vectors  Аᵢ =(xᵢ1,xᵢ2 …….xᵢn), where xij is the value of the i alternative 

by  ј criterion  (i=1,2,….m; ј=1,2,...n) 

       (1) 

Where m is the alternative number, n is total number of criteria.  

Step 2: Normalization of initial matrix ( X ) elements. 
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       (2) 

Elements of normalized matrix ( N ) are obtained by applying the expression: 

For „Benefit“ type criteria: 

          (3) 

For „Cost“ type criteria: 

 

          (4)

  

xij ,xi
+

  and xi present the elements of initial decision matrix (X), wherein xi
+ and xi

-  defined as 

follows: 

xi
+ = max (x1, x2,..., xm) represents maximum values of the observed criterion by alternatives;  

xi
- = min (x1, x2,..., xm) represents minimal values of the observed criterion by alternatives.  

Step 3: Calculation of weighted matrix (V). Weighted matrix (V) elements are calculated based 

on the expression  

                    (5) 

 

Where: tij presents the elements of normalized matrix (N), wi presents weight coefficients of 

criteria..  

Step 4: Determination of border approximate area matrix (G). 

The border approximate area for every criterion is defined according to the expression   

        (6) 

where: vij presents weighted matrix elements (V), m presents total alternatives number.  

Step 5: Calculation of matrix elements of alternative distance from the border approximate 

area (Q) 

The alternative distance from the approximate border area (qij) is determined as the deference 

of weighted matrix elements (V) and the values of border approximate area (G)  
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(7) 

where gi presents the border approximate area for the criterion Ci, vij presents weighted matrix 

elements (V), n presents the number of criteria,  m presents the alternatives number.   

Step 6: Ranking alternatives.  

The calculation of the values of criteria functions by alternatives is obtained as the sum of 

alternatives distances from the border approximate area (qi). Summing the matrix elements Q 

by lines are obtained final values of criteria function of alternatives:  

                                           (8) 
where: n presents the number of criteria, m presents the number of alternatives.  

4. APPLICATION OF THE MODEL 

4.1. Criteria description and calculation of criterion weight coefficients 

According to the description of the criteria, based on the choice of the decision maker, the 

values are defined, which are taken for the preparation of tables, for the calculation based on 

which the values and weights added to each are defined. Such values are reduced to the choice 

of the decision maker [1, 3, 5, 7, 9]. In the specific task, the previously defined criteria are 

considered: K1 - product efficiency; K2 - aggressiveness of the product, i.e. the degree to 

which the product damages objects or affects human skin and health; K3 - method of 

application; K4 - safety of use; K5 - market price; K6 - availability on sale. 

Explanations of criteria: 

K1 - Product efficiency. Under this criterion, the degree of removal or reduction of the amount 

of virus is assessed. To evaluate alternatives according to this criterion, a three-level linguistic 

scale is used with the following values: low degree of efficiency - 1, medium degree of 

efficiency - 5 and high degree of efficiency - 10. The criterion is of the "benefit" type. 

K2 - Aggressiveness of the product. Based on this criterion, the degree to which the product 

damages physical surfaces and objects in them are assessed. To evaluate alternatives according 

to this criterion, a three-level linguistic scale is used with the following values: aggressive - 7, 

moderately aggressive - 5, non-aggressive - 3. The criterion belongs to the cost type. 

K3 - Method of application. Disinfectants are ranked under this criterion, according to their 

accessibility for immediate use. A three-level linguistic scale with the following values is used 

to evaluate alternatives according to this criterion: 5 - applicable, 7 - medium applicable, 10 - 

difficult to apply. This criterion is of the "cost" type. 

K4 - Safety of use. This criterion determines the impact on user safety. There are thousands 

of active substances that can have or have a disinfectant effect. All of them are poisons in case 

of incorrect dosing, which is why disinfectants are generally classified in the group of biocides 

[4]. Three-level linguistic values are used to evaluate alternatives according to this criterion: 

toxic - 5, toxic due to higher exposure - 7, non-toxic - 10. This criterion is of the "benefit" type. 

K5 - The market price. Under this criterion, the price per unit in dinars (for 1 kg) is 

determined. This criterion is of the "cost" type. 
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K6 - Availability on sale. The criterion evaluates the availability of a disinfectant on the 

market: Three-level linguistic values are used to evaluate alternatives according to this 

criterion: widely available - 5, available - 3, less available - 2. This is a "benefit" type criterion. 

The values of comparing the criteria of each with each are given in Table 2. 

Table 2. Comparison of criteria 

  К1 К2 К3 К4 К5 К6 

К1 1,00000 0,33333 0,50000 0,14285 0,20000 2,00000 

К2 3,00000 1,00000 2,00000 0,25000 0,50000 4,00000 

К3 2,00000 0,50000 1,00000 0,16667 0,25000 3,00000 

К4 7,00000 4,00000 6,00000 1,00000 2,00000 8,00000 

К5 5,00000 2,00000 4,00000 0,50000 1,00000 6,00000 

К6 0,50000 0,25000 0,33333 0,12500 0,16667 1,00000 

The final weight coefficients of criteria are shown in Table 3. 

Table 3. Weight coefficients of the criteria 

 Wi 

К1 0,05479 

К2 0,13884 

К3 0,08405 

К4 0,43065 

К5 0,25477 

К6 0,03690 

4.2. Choosing the best alternative 

There are a large number of possibilities or potential alternatives on the market. Based on 

previous analyzes and recommendations of the World Health Organization, several funds were 

short listed, as funds that can be provided on the market of the Republic of Serbia at a relatively 

favorable price in relation to the quantity, and they are: sodium hypochlorite (0.1% - 0.5 %) - 

A1; benzalkonium chloride (0.1%) - A2; isopropanol (50%) - A3; hydrogen peroxide (0.5% - 

7%) - A4 [16]. The initial decision matrix is shown in Table 4. 
Table 4. Initial decision matrix 

 
K1 

efficiency 

K2 

aggressiveness 

K3  

method of application 

K4 

safety 

K5 

price 

K6 

availability 

A1 10 5 7 5 2000 5 

A2 1 3 5 10 600 5 

A3 5 7 10 5 1200 2 

A4 3 3 5 7 600 3 

x+ 10 7 10 10 2000 5 

x- 1 3 5 5 600 2 

Character  max min min max min max 
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By solving mathematical formulas 2 to 8, the final values of the criterion functions were 

obtained and their ranking was performed, Table 5. 

Table 5. Final ranking of the alternatives 

 Sj Rank of alternatives 

A1 -0,2311 3 

A2 0,5026 1 

A3 -0,2727 4 

A4 0,2318 2 

The obtained results indicate that alternative A2 is ranked as the first, i.e. alternative A3 as the 

last, i.e. the most unfavorable. 

5. SENSITIVITY ANALYSIS 

Sensitivity analysis is performed for the final ranking of the already presented alternatives, 

through the change of the initial weight coefficients of the criteria, the final and final 

mathematical result. The main role of sensitivity analysis is to identify "sensitive" input 

parameters, i.e. parameters whose change, leads to a change in the optimal solution. Within 

this analysis, it is possible to determine an interval within an input parameter within which its 

value can move without changing the optimal model base [7, 8, 9, 11]. The sensitivity analysis 

of the output results is used as a means of checking the stability of the results. 

Table 6 shows the scenarios of the change of weight coefficients, on the basis of which the 

ranking of the already presented alternatives was performed. 

Table 6. Criteria weight change scenarios 

 К1 К2 К3 К4 К5 К6 

Si 0,055 0,139 0,084 0,430 0,255 0,037 

Su 0,167 0,167 0,167 0,167 0,167 0,167 

S1 0,300 0,140 0,140 0,140 0,140 0,140 

S2 0,140 0,300 0,140 0,140 0,140 0,140 

S3 0,140 0,140 0,300 0,140 0,140 0,140 

S4 0,140 0,140 0,140 0,300 0,140 0,140 

S5 0,140 0,140 0,140 0,140 0,300 0,140 

S6 0,140 0,140 0,140 0,140 0,140 0,300 
 

In the (Su) scenario, the weighting coefficient of the criteria is evenly distributed across all 

criteria. In scenario S1, the first criterion K1 is favored, it is assigned a weighting criterion of 

criterion 0.300, and all other criteria have a value of 0.140. In the second scenario S2, criterion 

K2 is favored, a weighting factor of 0.300 is assigned, and all other weighting coefficients 

have a value of 0.140. The same procedure is performed continuously until scenario S6. 

After that, the ranking of alternatives by scenarios was performed, which is shown in Table 7. 
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Table 7. Ranks of alternatives obtained by applying different scenarios 

Applying Spearman's rank correlation coefficient, a fairly high correlation was obtained (Table 

8), between 0.9 and 1, which leads to the conclusion that the ranks are very close to a positive 

ideal correlation. 

Table 8. Spearman's coefficient 

 Si Su S1 S2 S3 S4 S5 S6 

Si 1 0,9000 0,9333 0,9333 0,9333 0,9833 0,9833 0,9833 

Su  1 0,9833 0,9000 0,9000 1,0000 1,0000 1,0000 

S1   1 1,0000 1,0000 0,9000 0,9000 0,9000 

S2    1 1,0000 0,9000 0,9000 0,9000 

S3     1 0,9000 0,9000 0,9000 

S4      1 1,0000 1,0000 

S5       1 1,0000 

S6        1 

6. CONCLUSION 

The paper presents the application of the hybrid model AHP-MABAC for the selection of 

space disinfectants against COVID - 19 and based on the above it can be concluded that these 

methods can be used to successfully select disinfectants. This means, that on the basis of the 

existing models and the data necessary for defining the criteria and forming the most optimal 

alternative are obtained, which enables its more efficient application in practice. In this case, 

it was clearly shown that alternative A2 (benzalkonium chloride - 0.1%), from the aspect of 

defined criteria, proved to be the most favorable in the prevention of COVID - 19, from the 

aspect of disinfection of physical surfaces. 

Sensitivity analysis was performed by changing the weight coefficients of the criteria. One 

weighting coefficient of the criterion was favored, while the other coefficients had equal 

values. Sensitivity analysis proved the stability of the obtained solution. The initial results of 

the application of this hybrid model show that it can be used to select the most optimal space 

disinfectant against COVID - 19. 
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Abstract: This paper examines the specific characteristics of the defense system as a 

nonprofit organization and raises the possibility of applying the performance 

management process in the Ministry of Defense and the Serbian Armed Forces, as well 

as other entities of the defense system.     

There is the consensus that the performance management process of profit 

organizations is theoretically well-defined and implemented practically by means of 

economic criteria in business (commercial) organizations. When compared to profit 

organizations, the performance management process in nonprofit organizations still 

lacks a full theoretical framework and practical implementation. This is particularly 

characteristic for closed organizations, among which undoubtedly is the defense 

system, which primarily spends its financial resources on protecting the national values 

and interests.  

The paper is mainly focused on researching and describing characteristics and 

limitations while applying the performance management process of nonprofit 

organizations to the defense system, with a view to the vital elements of the said process 

by stages. In the long run, it is indicted in all stages that they are possible to be 

implemented in the defense system of the Republic of Serbia provided that a specific 

performance management model is developed.  

Key words: defense system, nonprofit organization, management, performan  

1. INTRODUCTION 

Nonprofit organizations are an integral part of the socio-economic system in all countries in 

the world and they perform a wide range of tasks and activities of a nonprofit character in 

order to deliver certain goods and services to a community. Unlike them, there are profit 

activities of commercial or profit-motivated and oriented organizations [2]. 

The defense system is a nonprofit organization which tends not to make profit but to provide 

safe environment for all citizens and the entire society. A number of factors affect the 

development degree of the defense system, being primarily national interests and social values,   

which are laid down in strategic and doctrinal documents of different countries. In most small 

and medium-developed countries, the defense system is a complex nonprofit organization, 

which mainly makes expenditures, spends the national budget funds, brings in a little money 

and generates a small profit.  

Unlike the above mentioned countries, in the globalization-growing world the defense systems 

of great powers are becoming a tool for making their economies stronger, i.e. for generating 

the profit from various sources, thus becoming partially profit organizations. This is supported 
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by the fact that in many developed countries nonprofit organizations control a significant part 

of their gross national product. The above mentioned reflections and the ones similar to them 

have made it possible for gradual introduction and application of the performance management 

process of nonprofit organizations to the defense systems of medium-developed and even 

underdeveloped countries1.  

The defense system of the Republic of Serbia, as a nonprofit organization, is completely 

dominated by non-economic goals when compared to economic (profit-oriented) ones.  The 

strategic goals established in the planning documents of the defense system of the Republic of 

Serbia are in harmony with its national interests and values, being prioritized through the 

expenditure of financial resources in order to achieve the required capabilities of the Ministry 

of Defense and the Serbian Armed Forces (hereinafter referred to as: MoD and SAF), as well 

as other defense entities. The situation like this made it impossible to realistically assess the 

defense system efficiency in achieving the established strategic goals only by standard 

economic (profit-oriented) criteria, but it called for coming up with new methods, tools and 

techniques for evaluating its effectiveness and efficiency by introducing noneconomic 

(nonprofit) criteria. Bearing in mind the nature of solving similar problems by means of the 

performance management process in nonprofit organizations, this paper examines options 

(possibilities) for building a firm foundation for introducing the performance management 

process of nonprofit organizations to the defense system of the Republic of Serbia.2 

2. CHARACTERISTICS AND LIMITATIONS OF APPLYING THE 

PERFORMANCE MANAGEMENT PROCESS OF NONPROFIT 

ORGANIZATIONS TO THE DEFENSE SYSTEM 

The purpose of the defense system as a nonprofit organization is significantly different from 

the purpose of profit (commercial) organizations. The purpose of profit organizations is to gain 

profit (earnings), i.e. to increase the wealth of an owner (a company), while the purpose of the 

defense system as a nonprofit organization is to provide the required capabilities enabling the 

security to the country, i.e. the protection of its independence, territory and constitutional 

order. In order to achieve the above said national interests and values, countries spend 

significant financial resources on their defense systems in accordance with the established 

strategic, doctrinal and other planning documents. Adequate programs are applied to monitor 

the mentioned expenditures, while the implementation of the defense system planning 

documents are monitored by means of specific methods, tools and techniques of strategic 

management, among which the performance management process may hold a significant role.   

While considering the defense system as a nonprofit organization, it should be noted that a 

complex system like this one has certain structural elements which are generating or might 

generate a profit just like commercial (profit) organizations, as well as that most nonprofit 

                                                 
1 Performances are specific features and key characteristics of a certain system, unit or device based on 

which their possibilities and capabilities justifying their purpose are identified. The performance 

management in the defense system is one of the approaches to the strategic security management and 

development of the security system, which is achieved by the security risk assessment and planned 

strategic goals by means of the ceaseless engagement of human and material resources in operations and 

other activities of the defense entities, in order to improve already existing capabilities and identify the 

required ones.   
2 Nonprofit organizations are characterized by social responsibility in acquiring public or collective goods 

and services needed by citizens of a country, i.e. all members of a society, such as: education, health care, 

sport, art, social welfare, etc. 
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organizations operate due to the money paid by taxpayers. Regardless of the above mentioned 

fact, the management bodies of the MoD and SAF, as well as other defense entities, cannot    

distribute the generated profit in a way commercial (profit) organizations do it, but they invest 

the entire surplus profit in building the required capabilities in order to fulfill the purpose of 

their existence and achieve strategic goals defined by the planning documents of the defense 

system. This means that the distribution of revenues (surplus) is not distributed in the same 

manner as in profit organizations, because the defense system as a nonprofit organization does 

not have an owner who invested capital in a business activity in order to make a profit and 

increase his wealth. In order to achieve the planned effects in accordance with the strategic 

goals established in planning documents, the mutual impacts among key elements of the 

defense system (perspectives) are defined, strategic maps are elaborated and various 

performance management processes are applied [4]. 

Generally speaking, the defense system as a nonprofit organization can generate revenues 

(profit or surplus), which is not expected to be distributed i.e. profit sharing is not expected to 

be distributed for the activities other than the activities related to the defense of a country. By 

acting like this, the defense system takes care of its revenues and expenditures, as well as of 

inflow and outflow of money, because its financial possibilities are limited by relevant 

appropriations. In case of a need, the defense system can be approved additional financial 

assets by the highest administrative and legislative bodies, but only when there is a clear 

connection between the success in achieving objectives (building of required capabilities) and 

gaining additional financial assets.     

In order to have an organized approach to the performance management of the defense system 

it is very important to have, along with the full control of allocated financial resources, the 

control of financial flows of generated profit, because they both serve to improve the 

capabilities of the MoD and SAF as well as other defense entities. This highlights even more 

the significance of the issues related to the efficient and effective management and control of 

operating performances of the defense system as a nonprofit organization. So, the point is to 

control the achievement of strategic objectives rather than to control the process of achieving 

the financial plan, because it is assumed that the allocated financial resources will be used in 

the most economical way and in accordance with the expressed needs of the defense system.     

The defense system as a nonprofit organization is governed by the highest government and 

military bodies tasked primarily with supervising, controlling, maintaining and improving the 

country’s security level. They should build a control system enabling the continuous 

improvement of the defense system performances.  In order to improve the management-

control process in the defense system enabling thus its efficiency, experts should be appointed 

to the most accountable administrative positions, first of all experts in the defense management 

who are competent to manage a complex and dynamic strategic environment [17]. 

It is known that defense systems as nonprofit organizations do not have a chance to be 

sanctioned at the financial market (bankruptcy, drop in stocks, etc.), unlike profit-oriented 

companies which do. So, there are no stockholders at the defense system, nor there are any 

threats of being overtaken by other business entities at the market. This means that a country 

with the deteriorating security situation does not punish the strategic management responsible 

for the defense of the country, but tries to improve the situation and the capabilities of the 

defense system by more intensive investments [17]. 

Nevertheless, the position of the defense system as a nonprofit organization and its actions in 

the strategic environment is susceptible to changes due to the impacts of neighboring and other 

interested defense systems of foreign countries. Essentially, other defense systems pose a 

competition to the relevant defense system which, under such circumstances, initiates the 
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establishment of the inter-system balance, primarily gaining the advantage in effectiveness and 

efficiency of its armed forces, and thereby other defense entities.    

In some segments of the defense system organization, such as education, infrastructure, etc., 

the MoD, SAF and other defense entities are gradually losing their credibility and facing 

competition from other nonprofit and sometimes profit organizations. In that regard, it is 

obvious that in the field of education the defense system is in strong competition with the 

entities of the state’s education system, which are nonprofit organizations, while in the field 

of infrastructure it is in competition with the entities responsible for spatial and urban planning, 

which are profit organizations. Under these circumstances, the country is inevitably requested 

to undertake joint measures in the desire to reduce the budget deficit, i.e. to search for the 

solutions involving competitive both nonprofit and profit organizations in certain fields of the 

defensive system, by means of which it will significantly reduce the costs of the country’s 

defense.      

By the above mentioned actions, the state indirectly wants the defense system, as a genuinely 

nonprofit organization, to act as a profit (commercial) organization in certain aspects of 

business-doing. So that the defense system can operate successfully under such circumstances, 

it is necessary to provide a good-quality strategic management which will continuously set up 

realistic objectives and make rational financial plans. By further operationalisation of strategic 

objectives, there are new demands for adequate management bodies at the operational and 

tactical level, because they are requested to delegate competences to highly competent 

professionals who will successfully carry out the allocated tasks and who will take on the full 

responsibility for the achieved performances (outcomes, effects).    

Furthermore, the specific nature of the defense system as a nonprofit organization is also 

confirmed by the fact that it is much more burdened by specific political, social and legal 

limitations than profit-oriented organizations. With regard to the limitations, the defense 

system lacks the freedom of taking actions, and it consistently implements the decisions made 

by the highest state authorities within the framework of the publicly proclaimed defense policy, 

this makes it distinct from the nonprofit sector.3   

Unlike profit (commercial) organizations, which make profit by selling goods and services, 

the success of nonprofit organizations, thereby the defense system too, is, as a rule, obtained 

from two sources of financing: primary and secondary resources. The primary resources refer 

to the national budget, and secondary resources refer to the revenues obtained from selling 

goods and services. The key difference with regard to the source of funding is in the manner 

of financing nonprofit organizations, because the MoD and SAF, as well other defense entities, 

are not financed from donor (commercial) funds, but primarily from the national budget. This 

does not mean that other nonprofit organizations cannot be (partially) financed from the 

budget.    

The complexity of the performance management process in the defense system is not 

influenced only by the allocated financial funds but also by other key elements being its 

integral part, such as: the organization structure, human and material resources, management 

processes, education, etc. Along with these elements, the defense system is gradually adjusting 

                                                 
3 The nonprofit sector includes a number of different organizations, such as the government organizations 

(institutions, agencies, bodies, programs), charities, religious (church) organizations, scientific 

organizations, public economic and non-economic institutions (local communities), as well as 

organizations related to culture, education, sport and health care. Also, nonprofit organizations include 

a number of privately owned organizations which have the so called public benefits, such as: museums, 

hospitals, universities and schools [9]. 
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to the changes in the strategic environment, which enable some characteristics of a profit 

organization to appear. Bearing in mind the above mentioned characteristics, the defense 

system as a nonprofit organization may be expected in the future to have an ever-growing 

profit character. 

The expansion of the performance management process in profit organizations has had a 

considerable impact on the development and improvement of this process in the defense 

system as a nonprofit organization. Currently, in the defense system of the Republic of Serbia, 

i.e. at the MoD and SAF, the greatest achievements have been made in the performance 

measurement control process. In order to have a better understanding of the performance 

measurement at the MoD and SAF, it is necessary to have a look at all phases of the 

performance management process in nonprofit organizations.  

3. ELEMENTS OF THE PERFORMANCE MANAGEMENT PROCESS IN 

THE DEFENSE SYSTEM 

Although nonprofit organizations are mainly characterized by not being founded to make a 

profit, they achieve success in their business operations through other performances of both 

financial and nonfinancial character.    

The structure of the performance management process in nonprofit organizations is not 

significantly different from the performance management in profit (commercial) 

organizations, and it generally comprises the following phases: (Picture 1): 1) performance 

planning (the determination of goals); 2) performance measuring; 3) performance analyzing 

and reviewing; 4) determination of performance improvement measures (continuous 

enhancement) [8]. Considering that a great number of common characteristics are shared by 

the defense system and other nonprofit organizations, the overall performance management 

process in the MoD and SAF, and other defense system entities, can be examined through the 

above mentioned stages.    

1. Performance 
planning 

1. Performance 
planning 

2. Performance 
measuring 

2. Performance 
measuring 

3. Performance 
analysis and report  

3. Performance 
analysis and report  

4. Determination of 

performance 

improvement measures

4. Determination of 

performance 

improvement measures

 
Picture 1: Stages of the performance management process 

The performance management stages do not share the same significance as the overall 

performance management process in nonprofit organizations. Most experts in the field of the 

performance management agree that the most important stages are the performance planning 

and measuring and the same goes for the experts in the defense management.    

Planning of the defense system performances, i.e. the performances of the MoD and SAF, as 

well as other defense entities, is an integral part of the strategic planning of the Republic of 
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Serbia.4 In order to make a comprehensive defense planning on a timely basis, it is not enough 

to possess the competence of the management bodies in the MoD and SAF and to know the 

methodology of elaborating certain documents of the defense system, but it is also necessary 

to apply relevant expertise, which is particularly characteristic for the field of the performance 

management planning. The proper performance planning enables the conditions required for 

achieving other stages, first of all for the performance evaluation (measurement) phase.  

The performance measurement in the defense system refers to the definition and selection of 

measurable indicators (qualitative and quantitative ones), the outcomes of which are obtained 

within certain time intervals. By monitoring the outcomes over a period of time, the achieved 

results and improvement can be seen so that the pre-determined objectives can be met. The 

performance measurements in the MoD and SAF, as well as other entities in the defense 

system, can be understood to be the values expressed in a qualitative and quantitative manner 

and obtained by measuring an input indicator, processes, outputs, effectiveness and efficiency.    

Other stages of the performance management process in the defense system have the role to 

support the performance planning and measuring, i.e. the achievement of the strategic 

objectives defined in strategic-doctrinal and other planning documents, in the the defense 

system development planning documents first of all. 

3.1. Planning of the defense system performances   

The complexity of the organizational structure of the defense system is the reason for the 

determination of a great number of strategic objectives in the long-term, mid-term and short-

term planning period. The objectives determined in such a way primarily have a nonprofit 

character and they are characterized by the non-homogeneity in hierarchy due to differences 

in the field of their activities, i.e. the purpose of their establishment and existence.  

The performance planning process in the defense system as a nonprofit organization is 

developed through the strategic and operational planning. In order to achieve a certain level of 

harmonization between the defense system and the strategic environment it is necessary to 

apply different approaches of strategic planning. Basically, they serve to identify the most 

important strategic issues and problems which the defense system will face in the long run, 

and to develop strategies for effective overcoming of strategic issues and problems. A very 

important role in the planning process is held by a classical instrument of strategic analysis, 

such as SWOT analysis, which evaluates strengths and weaknesses of an organization. 

Strategic plans define long-term objectives based on which mid-term and short-term 

operational objectives are developed (the planning, programming, budgeting system, program 

activities and projects) and which over a period of time become more dynamic, specific and 

operational [2].5 

                                                 
4 The defense system of the Republic of Serbia is a complex organizational system in which planning is 

of crucial and existential importance, particularly in the domain of the defense strategic management, 

i.e. defense strategic planning. Defense planning is the function of the defense system management the 

execution of which defines the objectives in the field of defense and manners for achieving the 

objectives. Defense planning is achieved by elaborating strategic and doctrinal documents, by 

development planning and planning of the engagement of forces (Law on Defense, Article 4, 17b). 

Defense System Management represents the process of guiding defense subjects in the execution of 

their tasks and assignments (Law on Defense, Article 4, under 20). 
5 SWОТ analysis (the acronym of English words: Strengths, Weaknesses, Opportunities, Threats) is a 

technique of strategic management by means of which strategic choices are observed by linking 

strengths and weaknesses in a company with opportunities and threats in the external environment. The 

author of this method is Albert Humphrey from Stanford University, who based it on an analysis of 

Fortune 500 companies. 
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The principle of allocating resources according to the results achieved in the defense system 

as a nonprofit organization is becoming more important than the principle of the basic 

allocation of resources which is based on the input analysis concept (investments. i.e.  

expenditures) in a standard nonprofit organization. In most nonprofit organizations, thereby 

the defense system too, there are few possibilities to determine an optimal level of expenditures 

for tasks and activities. So, the decision-makers in the defense system (strategic managers in 

the Ministry of Defense) are striving to spend the amount allowed by the approved budget, 

although the pre-determined budget amounts can be higher than the amounts required to be 

spent in reality. That is why the defense system can be characterized as an inefficient 

organization in operational terms, so there is a justified need to change this point of view on 

the defense system. Accordingly, a considerable importance is attached to the budget control 

in the defense system, i.e. the cost-effectiveness control with regard to the plan (approved 

budget). This is particularly implicit when the defense system keeps to multiyear programs, 

which are financed by the state but have a problem year after year in obtaining greater financial 

funds. This problem is a reason for having the “belt-tightening policy” and it pushes, to a great 

extent, the decision makers, i.e. the highest administrative state bodies, to change their way of 

thinking.             

In order to avoid the “belt-tightening policy”, the professional circles in the defense system 

have aspired lately to reform the traditional approach to the budgeting process, i.e. to shift it 

to the results-based budgeting, i.e. the performance-based budgeting [11]. These types of 

budgeting systems require a developed system of performance measurement, which, along 

with the input measurement, also involves the somewhat hardly measurable results (effects), 

i.e. the measures of effectiveness and measures of efficiency. Their proper application in the 

defense system is very important to support the process of defining (budget) objectives, i.e. 

the control of the budget implementation, because this is a precondition for the appropriate 

allocation of resources in the future. This means that the decision makers in the defense system 

cannot allocate resources without adequate measures (criteria) or in accordance with their 

subjective opinions, feelings, personal ambitions or a response to political pressure.     

Bearing in mind the complexity of the defense system, the information on performances 

achieved while meeting the budget objectives in the MoD and SAF and improving primarily 

military (operational and functional) capabilities, is equally important for decision-making on 

the size of investment in the development of capabilities of other defense entities. This means 

that the highest administrative bodies can, with respect to the strategic environment, make a 

decision on higher investments to be made in non-military capabilities (civil defense) if it has 

been estimated that this would bring on more positive effects on security challenges, risks and 

threats.  In both cases, irrespective whether it is the investment in military or nonmilitary 

capabilities, the Republic of Serbia follows a policy of military neutrality and tends to establish 

a concept of total defense, where the decision makers in the MoD and SAF have to provide 

the efficient allocation of budget resources, first of all by measuring the performances of the 

defense system as a nonprofit organization.     

3.2. Measurement of the defense system performances  

The performance measurement in the defense system has certain specific features which are 

to great extent caused by the purpose of the defense system and its limitations in business 

operating (political, social, legal, etc.). Having in mind that the defense system should 

primarily achieve results coming out from its mission and that the results are not measurable 

only by means of financial standards or quantified by a traditional financial measure, it is 

necessary to establish adequate measures which will enable nonfinancial indicators to be 

measured as well. In fact, regardless of a need to measure financial indicators, the nonfinancial 
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performance measures are much more relevant in these organizations. Essentially, the reason 

for having this kind of approach is the fact that the capabilities of the defense system as a 

nonprofit organization are in most cases intangible and hardly measurable. This organization 

therefore needs a comprehensive system of adequately and well-balanced nonfinancial and 

financial performance measures. This system is more often different from the measurement 

system of commercial, profit-oriented organizations. The performance measurement in the 

defense system is conducted by means of the evaluation process, i.e. performance assessment 

process. 

Regarding the importance of performance evaluation and the possibility to use the results when 

making important decisions, a separate model, based on the Balances Scorecard concept, can 

be developed for evaluating the defense system performances. Therefore, specific success 

indicators should be established for each performance of the defense system which would 

indicate the extent of the successfulness of the system, as well as the fulfillment of a plan and 

whether or not and how it should be improved. Therefore, certain researches have been 

conducted in the certain areas of the defense system of the Republic of Serbia, but there have 

been no serious projects [17]. 

Having in mind the possibilities of the performance management process in nonprofit 

organizations with regard to predicting the future trends of their development, this process has 

become the subject of interest of many researchers from the defense science [3]. More 

precisely, a significant progress has been made in the determination of performance status and 

prediction of performance trends, which indicates to a possibility of applying these procedures 

in monitoring the implementation process of planning documents, first of all the planning 

documents related to the development of the defense system of the Republic of Serbia [5].   

The determination of the performance status and the prediction of the performance future trend 

is generally conducted in six steps (Picture 2): 1) the determination of key performance 

indicators; 2) the transformation of indicator values; 3) weighting of key indicators and 

performances; 4) the evaluation of the weighted value of key indicators and performances; 5) 

the determination of performance status and perspectives and 6) the prediction of the future 

trend [6].6 

Bearing in mind that the information on key performance indicators is characterized as being 

unable to be directly applied in the determination of the performance status (the existence of 

descriptive and numerical data, various, measurement units, etc.), the appropriate 

transformation of indicators is conducted. The transformation of the value of performance 

indicators in the defense system is performed in different manners, pursuing the simplicity of 

the process due to a great number of indicators. The linear scale transformation is most often 

used, where targets and limits are determined for each indicator (for example: satisfactory, 

with slight deficiencies, with major deficiencies and critical, and then all qualitative attributes 

are quantified from one to four).  

                                                 
6 Key performance indicators are essential indicators of effects and they represent quantitative and 

qualitative parameters which are defined in order to monitor the achievement of strategic objectives 

with regard to initial values of those parameters. Performance that is effect indicators can be: effect 

indicators (at the level of general objective), outcome indictors (at the level of individual objectives) 

and result indicators (at the level of measures).    
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Picture 2: Stage of status determination and performance trend prediction 

By keeping in mind that key performance indicators and performances themselves do not have 

the same importance degree, it is compulsory to determine relative weights of indicators within 

performances and performances within perspectives.7 After the transformation is conducted 

and the weight coefficients of key performance indicators are determined, the determination 

of performance status is initiated [3]. Upon the determination of the performance status, the 

relevant analyses are conducted and performance trends i.e. perspective trends are determined. 

By analyses, certain phenomena are observed, the frequency i.e. trend of their occurrence is 

defined and the comparison to the pre-designed performance values is conducted. 

Building and establishing of the performance measurement in the defense system should be 

based on the well-known measures of nonprofit organizations which are most often modeled 

on four key dimensions: 1) the conformity of targets and instruments for reaching them;      2) 

the compatibility of resources (the size of resources) and instruments for spending them; 3) 

the achievement of balance for satisfying interests of present and future generation of users 

and 4) sustainability [12]. 

With regard to the conformity of targets and instruments for reaching them, it can be observed 

that in the defense system there are some deviations which originate from the purpose and 

function of some elements in its organizational structure. Therefore, many of its organizational 

parts set really modest targets with regard to the resources they have at their disposal, while 

other organizational parts have overambitious targets with regard to available resources.       

The compatibility of resources and instruments can be evaluated with regard to key 

performance indicators which have been determined in the planning phase and evaluated later 

in the performance measurement phase in the defense system. Thus, the required level of 

compatibility (consistency) of resources (budget primarily) and the use of resources is enabled 

in accordance with the mission (purpose) of the defense system.  The ideal situation would be 

if all expenditures and expenses could be covered from the fixed sources of finance, i.e. the 

budget. However, it happens most often in reality that a part of expenditures and expenses of 

                                                 
7 A perspective is a future, desirable state but not necessarily the end state, which is continuously aimed 

at through incessant setting up of new strategic goals. It is directing and time-limited, because it 

represents the state of an objective towards which the entities of an organizational system are 

approaching in accordance with a plan, but which never reach it because it has to be redefined,  

developed and upgraded, i.e. it has to satisfy the ambitions of the strategic management.   
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some organizational parts of the defense system is also covered from their own sources, most 

often in the income- (revenues-) generating military institutions. 

The process of achieving the balance for satisfying interests of present and future generation 

of users is given a great importance by nonprofit generations, which is not the case with the 

defense system. More precisely, the defense system is primarily focused on the future, i.e. the 

development of required capabilities which will be used for achieving the mission in the future. 

The sustainability of the defense system is enabled by being modeled on other nonprofit 

organizations, which primarily operate in accordance with integrated financial plans. 

Therefore, the sustainability of the defense system is based on planning, programming, 

budgeting and implementing financial plans, which should support the achievement of 

strategic objectives set in planning documents.     

In all countries which openly promote the policy of military neutrality, i.e. solely pursue 

defensive interests, the defensive systems operate as nonprofit organizations. However, this 

cannot be said to be the case with the defense systems of the most developed countries (great 

powers) which also operate as nonprofit organizations, but because their armed forces are used 

to control the world natural resources they quite often take the characteristics of profit 

organizations because they bring high profit to their mega corporations. Actually, regardless 

of the manner of generating profit, the defense systems of these countries still operate as 

nonprofit organizations. In such a manner, the defense systems of small and medium-

developed countries have modest, realistic and mainly defense-oriented targets with regard to 

their available resource, while the defense systems of developed countries have overambitious 

targets with regard to their available resources.   

Defense systems are developed in accordance with the pre-set strategic objectives, where the 

achievement of objectives is measured in accordance with the pre-selected performance 

indicators.8 The source of funds for accomplishing the pre-set objectives is provided in 

accordance with the mission (purpose) of the defense system. With regard to the source of 

financing, the ideal situation would be if all costs and expenditures could be covered from the 

fixed sources of finance, i.e. the budget.  In general, the situation like this does not exist in 

reality, because the defense systems are financed, besides the budget, from their own sources 

(variable sources), which quite often have a changeable character.  With regard to the budget, 

the sources from their own funds are most often negligible for the defense system. The 

situation like this exists regarding the financing of the defense system of the Republic of 

Serbia. 

The performance measurement process in the defense system is made up of a set of 

significantly different measures of quantitative and qualitative, i.e. financial and non-financial 

nature. Unlike other nonprofit organizations, the defense system, due to differences in fields 

of action, has certain specific characteristics which determine the process and the measurement 

system itself. Regardless of some specific characteristics, the settled groups of measures can 

be applied in the defense system according to a model of nonprofit organizations (Picture 3): 

1) investment (resources) measures; 2) result measures and quality of services; 3) effectiveness 

measures and 4) efficiency measures [7].   

                                                 
8 The performance indicators mean quantitative and/or qualitative parameters defined with a view to 

monitoring the degree of achievement of the overall or specific public policy objectives, relative to the 

baseline values of those parameters. Performance indicators may be: impact indicators (at the level of 

the overall objective), outcome indicators (at the level of the specific objectives) and output indicators 

(at the level of public policy measures) [Article 2 Paragraph 1 under 14) of Law on Planning System 

of the Republic of Serbia (Official Gazette of RS, No 30/18)]. 
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Picture 3: Groups of performance measures in nonprofit organizations 

Investment (resource) measures are a set of indicators by means of which objectively required 

and actually used resources in the defense system are quantified. They can be expressed in 

physical i.e. natural measurement units (the number of professional members of the Armed 

Forces, number of planes, number of tanks, number of facilities, etc.) or aggregately and 

universally in the financial expression through currency units.    

The result measures (outcome or output) serve for expressing the results achieved by the 

defense system in terms of specifically defined results of some programs (with regard to the 

number of exercises conducted by commands and units, the number of seminars, the number 

of treated patients, the number of members engaged in multinational operations, etc.). The 

result can be measured by the so called measures which are modeled on an effect of a certain 

service-delivery process within a time period (for example, in higher education it can be the 

number of students who graduated from the Military Academy; in military health care, the 

effects of delivered services can be measured by the number of in-patient days or the number 

of specialist medical exams; in the field of maintaining armaments and military equipment, 

the outcomes can be measured by the number of the built-in spare parts, etc.). Along with the 

measures measuring the quantity (amount) of some actions (tasks and activities) focused on 

meeting the pre-set goals, it is especially important to measure their quality too. That is why, 

the measurement of actions (tasks and activities) stand out as the particularly important group 

of the performance measurement in the defense system. The quality of activities in the defense 

system can be measured from the different aspects, being: reliability, time (speed), accuracy, 

safety, continuity, etc. These measures are quite often based on standards of operational and 

other procedures which are established in the defense system. In addition, if there is a difficulty 

to define outputs more precisely, the quality of activities is not measured directly, but the 

evaluation of conducted tasks and activities is given indirectly (by surveys, by assessing the 

evaluation index, by weight coefficients, subjective evaluation, etc.) [10].  

The effectiveness measures in the defense system serve to quantify the degree of achievement 

of an objective which is defined as an effect (result) by putting the achieved effect into the 

relation with the planned one. Apart from this approach, the effectiveness measures are often 

used to evaluate the success of a program within the defense system which is independently 

founded and operates so that specifically defined areas and activities can constantly be 

conducted.  
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By effectiveness measures, the control of resource (input) usage is conducted by putting the 

achieved outputs (effects, results) into a quantitative relation with the inputs (resources, 

investments) for meeting them. Therefore, the efficiency of the defense system is greater if the 

outcome is better by the investment unit. Unlike other nonprofit organizations in which 

efficiency is usually measured by productivity and cost-effectiveness, in the defense system 

the efficiency is most often measured by cost-effectiveness of spending the budget resources. 

So, in the defense system the cost-effectiveness is primarily measured with regard to the 

achieved and planned (approved) costs, by which the degree of the achievement of the financial 

plan is measured as well. In addition, the cost-effectiveness in the defense system is defined, 

to a significantly less extent, as a relation between the quantity (scope) of delivered services 

and costs used for their delivery.    

The pre-set objectives of the defense system and a set of measures which can be used for the 

control of their performances indicate to the compatibility with the objectives and measures of 

profit-oriented plants and service-delivery companies. In that regard, it is a fact that the 

performance measurement in the defense system as a nonprofit organization is not as same and 

simple as in commercial, i.e. profit organizations. Namely, it is much more complex in the 

defense system, because it is connected to numerous methodological problems related to 

expressing certain measures, as well with the specific nature of their operating and financing 

[14]. More precisely, the specific characteristics of the defense system as a nonprofit 

organization are the reason for making it impossible to use the measures the estimation of 

which is based on profit (income) such as the rate of return (profitability) and a series of other 

financial measures which derive or are based on the accounting concept of profit (for example, 

net profit per a share and similar). That is why such performance measures do not exist in the 

defense system, because the effectiveness of their achievement can hardly be followed only 

by quantitative measures [1]. Therefore, although the financial performances are not a 

predominant objective in the defense system, they have to be monitored and measured, because 

a system like this one cannot survive if the budget and profit (inflows) are lesser than its 

expenditures (outflows). 

The accomplishment of the defense system in terms of effectiveness and efficiency cannot be 

evaluated or measured only with respect to the amount (percentage) of the consumed budget 

fund, which can achieve a significant profit by exporting weapons and military equipment 

(effective business-operating), i.e. make a profit  which can be used for the planned 

development of the defensive system. Apart from the above mentioned effective business-

operating, there is also an ineffective business-operating in the defense system (for example in 

a military health institution with regard to a failure to accomplish certain objectives, such as 

making waiting lists for operations and specialist medical exams longer or dropping of some 

other  indicators related to the level of patient care). Due to a great number of measures having 

a financial and nonfinancial character in the defense system, they are necessarily grouped by 

similarity (uniformity) and also key measures are selected upon which the achievement of the 

pre-set objectives depends to the greatest extent. Therefore, the evaluation of success 

(efficiency and effectiveness) of the defense system as a nonprofit organization is presented in 

a broad picture, which is obtained in accordance with a set of measures of financial and 

nonfinancial character.     

The efficiency measurement in profit organizations assumes that there is a connection between 

the achieved outputs and invested (consumed) resources, which for them is not as big problem 

as it can be in the defense system and other nonprofit organizations, where outputs do not most 

often have the market value or they are generally hardly measurable. Additionally, many 

nonprofit organizations provide services for which average costs are difficult to be evaluated.  
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Generally speaking, the performance management in the defense system as a nonprofit 

organization is complex because:  

 it is conducted with regard to the achievement of pre-set strategic (nonfinancial) objectives, 

i.e. its purpose (mission), in order to evaluate the overall success rate (efficiency and 

effectiveness);  

 the organization structure of the Ministry of Defense is viewed as being decentralized when 

compared to other defense forces;  

 the performances (measures) of the managers of organizational parts of the Ministry of 

Defense are evaluated and those managers are responsible for the activity performance in some 

areas which are connected to the basic objective – the purpose of other defense forces too; 

 it analyzes both benefits (gains) of alternative (additional) investments or alternative 

(additional) directions of carrying out the core tasks and activities);   

 it necessarily compares certain performances of organizational units in performing non-

related (diverse) activities, which is disputable with respect to methodology [9]. 

With regard to the all above said facts, it is necessary to point out that a certain contribution in 

the improvement of the performance management process in the defense system as a nonprofit 

organization is made by the Balanced Scorecard concept. Due to a specific nature of these 

organizations, the necessary difference is emphasized in setting perspectives in the Balanced 

Scorecard (Picture 4). However, the application and affirmation of this management concept 

in nonprofit organizations was a challenge for their authors too [4]. 

Balanced Scorecard  Dimensions     Balanced Scorecard Dimensions 

of Profit Organizations                  of Non-profit Organizations 
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Picture 4: The comparison of the hierarchy in Balanced Scorecard Dimensions with Profit 

and Non-Profit Organizations 

In profit-oriented organizations the first is the owner dimension, then the customer dimension, 

the dimension of internal business processes, the employee dimension, and then the social 

dimension. In nonprofit organizations the hierarchical order of the measurement dimensions 

is different and non-economical objectives are more dominant than the economical ones and 

the social responsibility is more evident. As a rule, the dimension of social community is on 

the top (the achievement of predominantly nonfinancial objectives), the client dimension 

follows, then the dimension of internal processes follows, then the dimension of employees 
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(learning and growth) and finally the financial dimension. The core moments of implementing 

the Balanced Scorecard in the defense system is based on the Balanced Scorecard dimensions 

of nonprofit organizations.      

3.3. Analyzing and reviewing the defense system performances   

The performance analysis of the defense system as a nonprofit organization is conducted by 

using the same methodological principles as profit-oriented organizations. The system of 

monitoring and analyzing of organizational performances of nonprofit organizations is based 

and conducted in regular time intervals in accordance with the selected system of the 

performance management. By adequate keeping of records and monitoring by time periods 

(every month, every three months, every six months, every year, every two years, every three 

years and multi-annually), the IT basis is made, which will serve for analyses in the period 

succession. The data on the achieved performances are accumulated and adequate data time 

series are made. Based on the data, the current state of affairs is possible to be identified as 

well as the trend of the performance course (growth, decline or stagnation) i.e. it is possible to 

compare the performances achieved in different periods.    

The comparative analysis of the defense system performances is conducted with regard to the 

established standards. It can be the target (planned) performance value, so the current 

performances are compared to the target performance levels (target effects, target investments, 

the target effectiveness and efficiency level), the target level of service-delivery quality, etc.). 

By comparing the achieved performances to the target levels, it is determined to what extent 

the target (planned) performances are achieved and how much the quantity of possible 

departures is above or under the target level. Thus, the foundation for a deeper analysis of 

departures is provided by identifying the factors which had either positive or negative impact 

on the achieved performance level. If the planned values are set up on an objective basis, this 

analysis is of a great management-related importance. Along with the time aspect of the 

performance analysis, the comparison of achieved performances is possible among the 

organization units within the organization structure of the defense system as a nonprofit 

organization (internal benchmarking of performances).9  

The defense system standards which are used for making the comparison can be internally 

determined within the framework of strategic and operational plans, as well as with regard to 

the experience of the management i.e. the decision maker [1]. Additionally, the comparative 

analysis can be made in accordance with the defense system standards which are determined 

externally, i.e. in accordance with the defense system performances of other countries. In the 

said circumstances, the defense systems of other countries are competitive nonprofit 

organizations which are identified as organizations with better or the best performances in 

conducting a relevant activity. Namely, this is the so called external benchmarking of 

performances, and methodology for conducting this type of analysis is identical to the 

procedure conducted by profit-oriented organizations. 

 

                                                 
9 Benchmarking is an analysis tool which managers use to compare their organization with other 

competitive organizations. This process is used to compare methods, business operations and business 

results of some organizations with one or more other business organizations in order to identify 

possibilities for rationalization or improvement of quality and performances.      
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4. DETERMINATION OF ACTIONS FOR THE DEFENSE SYSTEM 

PERFORMANCE IMPROVEMENT 

After the measurement and determination of the performance trend is over, the activities 

related to implementing the continuous improvement of the defense system performances are 

identified. This process is most often conducted by determining the actions for the performance 

improvement. The scope and intensity of the improvement-related actions, i.e. the continuous 

improvement of the defense system performances, as well as other similar nonprofit 

organizations, are generally conducted in three steps (Picture 5): 1) the performance 

improvement planning; 2) the implementation of the performance improvement plan and 3) 

progress monitoring of  the performance improvement process [13].   

1. Performance 
improvement planning 

1. Performance 
improvement planning 

2. Implementation 
of the performance 
improvement plan

2. Implementation 
of the performance 
improvement plan

3. Progress monitoring 
of  the performance 

improvement process

3. Progress monitoring 
of  the performance 

improvement process

 
Picture 5: Continuous performance improvement process 

The improvement planning process of the defense system performances is based on the data 

determined after the evaluation (measurement) of performances i.e. after the determination of 

their status and prediction of their future movement trends. So, if the achieved result does not 

meet the pre-set standard but it departs from it significantly, the performance (provided that 

the standard was realistically set up and that the available resources and conditions in the 

environment were normal) is inadequate and the performance improvement plan needs to be 

developed, i.e. it should be determined what activities should be implemented in order to 

improve the performance to the desired level.     

By implementing the performance improvement plan, the activities are conducted contributing 

to the improvement of previously achieved results and their directing towards the target values 

i.e. towards the established standards (criteria) in the defense system. This means that a good 

performance improvement plan is not a sufficient precondition for the performance 

improvement, but the plan needs to be carefully prepared and implemented appropriately.  

In order to properly manage the performance improvement process in the defense system, not 

only the general implementation of the planned actions aiming to improve the performance is 

required but also permanent observing and monitoring of the undertaken activities and effects 

of these activities are required as well in order to get a picture of the scope and rate of progress 

aiming at the achievement of the pre-set objectives in the improvement plan. The performance 

assessment process is not stopped by this but it continues with regard to the performance 

measurement and evaluation, as well as with regard to the comparison of the achieved 

performances with the planned ones and the feedback information on the achievements made 

regarding the performance improvement in the defense system. The performance assessment 

process is not final by this, but it continues with the measurement. If the pre-set strategic 

objectives of the defense system which are involved in the performance improvement plan are 

not achieved, the corrective actions are undertaken and, if necessary, the plan is revised. Also, 

if the strategic objectives of the performance improvement, which are defined in the mentioned 
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plan, are achieved, then the implementation of the performance implementation plan is 

suspended.   

In addition to the above described performance improvement process, there are other ways for 

the performance improvement of nonprofit organizations which can be applied in the defense 

system. However, in the process of establishing the performance management initial model in 

the defense system, the focus should be on simple and understandable solutions which, after 

testing (implementation), can gradually be upgraded until it gets the final form.        

5. THE PERSPECTIVE OF APPLYING THE PERFORMANCE 

MANAGEMENT PROCESS OF NONPROFIT ORGANIZATIONS IN THE 

DEFENSE SYSTEM OF THE REPUBLIC OF SERBIA   

The complex and dynamic changes of the strategic environment have reduced the possibility 

of their prediction but they also indicated to perspectives and caused the transformation of the 

change management process thus contributing to the development and affirmation of the 

strategic management in complex organization systems, one of which is the defense system.10 

The mentioned changes prompted a need for implementing the performance management 

process of nonprofit organizations in the defense system of the Republic of Serbia.  

In order to have a permanent access to the real state of affairs and capabilities of the defense 

system as a nonprofit organization, as well in order to provide a well-timed reaction to confront 

all types and forms of threats, it is necessary to identify key factors of the system and develop 

mechanisms for their planning, monitoring, analyzing and reviewing. One of the possible ways 

for identifying and monitoring key factors of the defense system is based on applying the 

Balance Scorecard concept which is applied in nonprofit organizations. This approach 

provides a current picture and offers a wide range of opportunities to the management bodies 

for decision-making and undertaking corrective measures in order to achieve the pre-set 

strategic objectives.11 

Based on the preferences defined in the strategic-doctrinal and other planning documents, with 

the purpose of upgrading the strategic management in the MoD and SAF, there was a focus on 

a perspective for developing a specific performance management model of the defense system 

which is based on various models of the performance management models of nonprofit 

organizations. By developing a specific model, monitoring of the implementation of strategic 

objectives is enabled as well as fast and simple identification of key problems during the 

implementation of planning documents. With the approach like this one, planning, identifying 

and monitoring the organization performances will be enabled from different angles, and 

thereby measuring and their further upgrading, which will make it possible for planning 

documents to be more efficiently implemented, the documents related to planning the 

development of the defense system of the Republic of Serbia first of all.12 

                                                 
10 The word “perspective” comes from the Greek word perspectus which means to look through or see 

clearly.  However, the term “perspective” has a number of different meanings, and one of them is the 

point of view, viewpoint, standpoint. With reference to a model, the perspective refers to an angle from 

which the defense system is viewed. 
11 The authors of the Balanced Scorecard concept are су Robert Kaplan, a professor at the Harvard 

Business School and David Norton, a consultant and founder of the Balanced Scorecard Collaborative 

and director of the Palladium Group. Their motto is: “If you cannot measure something, you cannot 

manage it. If you cannot manage it, you cannot improve it”. 
12 The main development planning documents are: the Long-Term Defense System Development Plan of 

the Republic of Serbia, the Strategic Defense Review of the Republic of Serbia and the Mid-Term 

Defense System Development Plan and Program [Article 7 of Law on Defense]. 
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6. CONCLUSION  

In terms of modern communications and a rapid technological development, the performance 

management process in the defense system as a nonprofit organization is taking on a great 

importance, especially in the most developed countries.  A great number of people work in the 

defense system, increasing thus the employment rate of a country.  Also, the development of 

the defense system is relevant for the development of the commercial sector i.e. for the overall 

economic development of a country. In this regard, the adequate management of the defense 

system performances is especially important, because the effectiveness of this system depends 

on the effectiveness of all of its individual stages.   

The performance management of the defense system as a nonprofit organization is important 

with a view to the achievement of strategic objectives which are determined in the strategic-

doctrinal and other planning documents. Within the framework of the performance planning 

process, their target levels are defined and the pursuit arises for reforming the traditional 

approach to the budgeting process in the defense system as a nonprofit organization i.e. to 

change it to be the budgeting based on results i.e. achieved performances. The performance 

measurement is an especially important stage in the performance management of the defense 

system and bears some specific characteristics, which are compatible with specific 

characteristics of nonprofit organizations. It means that a comprehensive system needs to be 

created, with adequately selected and balanced nonfinancial and financial performance 

measures, which is most often different from the measurement system in commercial, profit-

oriented organizations. Analyzing and reviewing the performances of the defense system as a 

nonprofit organization are conducted in accordance with the same methodological principles 

as in profit-oriented organizations. It includes the performance analysis in a dynamic planning 

period by determining the level of their departure from the pre-set objectives, then the relation 

analysis of the achieved and planned (target) performance levels, as well as the elements of 

reporting and predicting the performance trend. The management process is wrapped up by 

determining the program of measures and activities aimed at continuous improvement, i.e. 

upgrading the performances of the defense system as a nonprofit organization.   

By implementing the modern methods, tools and techniques of strategic management, the 

above described model of managing the defense system performances can be, in a form of a 

specific model, successfully applied in the performance management process in the MoD and 

SAF, as well as other entities of the defense system of the Republic of Serbia. 
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Abstract: The river squad represents an independent floating unit of River flotilla, in 

rank of a battalion, which represents all river units’ specialties. As a basic tactical unit, 

with its organization, composition, weaponry and equipment it is intended for 

performing a wide range of inland water operations, in all hydro and meteorological 

conditions, on its own or in cooperation with other units of the Army and other defense 

forces. It is capable of conducting various tasks, both combat and non-combat, by 

which interests of Republic of Serbia are protected both on the water and on the 

riverside of inland waterways. The river squad is one of the key elements of protection 

and rescue system, especially when it comes to search and rescue, evacuation and care 

of the population from endangered area during natural disasters caused by floods. 

Key words: The river squad, protection and rescue, Squad capabilities  

1. INTRODUCTION  

Catastrophic earthquakes, drafts and great floods are constant security risks for the Republic 

of Serbia. Fighting natural disasters, which effect all spheres of social lives, requests 

engagement of numerous state and civilian organizations. River squad, as part of River flotilla 

(RF) of Serbian Army (SA) represents one of inevitable subjects in protecting and rescuing 

population, environment and material goods during natural disasters. Emergencies (declared 

due to the threat of overflow of water mass from the riverbed) demand usage of different types 

of boats, ships, crafts, amphibian and other sorts of floating objects without which, because of 

their maneuver characteristics, capacity and environment to be used (rivers, lakes, canals etc.), 

successful engagement of protection and rescue forces is unimaginable during various types 

of noncombat activities [1]. 

2. RIVER SQUAD 

River squad represents organization with precise defined structure whose elements rest on 

certain laws, rules and principles. Basic characteristic of this system is the fact that all business 

processes conducts mainly on rivers, canals and lakes alone or in cooperation with other forces 

of the defense system. 

As biggest floating unit of RF, the squad is mainly used for tasks in inner waters whose width, 

depth, water speed, coast and banks demand engagement of specially trained personnel, 

various vessels and boats, which squad has at their disposal. Specificity of this unit regarding 

other defense system forces lies in a fact that it is directly linked to the inland waters and 

coastline during engagement. Also, River squad is capable and equipped to successfully 
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respond to all challenges, risks and threats, regarding its procedures and tactical regulations, 

and its highest contribution lies in its flexibility to adopt in short period of time to sudden and 

dynamic changes of natural disaster characteristics caused by massive floods. 

However, because of increased social, economic and security value of waterways role of river 

units as part of SA gains weight, especially when it comes to assisting civilians during natural 

disasters, technical and other misfortunes. 

3. FORCES AND RESOURCES OF RIVER SQUAD 

The backbone of River squad forces consists of floatable and diving units. 

Floating unit is basic tactical component of the River squad, which has trained personnel and 

various vessels. When we speak about protection and rescue during emergencies floating unit 

can engage many forces, such as: 

Special purpose ship SPS – 30 “Kozara” (picture 1 a) - classified in the category of auxiliary 

ships. Because of its numerous crew, maneuver, navigational and other characteristics assigned 

tasks can conduct on its own and with a greater degree of autonomy in relation to other ships 

in the squad.  

 
Picture 1. a) Special purpose ship „Kozara“ (SPS-30) b) Landing assault ship 

Landing assault ships (LAS) (Picture 1 b) have large loadıng space and because of that they 

are suitable for transporting, evacuating and supplying means, equipment and humanitarian 

aid to endangered personnel when this cannot be done by other means of transport.  

River floating dock (RFD) (Picture 2 a) – a kind of vessel meant for securing function of 

command, logistic support of floating units, accommodation of personnel and movables, 

forming temporary hospitals, sick bases and similar.[2]  

Harbour crane (HC) (Picture 2b) – a kind of vessel meant for numerous tasks in inner waters 

such as opening of passages through obstacles on rivers and canals, extraction of sunken 

navigable, air and other objects up to 50 tons, ensuring pass ability of waterways for warships 

by dredging the entrances to the bases, creating conditions for diving activities and logistical 

support of floating, pontoon, diving and amphibious units. 
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Picture 2. a) River floating dock b) Harbour crane 

Diving units are made of river divers of different specialties, resources and equipment for 

support and security of diving. It is intended for performing underwater activities such as: 

cutting and welding, assistance in removing sunken objects, searching the waters, search and 

rescue on and under water etc. 

During the realization of the tasks, various equipment and means are used, which form an 

integrated system to support the execution of diving activities. There are three types of 

equipment: Heavy diving equipment, light diving equipment and deep diving equipment.[3] 

From the point of assisting civilian authorities during floods, most important tools are: 

– sonar (Picture 3 a) and magnetometer for underwater search and 

– diving boats for transporting personnel. 

 
Picture 3. a) Sonar SSK-600 b) Diving boat RIB 720 Candoo 

Sonar (Picture 3 a) and magnetometer are modern tools for searching water with possibilities 

much greater regarding standard searching technics using divers. They are used for finding 

sunken objects whose location is unknown, and when conditions are unsatisfactory (great 

search surface, low visibility, strong river currents, low temperature etc.) 

Diving boats are used, because of excellent maneuver abilities, small dimensions, easy 

handling and simple transportation to endangered areas, for overcoming narrow water 

obstacles, personnel and equipment transportation, diving activities support, reconnaissance, 

patrolling and searching in inland waters. 
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4. RIVER SQUADS TASKS REGARDING PROTECTION AND RESCUE 

Frequent occurrences of natural disasters caused by climate change impose an increasing need 

for the use of River squad forces in providing assistance to civilian authorities in mitigating 

and eliminating the consequences of natural disasters. Cooperation with local authorities in 

endangered areas River squad forces realize through many tasks such as [4]:  

– population evacuation: represents an activity in which River squad forces participate, and 

it is realized in case of danger that can be caused by the action of a natural or technical-

technological disaster. It is realized in cooperation and at the request of local authorities, 

– basic life supplies distribution: an activity carried out by River squad forces in cooperation 

and at the request of local authorities. The squad can be engaged in the tasks of transporting 

food, water and other necessary goods, preparing and distributing meals, as well as in creating 

basic conditions for the accommodation of the endangered population, 

– provision of health services: is a set of activities of units of the medical service for the 

treatment of injured and sick, medical evacuation, supply of medical supplies and veterinary-

sanitary control of food in endangered areas, 

– providing assistance in repairing the consequences of natural and technical-technological 

accidents: it is a set of different measures and actions that primarily depend on the type and 

nature of the accident. River squad forces are generally used to assist in extinguishing fires, 

building embankments in flooded areas, removing obstacles from the waterway and repairing 

damages to important hydrographic facilities. 

Also, the author M. Manojlovic divides tasks that River squad forces can conduct regarding 

civilian authorities support in general and specialized. 

General tasks [5]: 

– river traffic control in order to prevent or enable navigation, depending on the assessment 

of the threat to the safety of navigation and the decision of the competent authorities and 

– transportation for the needs of evacuation of the endangered population, cattle and material 

means and delivery of emergency humanitarian aid for areas where it cannot take place by 

other means of transport. 

Specialized tasks [5]: 

– forming of a mobile center for management and coordination of activities in crisis 

situations on inland waterways, 

– monitoring the condition (from water and under water) and submitting data on the 

endangerment of facilities of special importance on and in the area of inland waterways 

(bridges, dams, embankments, industrial plants, etc.), 

– search and rescue in inland waterways, 

– hydrological and hydro navigation provision at the inland waterways (collection and 

submission of hydrological and hydro navigation data), 

– support for the elimination of the consequences of natural disasters on and in the inland 

waterways (clearing, control of the condition of dams, bridges and embankments under water). 
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5. CAPABILITIES OF RIVER SQUAD 

Capabilities of the River squad represent the ability, skill or usability of its units to realize the 

assigned tasks in a purposeful way with their personnel, material and organizational potential. 

As category with its numerical value it represents important parameter for counting capabilities 

of certain resource or a unit. Determination of exact and objective capabilities creates 

conditions for quality engagement planning of River squad’s forces during operations, 

securing efficiency and effectiveness in task realization. 

River squad is equipped and capable of conducting many tasks whose possibilities we can’t 

represent as whole due to the volume of the text. For that reason this paper, as one of key 

assignments in helping civilian authorities during floods, only considers the task of evacuation 

of the population and distribution of vital foodstuffs in the flooded area. 

This task River squad performs using various types of vessels, above all because their excellent 

performances regarding small dimensions, simplicity in handling and transportation, but the 

small gauge that allows access to the most endangered areas. Capabilities of vessel usage are 

given in Table 1. 

Table 1: Demonstration of the possibilities of the River squad’s boat for the realization of the 

task of evacuation and distribution of vital resources 

Floating item 
crew

 
Autonomy Shipping 

depth 

Evacuation capacity (К) 

days km people movables 
1 2 3 4 5 8 9 

River boat type GDQ 2 1 75 over 1 m 5 up to 1.4 t 

River boat type RIB Candoo 2 1 375 over 1 m 15 up to 3.6 t 

River boat type Zodiac 2 1 75 over 1 m 5 up to 1.4 t 

In total 6 3 525 / 25 5 t 

The search and rescue task is performed by divers from 93. diver squad using special 

equipment and resources. Their capabilities for successful search and rescue in endangered 

area like locating and extraction of misfortune people and sunken objects are [6]: 

– Diving depth with light diving gear (LDG): up to 40 meters (extraordinary up to 60 meters); 

– Search time of an area of 60x100 m, in calm waters, with depth up to 50 m, water 

temperature of  18°C and water clearance up to 2 m, without overlapping belts 6 m wide and 

average diver speed of 1 km/h on the bottom, subject of search: human body, with two divers: 

60 minutes; 

– Search time of an area of 1000x120 m, in calm waters, depth up to 100 m, subject of search: 

7 m long boat, sonar speed of 2 km/h on the bottom, in one belt, with ultrasonic sonar type 

SSS-600K: 30 minutes; 

– Search time of an area of 1000x50 m, in calm waters, depth up to 15 m, subject of search: 

1 t metal construction, with the Earth’s magnetic field change in 2 grams of radiation per 

second, speed of magnetometer is 2 km/h on the bottom, in one belt, with magnetometer type 

PROTON 4: 30 minutes and 

– Objects extraction with the help of diving lifts: up to 0.5 t. 
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The River squad can organize quality medical help and support near flooded areas by engaging 

its capacities such as floating objects and medical staff. Possibilities for medical assistance for 

endangered or sick are given in Table 2. 

Table 2: Possibilities of River squad for medical assistance 

Floating resource 

crew
 

autonomy 

Shipping 

depth 

Capacities 

(К) 

A
m

b
u

lan
ce/  

p
erso

n
n

el days km people 

1 2 3 4 5 7 9 

BPN-30 29 45 6120 over 1.5 м 80 1 amb 

PRB-36 17 10 1326 over 1.5 м 30 1 amb 

M
ed

ical 

staff 

doctor / / / / / / 

medical technician / / / / / 2 

nurse / / / / / 2 

In total 52 55 7446 / 240 2/4 

6. CONCLUSION 

Realization of protection and rescue in emergency situations is a complex and demanding 

process that requires active and coordinated engagement of various forces. Timely, safe and 

efficient response to dangers is achieved primarily through a synergistic approach of all 

participants. For such a thing, one of the basic preconditions is the knowledge of the 

possibilities of the subjects that are used during natural, technical-technological and other 

accidents. The River squad, by engaging people, ships and various vessels, makes a huge 

contribution to the realization of many tasks such as: search and rescue, evacuation of the 

population, distribution of basic supplies and provision of health care. In addition, engaging 

River squad secures both universal and flexible approach in solving unpredictable, dynamic 

and complex challenges and threats characteristic of natural disasters caused by floods. 
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Abstract: As it has always existed and exists a need for the safety of people and their 

property, there is also a perfectly justifiable need for corporations to be safe and to 

operate and develop in a safe environment. The basic role of corporate security is based 

on protecting corporations from endangerment that can come equally from the inside 

and outside.  Today's globalized society and its development are directly related to the 

development of economies and corporations. The development of corporations and 

businesses depends fundamentally on the various security risks that negatively affect 

the flow of people and capital, as well as the timely action of corporations to identify 

existing crises and their adequate response. Corporate growth at the national and 

international level affects economic development, which is one of the prerequisites for 

the development of society and the security system itself. The security system, as a very 

important and regulated system, has recognized the importance of corporate security. 

Corporate security has become especially important in the last few decades, especially 

with the advent of globalization and connecting people and national economies. In that 

context, this Paper aims not only to significantly determine and define security, 

corporation, corporate security, security system and security breach, but also to 

highlight the very significance of corporate security in the security system. Also, the 

Paper will point to different sources of corporate security endangerment as well as the 

response to the occurrence of endangerment. 

Key words: security, corporation, corporate security, endangerment, security system 

1. INTRODUCTION  

A favorable security situation and a stable security environment today are a precondition for 

the development of people and all segments of socio-political life. Certainly, the priority task 

of the security system is that, in addition to protecting the actually established state order of 

the country, it is also to take care of the security of people and their property. From year to 

year, there are increasing challenges facing the security system as well as how to maintain a 

favorable security environment, given the growing number of security threats. Contemporary 

security threats, especially today in the era of globalization, are very pronounced and diverse. 

This frequency and diversity of security threats requires a quick and timely response from all 

security actors. Today's threats are largely the product of modern man and achievements in the 

field of science and technology. Also, the increasing openness of borders has contributed to 

the fact that security threats, not only to people but also to corporations, transcend national 

borders and have an international character. This prevalence of various threats, points to the 

justified need for interstate cooperation between security entities and their bodies. Due to the 

increasingly frequent threats to economic entities, it is simply imposed, and the very social 

trends that are on the scene, impose the need to establish corporate security. Establishing 

corporate security is of special importance for companies in transition, as well as those 

companies or countries that seek to be part of the family of the European Union. In order to 
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monitor various forms of threats to the company's security, which are constantly changing, 

they require significant material resources and allocations in order to build knowledge, but 

also their monitoring and understanding. It is clear that in today's modern society, overall 

security, but also the security of corporations is undergoing certain changes that are especially 

evident in the transition and globalization period. The understanding of security over time, 

especially with the development of society and the emergence of globalization, records a form 

of transition in its conception. According to Trbojević,"at the end of the Cold War, there were 

significant changes in the understanding and security practice, that is, then man became the 

center of security analysis and expanded the understanding of security to non-military issues 

of economic development". In this context, the shaping of future transnational development is 

taking place in the direction that the levers of power are in the hands of large corporations, 

which requires a new concept of security from individual to national and global. Thus, the 

changes that are the product of globalization in the economic sphere require that all security 

aspects of an economic entity/corporation be connected into a whole, which we know today as 

corporate security. It aims to ensure the security of all vital values of companies "[17, p. 391-

392]. In order for economic entities, ie large companies, to successfully engage in the business 

for which they were founded, but also to survive in the economic market and the business 

world, they want to or do not have to deal with security, ie. threats and security threats. The 

need for protection of economic entities is recognized not only by the business world, but also 

by experts in the field of security and by the general public. Simply put, over time and the 

development of society, there is a need to protect capital. In that context, Stajić states that 

"private capital had to find a model of protection in order to remain protected by those who 

would endanger it, and in order to be able to develop, grow and expand to ever larger areas 

and employ more and more workers who would (again) with their work create an increasing 

surplus of value”[15, p. 374]. Just as human society is insecure, so is corporate society 

insecure, especially when it lags behind in recognizing forms of endangering the corporation 

in the conditions in which it operates. In such circumstances, there is a need to unite different 

levels and forms of security. The need for corporate security is recognized, among others, in 

political discourse, as well as security in general. 

2. CORPORATION - DETERMINATION AND ORIGIN 

In order to better understand corporate security itself and everything related to it, it is necessary 

to point out the very importance of the corporation, its definition and origin. It is necessary to 

first point out its etymological meaning, and then the definition itself. According to Milošević 

and Mladenović, etymologically, the term "corporation" is a generic, Anglo-American term 

for all organizations with recognized legal capacity, regardless of whether they belong to the 

public or private, for-profit or non-profit sector, and can be said to be the term "legal entity" is 

its complete equivalent in domestic legal terminology" [13, p. 167-168]. In the past, 

corporations were primarily tied to Western countries, primarily England and the United 

States. Thus, Marković states that in a historical review, before the establishment of the state, 

the term corporation is mentioned by the representative of "prehistoric" science in England- 

Louis Henry Morgan (1818-1881) in the work Ancient Society. The great merit of that author 

is that he discovered and reconstructed the prehistoric basis of our written history and that he 

found the key to solving the riddles of the oldest Greek, Roman and German, and even recent 

history in the ancestral communities of North American Indians. Starting from the materialist 

understanding, this author rightly concluded that the decisive factor in the history of human 

life is, ultimately, the production and reproduction of immediate life. On the one hand, it is 

about the production of means of subsistence (food, clothing, housing and the necessary tools), 

and on the other hand, the "production" of people themselves, the extension of the species. 

This points to the conclusion that the social institutions under which people of a certain epoch 
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and a certain country live are conditioned by the social relationship in both types of production: 

the stage of development on the one hand  work, and on the other- family. In interpreting the 

clan community, Morgan takes the Iroquois gens, especially the Seneca tribe, as a classic form 

of the original genesis, and then explains the notion of corporation as a social rather than an 

economic category. In addition, the similarity between the two categories should be considered 

noteworthy, as indicated by his interpretation of the basic rules of organization, decision-

making and the basic customs that ruled in the gens. Thus, according to Morgan, the gens 

chooses its sahem (peacetime elder) and chief (war leader). The election was made by voting 

in which everyone participated, men and women, and they replaced them. Only the tribal 

council had the right to dismiss, against the will of the genes. Later, in the historical age and 

today, it can be said that "the state is a corporation which, like the corporation, has its directors, 

employees and shareholders" [10, p. 14-15]. According to the same author, the appearance of 

the first forms of corporations is pointed out by Richard Heinberg, where he "finds the first 

forms of corporations in the colonial era of the 16th and 17th centuries, linking them to 

privileges given to groups of investors by European colonial powers, usually to finance trade 

expeditions." These corporations limited the responsibility of investors to the size of their 

investment- to which ordinary citizens were not entitled. Corporate charters determined the 

specific rights and obligations of individual corporations, including the amounts of money they 

were obliged to pay to the Crown in exchange for the privileges they received ”[10, p. 12]. 

When it comes to today's corporations, the point of view of some theorists is interesting. Thus, 

Adolf Berle Gardiner Mins "points out that today's corporations originate from the period of 

business development in the United States at the beginning of the 20th century, which meant 

automatic adaptation to the technological challenge of modern mass production." At that time, 

large companies encouraged vertical integration in order to minimize costs and eliminate 

dependence on other companies "[1, p. 44-46]. For today's form of corporation, Chander 

believes that "a modern corporation, as a new organizational form of a company, is the most 

important innovation of the 20th century." According to him, corporations have given a crucial 

impetus to accelerating the economic growth of national economies, influenced the efficient 

allocation of resources, significantly contributed to the creation of new technologies, products 

and services and increased productivity. A modern corporation is a term that refers to a form 

of enterprise in which the owners are not responsible for the obligations that business entities 

create and in which there is a separation of ownership functions from the management of the 

company's resources. The basic requirement for a modern corporation is to make a profit for 

owners and other interest groups in a responsible way "[2, p. 224-226]. However, considering 

many parameters, the corporation is not easy to define. There is still no unified definition of a 

corporation. There are many authors who define the corporation differently, and in this regard 

it is worth mentioning the views of several different authors in terms of defining the 

corporation. Also, for the sake of better understanding, it is necessary to point out several of 

its definitions. As Markovic states, "the corporation represents one of the most perfect ways 

of raising capital, especially in those activities in which the nature of the production process 

requires large funds." Corporations have a complex organizational structure, with a large 

number of companies (daughters) in its composition "[9, p. 148-149]. Unlike Markovic, Trivan 

has a slightly different view. According to him, “a corporation (English corporation, German 

Koorperschaft/Korporation, Spanish corporacion, Italian corporazione) is the most developed 

modern form of business systems in developed market economies and one of the legal forms 

of companies, which has many advantages over other legal forms of these companies.“[18, p. 

11]. From the above two definitions of corporation, the position of Mandic and Stanojevic is 

also partially different. According to the point of view of these authors, “the term corporation, 

ie legal entity in the following text will mean all, primarily companies, joint stock companies, 

financial, health and educational institutions; in the broadest sense, the term corporation (or 
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legal entity) means all organizations that belong to the public or private, for-profit or non-

profit sector, and are registered in accordance with positive legal regulations "[7, p. 19]. 

3. CORPORATE SECURITY IN THE SECURITY SYSTEM 

Corporate security has not been taken more seriously in the past, both by certain scientific 

disciplines and by the professional public. In order for corporate security to successfully 

achieve the set goals, it is necessary to know the very complexity of the work that is being 

achieved. As for the conceptual definition of security, so for corporate security there is still no 

unified position and unified definition that defines and determines it. When it comes to the 

conceptual definition of security, which is very complex, it is worth seeing Dimitrijević, who 

believes that "the definition of security is multi-definite and non-universal." Everyone 

understands or glimpses its meaning, and few are able to summarize and explain it. It is 

indisputable that, in the most general sense, “security exists when it exists and manifests itself 

unhindered (reached, developed and improved, can be enjoyed) what is (for us) valuable and 

significant, and when such a state is obviously certain, predictable and controlled, which 

includes (our) ability to protect it from unwanted influences "[4, p. 38]. Unlike Dimitrijević 

when it comes to determining security, Vršec has a different point of view. According to Vršec, 

"security in the highest sense implies such opportunities, relations and conditions of social life 

and work that enable and ensure unhindered (undisturbed) productive executive and social 

activities and prevent internal and external dangers, which could jeopardize the preservation 

of basic social values" [19, p. 71]. There are many different authors who have embarked on 

corporate security research, but each determines and defines it in their own way. Regardless 

of everything, in order to better understand and comprehend the very essence of corporate 

security, it is necessary to point out several definitions that define it.  Thus, according to Stajić 

and Lukić, "corporate security and protection is a system of protection of persons, property 

and business of a certain corporation through measures, procedures and actions carried out by 

physical security, technical means of protection, with the application of modern security 

methods." The main goal of the system is to eliminate, ie reduce the possibility of endangering 

persons, unauthorized separation of assets and the results of the company's work through 

proactive (by the method of analysis and deterrence) and reactive action (by the method of 

remediation of the consequences) and thus enable safe conditions for stability and better the 

work of the company and the increase of its profit ”[16, p. 11]. The same authors further state 

that corporate security and protection "can be defined as a form of organization and functioning 

of corporations in the implementation of measures and activities in the preventive and 

repressive plan taken to preserve the security of persons, property and business, to preserve 

economic (energy) and social functions of the corporation, as well as to protect other values 

of corporations from all forms and carriers of threats "[16, p. 28]. Unlike Stajić and Lukić, a 

slightly different definition of corporate security gives Marković, according to whom 

"corporate security as a subsystem of national security and a factor of the so-called civil 

security is a part of the security structure with a set of social goals, which direct the business 

activities of economic entities and only their social responsibilities in accordance with 

standards and the law "[9, p. 21]. Some authors are of the view that corporate security is 

integrated, so in Milosevic's opinion "corporate security is by definition integrated because it 

performs several different functions. Within corporations, it harmonizes all activities related 

to security, continuity and security. Thus, an efficient system of corporate security protects the 

business entity from all types of threats, which enables the adoption of relevant management 

decisions "[12, p. 59-60]. Corporate security, according to individual authors, has a special 

strategic function in the company. In this context, Ivandić and others believe that "corporate 

security is a strategic function of the company, which aims to achieve security of business 

success of the corporation, which means: elimination of all risks and threats that may affect 
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business activities and business success; minimizing threatening effects; business functioning 

in crisis conditions (crisis management), and crisis overcoming and normal business again ”[5, 

p. 34]. As it has long been known that it is the state that has the authority to use force and in 

itself is the one that establishes the security system, and within it other security subsystems. 

Corporate security is a part of the entire security system in one country, which deals 

exclusively with the security of corporations and companies. The security system itself is one 

of the most important systems in society and other systems depend on it, ie it is a prerequisite 

for the development of other systems, such as economic, legal, political, cultural and the like. 

According to Stajić and Gilanović, the security system is "a form of organizing and functioning 

of our society in the implementation of measures and activities in the preventive and repressive 

plan taken to preserve the sovereignty and integrity of the state, its constitutional order, rights 

and freedoms, and all other social values from all sources and forms of endangerment ”[14, p. 

33]. Corporate security is linked to business entities and their business activities, it takes care 

of that, considering that this segment is not covered by exclusive protection by the state. It can 

often be heard that a sign of equality is placed between corporate security and private security, 

which is not the same because private security is a broader term. As Matić states, "in addition 

to the business of private security of persons, businesses and property (facilities, space and 

values), private security also includes the work of private military companies and many other 

commercially realized security affairs (mercenaries, privatized penal institutions, various 

forms of so-called citizen participation in crime control, etc.) ”[11 p. 61]. In the context of 

private security, Kesić states that subjects of private security cannot be reduced to "private (or) 

professional agencies aimed at their own protection or the protection of others, as well as the 

protection of appropriate persons, premises, facilities, business or activities" [6, p. 12-15]. 

4. SOURCES, CARRIERS AND FORMS OF THREATING CORPORATE 

SECURITY 

The basic precondition when it comes to the protection of an object, person, space, etc. is that 

we have knowledge, that is, that we know what we are protecting, and from whom or what we 

are protecting. Depending on whether we are protecting a natural or legal entity, certain 

measures and actions that will be taken within certain types of security within the security 

system itself will also depend. If it is a matter of protection of a natural entity, the protection 

of his personal security is in the forefront, and then his property. When it comes to a legal 

entity, it primarily protects the persons, property and the business of that business entity. The 

protection of a legal entity is most directly related to corporate security. Today's modern 

society abounds in various sources and forms of endangering economic entities, so all this is 

reflected, whether directly or indirectly, on all segments of society. The very notion of 

endangerment, as Trivan states, "usually implies a general expression for a situation in which 

there is a danger that someone or something will be deprived of life, damaged health, destroyed 

or damaged material, financial or some other property." Sources of such endangerment, ie. 

endangering can be natural, artificial and social (according to other authors, external, internal 

and combined) ”[18, p. 42]. In the context of the sources and forms of endangering the security 

of corporations, the same author states that "natural sources of endangerment are related to the 

spontaneous action of natural forces and they are subject to influences and direction by man." 

Artificial or technical sources of endangerment are things (objects) that are the product of 

human activity and that are used in human communication and work. Carriers of social sources 

of endangerment are always social subjects of certain characteristics, which are, as a rule, 

aimed at taking the life or inflicting injuries on other persons, ie inflicting material damage in 

various intensities. Sources and forms of endangering the security of corporations can be: 

technical-technological accidents; natural disasters; criminal offenses that cause damage to a 

business entity (diversions, terrorism, sabotage, destruction or damage to the means of 
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production and destruction of products); criminal offenses of classical crime; economic crime 

committed by employees, most often in conjunction with business partners (abuse, corruption, 

bribery, embezzlement, robbery, contracting or doing business to the detriment of the 

company; crimes caused by general dangers and crimes against human health and the 

environment; crimes using information technology; traffic accidents and incidents; leak of 

confidential data; violations (violation of work discipline, deviation from the prescribed 

organization of work, exceeding or usurping competencies and authorities, non-

implementation or partial implementation of prescribed procedures, negligent business); social 

and other unrest within the corporation "[18, pp. 42-43]. Unlike Trivan, Mandić classifies the 

sources, carriers and forms of threats to corporations in a somewhat different way. This author 

states that “in relation to the environment where they come from, we distinguish social, natural 

and technical- technological sources of endangerment. If we look at the social source of 

endangering a legal entity, the conclusion is that it can be realized only when its bearers are 

persons, by doing and not doing. Given the above, as well as the existence of the possibility of 

proactive and reactive action, carriers can be divided into internal, external and combined. The 

internal bearer of the threat is the employee at the moment when, consciously or 

unconsciously, by his act or omission, he harms the legal entity. External bearers of 

endangerment are persons who do not have an established employment relationship on any 

basis with a legal entity, and who cause damage to the legal entity by their harmful actions. In 

addition to a natural entuty, an external bearer of a threat may also be a legal entity. Precisely 

because of the important information that employees have that can be used for security 

breaches, it is not a rare case of mutual cooperation of employees and external entities in the 

mentioned security breaches, which makes these persons combined carriers of threats "[8, p. 

172]. Unlike the sources of endangering a legal entity, corporations, forms of endangerment 

represent something else. As the same author states, "the forms of a legal entity are those acts 

(threats) that cause damage to a legal entity, regardless of the source, ie the bearer of the 

threat." In relation to the source of endangerment, forms of endangerment can arise: 1) by a 

social source of endangerment, 2) by a natural source of endangerment, and 3) by a technical-

technological source of endangerment of a legal entity ”[8, p. 173]. The threat to companies, 

their employees and assets is different, both in terms of strength and intensity. Consequently, 

corporate security, based on certain parameters of the degree of vulnerability, takes adequate 

protection measures. There are different views on the most common and most dangerous forms 

of endangerment. In this regard, it is worth seeing Daničić, who believes that the most 

common, and at the same time the most dangerous form of endangering property and 

employees in companies are crime and other socio-pathological phenomena (alcoholism, drug 

use, etc.). Business entities are also endangered by violations of public order and peace, in 

various ways: destruction or damage to property, infliction of injuries and harassment of 

employees who come to the company, creating an atmosphere of personal insecurity, 

disruption, loss of the company's reputation in the business environment and similar. It is 

believed that the consequences of these actions can sometimes be as negative as those caused 

by committing crimes. Therefore, not only the police and the security service of persons and 

property of the company deal with the prevention and detection of violations and other illegal 

acts and actions, but also other state bodies, ie other professional services and the management 

of the corporation. Finally, the crime that endangers the persons and property of the 

corporation is the same one that endangers society as a whole, and whose perpetrators are most 

often motivated by greed or the desire to harm both the company and the socio-economic 

system of the country "[3, p. 59-60]. Given the diversity of sources of threats to the security of 

corporations, their assets, persons and business environment, the importance and role of 

corporate security is crucial. Corporate security will take its protection measures in the field 

of prevention, but also in the field of repression. Early recognition of such phenomena that 

endanger the company and its business is of crucial importance. Acting on these phenomena 
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and sources of threats in the very beginning, when they did not take on certain proportions and 

caused significant consequences for the corporation, is the primary task set before the bearers 

of corporate security. In the time we live in, a modern and globalized society, the role of 

corporate security is increasingly recognized, as an independent category, but also as a part of 

the security system. 

5. CONCLUSION 

Corporate security, as part of the security system, gained importance in the period of capital 

transformation, and especially with the advent of globalization, when there is a faster 

connection of people, goods and capital. In such an environment, with the rapid development 

of economic entities, corporate security has the basic task of protecting the corporation itself, 

individuals, property and business activities. For the owners of capital, as well as the 

management in the business entity, security is not only desirable, but necessary. Compared to 

developed countries, corporate security is lagging behind in the Western Balkans. In order to 

achieve a sufficient level of corporate security, corporate security strives to act in a timely 

manner through future methods on future sources of threats, as if not to jeopardize the business 

and jeopardize the company's reputation in the business market, with employees and business 

partners. This reputation of the company is equally needed in the national and international 

market. In taking the necessary measures and actions, corporate security applies its own 

methods, but also the methods of others, above all the methods used by state bodies, but also 

private security. All these methods are adapted to the specifics of the corporation itself and the 

current business and security environment. Considering the entire function of corporate 

security, it is evident that it permeates all segments of the company's business. In the unified 

security system of the country, corporate security has its significant place and role, and in the 

time to come, it will certainly gain more and more importance. 
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Abstract: Almost two years of Covid-19 pandemia-time made a lot of changes at 

everyday life, work and behavior. Fear, isolation, limitation of movement and economic 

losses, will produce many challenges for states. Psychological, social and economic 

qonsequences will influence behaviour of people and societes. It is to be expected that 

late or unadeqatue personal or social response to frustration will incease number of 

sociopathological behaviour, agression, and even collective dissatisfaction. Expression 

of this kind of behaviour will be significant challenge for state and social security. 

Security concept must make more attention to socialy unaccetable behaviour and 

expression of frustration on violent way. This Article has aim to indicate some of main 

security chalenges that will come from society and persons, as well as possibilities of 

managing such risks. 

Key words: frustration, violence, community, security, risks 

1. INTRODUCTION  

Among many definitions and explanations, pandemic is extremely widespreading of desease, 

among large population and theritory – region, continent or global sphere. Epidemics that 

explodes to the level of global pandemics have drastic impact on states and societies. At times 

of pandemia, first considerations are about functionating of health system, administration, 

economy and public order. COVID-19 pandemia provided same considerations and goverment 

management around the world. Security questions mainly include food safety, transportation 

safety, using police for securing medical suplies and implementation of state and healh 

measures. Psychological and social state of societies are not at first line of considerations at 

thoese times, when all efforts are put on fight against desease. Not only theories, but history 

and practice shows that social and psychological impact of pandemic on population, can cause 

serious dissorders on individual and population level, and these dissorders are important health 

and security problem foeveryone – state, community, families. 

2. PANDEMIC AND COMMUNITY CONFLICT 

Explosion of COVID-19 epidemia and spreading the virus around the world, provided months 

and now even years of different restrictions, lockdowns, distancing and otherhealth and safety 

measures. Not only on health system and people’s health, pandemic caused serious impacts on 

economy, culture, sport, everyday life; And this is what was specially shocking for people. 

Not everyone have same psychological mechanisms for coping with changes and stress, and 

this is why pandemic also caused increased number of socialy undesirable, violent and/or 

pathological and criminal behaviour. As Laufs and Waseem say at their researching, one of 

the primary challenges in pandemic policing is maintaining relations with the community 

while ensuring compliance with new regulations and restrictions [4]. Beside that, new and 

drastic changes, create stress and fear among people, and lead by frustrations and uncertain 

future, societies can create internal or external conflicts.  
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At every society exist many groups (both at vertical and horizontal level), defined by economy 

and social status, culture, age, education, etc. All these groups both compete and coordinate 

with purpose of own existing, growing, resources allocation. Shocks modify this “social 

equilibrium”, possibly even leading to longer-run changes in the rules of the “game”, and may 

affect the likelihood of social conflict. [3] Social cohesion and its interplay with poverty and 

inequality during crises like this pandemic is, determine how different groups in society will 

interact with each other, to ensure collective survival or to get into conflict. 

Will society act as coherent and in solidarity, or get into conflict, can be determined by several 

epidemic and non-epidemic factors. Epidemic factors are: Characteristics of disease, health 

consequences, mortality, health services quality. Non-epidemic factors would be: Impact on 

economy, poverty, quality of life, impact on socio-culture life, political context of state 

decisions at emergency time. Jedwab, Khan, Russ and Zaveri [3]at their scientific article also 

provided many researching showing that epidemics create emotional distress as people 

experience death and illness among their community members, as well as incomes are also 

lost as production initially collapses – this leads to increase of market prices, scapegoating of 

minorities, bad coping with emotions and fear. The analysis that Reicher and Stott provided at 

2020.[7], suggests that civilian distress and grievances after disasters may disproportionately 

affect socio-economically disadvantaged communities, leading to violent confrontations 

between police and communities.  

Economic changes related to COVID-19 are evident at facts of job loss, reduced earnings, 

higher debt relative to assets ratio, inability to pay mortgage and bills. Many researching at 

past shown that economic hardship is related to behavioral health problems, including 

psychological disorders, addictive behavior, as well as at interpersonal dysfunction in adults 

and children. The pandemic has affected population in a deep and far reaching manner, from 

personal (e.g., death, COVID-19 illness, poor mental health) to social (e.g., isolation, inability 

to attend work or school, contact reducing), so socio-psychological and lifestyle adjustment 

for pandemic occasion has offered a significant obstacle for many families and individuals. 

Those with previous trauma experiences or low level of adjustment and reaction to frustration, 

had changes at behavior, from antisocial to even violent, with suicidal or criminal thoughts 

and need for alcohol or drugs misuse.  

2.1. Trauma and reaction 

Fear is an adaptive defense mechanism that is fundamental for survival and involves several 

psychological and biological processes of preparation for a response to potentially threatening 

events. When person can not control fear and processes of coping with stress, many disorders 

can occur, anxiety is one of most frequent. Analyzing people coping with pandemic stress, 

Zvolensky [9] said that if we consider the likely general increase in anxiety and stress in the 

context of diathesis-stress conceptualizations of mental illness, we expect that such a salient 

and broad reaching stressor to increase the incidence of pathological anxiety. Robillard and 

associates [8] provided research on how COVID-19 outbreak trauma affect Canadian adults; 

results show that pandemic increased number of suicidal thoughts and attempts of suicides 

among adolescents. Atalan’s [2] research from 2020, .showed that lockdown measure 

increased number of stress and depression.  

Putting health safety measures and reducing of disease spreading at top of pandemic 

management is certainly most necessary; but psychological and social researching and 

everyday news show that undesirable psychological effects and behavior are important and 

worrying security risks. Trauma caused by COVID-19 pandemic, as well as post-traumatic 

disorders, economic changes, social and physical distancing, caused many negative effects on 

people’s behavior. It is well known that inadequate coping with frustration, stress or fear in 
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many cases lead to pathology, such as alcohol or drug misuse, which cause more money 

needed, but working ability decrease; dissatisfaction with social or financial status lead to 

aggression and violence, especially if this kind of behavior occurred at the past.  Extensive 

literature has been debating which factors may predispose someone to be part of a violent 

relationship, either as a victim or the perpetrator of the abuse; The challenges imposed by the 

Covid-19 pandemic, including managing the fear of the disease, increase time with the partner 

and isolation, economic crises can significantly contribute to the increase of stress in a 

previously already strenuous relationship and lead to family violence, and these facts are 

shown at research Moreira and Costa made at 2020 [5]. Research about violence and crime 

during lockdowns at UK, showed that here have been 936 more violence with injury cases and 

16,504 more violence without injury cases between 23 March and 1 November than if levels 

had remained at baseline. Other crime types with notable higher volumes are sexual violence 

since June, other crime since May and fraud [1].  

On the other side, bad coping with trauma also caused increase number of asocial behaviors, 

depression and will to commit suicide. ‘’Stay at Home’’ order rapidly decreased number of 

live social contacts, cultural events and occasions for having social life. Instead of that, people 

spent more time at Web and social networks. As much as social networks and e-contacts can 

be support and source of information, it is also place of misinformation and fraud. Spending 

much more time at network, both adults and children were more exposed to misuse and 

different types of recruitments.  

Regardless people become violent to other or themselves, all this social pathology behaviors 

cause serious security risks for community and state – frustrated and dissatisfied people or 

even groups are more likely to break rules, be violent, commit crime. We witness both peaceful 

and violent demonstration against some governments and pandemic measures. All these 

behaviors and activities ask for more police work and knowing that COVID-19 crisis still lasts, 

we can expect frustrations and pathological phenomena only to increase and provide more 

unsecure and unsafety at communities and states. 

3. CONCLUSION 

COVID-19 already changed many rules (at transportation, travelling, hospitals, stores), as well 

as personal habits. It was challenge to predict how measures and especially lockdowns will 

impact people. At the past, people around the world faced natural disasters, wars, 

discriminations, migrations, economic recessions and all this provided personal and even 

collective trauma and post-traumatic disorders. Pandemic of COVID-19 is certainly trauma 

that needs to be healed and controlled.  

Security services – police and private security sector have more duties on to provide health 

restrictions and measures, control rule esteems, people behavior at groups, public and 

commercial buildings, secure special medical supplies, etc. Growing dissatisfaction and 

violent behavior caused by pandemic as health, psychological and economic problem and 

challenge, need more attention by social workers, psychologists and, police, as these complex 

reactions to trauma affect more and more people.  

World and national economies recovering, after pandemic ends, will not be nor easy, nor fast, 

and same we can say for collective and personal mental health. Fight against  COVID-19 is 

also fight for survival of markets, trading, social policies, people’s safety and national security. 

Pandemic did not stop civil wars, migrations, natural disasters. Knowing all this, and getting 

new experiences from fighting with „invisible” enemy, security management need to re-define 

priorities and, by that, expand knowledge and skills. More and more security risks will come 

from nature, as well as from community. Poverty, repressive measures during pandemic, 
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ecological refugees, etc. will cause many post traumatic disorders, frustrations and therefore 

aggression and violence of different kind and at different levels. Security management need to 

predict these potential risks and deeply understand their roots, so causes could be prevented or 

damage control done better. As never before, Human security concept shows its expediency – 

satisfied people are pillar of state. Priority professional task for security management now, 

have to be recognition and prevention of risks coming from unsatisfied and hopeless 

communities or groups, because these personal and collective feelings would provide more 

family violence, revenges, crime such as robberies, violence against minorities and street 

protests. As those are risks for people, private and public property and governments, security 

management from state and private sector, need to organize its experts and efforts to 

adequately manage these behavers. As almost all crisis are global, and easily transferable, 

security management and decision makers need to be coordinated and solidary at preventing 

and managing social and natural risks. 
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Abstract: Current artillery reconnaissance organization in Serbian Army’s units falls 

behind the capabilities of modern artillery weapons systems. Changes are needed in 

order to overcome problems of insufficient speed and quantity of gathered data about 

artillery targets. 

As an example of modern reconnaissance organization, we can use NATO artillery 

units. Comparisons show differences that are not attached only to technical equipment, 

but there are substantial differences in types of engaged units, status and numbers of 

artillery scouts and particularly in soul reconnaissance organization. 

Organization of artillery scouts into smaller teams would provide better observation 

coverage of the operation zone and necessary tactical deepness of reconnaissance. 

Also, it would contribute to improved cooperation between combat and support units. 

Besides creating possibilities for modern artillery weapons system usage, it is 

important to emphasize that it would extend the safety of the units to a higher level, 

especially in conditions of enemy’s air supremacy. 

Key words: organization, artillery reconnaissance, team, experience, changes 

1. INTRODUCTION  

Combat operations in current, and quite possible in future conditions, demand that Serbian 

army’s artillery units be as efficient, movable and as protected as possible. These demands 

can’t be fulfilled only by acquiring modern artillery weapons systems, but it is necessary to 

change the principles of artillery usage. This kind of situations emphasize tactical solutions for 

artillery deployment as a whole, and particularly on reconnaissance organization. Considering 

ongoing changes in planning and conducting combat operations, there is a clear need for 

modern concept of artillery reconnaissance organization in SA units. 

Positive contribution of modern artillery reconnaissance principles application is clearly 

visible in the armies that conduct combat operations today, and it is also clear to artillery 

officers that were engaged in combat operations in Kosovo and Metohija. 

The goal of this paper is to show new ideas and possibilities that are meaningful for future 

development of engagement concepts of scouts in both artillery and other combat units of SA. 
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2. SERBIAN ARMY’S ARTILLERY RECONNAISSANCE ORGANIZATION 

PROBLEMS 

Artillery reconnaissance organization problems, and entire artillery effects, could be spotted 

during combat operations in former Yugoslavia, and particularly in 1999. in Kosovo and 

Metohija. Having in mind that artillery actions in Kosovo and Metohija where as close to 

todays as can, there is a clear need that artillery as a branch, draws lessons from those actions 

and change concepts of use, so in the future conflicts it can give greater contribution to 

operation success. 

There are many problems with artillery support, but as one of the most influential of them all 

is the artillery reconnaissance organization in combat operations. As part of reconnaissance 

one distinctive problem represents acquiring artillery targets and fire handling. 

Usage principals of artillery-rocket units regarding reconnaissance are outdated, which was 

clearly shown by the fact that they were not applicable during NATO aggression against our 

country in the 1999, and it has passed 20 years since. 

The specific problems are as follows: 

- Reconnaissance is well organized for battle ground observation when enemy is deployed 

in full scale, so it has loose position; 

- Enemy reconnaissance organization during gathering is at low level, so you can’t 

appropriately use high range of artillery weaponry introduced in combat; 

- Work in reconnaissance organization is slow, especially observation post reconnaissance; 

- Reconnaissance groups are oversized, and the manpower occupying observation post is 

large; 

- Movement tracking of supported units is difficult; 

- Technical equipment of artillery scouts is not at needed level, and same can be said for the 

ability of a part of the people who are engaged in reconnaissance; 

- In modern conditions scouting manpower protection capacities are reduced. 

- All of this in total gives insufficient artillery effect.  

It is right to say that artillery reconnaissance concepts do not follow trends in modern combat 

operations. They do not foresee the long-term and absolute air supremacy of the enemy and 

the use drones. The situation that speaks most clearly about reconnaissance organization 

problems is that concepts foresee, in division level, that the enemy is to be observed from four 

spots (almost in a line) on the ground surface of 60 to 100 square kilometers.  

3. COMPARATIVE ANALYSIS OF ORGANIZATION AND CONCEPTS OF 

ARTILLERY RECONNAISSANCE IN SA AND NATO ARMIES 

The most important difference in the use of artillery between NATO alliance and SA, can be 

defined as the fact that SA focuses on fire precision, and in NATO on fire speed, or timeliness 

of fire. 

NATO artillery tactics are based on a “shoot and scoot” principle. This principle is developed 

with the assumption that the enemy always has both air and artillery supremacy. One battery 

can be given an assignment to carry out fire with a battery, platoon, pair or a single gun. The 

differences are well seen if we take on example the “Paladin” battery. This kind of unit, during 

operations, has the ability to fire upon multiple targets at the same time, even so every gun can 

acquire different fire [4].  
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Scheme 1: Battery fire control modes (FM 3-09.70, Tactics, Techniques, and Procedures for 

M109A6 Howitzer (Paladin) Operations, Chapter 3, Section 2 

Modern combat operations, usually, ultimately demanding of artillery units: 

- timelines and great speed in decision making, based on argumentative foreseeing; 

- modern war equipment, but also corresponding equipage and instruments; 

- rational and simplified action planning; 

- resource efficiency; 

- major movability of artillery batteries, which applies the ability to change position fast, 

quickly get to the new post and low preparation time for next action; 

- gathering and safe data transmission in real time and 

- high level of security for manpower during preparations and conduction of reconnaissance. 

In NATO alliance artillery units, reconnaissance is held by supported unit, so the command-

recon part of the artillery is mostly cut out of the artillery units themselves.  Reconnaissance 

organization is dislocated as a part of organization of other combat units. Artillery units can 

do their tasks even at the platoon level, and artillery platoon has its logistics and command 

module, which allows to act on its own. 

Fire Instruction Support Teams (FIST) are joined with units in a battalion. Therefore, in 

principle, fire support is delivered to companies, so, beside artillery, it can also manage close 

air support. In principle, it can handle all available fires. Teams are moving alongside 

companies or they can join scouting units. Team commander is always by the company 

commanders’ side. This kind of team is made of: 

- fire support officer (officer); 

- radio operator (soldier); 

- 2 fire support specialists (non-commissioned officer); 

- 3 protruding observers (non-commissioned officer). 

 

 

1 Fire control center can 

control a battery 

2 Fire control center can 

control a platoon 

1 Fire control center can 

control 1, 2 or 3 pairs of 

howitzers 
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4. POSSIBILITIES OF IMPLEMENTING MODERN CONCEPTS OF 

ARTILLERY RECONNAISSANCE IN SERBIAN ARMY UNITS 

Introduction of modern artillery armory in operational use in SA has developed the 

possibilities of maintaining fires at greater distances, but has also set the demand to expand 

artillery observation in greater operational depth. Besides, there is a clear demand to further 

modulate artillery actions along with needs of operation carriers, but with great probability 

that the enemy possesses air supremacy and that the artillery units are vulnerable in that 

situation. 

Having in mind that security of forces is achieved through protection, and inside protection 

through general security measures that are conducted by commanders, increase of risk for 

individuals for better security of majority, or unit, is implied. Just as the guard is exposed to 

greater risk for security of others, so is necessary for artillery scout to be closer to action 

objects, targets, resistant spots or generally the enemy, so their contribution would be greater 

to more efficient unit action and to the entire operation as well. 

Artillery reconnaissance advancement in SA, selective solutions’ implementation from 

modern armies and personal experiences from previous combat operations, not only can, but 

has to be carried out in near future, in order to correspond with today’s combat operations 

demands and to use the modern weapon systems in appropriate way. 

In order to improve artillery reconnaissance, it is needed to: 

- define in doctrines the obligation of participation of artillery specialist or unit commander 

during the operation planning in supporting unit; 

- define schooling program or training program for parts of infantry and armored non-

commissioned officers for artillery fire handling, as well as parts of artillery non-

commissioned officers for protruding artillery scouts; 

- increase in number of scouting sections in artillery units, equip them with modern 

observation and data transmitting systems and terrain vehicles; 

- alongside training, protruding scouts to be considered special forces; 

- at the battalion level form support teams and equip them with modern equipment. 

As a good example of modern tactical principals and organization of artillery reconnaissance 

we can take the British 11.th artillery battery for observation also known by the name of 

Sphinx. Manpower and resources are engaged based on demands of artillery fire support 

batteries. From the composition of that battery, observation teams are formed that are joined 

with infantry units. Battery is equipped with modern observation resources and trained so the 

scout post is occupied by 2 or 3 soldiers. 

5. CONCLUSION 

Concepts of artillery reconnaissance [3] in SA are outdated because they haven’t been altered 

in decades and they do not follow trends in modern armies, nor they are appropriate to the 

systems introduced in operation in the past 30 years. 

Reconnaissance is definitely the key contribution to overall artillery in modern operations, and 

through the prism of that contribution the effect to our forces’ security can be observed. 

Artillery, with its actions, can significantly disturb enemy’s operational abilities, especially at 

greater distances, in gathering forces, when the enemy is not yet in dispersed position and 

when the goal is rentable. 
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Suggested solutions take into account the needs of combat forces in operations, the operations 

characteristics, contribution of preserving and security of resources and army concepts that are 

every day engaged in combat actions. Reasoned consideration of the proposal, with analysis 

of invested and gained in the future, explicitly favors offered solution or any other similar. 

In the formal Yugoslavia clashes artillery has shown to be very influential on the outcomes of 

the operations, especially as a distraction factor. In Kosovo and Metohija clashes as resilient 

and resistant, mostly regarding initiative and innovations of artillery staff, and if we see 

artillery actions as main fire support, it is irreplaceable. From above it follows that every 

artillery reconnaissance improvement has far-reaching consequences. 
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Abstract: Through this essay impact of modernization of multiple launch rocket system 

128mm M77on tactical principles of battery-grade unit, with focus on security and 

force protection as important element of military operation, is considered. It is based 

on field experience, gained through participation of digitalized multiple launch rocket 

artillery battery 128mm M17(MLRSD 128mm M17)(modern version MLRS 

128mmM77) coupled with universal mobile artillery observatory and computing 

station (UPAOS and UPARS,) in combined arms live firing  exercise (CALFEX) „CO-

OPERATION 2020“.With the practical use of modernized devices within battery-grade 

unit, themed for correction and harmonization of technical and tactical principals of 

handling and use of M17 artillery weapons,  from the aspect of providing and 

protecting forces and in accordance with the changes provided by the modernization, 

have been identified. Experiences gained in field practice can be used to continue 

modernization and improvement of field artillery rocket units. 

Key words: modernization, field experience, security, force protection 

1. IN GENERAL ABOUT MODERNIZATION MLRS 128mm M77  
The holders of modernization and digitalization of MLRS 128mm M77, "Prva petoletka 

Trstenik “Namenska a.d.” Trstenik ", in cooperation with the Military Technical Institute 

Belgrade performed the improvement of the existing tool, which resulted in a digitized tool 

MLRSD 128mm M17, which practically achieved the following: 

- automatic aiming line and navigation - installation of inertial navigation system (INS) and 

satellite navigation device (GNSS), 

- combined work with the Universal Mobile Artillery Computer Station (UPARS), 

- shortening the time of preparation and opening fire, 

- increasing the level of protection and masking of tools, 

- replacement of the old communication system (RUP-33) with the installation of a modern 

telecommunication - information subsystem [4] 

The basis of the tool is the existing special motor vehicle FAP 2026 BDS / A with a vehicle 

control system and the existing launch superstructure. 
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The modernization did not have a significant impact on the change in the external appearance 

of the tool (Figures 1 and 2) and it is reflected in the added bracket with 4 smoke box throwers 

82mm on the front bumper, added antennas of satellite navigation devices (GNSS Hemisphere) 

and radio antenna Thales TRC 9210 on the protection of the tool behind the cab of the vehicle, 

the added inertial navigation system (INS) Avance vega on the underside of the launch device 

box and the installation of a new, mechanized tarpaulin protection of the tool. 

Table 1: Comparative review of tactical data 

Parameter MLRS 128 mm M77 [1] MLRSD 128 mm М17 [4] 

Servers 

Department commander, 

marksman, loader, timer 

and driver 

4 servers 

Infantry protection 

Semi-automatic rifle and 3 

7.62mm M70 automatic 

rifles 

4 automatic rifles 

7.62 mm M70A 

Anti-tank protection RRB 90 mm M7913 None 

Method for  

maintaining a 

connection 

RU RUP-33 RU Thales TRC 9210 

Time to prepare tools 

for action 
< 300 s14 <120 s 

Time to leave the 

firing position 
< 90 s < 90 s 

Improvement of MLRS 128mm M77 Fire cannot be considered as an exclusive improvement 

of the capabilities of the tool itself, but it is a whole system connected into one functional unit 

made up of the following components: 

                                                 
13 The commander of the department is armed with a pistol, the marksman, timer and driver 

are armed with AP 7.62 mm, and the loader is armed with RRB 90 mm M79 
14 Storing firearms, without directing them in the basic direction 

Figure 1: Appearance of MLRSD 

128mm M17  

Source: MLRSD 128mm M17 operation 

and maintenance manual 

Figure 2: Appearance of MLRS 

128mm M77  

Source: M77 Oganj 128mm multiple 

rocket launcher of Serbian Army on 

display at "Partner, 2013" military 

fair, photo by mr Srdjan Popovic 
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(1) Universal mobile artillery observation station (UPAOS), 

(2) Armored combat vehicle - command reconnaissance vehicle of the battery commander 

(BOV KIV), 

(3) Universal mobile artillery computer station (UPARS), 

(4) Rocket launcher self-propelled multi-barrel digitized 128mm M17. 

For the sake of illustration, Figure 3 schematically simplifies the place and role of each 

individual component in the system, from where the interdependence and connection of the 

components is clearly seen. 

 
Figure 3: Simplified presentation of actions of using digital components when shooting 

Source: teaching sheet from the unit  

MLRSD 128mm M17 FIRE MISSION PROCEDURES 

 

Artillery observer 

Artillery observer reveals elements of enemy`s position and 

determines coordinates of  observed sites with universal mobile 

artillery observatory station (UPAOS). 

Observes the point of impact, determines their places and 

forwards data to battery commander for correction 

 

Battery commander 

Based on received data from artillery observer, battery 

commander determines targets and formulates command for 

firing mission which forwards with local area network for 

further processing to universal mobile artillery computing 

station  (UPARS) 

Automaticaly process received fire order data, formulates to the 

commander for correction and forwards to UPARS 

 

Computing operator 

Computing operator in universal mobile artillery computing 

station (UPARS) processes data automatically and determines 

the fire order elements. With local area network forwards the 

fire order elements to the every single artillery section. 

Based on received command from battery commander for 

correction, automatically determines corrective elements and 

forwars them to firing position. 

 

Section commander 

Ballistic computer receives the fire command elements for fire 

based on which section commander gives a command to the 

launcher and directs it in the direction of fire. On the section 

commander command opens fire on the target. 

Takes commanding corrective elements and on the section 

commander command opens fire. 
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2. THE IMPACT OF THE INTRODUCTION INTO THE OPERATIONAL 

USE OF DIGITALIZED COMPONENTS ON THE SECURITY AND 

PROTECTION OF POWER UNITS OF THE ATILIER BATTERY RANK  

2.1. Significance of safety and protection of MLRS 128mm artillery batteries 

Starting from the fact that the artillery units of the Serbian Army armed with MLRS 128mm 

M77 and MLRSD 128mm M17 have a very important task of providing artillery fire support 

to the maneuvering units of the Land Army, it is concluded that they represent a cost-effective 

and very lucrative target for the enemy. 

Their importance can be represented by the fact that in the former organization of the Land 

Army they belonged to units intended to provide artillery fire support to the corps. 

The combat value and efficiency of these units necessarily imposes the need for detailed and 

studious consideration of adequate protection in combat use with the aim of preventive action 

and greater coverage of adequate measures that will successfully contribute to preserving the 

combat potential of the unit despite the threat of possible enemy action. 

The modern battlefield is a multidimensional space that is considered on a tactical level 

through the elements of the operational framework [5]:  

(1) mission, 

(2) enemy, 

(3) forces, 

(4) space, 

(5) civil environment, 

(6) time. 

each of which exerts an influence on the contents of combat operations: 

(1) command and control, 

(2) actions and counteractions, 

(3) security, 

(4) intelligence activities, 

(5) maneuver, 

(6) fire support, 

(7) protective forces, 

(8) civil - military cooperation.  

Although they are mutually correlated, from the aspect of security, security and protection of 

forces are certainly the most important.  

2.2. Technical solutions for tool modernization in practical use and their impact on 

safety 

One of the primary goals of modernization, i.e. digitization and automation is an increase in 

speed, precision and efficiency while reducing the need to engage people in automated 

processes. Practice and experience from armed conflicts that have happened and are happening 

in the 21st century show that this task must be approached very carefully because it is 

indisputable that technological advances can replace the presence of man, but not in the 

absolute sense. Therefore, it is very important to perform the analysis pro et contra and in 

accordance with it to define what are the actions and procedures whose execution can be left 

to machines and where the presence of man is irreplaceable. 

Members of the MLRS artillery battery from the 13th MLRS Division participated in exercise 

activities at the Pasuljanske livade military complex and the Peshter temporary range in 
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September-October 2020, as part of combined arms live firing exercise (CALFEX) 

"SADEJSTVO 2020", during which the impact of modernization on the unit of battery rank in 

the conditions closest to the actual combat. Since these were the means that were first put into 

operational use, it was noticed that the modernization reflects on security and protection 

through several interconnected and dependent segments, as schematically presented in Figure 

4.   

 
Figure 4: Interrelation of segments that affect security and protection 

Table 1 shows the change in the number of servers MLRSD 128mm M17 in relation to MLRS 

128mm M77 where the composition of the service was reduced from 5 to 4 members. 

Considering this change through the practical work of the service, we can conclude that the 

reduction in the number of servers is justified due to the reduction of space in the cabin of the 

vehicle caused by the installation of a ballistic computer and radio and the loss of the role of 

individual servers. On the other hand, since the actions during charging of chargers and launch 

tubes have not changed, as well as when they must be physically secured during their stay in 

the waiting and firing position, there is a need to keep the number of servers unchanged. Also, 

the service is planned to be armed with 4 automatic rifles, which is an improvement in terms 

of firepower compared to the previous prescribed 3 automatic rifles and 1 semi-automatic 

pistol [1], but given the limited space in the vehicle cabin as the most rational solution arming 

the service with automatic weapons due to their favorable tactical and technical characteristics. 

The design solution of the ballistic computer in the vehicle cabin prevents the aiming seat from 

folding into the front position in order to take a combat position on the turret of the 12.7mm 

M87 anti-aircraft machine gun, the placement of the Thales TRC 9210 radio behind the 

department commander's seat makes it difficult for the servers located behind the driver and 

the department commander to get in and out of the vehicle. These problems adversely affect 

the efficiency of server speed in conditions that require response speed 

Compared to the old model of the tool, the following manual anti-armor means is not provided 

with this tool, but camouflage protection in the form of 4 82 mm smoke box throwers has been 

added. Due to the nature of modern armed conflicts, and the high pace of attacks, high mobility 
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of the unit and the possibility of landing armored vehicles, there is a need for weapons in 

addition to camouflage protection and have adequate anti-tank protection in the form of 

portable hand-held anti-tank weapons. 

The method of placing the antennas of the satellite navigation device (GNSS Hemisphere) 

prevents the action of anti-aircraft machine gun 12.7 mm in a radius of 360o and there is a 

need to find a more suitable solution that would not negatively affect the area of action of the 

weapon. 

2.3. Technical solutions for modernization of other components in practical use and 

their impact on safety 

In addition to the impact of the modernization of weapons, we can not but look at the impact 

of the modernization of other components necessary for the functioning of the artillery battery. 

The management and handling of artillery fire from the artillery observation post has now been 

slightly modified and is performed using a universal mobile artillery observation station 

(UPAOS) coupled with the vehicle of the battalion commander (BOV KIV) as follows: 

UPAOS serviceman under the command of the commander of the reconnaissance department 

prepares and installs the device for work, from the place that provides all the conditions to be 

met by the artillery observation post [3], connects the device with the BOV KIV of the battery 

commander to the 50 m long boundary board, to which it submits data on observed targets via 

intranet connection. The received data is computer processed by the battery commander and 

delivered via intranet to UPARS, which is served by the commander of the computer 

department and the computer, which after receiving the data computer determines the initial 

elements for shooting and forwards them to the ballistic computers. The whole process from 

spotting the target to capturing the initial elements for shooting takes up to 7 minutes, which 

greatly reduces the time compared to the previous mode of operation and thus reduces the need 

for a longer stay in the firing position and exposure of the unit to enemy observation and action. 

The reduction in the number of people in the command-reconnaissance part of the battery 

results from the loss of the need to use artillery accessories and instruments and 

telecommunication-information equipment, and security and protection are provided by 

greater mobility, greater protection of primary armored vehicles and greater firepower using 

the weapons of a combat armored vehicle - a 7.62mm M86 machine gun with a coupled 30mm 

automatic grenade launcher..  

The following shortcomings were noticed as problems whose overcoming is in the domain of 

the designer: the battery commander is not in a place where he can personally observe, 

organize, monitor and control the work but is in the vehicle, the construction solution of 

UPAOS does not allow work from the engineer with a light cover, in case of the need to 

activate the unit in BOV KIV, the camouflage discipline is violated and the place of the 

observation post is revealed by sound.  

3. CONCLUSION 

1. The modernization of the system has increased the speed, precision and efficiency of 

operations performed by the artillery battery on the firearm and observation posts during the 

preparation, execution and after execution of fire tasks, which reduces the unit's exposure to 

enemy surveillance and action, 

2. Reduced numbers adversely affect the undertaking of combat security measures (work of 

the command reconnaissance, direct security of the waiting and firing position and the 

observation post), 
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3. Greater mobility and firepower by using the BOV KIV armored combat vehicle has 

increased the resistance and protection of the command and reconnaissance part of the battery, 

4. The ability to conduct close anti-tank combat on the waiting, firing position and on the 

march was lost, 

3. Construction solutions that make it difficult to service means and negatively affect safety 

need to be improved. 
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Abstract: The issue of security and safety of infrastructures on which the functioning 

of modern society depends has become dominant and the issue of critical infrastructure 

is becoming crucial. Due to the complexity of the critical infrastructure system, which 

consists of a large number of elements of different types, its protection implies an 

interdisciplinary approach. Also, in the environment of increasingly global threats 

from terrorism and sabotage that can significantly affect the lives and health of the 

population, local economy and the environment, it is necessary to find fast and efficient 

solutions that will be applied both preventively and correctively. 

The development of weapons has conditioned the appearance of drones and anti-drone 

means for different purposes, which have a wide range of possibilities and are used in 

different spheres of society. The use of drones poses a great threat to the safety of 

critical infrastructure facilities, because there is a possibility of using both military and 

commercial drones for various illegal and terrorist purposes, thereby harming the 

economy and citizens. 

Key words: drone, UAV, security, critical infrastructure, weapon 

1. INTRODUCTION  

The development of weapons and military equipment along with the development of terrorism 

and its expansion at the end of the XX and the beginning of the XXI century created the need 

to find effective models of protection. The most common targets of terrorist attacks were 

critical infrastructure facilities. Along with the development of terrorism, protection models 

and modern methods of combating terrorism have also developed. The security situation in the 

immediate vicinity and the support of terrorist organizations in the region indicate that there is 

a real possibility that Europe will be endangered by terrorist activities, directly or through the 

use of territory for the preparation and execution of terrorist activities in another country. The 

new effective weapon of terrorists is drones, which expanded in the second decade of the 21st 

century. 

It is necessary to conduct a quality research on the possibility of protecting critical 

infrastructure facilities using drones from attacks by illegal drones. Drone attacks on critical 

infrastructure facilities represent a real threat to their safety. Research should be focused on 

analyzing the models of technical security of critical infrastructure facilities using different 

types and models of drones. 
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Today, modern society is facing the growing abuse of drones (drones) by terrorist and other 

controversial organizations motivated by different goals, but united in the same intention to 

seriously undermine the security of countries around the world. As a result, drones are 

becoming an increasing threat to the safety of people, critical infrastructure and other aircraft. 

They can be used for various illicit and dangerous purposes such as spying and intelligence 

gathering, smuggling or they can even be used as a weapon platform. Due to their size, low 

speed and low flight zone, it is very difficult to detect them and limit their movements from 

the aspect of protection of certain objects. 

2. DEFINITION OF TERMS CRITICAL INFRASTRUCTURE AND DRONE 

When it comes to critical infrastructure, there are several different definitions, but in general 

they all refer to assets and property, which are key to the smooth functioning of the economy 

and society. The United States considers critical infrastructure to be a basic resource whose 

term refers to the wide range of different assets and assets necessary for the day-to-day 

functioning of the social, economic, political, and cultural systems in the United States. Any 

disruption in critical infrastructure elements poses a serious threat to the proper, functioning 

of these systems and can lead to damage to property and human casualties and significant 

economic losses. 

The analysis of the definitions of the term critical infrastructure concludes that the conceptual 

definition of the term critical infrastructure cannot be the same in all countries, and therefore 

the content must be determined at the national level. Defining the factors of critical 

infrastructure and their interdependence shows the importance of key resources of the state, 

the endangerment of which would disrupt the normal functioning of society. The definition of 

critical and key capacities by many organizations, institutions and analysts has become topical 

after recognizing the fact that they are far more vulnerable to terrorist challenges, risks and 

threats.[10] In Australia, critical infrastructure is physical facilities, supply chains, information 

technology and communication networks, which in the event of long-term neutralization or 

destruction would have a significant impact on the country's social and economic life, or affect 

the state's ability to maintain national defense and provide national security. 

Critical infrastructure is the grouping of all resources that are essential for a country's 

telecommunications, energy, banking and finance, transportation, water and emergency 

services, both public and private. Critical infrastructure consists of physical, personal and 

cyber components.[5] To provide critical infrastructure means to provide a set of its factors 

from various dangers and threats, whether accidental or intentional. Effective protection of 

critical infrastructure facilities requires maintaining confidentiality at all levels.[15] Critical 

infrastructure protection requires the establishment of common software that will analyze 

every aspect, detailed analysis of the infrastructure, identification of hazards, risks and threats 

and that will warn of possible threats. The United States has defined 16 critical infrastructure 

sectors, namely: chemical sector, commercial facilities sector, communications sector, critical 

manufacturing sector, dam sector, defense industrial base sector, emergency services sector, 

energy sector, financial services sector, food and agriculture sector, government sector 

facilities, health case and public health sector, information technology sector, nuclear reactors, 

material and waste sector, transport system sector, water and wastewater system sector. [1,3] 

Critical infrastructure must be secure and able to withstand and recover quickly from all threats 

and dangers, which requires proactive and coordinated efforts. Such efforts share 

responsibility between the various elements of the critical infrastructure system. Research 

needs to focus on investing and researching physical and cyber risk management tools and 

plans, educating a wide range of people about critical infrastructure security and resilience, 

business continuity plan, sharing threats and incident information, reporting and documenting 
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suspicious activities.[4] Drones with their wide range of possibilities in the future represent 

the main factor of the Critical Infrastructure Security System. 

The term drone has a broad meaning, it is a means with a motor that is remotely controlled by 

the operator or it is a means that has a certain level of autonomy (control is achieved using 

communication software, and often artificial intelligence is used together with different types 

of sensors), which can be used once or more and can carry deadly or non-lethal cargo and 

transmit data in real-time.[6] It is a synthesis of the means and devices necessary to manage it. 

They differ in purpose, construction characteristics (shape, dimensions, weight, payload, 

maximum flight altitude, maximum range, flight time, speed, etc.), the environment in which 

they are used and the energy source that drives them. Depending on the purpose, they can be 

used in different environments such as land, water, air and space, and the broad spectrum of 

possibilities has enabled their use in defense and security (for the needs of the army and the 

police - original purpose) , agriculture, construction, traffic, trade, communication, science, 

medicine, research, architecture, video and photography, geology, forestry, mining, 

oceanography, environmental management, sports, mapping, etc. [9] 

Žindrašič et al. in the paper Modeling the organizational implementation of a drone and 

counter-drone operator into the Serbian Armed Forces rifle section show different types of 

drones and anti-drone means.[14] Randjelović et al. in the paper Anti - drone assets [11] show 

the possibilities of using different types of anti - drone means, including drones. Samopjan et 

al. analyze different possibilities of using anti-drone means in the work Analysis of anti-drone 

means.[13] Detailed classification of drones was performed by Petrovski and Radovanović in 

the paper Application of detection reconnaissance technologies used by drones in 

collaboration with C4IRS for military interested. [9] The focus of the paper is on the 

presentation of air drones, ie UAVs with the possibilities of application in the protection of 

facilities and the possibilities and specifics of defense against attacks by other drones.  

3. PROTECTION OF CRITICAL INFRASTRUCTURE FACILITIES 

The most important difference in the use of artillery between NATO alliance and SA, can be 

defined as the fact that SA focuses on fire precision, and in NATO on fire speed, or timeliness 

of fire. 

NATO artillery tactics are based on a “shoot and scoot” principle. This principle is developed 

with the assumption that the enemy always has both air and artillery supremacy. One battery 

can be given an assignment to carry out fire with a battery, platoon, pair or a single gun. The 

differences are well seen if we take on example the “Paladin” battery. This kind of unit, during 

operations, has the ability to fire upon multiple targets at the same time, even so every gun can 

acquire different fire [4]. The organization of security of critical infrastructure facilities 

includes planned and synchronized activities and application of measures, actions and 

procedures for the purpose of security protection of facilities. The goal is to completely 

neutralize and reduce the risk of potential security threats to the lowest possible level. 

Depending on the security assessment, the organization of security of critical infrastructure 

facilities also depends. Services and bodies that implement the protection of critical 

infrastructure facilities, are obliged to continuously monitor the sources, forms, activities, 

indicators aimed at endangering them and take measures to prevent adverse events. 

Functional and quality security protection of important facilities must consist of multiple 

interrelated elements: normative-legal regulations in the field of security protection of critical 

infrastructure facilities (regulations and instructions), harmonization in planning and 

implementation of protection, through coordination of all elements in the security protection 

system, organizational structure of specialized services for providing and continuous 
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improvement of personnel and technical working conditions of specialized services.[7] Based 

on all the above, it is concluded that the security protection of critical infrastructure facilities 

is a complex task for specialized security services. 

Security protection of facilities represents the scope of competencies, rights and duties of 

security entities of a state provided by legal regulations, which carry out measures, actions and 

procedures in order to ensure the highest level of protection of certain facilities, ie represents 

the entire activity that prevents and suppresses endangerment - threats to certain objects being 

protected.[7] Depending on the assessment of the security threat to a certain critical 

infrastructure facility, the model of securing it also depends. Based on the plan of security 

measures, the most efficient model of facility protection is applied. Security protection 

measures,[2] where each of the above measures, alone or in combination with one or more of 

them, represents a model for securing critical infrastructure facilities, are [12]: /1/ 

counterintelligence protection measures; /2/ preventive and security measures; /3/ preventive 

technical protection measures; /4/ physical - technical protection measures; /5/ preventive 

medical protection measures. 

This part of the paper analyzes the application of technical protection measures with a focus 

on the possibilities of using drones in the provision and protection of critical infrastructure 

facilities. Technical protection measures represent a significant and indispensable segment of 

security protection of critical infrastructure facilities, which significantly contribute to raising 

the level of security of the facility, and without which it is not possible to organize effective 

security protection of critical infrastructure facilities. Technical protection measures include 

the use of modern technical means within the organized and planned activities of members of 

the facility security service, within which, depending on the characteristics of the facility, the 

use of technical protection means also depends. The most commonly used means for technical 

protection of the facility are: video surveillance cameras, motion sensors, thermal imaging 

cameras, alarm systems, pass registration and access control systems, protective lighting, 

means of communication, metal detectors, drones (using different types of sensors and cameras 

necessary for effective protection of buildings), etc. Drones have a wide range of applications 

in the protection of critical infrastructure due to the modularity of the use of different types of 

payload (cameras, sensors, software, radar, weapons). 

4. PROTECTION OF CRITICAL INFRASTRUCTURE FACILITIES 

AGAINST DROND ATTACKS USING DRONS 

In order to effectively protect critical infrastructure facilities from drone attacks from the air, 

a model of physical and technical protection using drones as an effective means of combating 

air drones was considered. 

An anti-drone device is a type of device that neutralizes the action of a drone, where the drone: 

physically neutralizes or disables for further action, forces it to land at its position or at a 

predetermined location, takes control of drone commands, is forced to return to the starting 

position. The paper presents the possibilities of application of drones with the aim of 

presenting the possibilities of a wide range of applications of different types of drones in the 

fight against drones and in the protection of critical infrastructure facilities. 

Drones are most often used in combination with other types of anti-drone means for the 

protection of critical infrastructure facilities and are used for detection, identification and 

neutralization. The use of drones in the protection of critical infrastructure facilities 

significantly increases the efficiency of their protection. Their use with adequate equipment 

allows: 

- Timely detection of unwanted aircraft and warning of existing security risk and threat; 



290 

  

- Identification of illegal aircraft (photography, recording and tracking); 

- Mobility in the protection zone of critical infrastructure facilities; 

- Neutralization of illegal and unauthorized drones (drone hijacking, drone spoofing, 

geofencing, drone jamming, killer drones, drone capture and drone laser killer). 

 
Figure 1. Typical non-destructive neutralization mechanisms [8] 
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To protect critical infrastructure facilities, it is possible to use a drone catcher, which 

neutralizes illegal drones by discharging the network and disabling further flight, an example 

of such a drone is shown in Figure 2. The use of such drones increases the degree of protection 

of critical infrastructure. 

 
Figure 2. Drone catcher 

One of the main problem of drones and UAV’s is their autonomous, because more of them are 

performing tasks with minimal human intervention, using deep learning and variety of 

navigation and sensor data to determine where to fly. They are using geospatial data obtained 

in-flight but also used to train or assist with everything from flight paths to identifying objects 

in real time so UAV’s and drones can make decisions on their flight. There are Five Levels to 

UAV’s Autonomy /L 0/ fully manual control, /L1/ representing systems like altitude control 

but a pilot controls most of functions, /L2/ is multiple autonomous systems running together, 

but the pilot still has overall control, /L3/ means that the UAV can operate independently in 

some conditions, but the pilot can closely monitor the craft, /L4/ indicates the craft can fly and 

do practically all functions by itself but the pilot is a backup or can intervene occasionally and 

/L5/ is fully autonomy with no pilot involved. Current technology is between 3-4, with 

commercial, military and other UAV’s using those levels. The main challenge of reaching L5 

is a combination of technical challenges but also overcoming laws, regulations, and even social 

acceptance in different regions. Level 5 need sensors, radar and cameras to be able to function 

in any environment and all conditions, including inclement weather. We need to follow 

upgrading the drones and UAVs but in parallel we need to innovate contra measures how to 

protect our critical infrastructure by using of drones and UAV’s. This will be a challenge of 

every society and every scientist who is a part of public security of critical infrastructure. 

 



292 

  

5. CONCLUSION 

Creating effective models for the protection of critical infrastructure facilities is one of the 

main tasks of every state and is one of the most important factors influencing the national 

security of the state. The paper presents theoretical models of protection of critical 

infrastructure facilities from drone attacks using drones. Based on the analysis of the content 

of this model, it was concluded that the use of drones in the protection of critical infrastructure 

facilities significantly raises the level of safety and security of these facilities. This protection 

system is an effective model of protection of critical infrastructure facilities, but does not 

exclude the possibility of an attack on a protected facility. 

Continuation of research should be directed towards the analysis of technical protection 

systems and selection of the most efficient system or combination of technical protection 

systems using drones and anti-drone systems, in order to find the most efficient model of 

critical infrastructure protection. By applying anti-drone systems in coordination with drones, 

it significantly increases the efficiency of protection of critical infrastructure facilities. 
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Abstract: The realisation of scientific research on Conceptual civil protection model in 

the Republic of Srpska has led to development and adoption of a zero conceptual model, 

possibly acceptable to the Republic of Srpska. The author was directed by the subject 

of the research: development (design, creation) of the conceptual civil protection model 

of the Republic of Srpska, as well as the general hypothesis of the research; by applying 

different research methods, a conceptual civil protection model in the Republic of 

Srpska can be reached, based on the legal framework of the European Union and the 

legal framework of the Republic of Srpska, which will ensure the efficiency and 

effectiveness of civil protection in emergencies caused by natural disasters. The 

research is based on the application of system theory, information theory, management 

theory and decision theory. As this is a complex research with extensive conclusions 

based on the interpretation of the expert questionnaire, which contains 57 questions, 

this paper will focus on the implementation of the conceptual civil protection model of 

the Republic of Srpska. 

Key words: research, model, implementation, civil protection 

1. INTRODUCTION  

Since the end of the war and the signing of the Dayton Peace Agreement, much has been done 

to renew the destroyed social infrastructure, however, the analysis shows that we have not 

gone far from the beginning. The place where we are today as a social community, is a 

significant motive to make a step forward in the civil protection segment (social subsystem), 

which is the basic motivation for the research. On the wings of the implicit culture, a system 

of social organization was created, in order to protect the population and society as a whole 

from natural and social challenges with possible negative consequences, including mass loss 

of human lives, infrastructure destruction, social system destruction, cultural and 

environmental devastation, etc.  

It is difficult to say that such systems are actually “systems”, because these and such systems 

were created and developed on the basis of the implied culture. Rather, they can be said to be 

surrogate systems. Such a name can also be used in situations in which the positive experience 

of others has been used for the development and improvement of certain social systems. The 

reason for this is “copy-paste” application method, which did not take, or at least it neglected, 

the culture in which the positive experience is to be applied. Such a situation can be found in 

almost all countries in the so-called transition. This transition is often understood as a 

“passage” and not as a transformation (change, metamorphosis). The passage implies that the 

system passes through a path, and at the end of that path, it remains practically the same as it 

was in the beginning, because it has developed defense mechanisms to protect against the 

transformation or it has not understood what the goal is to be achieved.  
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2. IMPLEMENTATION OF THE CONCEPTUAL CIVIL PROTECTION 

MODEL IN THE REPUBLIC OF SRPSKA 

After expert evaluation of the initial (zero) conceptual model, design and adoption of the final 

civil protection system model in the Republic of Srpska (SCZ RS) and after the adoption of 

the conceptual model of the Republic authorities and completion of all pre-implementation 

procedures, it is necessary to implement the final civil protection system model (Image 1). 

РУКОВОДСТВО СТРАТЕШКО-ИЗВРШНОГ ШТАБА СЦЗ РС

НАЧЕЛНИК ШТАБА И 16 ПОМОЋНИКА НАЧЕЛНИКА КОЈИ СУ ИСТОВРЕМЕНО НАЧЕЛНИЦИ СЕКТОРА

КОНЦЕПТУАЛНИ МОДЕЛ СИСТЕМА ЦИВИЛНЕ ЗАШТИТЕ РЕПУБЛИКЕ СРПСКЕ (СЦЗ РС) 
СТРАТЕШКИ НИВО – НИВО РЕПУБЛИКЕ СРПСКЕ

СТРАТЕШКИ ШТАБ СЦЗ РС
ПРЕДСЈЕДНИК РЕПУБЛИКЕ СРПСКЕ – КОМАНДАНТ ШТАБА

ПРЕДСЈЕДНИК НАРОДНЕ СКУПШТИНЕ, ПРЕДСЈЕДНИК ВЛАДЕ – ПОМОЋНИЦИ КОМАНДАНТА
ВЛАДА РЕПУБЛИКЕ СРПСКЕ

СЕКТОР 1 
АНАЛИТИКА

СЕКТОР 2 
ИНФОРМАЦИОНИ 

СИСТЕМ

СЕКТОР 3 
ОРГАНИЗОВАЊЕ И 

ПОПУНА

СЕКТОР 4 
ЕДУКАЦИЈА И 

ПРИПРЕМА 

СЕКТОР 16
МУЛТИМЕДИЈАЛНА 

ДЈЕЛАТНОСТ

СЕКТОР 13 
ИМПЛЕМЕНТАЦИЈА, 

РАЗВОЈ

СЕКТОР 14
ОЦЈЕНА 

ИМПЛЕМЕНТАЦИЈЕ

СЕКТОР 15
ЛЕГИСЛАТИВА

СЕКТОР 9 
ЛОГИСТИКА

СЕКТОР 12 
КООРДИНАЦИЈА

СЕКТОР 10 
ОПШТИ ПОСЛОВИ

СЕКТОР 11 
УПРАВЉАЊЕ

СТРАТЕШКО-ИЗВРШНИ ШТАБ СЦЗ РС 

СЕКТОРИ СЦЗ РС
 СТРАТЕШКО-ИЗВРШНИ НИВО – НИВО РЕПУБЛИКЕ СРПСКЕ

СЕКТОР 5 
РЕСУРСИ И ОПРЕМАЊЕ 

СЕКТОР 6
РЕАЛИЗАЦИЈА, ОЦЈЕНА, 

РАЗВОЈ

СЕКТОР 7
ДЕМИНИРАЊЕ

СЕКТОР 8 
УЗБУЊИВАЊЕ

 

Image 1: Conceptual civil protection system model of the Republic of Srpska – Strategic 

level – Republic of Srpska level 

Given the state of civil protection system in RS, this task is very complex, demanding and time 

consuming. In order for the complex work of implementing the designed conceptual civil 

protection system model to be realized, it is necessary to segment it from two sides, as follows: 

the first side is the sectoral construction of civil protection system of RS regardless of the 

hierarchal level, as follows:  

SCZ RS Analytics; SCZ RS Information System, SCZ RS Organising; SCZ RS Education and 

preparation; Resources and equipment; Realisation, evaluation and development; Demining; 

Monitoring, informing, alerting; Logistics; General Affairs; Management and Control; 

Coordination; Model implementation and evaluation and further development; Multimedia 

activity. 
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2.1. Preparatory phase 

Preparatory phase consists of the following processes and activities: 

- The first and most important part of the implementation of civil protection system model 

is the formation and training of a team for the implementation of the SCZ RS conceptual 

model. Within the implementation team, it is necessary to include experts from the following 

areas: Analytics; Information System; Organising; Education and preparation; Resources and 

equipment; Realisation, evaluation and development; Demining; Monitoring, informing, 

alerting; Logistics; General Affairs; Management and control; Coordination; Model 

implementation and further development; Legislation; Multimedia activity. In total, the team 

needs to have a team leader and 16 members, one for each of the 16 sectors. When the training 

is taken into account, it is estimated that it takes 6 months to complete this task.  

- Second part: 

Internal implementation documents (regulations and work instructions) preparation for the 

functioning of SCZ RS. These documents are prepared by the implementation team, and they 

include: Rulebook on Civil Protection System organizing in RS (SCZ RS); Rulebook on 

organizing the strategic and strategic-executive headquarters of SCZ RS; Rulebook on 

organizing each of the five tactical regional subsystems of SCZ RS with tactical and tactical-

executive regional headquarters; Rulebook on organizing each of the nine operational city 

subsystems of civil protection system in RS with operational and operational-executive city 

headquarters; Rulebook on organizing each of the fifty-five executive municipal subsystems 

of SCZ RS with executive and executive-municipal headquarters; Instructions for the work of 

civil protection system in RS. All listed and other documents of this type are prepared by the 

implementation team together with monitoring the initial state and determining the desired 

state.  

- Determining the initial (starting) state of civil protection system in RS. The current state of 

the Republic Civil Protection Administration: The initial (starting) situation will be determined 

by collecting data and information from the available documents of the Republic Civil 

Protection Administration, regional, city, and municipal departments. In addition, it would be 

desirable to determine the situation by surveying the relevant number of employees in civil 

protection, Republic institutions, city and municipal administration and citizens (min. 1600 

respondents). After the analysis, the initial state of SCZ RS is determined as a basis for inverse 

implementation.  

- Determining the desired (target) state and time of implementation of civil protection system 

model in RS: Here, it is important to create a detailed specification of the necessary elements 

for each organizational-hierarchal level and for each component, based on general structural 

schemes, functions, processes, activities, operators, resources, management and control. 

Depending on the overall organization, manner and working conditions, the construction of 

civil protection system in RS will differ significantly. It will be necessary to place a function 

– management somewhere in a structural element which, due to its complexity, should be 

called a service, while elsewhere this same function-management will be placed in a 

department, and in the end it will be a job assigned to a man who already has some other tasks, 

etc. Simultaneously with this demanding construction, it will be necessary to estimate the time 

required for implementation.  
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- It is very important to point out the fact that the conceptual civil protection system model 

in RS is used not for implementation, but for transformation of the initial state into the desired 

state. In addition, implementation is particularly sensitive, as it requires that SCZ RS is in 

active function at all times. Due to all the above, the dilemma remains that the conceptual civil 

protection system model of the RS is implemented using “bottom-up” or “drop-down” 

techniques. In our case, it is more acceptable not to build civil protection system with “bottom-

up”, but to build a system from top to bottom (“top-down”), because it is necessary that during 

the creation there is a solid reference that it is able to, after creating the Strategic Headquarters 

and Strategic-executive headquarters of the civil protection system in the Republic of Srpska 

as a foundation, take over the role of implementer for the implementation of all other 

components (16 sectors) and subsystems of Civil Protection System in the Republic of Srpska.  

- In order to estimate the time required for the implementation of each part of the conceptual 

civil protection system model, it is necessary to know the following: 

 Clear goal and outcome of the desired (future) state; 

 Clear initial state from which to move towards the transformation (new state); 

 Necessary people and their competencies for the realization of the system transformation 

from the initial to the desired state; 

 It is necessary to have all the resources available to perform the job of transforming the 

system from the existing to the desired state; 

 Estimation of the deviation from the desired state (usually assumed to be a deviation of 

5%); 

 Estimation of the time constant (system self-regulation time) of the observed element 

(function, process, activity, operator, management, control, department, service, sector, 

headquarters, etc); 

- When all this is familiar, the transition time can be calculated. It is estimated that it takes 

at least 6 to 9 months to determine the initial state and set the desired state, with all their 

segments in each subsystem of the civil protection system, with this work being realized by 

the implementation team after constitution and training, and along with the preparation of the 

internal implementation documents, which means a total of 9 months for the preparatory phase.  

- Civil protection system implementation training: In order to realise all planned conceptual 

civil protection system model implementation phases efficiently and with minimal time, it is 

necessary to train the staff planned to be included in the given phase immediately before the 

specific phase implementation. In order for training to be implemented effectively, it is 

necessary for the implementation team to prepare in advance all the internal documents crucial 

for the functioning of the conceptual civil protection system model (regulations and 

instructions). Regardless of the fact that the conceptual civil protection system model is the 

same at all hierarchal levels according to the organization (philosophy), each of the hierarchal 

levels/subsystems of civil protection system differs in their realization. Therefore, the training 

will be performed in two parts, as follows: First part: Group- general training simultaneously 

for all subsystems of civil protection system in RS, which includes general knowledge and 

functioning skills of each of the 16 civil protection system sectors and functioning of hierarchal 

subsystems of civil protection system in RS. Second part: Specialist training that includes 

specialist knowledge and skills required in the lower hierarchal subsystems of civil protection 

system, provided that this training is realized along with or after the first implementation phase.  
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- It is estimated that the general training takes a month, and a specialist training, which is 

dispersed (organized) for each of the five regional subsystems of civil protection system in RS 

separately, takes 15 days. The total time for this preparatory phase realization is six months.  

2.2. The first implementation phase of a conceptual civil protection model in RS 

First phase – establishing the elements-structure, measure-function-management of civil 

protection system at the strategic level – level of the Republic of Srpska: 

 Introduction and introduction verification of the conceptual model of civil protection 

system, duration 3 months; 

 Trial work of the conceptual civil protection system model; duration one year at each 

hierarchal level; 

 Trial work evaluation and verification and license issuance for the operation of the 

conceptual civil protection system model, duration one month for each hierarchal level; 

 Total time for the strategic level of civil protection system is 16 months; 

2.3. The second implementation phase of a conceptual civil protection model in RS 

Second phase- establishing elements-structure, measure-function-management of civil 

protection system at the tactical level – level of five regional subsystems of civil protection 

system in RS: 

 Introduction and introduction verification into operation of the conceptual civil protection 

model in RS, duration 3 months; 

 Trial work of the conceptual civil protection model, duration total one year; 

 Trial work evaluation and verification and license issuance for the operation of a 

conceptual civil protection system model, duration one month; 

 Total time for the tactical level of civil protection system is 16 months. 

2.4. The third implementation phase of the conceptual civil protection model in RS 

Third phase – establishing elements-structure, measure-function-management of civil 

protection system at the operational level – Level of nine city subsystems of civil protection 

system in RS: 

 Introduction and introduction verification into operation of the conceptual civil protection 

system model. Duration 3 months; 

 Trial work of the conceptual civil protection model, duration one year; 

 Trial work evaluation and verification and license issuance for the operation of the 

conceptual civil protection system model, duration one month; 

 Total time for the tactical level of civil protection system is 16 months.  

2.5. The fourth implementation phase of the conceptual civil protection system model 

in RS  

Fourth phase – establishing elements-structure, measure-function-management of the civil 

protection system at an executive level – level of fifty-five municipal subsystems of civil 

protection system: 

 Introduction and introduction verification of the conceptual civil protection system model, 

duration 3 months; 

 Trial work of the conceptual civil protection system model, duration one year; 

 Trial work evaluation and verification and license issuance for the operation of the 

conceptual civil protection system model, duration one month; 
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 Total time for the tactical level of civil protection system is 16 months; 

 Integration of the conceptual civil protection system model into the social system of the. 

Republic of Srpska, duration six months for each hierarchal level; As simple as it may seem 

to integrate the conceptual civil protection system model when it was an established, 

evaluated, verified and licensed conceptual model at all hierarchal levels, this work is 

demanding because it is necessary for civil protection system to be accepted by all 

institutions of the Republic of Srpska at all hierarchal levels, especially management and 

control. Total integration time is six months; 

 Total time required for the civil protection system implementation, taking into account the 

preparatory phase and four implementation phases and all sectional and parallel activities is: 

5 years and three months.  

3. CONCLUSION 

The general goal of the conceptual civil protection system model further development analysis 

is to optimize resources, and above all human resources, at the level of civil protection system 

in RS. This must be done within: Structure-elements of civil protection system; Function-

management of civil protection system according hierarchal levels – strategic, tactical, 

operational and executive. In this work, the starting presumptions are:  

There must be a sustainable civil protection system at the strategic level; There must be five 

sustainable tactical regional subsystems of civil protection system; There must be nine 

sustainable operational city subsystems of civil protection system; There must be fifty-five 

sustainable executive municipal subsystems of civil protection system. Starting from these 

presumptions, it can be concluded that there is only one global feature (resource) which can 

be, conditionally, changeable (adaptable to needs). The matter is that each of the subsystems 

of civil protection system in RS is in a specific position considering its geographical position, 

size and challenges it can face. Therefore, it is desirable, with the given initial presumptions, 

to adjust the structure and elements and combine the functions – management of each of the 

subsystems of civil protection system in RS. This means that it is possible for all global features 

of civil protection system to be realized, and for optimization to be performed through 

unification, where possible. In that sense, it is possible that the optimization is performed at 

the tactical (regional) level, including in the regional subsystems of civil protection system and 

operational-executive city departments and executive municipality departments. This actually 

means that: 

- Within the tactical (regional) subsystem of civil protection system Banja Luka, the City of 

Banja Luka Department of Civil protection system is included; 

- Within the tactical (regional) subsystem of civil protection system Doboj, the City of Doboj 

Department of Civil protection system is included; 

- Within the tactical (regional) subsystem of civil protection system Bijeljina, the City of 

Bijeljina Department of Civil protection system is included; 

- Within the tactical (regional) subsystem of civil protection system Sokolac, the 

municipality of Sokolac Department of Civil protection system is included; 

- Within the tactical (regional) subsystem of civil protection system Trebinje, the City of 

Trebinje Department of Civil protection system is included. 

In addition to this optimization task, and taking into consideration the dynamics of civil 

protection system in RS, it is necessary to directly include the concept of permanent self-

development into the civil protection system model, as follows: 
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 Self-development process and transformation – strategic-executive level – level of the 

Republic of Srpska; 

 Self-development process and transformation – tactical-executive level – regional level -5 

regional subsystems of civil protection system in RS; 

 Self-development process and transformation – operational-executive level – level of 5 

cities; 

 Self-development process and transformation – executive level – level of 55 

municipalities; 

 Self-development process and transformation – executive level – level of local 

communities and condominium community service; 

 Self-development process and transformation – executive level – level of RS institutions; 

 Self-development process and transformation – executive level – level of legal entities; 

 Self-development process and transformation – executive level – level of NGOs. 

After the implementation, according to the given “scenario”, the Republic of Srpska will have 

a modern civil protection system, resistant to modern security challenges, risks and threats, not 

only those that are of natural origin, but also those that come from technical-technological 

accidents. 
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Abstract: Decision-making is a process that is primarily determined by the ambient 

(external) conditions in which it is performed. The specifics of decision-making in the 

military environment are reflected in strictly determined procedures, which are defined 

by the most professional body of the army-the General Staff of the Serbian Armed 

Forces. Consequently, the decision-making process in the military environment is, in 

addition to external, determined by the internal conditions of the organization. Risk 

assessment is a central (focus) part of the risk management process. The paper 

analysed the documents that define the decision-making process in the Serbian Armed 

Forces, from the point of view of the application of risk assessment. The paper provides 

an answer to the question whether risk assessment is recognized in the procedures that 

determine the decision-making process in the Serbian Armed Forces? 

Key words: decision making, risk assessment 

1. INTRODUCTION  

The decision-making process is the basis of the success of all organizations, because it is 

necessary to maintain existing and acquire new values of organizations. It is important to 

emphasize that decision-making is not only inherent in organizations, but it is an everyday 

activity, and therefore the decision-making process itself is of enormous importance. It is 

especially interesting to observe the decision-making process in the context of military 

organizations, ie systems, because changes in the physiognomy of armed conflicts are taking 

place rapidly, which is determined primarily by the technical and technological development 

of modern society. Accordingly, the decision-making process is becoming increasingly 

important, especially from the aspect of time as a determinant of the process. 

The military organization has developed special tools (instruments) which simplify the 

decision-making process, ie planning. The diversity of tools is reflected in the level of 

organization at which the decision is made. The focus of the work is given on the operational-

tactical level of the military organization, ie on standard operational procedures. 

Risk assessment is a central (core) part of the risk management process, and consists of 

identifying, assessing and evaluating risk. The ISO-IEC 31010: 2019 standard [1] defines 

methods, ie risk assessment techniques. However, the paper raises the question of the very 

existence of risk assessment in the process of the military decision-making process, ie whether 

risk assessment is recognized as a segment of standard operating procedures. 

mailto:mnikolic315@gmail.com
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The paper consists of three parts that give a unique picture of the application of risk assessment 

in the process of making military decisions. The first part presents the theoretical foundations 

of the decision-making process. The standard operating procedure as a tool in the military 

decision-making process is explained in the second part of the paper. The place of risk 

assessment in the military decision-making process is presented in the third part of the paper. 

2. THEORETICAL FUNDAMENTALS OF THE MILITARY DECISION-

MAKING PROCESS 

The military decision-making process as a multidimensional concept (social phenomenon) 

defines several correlative terms, ie terms such as: decision, decision-making, decision maker, 

decision-making, alternative. Accordingly, in this part of the paper, the mentioned terms/terms 

are explained separately, through a brief overview of several academic and administrative 

definitions. 

Here it is important to point out the distinctions regarding the decision-making process 

observed from the aspect of ambient conditions, ie the environment in which decision-making 

takes place, so we have every day decision-making processes that take place mostly intuitively 

in the personal (private) sphere of life; while the decision-making process in business life 

cannot rely only on intuition, because depending on the level at which it is realized, it involves 

a smaller or larger number of employed people, and thus causes different degrees of 

consequences. Every day, an individual or group consciously or unconsciously (directly or 

indirectly) participates in the decision-making process. 

According to the Dictionary of the Serbian Language: ,,1. The decision is: a) firm intention, 

final solution b) result of the agreement, conclusion c) decision of the authorities, order; 2. 

decisive event, outcome, end; 3. determination, determination.” [5] The decision is made in 

order to achieve the goals that have been set, and it is the result of decision-making. 

,,To decide means: 1. a) to make a decision, to decide on something b) to conclude, to 

decide; 2. to be decisive for something, to decide the final outcome; 3. Influence on whom, 

when making a decision, determine, state, approve." [7] ,,To make each specific decision, it is 

necessary to keep in mind the following four characteristics: importance, time, cost and 

complexity." [4] 

When decisions-making, a choice is made between possible alternatives and a decision is made 

which of the given alternatives is the most suitable for the execution of the set goal. Generally, 

there are several possible alternatives for making a decision, ie more possible alternative 

decisions. Decision-making is defined as the choice of a course of action between several 

alternatives. In the most general sense, the alternative means another choice, or another 

possible option. The alternative is an option available to decision makers when making 

decisions, while decision making is the choice of one of a set of possible alternatives. [7] 

Here it is important to emphasize one specificity, the higher the level of decision-making, the 

more important the decision-making itself, because it concerns a larger number of members of 

the organization, so each wrong decision can have different proportions of negative effects on 

the organization as a whole. The need for decision-making exists in all types of business and 

in all organizations. This means that there is no job where decisions are not made. The 

decision-making process is a set of actions and procedures that create a decision. Managers 

sometimes consider decision-making as their central job, because they are constantly faced 

with the choice of what to do, who will do it, when, where, and occasionally even how they 

will do it. 
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Deciding is just a step (stage, phase) in planning, even when done quickly and with little 

thought. Management's connections with decision-making are important in many 

ways. Although management theorists fully agree on the importance of decision-making, at 

the same time there is no single position on where to place decision-making in management. A 

larger number of theorists believe that regardless of the number of management functions, 

which vary from three to seven, decision-making is an integral part of each of them, while a 

smaller number believe that decision-making is a special (separate) function of 

management. Defence management is a special scientific discipline of management which that 

deals with the study of the problems of managing the jobs, missions and tasks of military 

organizations. 

Military activity is one of the characteristic human activities. Organizations that exist for the 

realization of specific goals in the field of military activity are called military organizations. A 

special type of purposefully connected and harmonized socio-technical systems whose role is 

the realization of specific goals in the field of military activity are military organizational 

systems [2].  

Decision-making in military organizational systems is a very complex process where the 

commander in operations needs to spot a problem, then analyse the problem and make a 

decision that can have major consequences. Decision-making is a cognitive process that is 

conditioned and limited by time and that happens in the minds of individuals. When decision-

making, in addition to their personal abilities (education, intellect, culture, experience), 

commanders also have certain procedures at their disposal, which will help them to better 

understand the situation and make an adequate decision. These procedures are prescribed by 

the Instruction for operational planning and work of commands in the Serbian Armed Forces, 

which is a set of views on the basics of organization and work of Serbian Armed Forces 

commands in planning operations during the preparation and execution of missions and tasks 

of the Army. 

3. STANDARD OPERATIONAL PROCEDURE 

Decision-making in military organizational systems is conditioned and limited by various 

parameters (factors), especially time, which emphasizes the context of organizing and working 

commands and basic knowledge of officers in the decision-making command. Operations are 

planned, prepared and performed in complex conditions and under the influence of various 

circumstances. The set of conditions in which forces are used in an operation based on the 

commander's decision, and affect its final outcome, represent the operational 

environment. The operational environment is manifested through: political, social, economic, 

technological, informational, physical and military dimensions. The degree of influence of 

dimensions on the result of the used forces is different [6]. 

During the preparation (planning is one segment of preparation for performing the operation) 

and performing the operation, those dimensions are constantly sought for that increase the 

effects of one's own power, reduce weaknesses, affirm possibilities and reduce or completely 

eliminate threats. This achieves the visualization of the problem, ie the goal (desired end state) 

that is to be achieved by performing the operation. Thus, the importance of understanding the 

dimensions of the operational environment is thus greater, because it directly affects the 

modelling of forces, that is, the decision to engage certain resources in order to achieve the 

goal. Here it is important to emphasize that at the strategic and operational level the dimensions 

of the operational environment are considered, while at the tactical level the elements of the 

operational framework are considered. 
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According to Instruction for operational planning and work of commands in the Serbian 

Armed Forces, [6] understanding the dimensions of the operational environment and analysis 

of their continuous internal dynamics, and mutual interactions contributes to efficient 

definition of the degree of influence on the elements of the operational framework: mission, 

enemy, operational deployment (zone of operation, zone of influence and zone of interest), 

civil-military cooperation and time. The operational framework implies the organization of 

one's own and neighboring forces and available resources in time, space and in relation to one's 

own intentions and the intentions of the enemy. It allows you to connect different activities 

and defines what, where and when it should be done. The operational framework consists of: 

the battlefield, the operation zone and the combat organization of the forces. For the purposes 

of this paper, elements of the operational framework are considered.  

The process, as an element of operational planning, is a flow of thought in which important 

information is logically analysed during the work of the command. It takes place through a 

procedure to allow the commander to control the course of the operational planning 

process. The procedure is a technique of executing the process, ie chronologically through the 

required procedures for action. It (procedure) specifies the way in which a certain activity is 

performed. The military decision-making process at the operational-tactical level is defined 

through standard operational procedures [3]. 

According to items 301 and 302 of the Instruction for operational planning and work of 

commands in the Serbian Armed Forces, [6] the process of the military decision-making is 

realized through standard operational procedures, through seven phases: initiation (receipt of 

the task); orientation (study and comprehension of the task); development of use 

variants; analysis of use variants; comparison of use variants; approving the variant of use, ie 

making a decision for performing the operation; and making a plan/order. Each phase is based 

on the data and conclusions from the previous phase, which means that the mistakes made in 

the previous phases, if not noticed, are repeated in all subsequent ones. This should be 

especially kept in mind when deciding to shorten the operational planning process. 

4. APPLICATION OF RISK ASSESSMENT IN STANDARD OPERATIONAL 

PROCEDURES 

In the Serbian Armed Forces risk assessment from the point of view of application in the 

process of making military decisions is implemented through the Instruction for operational 

planning and work of commands in the Serbian Armed Forces. Since the specific part of the 

text explains the specifics of decision-making in military organizations, the focus in the 

following text is on the analysis of the application of risk assessment in the Instruction for 

operational planning and work of commands in the Serbian Army. 

In step 7, phase 2 of the operational planning process model, points 343 to 345 of the 

Instruction for operational planning and work of commands in the Serbian Armed Forces [6] 

states: ,,The commander and staff command identify potential hazards and make an initial 

assessment of the degree of risk for any danger. With the help of risk assessment, the 

commander decides where, what type and how much risk he can accept in the realization of a 

certain variant of use." 

The basic principles that provide the basis for conducting risk assessment are: 

1. Integrating risk assessment into planning, preparation and execution of mission headquarters 

constantly identifies hazards and assesses risks, develops risk control measures, determines 

the level of residual risk to evaluate use variants and integrates control measures in staff 

assessments, operational plan, operational order and mission; 
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2. Decision-making on risk at the appropriate level of command – the commander in his 

guidelines sets out guidelines for risks, in which he defines how much risk he is willing to 

accept or assign. Subordinate commanders seek the approval of the superior to accept risks 

that may jeopardize the idea of the superior commander .; 

3. Acceptance of unnecessary risk – commanders accept risks only if their benefits outweigh 

the possible losses. Commanders decide whether to accept the remaining risk to carry out the 

mission [6]. 

,,Risk acceptance includes the identification and assessment of threats, consideration of risks, 

determination of indicators and monitoring and evaluation. All threats to strength and mission 

fulfillment for current and future situations are identified. Each identified threat is assessed to 

determine possible losses based on the probability and severity of the threat. For each threat, 

one or more options are developed that will eliminate or reduce the risk of the threat. The 

necessary information is provided to provide indications that the risk is no longer 

acceptable. During the execution of the mission, the status of indicators is monitored and, if 

necessary, additional possibilities are applied. After operation, the effectiveness of any risk 

elimination or mitigation options is evaluated. For possibilities that were not effective, the 

cause is determined, and what needs to be done the next time a threat is identified” [6]. 

Furthermore, the Instruction for operational planning and work of commands in the Serbian 

Armed Forces recognized the possibility of applying risk assessment through phases: analysis 

of use variants, comparison of use variants, approval of use variants and development of a 

plan/order. However, in none of the above phases are there any risk assessment 

implementation procedures, ie specific instruments that would be helpful to staff officers, so 

that they would be able to present to the commander a comprehensive and quality risk 

assessment, as well as measures to treat valorized risk in all the stated stages of the operational 

planning process; and here only the exhaustive enumeration of activities is repeated without 

concretization [3]. 

The Instruction for operational planning and work of commands in the Serbian Armed Forces 

recognized risk assessment in the products of the operational planning process (operational 

plans/orders), but as in the course of this process only in segments, ie without methods, 

techniques and instruments for implementing assessment risk. Also, no examples (forms) for 

the application of risk assessment are presented, except for the tabular presentation of the 

matrix "evaluation of operational (tactical) risk" as given in item 347. Instruction for 

operational planning and work of commands in the Serbian Armed Forces [6], from which it 

can be clearly concluded that there is a misunderstanding of the conceptual definition of the 

risk management process, and thus the risk assessment. This matrix combines the 

identification, quantification, ranking, treatment and monitoring of risk, as well as further 

implementation of risk in the decision-making process, which based on everything previously 

explained in relation to risk management (assessment), is impossible [3]. 

5. CONCLUSION 

Based on all the above, it can be concluded that risk assessment, with certain positive and 

negative solutions, was recognized in the decision-making process in the Serbian Armed 

Forces. Specifically, the risk assessment is directly implemented in the basic document that 

determines the process of making military decisions, that is, it is implemented in the Instruction 

for operational planning and work of commands in the Serbian Armed Forces. 

Based on the analysis of the content of the above instructions from the point of view of 

existence, ie the implementation of risk assessment, we came to the following conclusions: 

A) Positive solutions 
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,,Recognition of risk assessment in the operational planning process, ie in the Instruction for 

operational planning and work of commands in the Serbian Armed Forces, it is definitely 

stated: that from the beginning of the planning process, all hazards should be permanently 

identified, as initiating mechanisms; an initial risk assessment is performed for each 

hazard; and further genesis is monitored, ie risk treatment and the influence of risk levels on 

the choice of use variant. Also, a positive solution is the risk analysis after the operation, which 

is the possibility of creating a database of identified risks and measures to eliminate them, and 

the adoption of risk management as one of the lessons learned." [3] 

B) Negative solutions 

Lack of conceptual definition of risk management (assessment), ie basic concepts related to 

risk management (assessment). This directly caused the lack of methods, techniques, 

instruments (tools) for the application of risk assessment in the process of making military 

decisions. Specifically, the procedure of risk identification, analysis and evaluation is not 

explained. 
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Abstract: The article describes an authentic case that happened during the construction 

of a motorway and resulted in the death of a truck driver. The subject-matter of the 

article is investigating the mechanism of injury and cause of death. Among other things, 

the article intends to point out that such injuries or modifications thereof are becoming 

increasingly frequent, therefore part of the article is devoted to proposing measures to 

mitigate the probability of recurrence of such cases. The subject is comprehensive, and 

as it is impossible to contain all of its aspects in the article, the authors only focus on 

the very nature of the specific case. 

Key words: high voltage, death, occupational injury 

1. INTRODUCTION  

In June 2007, the district police department in Ostrava-Poruba accepted a notification 

concerning a fatal occupational injury that occurred during the construction of a highway 

through the city of Ostrava. The police found at the site that a MAN truck came into contact 

with a 22 kV high-voltage line when dumping soil from a PANAV tilt-bed semitrailer. The 

fifty-year old truck driver, trying to leave the vehicle speedily, was fatally injured upon 

stepping on the ground. Resuscitation attempts neither by the construction site personnel, nor 

by paramedics, who came to the site immediately after reporting the incident, were successful. 

The criminal investigation department began investigation focusing on a suspected criminal 

offence of “Bodily Harm” according to Section 122 of the Criminal Code and criminal offence 

of “Damage and Compromise of Operation of Publicly Beneficial Facility” according to 

Section 276 of the Criminal Code. Neither the police investigation, nor expert opinions of fire-

brigade investigators, medical examiners, and specialists from the Regional Labour 

Inspectorate (RLI) furnished evidence of perpetration of a crime. Direct responsibility of a 

specific person who would be criminally liable for their neglect was not found when inquiring 

into contractual relationships regarding the cooperation of the contractor, building companies, 

and other supporting companies at the site. The Regional Labour Inspectorate report states that 

in her statement, the executive officer of the subcontractor – employer of the deceased MAN 

truck driver – mentioned that the company had not concluded a written agreement with the 

highway contractor regarding the coordination of measures adopted to protect the safety and 

health of the employees. At the site, both the access of vehicles to the embankment and 

guidance for the unloading of bulk materials was coordinated by an assigned person. At the 

time of accident, this coordinator was in another part of the embankment, attending to bulk 

material unloading from a truck that came before the MAN truck. In his statement, he described 

that the MAN went past him at the site when he was coordinating material unloading a Tatra 

truck. He later decided to go and advise the MAN truck driver that he should unload the soil 

from above, i.e. not where the truck was at the moment, with the dump body raised. When 

mailto:gybasova.p@seznam.cz
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coming to the truck, the coordinator noticed that tires of the vehicle were “blowing up” and 

thick smoke billowed from the truck. He also noticed that the driver was lying on the ground 

near the truck cabin and a bulldozer driver was kneeling next to him, providing first aid. 

The investigation suggests that the accident was caused by a single person, specifically the 

MAN truck driver, who failed to adhere to the safety instructions for the operation and 

maintenance of the PANAV semitrailer, as specified in the RLI protocol No. 

O34/5110/10.32/07/15.4, Section 11, which states, inter alia, “Do not tip in areas with limited 

overhead clearance (halls, power lines, etc.).” Misconduct of other persons was not proven in 

this case. This means that the necessary permits were valid and in place, e.g. the execution of 

construction works in the HV power line protection zone was permitted by the grid operator, 

the power line was in conformity with the standards, especially those relating to the height 

above ground, etc. Material damage was only caused to the truck, chiefly as a result of fire of 

the tyres, combustible engine cowling, electric wiring, and electric components, amounting to 

CZK 89,000. The subsequent parts of the article focus on the electric shock and its effects on 

the human body. 

 
Figure 5: Visualization of the point of contact between the tilt-bed semitrailer hydraulic 

mechanism and the HV line. 

Source: Ostravská radnice 1/2008, editorial board of the Ostrava Municipality, Ostrava, 

January 2008 

2. ELECTRIC CURRENT AND ITS EFFECTS ON THE HUMAN BODY 

The electric current flowing through the human body may cause a serious injury or even death. 

Injury may also be caused by other adverse effects of the electric current, such as the effects 

of the electric or electromagnetic field. 

The effects of the electric current on the human organism are affected by the following: 

 Type of current; 

 Strength of current; 

 Frequency of current; 

 Impedance of human body; 

 Path of current; 

 Duration of passage of current; 

 Physiological and mental condition of organism; 

 Touch voltage. 
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2.1. Kinds of current 

The alternating current causes degeneration of the blood as well as muscle spasms, leads to 

incapacity to oxygenate the organism and respiratory arrest, while causing heart fibrillation 

from a certain level, eventuating in cardiac arrest. Human heart as a blood pump works at the 

frequency of approx. 70 beats per minute. If 50 Hz current passes through it, the heart tries to 

accommodate to the frequency of the current and starts beating at the frequency of 50 beats 

per second. However, this means that the heart loses the ability to pump blood and just tremors 

(fibrillates), leading to cardiac arrest. Chart 1 depicts an electrocardiogram and the course of 

blood pressure before and after an electric shock. 

 
Chart 1 A graph of ECG and blood pressure before and after an electric shock [2] 

2.2.  Strength and frequency of current 

The effects of the electric current on human organism are directly proportional to the strength 

and duration of the passing current. Based on long-term observations, the strength of current 

was specified which is not hazardous to human organism, save for some exceptions. The value 

is 3.5 mA for alternating current having the frequency of 10 to 100 Hz. Hazardous frequencies 

are in the band from 10 to 100 Hz and from 200 to 500 Hz. 

2.3. Impedance of the human body 

The impedance of the human body varies in every single individual. It depends on the 

physiological condition of the organism and its value ranges from 1000 to 10000 Ω. The 

average value is 2000 Ω. 

2.4. Path of current 

The magnitude of effects of the electric current depends on the particular path through which 

the current flows through the human body. The most dangerous path of current is that between 

the head and the leg, as the flowing current afflicts the brain centre. Other paths hazardous to 

humans in terms of an electric shock are paths between the left and right hands and between 

the left hand and left foot because the current flows through the heart. 

2.5. Duration of passage of current 

It has been proven that if the electric current flows through the human body for a least 0.8 s, it 

interferes at least once with the vulnerable phase of the cardiac cycle, so-called T wave, see 

chart 2. The heart is extremely vulnerable to arrest during this phase of the cardiac cycle. The 

probability of avoidance of the vulnerable phase is 30% if the electric current passes through 

the human body for 0.4 s, but as much as 60% if the duration is 0.2 s. 
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Chart 2. Electrocardiogram of the cardiac function [2] 

The effects of the electric current having the frequency of 50 Hz on the human organism are 

depicted in Fig. 4. Moreover, the impedance of the body decreases with the increasing duration 

of passage of current, leading to the increase of the strength of current. 

 
Chart 3 Effects of the alternating electric current depending on the duration of its action [2] 

Chart 3 depicts the effects of the alternating current depending on the duration of its action, 

identified as follows: 

 AC 1 – usually no reaction; 

 AC 2 – usually no pathophysiological effect; 

 AC 3 – temporary extent with no fixed borders (muscle spasms, laboured breathing), 

usually no organic damage, no risk of fibrillation; 

 AC 4 – ventricle flutter with increasing susceptibility; 

 AC 4-1 – limit value of fibrillations; 

 AC 4-2 – 5% likelihood of fibrillations; 

 AC 4-3 – 50% likelihood of fibrillations. 

2.6. Physiological and mental condition of organism 

As already mentioned, the impedance of the human body depends on the physiological 

constitution of the organism, and it therefore varies in each individual. But the impedance also 

varies in the same individual depending on their mental condition. Deteriorating mental 

condition (fatigue, depression, etc.) causes the impedance of the human body to drop to as low 

as 400 Ω. This, however, increases the body current value and the risk of serious consequences. 
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2.7. Touch voltage 

Not every organ in the human body has the same conductivity or sensitivity to the electric 

current. The skin can be seen as an imperfect insulating cover of the body, as its conductivity 

is approximately twenty times lower than the conductivity of mucous membranes and soft 

internal organs. However, skin loses this property very fast through the action of voltages 

above 60 V. This fact has substantial effects on the determination of the safe voltage threshold. 

2.8. Survival rate 

In the case in question, theoretical analysis shows that the survival rate after the electric shock 

was essentially zero. When taking into account theoretical resistance, in this case impedance, 

as this was alternating voltage with the mains voltage of 50 Hz, of the human body of 2,000 n 

and the voltage of 22 kV, the current that passed through the victim’s body can be calculated 

using Ohm’s law, as follows: 

I = U/Z = 22000/2000 = 11 A 

This value is almost 3,143 times greater than the safe value of the alternating current which 

the human body is able to withstand without any health effects. 

 
Figure 6 Path of current upon circuit closing 

Source: Author 

Following the contact between the tilt-bed and the HV lines, an electric arc with the ground 

formed between the wheel rim through the tyre, and the current started to flow to the ground 

once overcoming the insulation resistance of the tyres. As the victim was in the vehicle cabin 

at the time, he had the same potential as the cabin. The electric arc between the rims and the 

tyres produced fire of the vehicle’s front wheels where the tyres were in contact with the 

ground. Consequently, internal padding of the cabin above the engine caught fire. Because the 

victim’s body resistance, approx. 2,000 Ω, was many times lower than the insulation resistance 

of the tyres (thousands of Ohms), ground connection occurred when the victim’s feet touched 

the ground. This led to voltage difference in the victim’s body, after which equalising current 

began to flow through his body, and the victim died on the spot due to extensive injuries caused 

by the current. 

3. PREVENTION AND MEASURES AGAINST THE RECURRENCE OF THE 

FATAL INJURY 

It is necessary to be aware of general principles, rules, and key terms when performing any 

activities near the high voltage lines. One of the key terms is so-called protection zone as 

defined by the Czech Energy Act [4]. The protection zone of grid equipment comprises the 
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area in the immediate vicinity of the equipment, designed to ensure reliable operation and 

protect the life, health and property of persons. The protection zone of overhead lines is a 

continuous band delineated by vertical planes along both sides of the line at a horizontal 

distance measured perpendicularly to the line, and it protects overhead lines, underground 

lines, electric stations, electricity generating plants, and the lines of the metering (measuring), 

protective, control, security, information and telecommunication systems [5]. 

The width and positioning of electricity line protection zones may vary, depending on the date 

of construction of the line, the use of insulated cables, etc. However, general rules apply to all 

kinds of lines. Prior to commencing any activities in the protection zone, the contractor is 

required to contact the grid operator and request a report on the existence of the lines, approval 

to perform the activities, layout of the lines and time schedule, as well as coordination of 

activities and familiarisation with the risks and stipulated measures to protect the life, health 

and property of persons [6]. 

Another principle and measure is a correct estimate of the workplace and communication on 

the site. Generally, the minimum height of the power lines above open spaces is 6 metres for 

all voltage levels. The usual transport height for the majority of vehicles in common use, e.g. 

mobile crane, truck with a semi-trailer, combine harvester, etc., is 4 metres in the transport 

arrangement, i.e. with the tilt-bed down. It is therefore necessary to make sure each time that 

no parts of the vehicle can come into contact with the power lines during the handling. Key 

factor in this regard is coordination and planning of works among all interested parties. This 

duty is based on the legislation in force and also applies to service subcontractors [4]. The 

measures may include, for instance, communication of instructions on the site, coordination of 

activities, assigned person to monitor vehicle position relative to the power lines (signaller), 

etc. 

Other fundamentals include the duty to move the vehicle perpendicular to the high voltage and 

extra high voltage lines as there is a risk of voltage induction with the vehicle’s metallic parts 

causing consequent injuries even without direct contact with the line. Therefore, vehicles must 

never move parallel to the power lines. 

If the vehicle comes into contact with the electric current despite the measures taken, it is 

necessary not to panic and stay calm. Unless the vehicle is on fire, the driver should remain in 

the cabin which will protect them. If the vehicle catches fire, the driver must jump off the 

cabin, preventing contact between the body parts, metallic parts, and the ground. It is also 

necessary to move away from the vehicle/equipment perpendicularly to the power line, taking 

small steps to regulate step voltage. It is essential to bear in mind that electricity is invisible, 

and therefore it is necessary to be very cautious as the area may still be energised. Another rule 

is to always call the international emergency number 112 and the breakdown service of the 

grid operator, and then act according the directions communicated [5]. 

4. PREVENTION OF OCCUPATIONAL ACCIDENTS IN TERMS OF 

HEALTH AND SAFETY ON THE CONSTRUCTION SITE 

As part of the prevention of occupational accidents, from minor to fatal, it is necessary to 

observe the following rules in terms of safety and health at work (OSH) divided into three 

phases. 

4.1. Pre-construction phase work: 

• nomination of a health and safety coordinator on the construction site already in the phase of 

preparation of project documentation, for accurate and timely estimation of safety risks already 

in the design phase, 
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• The aim of this phase is to prevent safety threats at an early stage of construction, which will 

improve work efficiency, especially by reducing costs in the event of safety problems when 

the project is completed, and also increasing the safety of all parties involved. 

4.2. Preparatory phase before the start of construction: 

• elaboration of the occupational health and safety plan and principles of the overall 

construction organization, 

• elaboration of an overview of legal and other health and safety regulations and handover to 

the contracting authority, 

• passing on information about identified safety and health risks to the designer, 

• provision of professional advice and recommendations to the designer regarding the 

requirements for ensuring occupational health and safety on the construction site, 

technological procedures and other specific measures, 

• final inspection of the project documentation of the construction and assessment of 

construction and technological procedures, 

• processing the notice of commencement of construction work, including its delivery to the 

institutions concerned. 

4.3. Construction phase: 

• mutual coordination of safety and health protection at work of all participating contractors 

who work on the construction site in accordance with legal requirements, [6] 

• organization and implementation of health and safety inspection days - it also includes a 

direct solution and consultation of occupational safety with all construction contractors, 

• regular inspection of compliance and possible updating of the health and safety plan, 

• regular monitoring of compliance with health and safety principles and obligations, 

including documentation, 

• regular provision of information and personal consultations to the contracting authority 

regarding performance, or non-performance, of agreed tasks and regulations, 

• implementation of photographic documentation of all identified deficiencies related to the 

fulfillment of occupational health and safety 

• regular cooperation with construction supervision, 

• compliance with the principles of safe work, legislative and other health and safety 

requirements. [7] [8] 

5. CONCLUSION 

As was already mentioned, key factors comprise cautiousness, communication, and 

coordination of activities on the site. For instance, if there is any doubt whether the lines are 

at least 6 metres above the terrain, no works should commence, the contracting entity as well 

as the grid operator should be advised, and new safe practices should then be arranged. [9] 

Let us conclude by summarising that in most cases, electric shocks from overhead power lines 

have fatal or life-long health consequences. The greatest hazard associated with electricity is 

the fact that it is invisible and produces no smell, and so it is crucial to follow any and all 

principles and safety instructions specified for the job. When moving on construction sites, it 

is necessary to pay attention to the space around as well as above the vehicle, and focus on the 

work performed. Everyone should behave in a manner preventing danger to their own health 

and the health of persons in the immediate vicinity, and should prevent exposure to electric 

accidents. 
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Abstract: The increased number of factors and participants in a conflict has 

additionally complicated the information environment where these conflicts occur, due 

to the mass application of information and communication technology (ITC), as well 

as to global networking that substantially affected the strategic environment where 

modern conflicts are actually taking place. 

The complexity of the field of information makes taking the right decisions in 

conducting the conflict even more difficult and confirms the legitimacy of Clausewitz's 

thesis, put long time ago, that "much of the information obtained in the war is 

contradictory, even more false, and by far the most suspicious." In reducing the 

uncertainty of the conflict, the experience of the people who are engaged in leading the 

conflict, who assess, analyze and decide on the engagement of forces in the war, plays 

a crucial role. 

Key words: information, information environment, information warfare, conflicts  

management 

1. INTRODUCTION  

Today, in modern society, which we also call "information society", the massive application 

of information and communication technology and global networking has influenced the 

strategic environment in which modern conflicts occur to be characterized by an increase in 

the number of factors and participants in conflict, means of force and many technological 

innovations that have led to further complication of the information environment in which 

conflicts lead. Although only military conflicts are still registered through an outdated prism, 

information, intelligence and other conflicts are conducted on a daily basis at various levels. 

This shifts the focus of the conflict from the war to other spheres and activities such as 

information, which increases the importance of the information and information space, as 

elements of the operational environment in which modern conflicts are fought. 

Having in mind the above, the question can be asked whether in the modern information age 

and modern conflicts, the information and environment enables faster and better decision 

making. 

2. CHARACTERISTICS OF INFORMATION RELEVANT FOR 

CONTEMPORARY CONFLICTS MANAGEMENT 

Information as a term has been known since ancient times. The word information has its roots 

in the French word inform - in the sense of giving some kind of opinion to someone, adding 

the suffix ation - a name for an activity 4.  Proponents of mathematical information theory, 

Shannon and Norbert Weaver, define information as any stimulus that has reached a receiver 

through some kind of communication channel and is capable of eliciting its selective reaction 
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10. Wiener Norbert offered his definition where information is called the content of what we 

exchange with the outside world as we adapt to it and as we influence it by our adaptation. In 

the theory of communication between people, the theorist Russel Ackoff defines the term 

information as content about a certain event, concept, event, process. When introducing the 

measure for the amount of information, Ekof states that information always serves for 

management, ie for achieving a goal.  

The impact on the environment in which conflicts are fought, as one of the functions of 

information, is also mentioned in the American School of Communication, according to which 

communication is always realized as a transitional mechanism for establishing control over 

people and supervision over the environment13.  Proponents of this direction state that the 

one who disseminates information always has the initiative, and thus the control over the 

acquisition of knowledge and adaptation by the recipient of messages. Also, this theory is 

much better known through the five questions or 5W, which are attributed to Laswell5.   

These 5W are the initial letters of the query in English: who communicates (who), what (what), 

when (when), to whom (whom) and with what effect (what effect). The focus of the whole 

theory is on the last question, that is, on the effects that the information will cause. The 

influence or effect of information could range between one and zero. Complete success is 

achieved when someone, whether it is about their own or the opponent's forces, obeys the 

order, persuasion, propaganda, desire or belief of the communicator, the one who creates and 

distributes information. 

Analyzing the above theories about the functions of information, it is clear that the focus of 

consideration of almost all of these approaches is on the impact and effects that information 

can cause on the participants in the conflict, as well as the space of war events. Without going 

into a deeper analysis of the views expressed, common to all theories is that the effect exists 

and that it can be different and that the impact is a long-term and cumulative process. What is 

also important is that information and media can be used in the process of communication for 

manipulative intentions, to influence the opponent. As a result of the existence of manipulative 

intentions, the desire to exercise control over people, control over the environment, and that 

the recipient of information eventually obeys the order, persuasion, propaganda, or belief of 

the communicator, ie to impose the desired view on the character and nature of conflict, 

different types of information have emerged. 

Observing the stated definitions and attitudes, we could conclude that the information, by 

removing the uncertainty, affects a person's thoughts and attitudes about the environment in 

which the conflict takes place, as well as future decisions and actions of a person towards a 

specific conflict. In view of the above, it follows that the "possibility of influencing" the events 

of the war and the ability to take action is one of the potential features of information relevant 

to the conduct of the conflict. 

The combat rules of the US Armed Forces, FM-105 and FM-106, define information as a 

medium that enables functioning of the decision-making and execution cycle at the command 

level. It states that the information manages the actions of the forces, ensures the flow of 

activities on the protection of forces, and helps them to carry out their operational mission. It 

quotes that the goal of the conflict has always been, among other things, to influence the 

enemy's information system 3.  

Participants in the exchange and interaction with information tend to influence changes in the 

intentions, goals, decisions and actions, not only of their own, but also of other actors with 

whom they communicate in a conflict. In this regard, there is a violation of the integrity of 

information, i.e. changes in information that manifest as technical, semantic and social errors, 

i.e. that lead to the appearance of erroneous information that becomes a legitimate subject of 
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research in the scientific discipline that some authors call information science  15.   They 

argue negative forms of information, i.e. misinformation and its synonyms: "Lie, propaganda, 

misrepresentation, gossip, deception, trick, error, concealment, distorted view, allusions, and 

deceit." The English word misinformation is used here with meaning: the distorted information 

or announcement, or the information that is misleading. 

When considering theoretical views on the characteristics of information related to conflict 

management, it should be emphasized that the information gains in value if it contributes to 

the improvement of conflict decisions. Thus, the role of information in armed conflicts is to 

positively influence the quality of strategic or tactical decisions. It could be said that this role 

of information is as old as warfare and conflict management 6.  

Observing the stated definitions and attitudes, it could be concluded that the information, by 

removing the uncertainty, influences a person's thoughts and attitudes about the environment 

in which conflicts take place, as well as future decisions and actions of the person in relation 

to a specific conflict. In view of the above, it follows that "the elimination of uncertainty about 

the conflict" and the "possibility of initiating action" are some of the important features of 

information relevant to the conduct of the conflict. 

Given that information is crucial for reducing uncertainty and decision-making regarding the 

direction of conflict forces, the complex information environment and the existence of 

misinformation and deception make decision-making difficult in contemporary conflicts. 

3. SOME FEATURES OF CONTEMPORARY CONFLICTS 

As a permanently present companion of the humanity, war has inspired numerous theorists 

who have classified it, defined it, determined its content and presented their views on the best 

ways how to defeat the enemy. In that context the Chinese general and military strategist Sun 

Tzu wrote about "breaking the resistance of the enemy without a fight"10.    The English 

journalist and military historian Liddell Hart warned that "generals should think about 

paralyzing, not killing the enemy"7.  

Another military strategist, John Boyd, defines war as ''the physical exhaustion, mental-level 

maneuver, and moral with a level of morality, which seek to penetrate an opponent's moral-

mental-physical being, to destroy his inner harmony, produce paralysis, and broken his will to 

resist” 8.  

The importance of information and technology for conducting modern conflicts in the modern 

information society has obviously increased. The imperative of the information society is the 

domination of information in vital areas. If we transfer this observation to the sphere of war 

and the sphere of waging the war, we can say that the conflict of information is one of the basic 

characteristics of "the conflict" in the information society. 

The principles of “the new generation of conflicts”, like the transfer 1) from direct destruction 

to the direct influence as a goal; 2) from the direct annihilation of the opponent to his inner 

decline; 3) from the war waged by arms and technology to the war against culture; 4) from the 

war in the physical environment to the war in human mind and cyber space; 5) from the 

symmetric to asymmetric war by combining political, economic, information, technology and 

military campaigns; all of these indicate the increased importance of information as means for 

managing conflicts 1.    

Theorists therefore conclude that information conflicts will play a key role in the contemporary 

and future conflicts. The goal of future wars will not be achieved unless information 

superiority over the opposing side is already gained. In essence, the framework for asymmetric 
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and hybrid warfare and nonlinear conflicts, as presented by Russian military experts Chekinov 

and Bogdanov, relies on the successful implementation of information actions at the beginning 

of the conflict in order to create favorable conditions for conducting military operations. One 

of their arguments is the following: the new generations of warfare are predominantly 

informational and psychological in nature, achieving in that way the information superiority 

and control over units and armed systems of the enemy, as well as the depressed mental state 

and decline of the enemy morale. Applying these operations reduces the need for more 

significant involvement of military forces in offensive operations 2.  

The listed features of new conflicts indicate the actuality of conflicts through information, i.e. 

the importance of the area of information where modern conflicts are conducted. The massive 

application of modern information technology and the phenomenon of information abundance 

have led to the intensification of competition through information, which is why the control of 

the information environment is becoming increasingly important for national security, because 

the modern information area opens wide opportunities for hybrid conflicts. 

Due to all the above, it can be said that the mass nature of the conflict through information 

further complicates the information environment, and thus its proper perception, which is 

important for making the right decisions during the conflict. 

4. CHARACTERISTICS OF THE STRATEGIC SECURITY AND MODERN 

INFORMATION ENVIRONMENT IMPORTANT FOR THE 

MANAGEMENT OF MODERN CONFLICTS 

For a state and its national security system, a strategic security environment is an area in which 

the state leadership and parts of the security system cooperate or come into conflict with other 

states, actors or national security systems in order to improve the state of national security. 

This environment consists of internal and external contexts, threats, opportunities, interactions 

and effects that affect the success of the state in achieving national security interests and goals. 

The assessment of the strategic environment is conducted in order to consider the state and 

trends of the factors of the strategic environment and their impact on the security of the state. 

The assessment of the strategic environment considers individual, cumulative and hybrid 

impacts of security, political, economic, social, technological, informational, energy, 

environmental and other factors 14. 

In assessing the strategic security environment, unknown factors often exceed those that are 

known, which further indicates the importance of having relevant information. Thus, a 

strategist who implements a national security strategy always acts in an atmosphere of 

widespread uncertainty and ambiguity. The strategic environment shows the cloud, because it 

is amorphous like a cloud, and it is always changing. Even Karl von Clausewitz, a military 

theorist from the beginning of the nineteenth century, wrote about the unimaginable future, 

but said that even the present is not fully known 11. 

The strategic security environment is increasingly influenced by the modern information 

sphere, which has emerged as a result of the massive spread of information and communication 

technology in all spheres of society. The information sphere permeates and transcends the 

boundaries of land, sea, air and space and cyberspace. Within the information sphere, there are 

three conceptual dimensions: physical, informational and cognitive. The information sphere is 

defined as a set of individuals, organizations or systems for collecting, processing or 

distributing information 3. 

The information sphere consists of three elements: 1) information infrastructure (systems and 

devices for collecting, transmitting, processing and delivering information), 2) information and 
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its flows, and 3) personnel performing various activities. 

Modern information sphere opens wide asymmetric possibilities for reducing the combat 

potential of a stronger and richer enemy. The following characteristics of the information area 

favor the use of information weapons in asymmetric attacks: 1) the ability to access from a 

distance; 2) difficulties in identifying attackers and attributing responsibility for the attack; and 

3) low cost of high-tech products freely available on the market.   

One of the tasks of states during conflicts and wars is to ensure their own information 

independence, i.e. the independence of the state officials from foreign information resources. 

In that sense, the information dependence is the necessity for a state and non-state officials to 

satisfy their information needs by "importing", because that is not possible from their national 

information resources. This is a serious problem, especially in war when an information crisis 

often occurs, i.e. the inability to meet basic information needs, even from abroad or due to a 

lot of contradictory information coming from foreign sources 12.  

The information environment in modern conflicts is characterized by numerous features, 

among others are: a) lack of information - classical theory estimates that the lack of information 

is an obvious source of omissions and failures in decision-making. On the other hand, the 

current view of experts is that lack of information is rarely the primary source of failure to 

make decisions in war; b) too much information - theorists believe that this phenomenon is, in 

relation to the lack of information, a bigger problem; c) deception - at all levels is a two-way 

game.  

The modern information еnvironment is complex and multi-layered, it permeates and 

transcends the boundaries of land, sea, air and cyberspace. Such an information sphere is an 

extremely complex information environment, which is difficult to control, monitor and analyze 

during conflicts. Characteristics of the information environment, such as an abundance of 

unnecessary information and too little relevant information, make the decision-making process 

and directing forces in conflicts more difficult. 

5. THE ROLE OF INFORMATION IN THE CONTROL OF FORCES IN 

CONFLICTS 

The environment in war is viewed within a structure consisting of three domains: physical, 

informational, and cognitive. The "physical domain" is the one in which events take place, and 

knowledge about this domain is collected through sensors, as well as the intelligence work of 

individuals. This data is further transmitted through the "information domain", and then 

reaches the "cognitive domain", where it is processed and based on them the assessment is 

performed. The assessment is the basis for making a decision, which is then realized by 

executing the order. This process is, in fact, a loophole of the Observe-Orient-Decide Act.  

Command and control are information-dependent and non-linear, as data is highly variable 

and requires significant command engagement, making this process uncertain. 

In the chain of command, the subordinate commander assumes the role of interpreter of all 

events and intentions of the commander at a higher level, because there is a way to anticipate 

all possibilities. The organizational dimension of war is also nonlinear due to the existence of 

multiple feedback loops. Finally, organizations are also designed to be nonlinear, their function 

and purpose is to exponentially increase the output from the system (effect). 

Information plays a critical role in control - the ability to direct the activities of forces on the 

battlefield. Moltke said that no plan survives the first contact with the enemy. Once the battle 

begins, it is essential that the command be able to adjust the focus of its efforts, seizing 

opportunities and limiting the vulnerabilities brought on and dictated by the situation on the 
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battlefield. 

Since the control and direction of engaged forces is extremely important, limitations on the 

capabilities and control mechanisms have been a crucial factor in shaping the organization of 

military forces and the tactics they use. Prior to the introduction of long-distance 

communication, the range of control of the commander was limited to subordinates who could 

hear his voice directly. Modern communications enable control over much greater distances. 

Yet, even with modern communication, a single commander can exercise strict control over a 

limited number of other soldiers during rapid and maneuverable warfare. Also, it is estimated 

that the introduction of modern means of communication, radio stations, and electronic maps 

and other improvements has not done much to expand the cognitive abilities of lower-level 

commanders, especially tactical ones. 

Having good information about the opponent is only the first half of the task, because making 

decisions and activities in accordance with them is the most important part of this issue. In 

general, the closer the time of the beginning of the conflict, the more demanding the time factor 

regarding the information. During a battle, operational-level commands can only have a few 

hours to make decisions about deploying the forces at their disposal. In both cases, the value 

of enemy information can be quite volatile. 

In this regard, the desirable characteristics of command in relation to the processing of 

information in war are: 1) the skill of interpreting information, 2) the skill of memorizing and 

3) quick observation and problem solving. 

The skill of interpreting information during combat operations is the timely drawing of correct 

conclusions on the basis of scarce, less noticeable, and even false information. In combat 

operations, the commander strives to provide complete and verified information in real time. 

This is usually not possible. The commander was then forced to make a decision based on the 

available information, so their correct interpretation is crucial. 

The skill of memorizing and concentrating attention has a significant impact on the successful 

performance of war tasks. Consequently, successful commanders have functionally superior 

mental functions such as memorization and attention. Some research has shown that successful 

war commanders do not have innate above-average memory capacity or exceptional attention, 

but that the speed of information flow, selection and interpretation of information depends on 

the automation of learned mental skills that spontaneously relieve memory capacity and 

attention. These mental skills are acquired through institutional education and work 

experience. 

Quick observation and problem solving in a combat situation is the result of well-organized 

knowledge in the commander's memory, which is placed in different categories (patterns). In 

this way, when making a decision, successful commanders connect previously learned 

methods of procedure with a specific event on the battlefield and, accordingly, make an 

appropriate decision on the use of their own forces. Also, highly organized military 

professional knowledge in the memory of the commander, allows him to identify more and 

less successful alternatives for solving problems, which reduces the number of possible 

solutions and creates conditions for making optimal decisions 16.  

It can be concluded that a greater amount of available information and better visualization of 

the battlefield cannot compensate for the experience of the commander, which is crucial for a 

quick understanding of the situation and making quality decisions. Experience shortens the 

time of information processing, rejects unnecessary information, focuses only on important 

facts and puts quickly obtained information in a certain context, gives them real meaning and 

contributes to correct and quick decision-making and reaction. 
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6. CONCLUSION 

In the age of information, the information revolution transforms warfare, i.e. it causes changes 

in how societies engage in conflicts and how their armed forces wage armed conflicts. 

Information has always been a means of making an impact, and therefore of gaining the power. 

In modern society, modern information technology spreads information much wider and faster 

than ever before in history, that is the reason why the importance of information as an element 

of power has increased. In the age of information, the information is becoming increasingly 

important for national security as well. Although only military conflicts are still registered, 

when viewed through an outdated prism, as armed conflicts, the information, intelligence and 

other conflicts are conducted on a daily basis at various levels. This shifts the focus of the 

conflict from the war to other spheres and activities such as information. 

The application of modern technology in engaging in a conflict has brought a network-centric 

concept of warfare, which involves connecting numerous sources of information and 

databases, as well as rapid exchange of information, ensuring that an informational advantage 

over the enemy is achieved in a short time.  

All of this mentioned above indicates the increased importance of the information environment 

in which modern conflicts are conducted. Complex and and multi-layered information 

environment and the existence of numerous conflict through information, misinformation and 

deception, make decision-making additionally difficult. The modern information еnvironment 

is difficult to monitor and analyze, which make the decision-making process and directing 

forces in conflicts more difficult. 

Due to the application of modern technology in a way, modern conflicts becomes even more 

complex and unclear. In addition, the modern war for those who take part in them and 

command has failed to become more predictable or clearer. It could be concluded that there is 

no such amount of detail or information that can make the results of the conflict and the war 

completely predictable. As a consequence, the complexity of contemporary conflicts can 

neither be eliminated nor significantly reduced. Regarding the information environment, it can 

be said that the contemporary conflicts are still informationally uncertain. Also, it cannot be 

said that the modern information environment significantly contributes to faster and better 

decision-making in conflicts. 

However, there is still a commitment and demand for better, more sophisticated knowledge of 

the situation, intelligence and information, in order to meet the need to minimize the fog and 

friction of the conflict and make the complex information environment clearer. The main role 

in that should be played by a person, the one who manages the conflicts, who evaluates them, 

analyzes them and decides on the engagement of forces in the war. Experience from modern 

conflicts indicates that more information is available and better visualization of the battlefield 

cannot compensate for the experience of commanders, which is crucial for a quick 

understanding of the situation and making quality decisions. Experience shortens the time of 

information processing, it causes rejecting unnecessary information, focuses only on important 

facts and puts quickly obtained information in a certain context, gives them real meaning, 

quickly understands the strategic situation of conflicts, which contributes to correct and fast 

decision-making and reacting in conflicts. 
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Abstract: The history of human civilization has been marked by numerous wars, which 

were most often characterized by armed conflicts between two or more opposing sides. 

Each conflict was the imposition of one's own will on the enemy, the occupation of new 

territories that enabled the continuation of economic development and increase of 

wealth, unhindered access to natural resources or the provision of new labor force that 

would be exploited for economic development. With the transition to the new 

millennium, cyber warfare became important, as a phenomenon that characterizes the 

information age in which we live. We are witnessing that hybrid warfare is increasingly 

mentioned in modern political and military theory. The authors analyze the potential 

forms of manifestation of hybrid threats, pointing out that it is possible to find several 

different classifications of manifestations of threats in the literature. 

Key words: security, threat, war, political violence, hybrid threat 

1. INTRODUCTION  

A clear recognition of security challenges and threats cannot be expected in the future. 

Traditional conflicts will continue to be the most dangerous form of social conflict in the 

future. However, future opponents will most likely combine different types and forms of 

warfare. The most significant change in the character of modern warfare is reflected in the 

unclear nature of the struggle of the opposing sides. 

Hybrid threats combines the lethality of interstate conflicts with the fanaticism and longevity 

of "irregular warfare" [11]. In such conflicts, non-state actors take advantage of access to 

modern military capabilities, such as encrypted communication systems, portable anti-aircraft 

missile systems, etc., and use ambushes, improvised explosive devices and liquidations with 

long-term use of insurgent actions. Technologically advanced state actors could combine the 

use of anti-satellite weapons with terrorism and cyber attacks aimed at financial institutions. 

The successful implementation of hybrid threats requires the existence of certain conditions, 

such as: long-term intolerance, existing or perceived social inequality, general social distrust, 

weak state institutions or ethnic tensions. If a state wants to use hybrid warfare, it will usually 

encourage local unrest in the initial phase in order to provoke a reaction from state or local 

authorities. He will then strive to internationalize the problem and apply various forms of 

diplomatic and economic pressure. Most often, the goal will be achieved without armed 

conflict, but armed conflict is the ultimate means of achieving the goal. 

2. MODERN APPROACH TO HYBRID  THREAT 

Hybrid threat  as the content of war consists of methods, forms and ways of action of opposing 

parties in an effort to endanger each other. They vary depending on the form of the conflict 
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and the capacity of the opposing parties, but hybrid warfare leans towards unarmed forms and 

methods. Depending on the theorists' understanding of the character of hybrid warfare and 

hybrid threats, different contents of hybrid warfare are listed, or different dimensions of the 

environment within which threats can be manifested. 

Traditional Western interpretation of the elements of national power reflected in diplomacy, 

information, the military and the economy (Diplomacy, Information, Military and Economic - 

DIME) has been expanded by three more elements: finance, intelligence and law (Diplomacy, 

Information, Military, Economic, Financial, Intelligence and Legal - DIMEFIL). This 

expansion of elements of national power was carried out with the aim of proving various forms 

of the so-called "malignant" influence of the Russian Federation and the People's Republic of 

China on various spheres of international relations, but also internal events in individual 

NATO and / or EU member states. At the same time, it is proposed to analyze additional 

dimensions of the operational environment, such as the dimension of time, physical space or 

legal basis, which have not been considered so far in the political, military, economic, social, 

information and infrastructural (Political, Military, Economic, Social, Information and 

Infrastructure - PMESII) dimensions of the operating environment. 

 
Figure 1: Permeation of hybrid warfare of the Russian Federation through different 

dimensions of the environment (Voyager, 2020) 

Although the previously presented model, very likely, fully represents the comprehensiveness 

of hybrid warfare and its permeation through all dimensions of the environment, it considers 

exclusively the role of the Russian Federation as the initiator of hybrid warfare. It is necessary 

to keep in mind that other countries, starting with global and regional powers, in accordance 

with the available capacities and possibilities, also take various measures and activities in order 

to achieve their own goals and interests. 

It should be noted that a significant effort in determining the content of hybrid warfare was 

made by domestic authors. After studying the relevant western and eastern sources, they made 

a review of the content of hybrid warfare in the literature. 
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Table 1: Overview of the content of hybrid warfare in the literature [7] 

Source/ 

The content F
ra

n
k

 

H
o

ff
m

a
n

 

R
u

ss
e
ll

 

G
le

n
n

 

M
O

D
 U

K
 

N
А

Т
О

 

„
J

a
g

el
lo

 

2
0

0
0
“

 

C
ze

ch
k

ia
 

A
n

d
re

j 

K
o

ri
b

k
o

 

M
C

D
C

 

P
ro

je
c
t 

M
u

n
ic

h
 

S
ec

u
ri

ty
 

R
ep

o
rt

 2
0

1
5
 

Political 

methods 
 Х Х Х Х Х Х Х 

Economic 

measures 
 Х Х Х Х Х Х Х 

Media 

propaganda 
 Х  Х Х Х Х Х 

Intelligence 

activity 
   Х  Х   

Impact on 

social groups 
 Х Х Х Х Х Х  

Cyber attacks Х   Х  Х Х Х 

Psychological 

operations 
Х   Х Х  Х  

Terrorist 

activities 
Х Х Х Х Х Х Х  

Criminal 

activities 
Х Х Х Х Х Х   

Population riots Х  Х Х  Х  Х 

Subversive 

activity 
 Х  Х Х    

Guerrilla armed 

struggle 
   Х Х Х  Х 

Conventional 

military 

methods 

Х Х  Х  Х Х Х 

Legal methods    Х     

In the given overview, all contents that state and non-state actors can undertake are given. In 

accordance with the conclusions of domestic authors, the following forms of action on the 

enemy in order to force the fulfillment of demands can be taken as the most important contents 

of hybrid warfare: information-psychological-ideological action, political action, economic 

pressures, intelligence-subversive activity, information methods, criminal activities , terrorism 

and armed insurgency and conventional and unconventional military action. [7] 

2.1. Political action in the form of political violence 

The famous Prussian military theorist Clausewitz, “defined war as an extension of politics by 

other means” [10]. He believe that politics took precedence over the army, so the army was 

only an instrument that politics used to achieve its own goals. Over time, with technological 

progress, the changed character of social relations and the growing degree of connection of 

states, i.e. globalization, the possibilities of achieving the influence of states by other means 

on various international entities have expanded. Although political activity has been present 

in the practice of international relations for a long time, it was not considered that it could 

represent one of the contents of war in any form. 
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Politics is one of the areas of social life that has a crucial, strategic, importance for the stability, 

security and defense of the state. In the modern world, politics permeates all other areas of 

social life, and greatly affects the degree of cooperation or opposition at the international level, 

as well as the degree of internal cohesion of society. 

In hybrid warfare, political action as its content can be manifested primarily in the various 

forms of of political violence. The basic forms of political violence are: threat of force, 

coercion, psychophysical abuse (torture), political murder, assassination and diversion [2]. In 

modern international relations, forms of threat of force and coercion are primarily manifested, 

while states formally refrain from other forms of political violence. 

The threat of force is one of the basic forms of political violence that mainly manifests itself 

in international relations. It is usually carried out in the form of diplomatic pressure, whereby 

the state subject to pressure is presented with the possibility of using armed force in case of 

non-acceptance of imposed decisions or requests by a state or international entity that is the 

source of the threat. The threat of force is applied while at the same time publicly propagating 

the justification of one's own actions in order to secure domestic and international public 

support [13]. 

Coercion is one of the forms of political violence that is characterized by a psychological 

method of violent influence on individuals, groups or the entire population. It is mainly applied 

by state and international entities with the aim of influencing decision-makers or the 

population of the state of the object of coercion. Most often, activities are undertaken through 

diplomacy that forces the target groups (usually decision makers) to act in accordance with the 

set requirements. Unlike the threat of force, coercion is not manifested by the potential use of 

armed force, but other unarmed methods of influence are applied, such as the threat of 

exclusion from certain international institutions, disruption of economic and financial 

activities, and denial of access to certain technologies or favorable financial incentives, etc.1 

Violent protests (riots and uprisings) are among various forms of political violence, which are 

primarily used by state and international actors to exert indirect influence within other states. 

Support for local unrest enables easy identification of threats, but also identification of actors 

interested in a possible escalation of the crisis. Most often, Western countries, led by the United 

States, provide support to local riots. The United States provided the necessary organizational, 

financial and media support to numerous "colored" revolutions in the former USSR and the 

former SFRY, riots in the countries affected by the "Arab Spring", and in recent years riots in 

South America, Venezuela and Bolivia [12]. On the other hand, the Russian Federation has 

been passive in this segment for a long time. With the escalation of the crisis in Ukraine, the 

Russian Federation also started providing support to local riots in the Donbas area. In the 

political dimension, the demands of the Russian population on the territory of Donbas were 

supported, in the media dimension, propaganda activities were carried out with the aim of 

damaging the reputation and legitimacy of the Ukrainian state authorities. 

                                                 
1 They are most often applied by states that have adequate capacity or possibilities for coercion. The 

United States has in several cases demonstrated the possibility of coercion in various situations. Using 

their influence within NATO and the EU, they forced all other member states of these international 

organizations to impose sanctions on Russia. 

Federation due to the events in Ukraine in 2014. The Russian Federation forced Azerbaijan and Armenia 

to end the short-lived armed conflict on the line of separation of forces in Nagorno-Karabakh in April 

2016. It also prevented a significant engagement of the Turkish armed forces in February 2020 on the 

territory of Syria, although Turkey was able to inflict serious losses on the Syrian armed and paramilitary 

forces in a direct armed conflict. 
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A coup d’état is a form of coup in which the national armed forces play a dominant role and 

in which power is taken over by persons who are already on a certain ladder of social, political 

and/or military power [6]. They were, but will continue to be, one of the ways of waging a 

hybrid war, which brings about the achievement of political, economic and military interests 

of powerful states [6]. The causes of coups can be different, they depend on different factors 

and for their realization it is necessary to have a deep social crisis, regardless of whether it is 

predominantly political or economic, but sometimes the interest of a foreign factor to replace 

the current regime may be decisive. 

Terrorism is most often considered a complex form of organized group and, less often, 

individual or institutional political violence marked not only by frightening physical and 

psychological, but also by sophisticated-technological methods of political struggle which are 

usually used in political and economic crises economic and political stability of a society, 

systematically trying to achieve "great goals" in a spectacular way, and inappropriately given 

the conditions, especially the social situation and the historical possibilities of those who, as a 

political strategy, they practice [9]. It is one of the forms of violence and one of the ways of 

fighting to achieve one's own goals, as a result of which it can be used within other forms of 

force, or independently. 

Rebellion is a complex form of political violence, which can be defined as a type of personal, 

group or collective activity in terms of opposing official, legal or recognized, as well as 

imposed leadership, i.e. management structure due to disagreement with existing or planned 

situation and relations. It is characterized by a greater or lesser degree of coordination of 

actions of organized participants in the direction of achieving goals that, according to the 

leadership of the rebellion, cannot be realized peacefully, i.e. which increase the chances of 

accelerating realization through organized violence. 

In the context of hybrid warfare and the use of various forms of coups, terrorism and armed 

insurgency, irregular (paramilitary, insurgent or terrorist) forces play a particularly important 

role. In most cases, they are primarily used to achieve the desired goals, i.e. they are an 

instrument of state and international entities. Depending on the state actors who support them, 

they can engage against the security forces or in cooperation with the security forces. They 

usually consist of the local population, but in certain cases they can also be composed of 

foreign nationals. These are usually easily equipped forces, and in a smaller number of cases 

they have armored and artillery means. Most often performed by rebels act or apply guerrilla 

forms of warfare and are unable to perform complex operations with joint tactical formations. 

2.2. Economic pressures 

The economy is one of the basic pillars of every country, i.e. a developed economy is the main 

prerequisite for the development of other national interests, such as: good living standards, 

meeting the living needs of the population, building and maintaining credible military power, 

technological development, improving the education and health system. And economic 

influence in the region or in the international community and the like. The time in which we 

live is characterized by globalization, great economic and political connections, raw material 

dependence, and economic competitiveness, pronounced differences in the technological 

development of countries, the influence of international organizations on setting norms and 

rules in international economic relations. 

Taking into account the stated conditions, one of the basic elements of the national security of 

every state is economic security. Economic security can be interpreted as a state of protection 

of a country's economy, which is assumed to be at a certain level that guarantees stability and 

satisfaction of the population, or as the ability to protect and ensure economic growth in the 
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modern environment [6]. In addition to the above, economic security can also refer to 

providing access to or supply of raw materials and energy sources, modern technologies or 

financial incentives. 

Within the consideration of economic security, various factors are taken into account, and the 

most common are: the geopolitical position of the country, the wealth of natural resources, 

industrial and agricultural potential, the degree of socio-demographic development, the quality 

of public administration and the education system [6]. Economic security largely depends on 

the political relations of a certain state with other states, primarily global powers, and relations 

with international political, economic or military organizations. 

In Western literature, a segment of warfare, the so-called "economic warfare," is cited. 

Although there is no generally accepted definition of the term economic war, it implies the 

application of "economic instruments of a state or group of states, in order to increase the 

dependence of another country or group of countries and force them to change existing 

policies" [6]. The basic goal of the economic war is to realize the interests of the state that 

started that war, but without the application of armed struggle. The intensity and duration of 

the application of such economic instruments can crucially affect the ability of the attacked 

state to resist potential armed aggression. 

The objects of application of economic instruments are most often economic processes or 

economic resources. Economic processes include trade relations (imports, exports), credit 

arrangements, and financial transactions, economic projects in the country and abroad, 

scientific research, economic policy of the state, economic relations with other countries. 

Economic resources include all possible economic capacities that the country has, their fixed 

assets, raw materials and raw materials, deposits of raw materials, means of transport, roads, 

processing capacities, financial capital, securities, population and others [6]. 

Methods of economic war, or economic pressures can be classified into: trade methods, 

financial methods, investment methods, economic espionage, economic emigration and 

endangering energy security, as a specific and current segment of economic pressure. 

Trade methods represent the activities of one or more states that are undertaken against another 

state in the sphere of trade [6]. Within these methods, different types of prohibitions or 

sanctions in the sphere of trade are most often applied. These may relate to a partial or total 

ban on trade in certain products, or the introduction of punitive customs duties and taxes. The 

goal of such methods is to prevent the state from acquiring the necessary goods, or raw 

materials, necessary for the functioning of the economy and the satisfaction of living needs of 

the population. Such methods can be applied unilaterally, but can also be introduced with the 

consent of the UN Security Council.2  

Financial methods include measures related to the sphere of finance, cash flows, capital, 

lending, currency values, stock market values, prices of raw materials and finished products..3 

                                                 
2 In recent decades, such methods have been increasingly used, and various forms of sanctions have been 

introduced against: Iran and North Korea because of their nuclear programs; The Russian Federation due 

to the annexation of Crimea and the conflict in the Donbas; Syria, Libya and Venezuela in order to 

support internal instability and provide favorable catches for a political coup, the FRY due to the conflict 

in the former SFRY and others. 

3 Such measures have been applied against: the Russian Federation regarding the manipulation of the 

ruble exchange rate and oil prices on the world market; The United States by applying the low yuan 

exchange rate by the People's Republic of China to boost exports; Iran and the FRY by blocking access 

to foreign currency in foreign banks and the like. Nenad Cvetković, Mitar Kovač and Antonio Mak, 
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In this segment, withdrawal or disabling of access (freezing) of foreign currency funds in 

foreign banks, artificial induction of foreign exchange shortages, manipulation of securities 

prices and energy prices, downgrading or raising the country's credit rating, manipulation of 

exchange rate and interest rates, etc. are most often used. 

Investment methods are primarily applied by economically developed countries related to the 

acquisition of strategic companies in order to exercise foreign control over its economic 

resources or provide access to new technologies [6]. The People's Republic of China largely 

applies these methods to provide access to markets, raw materials and technologies and 

political and economic influence in Africa, Europe, the USA, Indochina, the Middle East and 

the Middle East. 

Economic espionage includes activities that provide confidential economic information [6]. 

The goal is to collect as complete data as possible on the economic capabilities of the opponent 

in order to timely identify vulnerabilities and their exploitation. It also provides information 

that enables faster technological progress and reduction of the technological lag behind the 

most technologically developed countries. 

Economic migration is a specific type of economic pressure in the long run. Within this 

segment, the economically most developed and richest countries encourage the outflow of 

qualified and professional staff from other countries, which ensures their further progress and 

prosperity, while preventing other countries from representing any kind of competition in the 

future.4  

Endangering energy security is a modern and specific method of endangering economic 

security. States with adequate influence, primarily politically, force other states to abandon the 

existing energy arrangements, or prevent ongoing or potential energy projects (oil and gas 

pipelines). 

2.3. Information and propaganda activities 

The information age is characterized by the wide availability and mass application of highly 

sophisticated techniques and technologies and the exchange of information in approximately 

real time. It is almost possible to make contact between any two points on the planet and 

exchange information, audio and video. Such a situation requires from potentially conflicting 

parties faster exploitation of information, analysis of the situation and adaptation to the 

changes, but also the realization of their own influence on different target groups. 

Modern conflicts are based on the idea that the main scene of the conflict is the "mind", that it 

is necessary to establish information and psychological dominance in order to minimize the 

need for the use of armed forces and reduce military and civilian support to the authorities and 

top political representatives. The basic tool of modern warfare is information, which creates a 

certain version of reality that corresponds to the political and military purpose at all levels of 

conflict or warfare. 

Information directly shapes the perception and attitudes of public opinion and individuals, so 

it is possible to influence the behavior of social groups, units of the armed forces and decision-

making processes in the system of commanding one's own forces and enemies. Since 

                                                 
Hybrid Warfare - Dilemma of the Concept of Contemporary Conflict, Thematic Proceedings, Institute 

for Strategic Research, University of Defense, Ministry of Defense, Belgrade, 2018, p. p. 161. 

4 The United States has long attracted top experts from Europe and Asia, while recently the Federal 

Republic of Germany took measures to encourage immigration, primarily for the highly educated, in 

order to maintain the achieved level of economic development.Ibid., P. 164. 
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information can be sent and received in approximately real time, it is possible to cause the 

desired effects in other dimensions of the operational environment, such as: political, 

economic, social or military dimensions. 

From the military point of view, information and propaganda activities are realized within the 

information dimension of the operational environment. The information dimension of the 

operational environment permeates and transcends land, sea, air and cyberspace, and it 

recognizes the critical role of the phenomenon of information and information systems. 

Decision makers in a modern operational environment can reliably and continuously 

communicate with task performers, friendly and neutral forces regardless of their spatial 

distance. 

In the armed forces, information operations are generally considered to be ancillary operations 

conducted as part of a campaign or to support a major operation. The goal of information 

operations, from the military point of view, is to influence decision-makers, deceive, violate 

the will to fight or resist opponents, violate morale, encourage defeatism, but also shape public 

opinion, both domestic and international, to support their own actions and activities.  

Information is distributed through television, websites and social networks, and sometimes 

with the use of leaflets. Quantity, not quality, is crucial to the success of information warfare. 

If the same information from several different sources is distributed to the target groups within 

the information environment, it is expected that the target groups will accept such information 

as credible. Based on that, it can be concluded that the synchronization of information warfare 

and propaganda actions is very important. The necessary level of synchronization can be 

achieved primarily by state actors, because they have it under their control various media 

houses like CNN, BBC, Fox News, Russia Today and the like. Special topics and messages 

are formed that are constantly repeated aiming at their acceptance by the target groups. One of 

such topics is the term "Novorossiysk", i.e. the area of eastern and southeastern Ukraine, which 

was pointed out by the President of the Russian Federation in his presentation in 2014. This 

topic was used to unite different local groups in the Donbas area within one common political 

goal [4]. 

The use of social networks to spread various information and misinformation is becoming 

increasingly important, taking into account the fact that the younger population, i.e. the 

population in their 20s and 30s, mostly gathers information through social networks. Although 

protesters exchanged messages via Facebook in the countries affected by the "Arab Spring", 

in the current crises, other applications such as Twitter, What's Up and VKontakte are 

primarily used. Social networks enable the transfer of information from the conflict zone or 

from the place of unrest in real time, and at the same time they enable almost every participant 

in an event to be a source of information. 

Information and propaganda activities, since they represent a non-contact form of conflict, are 

applied continuously. To a large extent, information and propaganda activities are carried out 

with the aim of supporting the achievement of political goals and interests, and if necessary, 

the provision of broader international support for military intervention. Although the concept 

of hybrid warfare and hybrid threats was not discussed in 1999, the "Racak" case, with 

exceptional media support and information activities, was used by the United States as an 

occasion for military intervention in the territory of FR Yugoslavia. 

3. CYBER WAR AND ITS APPLICATION 

Cyber warfare is a relatively modern concept of warfare, which enables effective action on 

certain parts or objects of critical infrastructure or financial institutions. It involves the use of 
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cyberspace with the aim of intentionally harming individuals, assets, systems or economic 

systems of state entities. 

Cyberspace is an artificially created environment composed of interdependent and 

interconnected telecommunication-information systems and appropriate data in them, which 

are created, processed, sent, received and destroyed, thus achieving processes, consequences 

and influence in the logical, physical and cognitive area. 

Attacks from the cyber-space, or cyber-attacks, can target critical or non-critical infrastructure. 

From the point of view of hybrid threats and threats to security, attacks on critical infrastructure 

are incomparably more important. Critical infrastructure is systems and assets that, if 

destroyed, can affect physical security, national economic security and / or public health or 

safety and include industries and areas such as: energy sector, food sector, transport, banking, 

communications, government, as well as cyberspace itself [3]. 

Actions and activities, or incidents in cyberspace may include: 

 Testing - an attempt to access a particular system; 

 Search - performing several individual tests using an automated tool; 

 Endangering the account - unauthorized use of the computer account; 

 Root compromise - compromise accounts with system administrator privileges; 

 Data sniffing - data interception from information during their transmission via the network; 

 Disabling access - intentionally saturating system resources to prevent access by legitimate 

users; 

 Malicious programs - hidden program or programs that can cause unexpected and unwanted 

results on the system [3]. 

Cyber threats can be classified into five groups: 

 Category P1 (user of a hacker tool) - actors without special specific expertise use a software 

tool downloaded from the Internet, provide an e-mail or IP address and observe what is sitting. 

So far, these mostly unsystematic actions have caused only minor damage, but sometimes 

more. The increase in the use of such tools through petty crime has been more pronounced 

lately. 

- Category P2 (vulnerability developers, motivated hacker) - persons involved in research and 

development of attack methods in industry or academia could provide third parties with access 

to new tools and methods. In addition, these people could in some way lead a double life - in 

addition to their research and "development" work, to be active as hackers and to break into 

the systems of others without authorization and thus further develop their software tools. 

- Category P3 (professional organizations and cybercrime) - this segment of threats is 

developed and used for business models, qualitatively the highest processes and tools, in order 

to make money or spy with the help of cyber-attacks and appropriate technologies. In 

particular, the financial industry and its clients, which are often the weakest link in the security 

chain, are the focus of this threat. At the same time, some companies in the market offer 

technologies that allow unhindered access to protected systems. The supply is global, so local 

legislation has modest potential for influence. In general, this segment of threats is a large 

market for development in the criminal, gray, but also in the legal zone. That is the main lever 

of threats today. 

- Category P4 (specific and unrecognizable threat actors - Advanced Persistent Threats) - this 

form of threat means a carefully selected goal, very precise action in order to, as far as possible, 

remain unnoticed for as long as possible. Actors break into protected systems as 

inconspicuously as possible (sometimes by using the wrong behavior of associates) and try to 



332 

  

stay unnoticed for as long as possible, in order to, on the one hand, research information (Red 

October example) or, on the other, perform acts of sabotage (Stuxnet example). 

It is very difficult to prove the source of cyber-attacks, and certain state actors are most often 

accused of certain cyber-attacks based on assumptions. There is a known case of the 

application of the computer "worm" Stuxnet, which caused mechanical damage to over 1000 

centrifuges used in the Iranian uranium enrichment program, and which is presumed to be a 

product of the USA and Israel. On the other hand, the Russian Federation has been accused of 

weeks of cyber-attacks on Estonia in 2007 in response to the relocation of a monument to 

Soviet soldiers from central Tallinn to a nearby military cemetery [8]. As part of the crisis in 

Ukraine, cyber-attacks were recorded in several cases on government websites using the so-

called DDoS (Distributed Denial of Service) attacks. In October 2014, the electronic system 

for recording the election results of the Ukrainian Parliament was disabled, for which a hacker 

group called CyberBerkut took responsibility [4]. 

4. CONCLUSION 

The inconsistency of views on the issue of hybrid warfare is primarily based on the concept 

itself. The term sounds appealing and modern, but its analytical value is limited. The hybrid 

aspect of the term means a combination of previously defined forms of warfare, conventional, 

irregular, political or informational. The combination of different means in different 

dimensions of warfare is not new, but originates from the very beginnings of warfare. Although 

it is necessary to think outside the existing definitions of warfare that are regularly used, it is 

necessary to understand that it does not explain a new form of warfare. 

Hybrid threats can be considered in the same way. The very evolution of the notion of hybrid 

threats, which in its beginning were primarily based on non-state actors, and with the 

development of the crisis in Ukraine, characterized as a form of action by state actors, is also 

politically motivated. Due to such a basis, it is completely understandable why political and 

military theorists, of different nationalities, cannot agree on the concept itself. The fact is, 

however, that there is complete agreement on the form of manifestation of hybrid threats. In 

essence, the forms of manifestation of hybrid threats represent the practical application of 

available capacities and instruments of power. 

The availability of capacities and instruments of power is proportional to the possibility of 

simultaneous manifestation of hybrid threats and realization of the desired influence or 

interest. Evident examples of forms of manifestation of hybrid threats only show that they do 

not represent a novelty, but that they have been applied before in international relations. The 

fact is that the achieved technological and social development enables a multidimensional 

approach, due to which hybrid threats bring a new quality and the possibility of causing very 

devastating consequences for society or the state, without or with minimal use of armed force. 
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Abstract: Security has become the focus of all countries in the world since 2000, both 

those with developed democracies and those with emerging democracies. Bringing 

security to the center of interest of both state actors and the academic community has 

conditioned the daily multiplication of challenges, risks and threats. There is almost no 

area of life that does not require their permanent identification, analysis and 

assessment. The importance given to them can be seen in the fact that challenges, risks 

and threats are an unavoidable part of the highest and most important strategic 

documents of every country. Their precise identification, analysis and assessment is a 

“conditio sine qua non” for the establishment and construction of a complete security 

system that is able to provide the most efficient possible response to them. In some 

strategies, they are viewed as a syntagm, some are treated as an individual security 

issue, and in some strategies only one of the terms is partially omitted or used. The 

paper analyzes the approach of individual countries and authors in defining and 

classifying challenges, risks and threats, from the aspect of security. 

Key words: challenges, risks, threats, EU, Republic of Serbia 

1. INTRODUCTION  

Although scientific achievements are at a very high level of development, man and his social 

community are still threatened by the same or similar dangers, whose effects have been 

multiplied in terms of increasing the capacity of dangers due to new natural risks such as 

supervolcanoes and other geophysical processes, comets and asteroids, climate changes, 

infections and pandemics, artificial intelligence development, uncontrolled technologies, 

nuclear terrorism, biotechnology, nanotechnology… Security phenomena in the modern 

environment are not static and simple, but dynamic, complex and of a hybrid character. 

Therefore, national security systems, as well as supranational ones, have a demanding role of 

recognizing, preventing and responding to dangers, which indicates the complexity of the 

assessment procedure itself. Having in mind the above, it is evident that the symbiosis of 

phenomena that affect the security of the state (or group of states) indicates the existence of 

elements of crisis. The diversity of the phrase "IRP" interpretations justifies this conclusion 

because it indicates the hybridity of the security phenomena actions. Hybrid security 

phenomena are the basic preconditions for the generation and development of crises. 1 The 

twenty-first century is characterized by old dangers that have not lost their significance, and 

new ones, which are becoming more numerous, unknown and more complex over time. The 

basic form of danger manifestation is endangerment. Threats can arise from the actions of man, 

nature or the technical system. Each form of security threat manifests itself as a challenge, risk 

or threat to security, but they should not be viewed as a syntagm, but individually, as three 

groups of security impacts - security challenges, security risks and security threats.  
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The paper presents an analysis of the highest strategic documents of the European Union, 

neighboring countries and the Republic of Serbia in relation to the understanding and use of 

the phrase "challenges, risks and threats" 

2. "CHALLENGES, RISKS AND THREATS" IN THE EUROPEAN UNION 

SECURITY STRATEGY 

The 2003 European Security Strategy begins with optimistic words: "Europe has never been 

so advanced, so secure, so free. The violence of the first half of the 20th century gave way to 

a period of peace and stability, unprecedented in European history." 2 In addition to that 

sentence, it is stated that security is a precondition for survival and development, and that no 

country is able to deal with complex problems on its own. The Strategy states that aggression 

against any member state is unlikely, but that there are five basic threats that are more diverse, 

less visible and less predictable: terrorism, proliferation of weapons of mass destruction, 

regional conflicts, failed states and organized crime.   

The European Union's new Global Strategy for Foreign and Security Policy: "A common 

vision, joint action: stronger Europe" from 2016 states at the outset "We need a stronger 

Europe. We live in a time of existential crisis, within the European Union and beyond. Our 

Union is under threat. Our European project, which has brought the greatest peace, prosperity 

and democracy so far, has been called into question." 3 In just thirteen years, the whole view 

of the security infrastructure of the modern world has changed, from a world of peace and 

prosperity to the world of threats and constant uncertainties. The new EU security strategy 

does not recognize the phrase "challenges, risks and threats" but recognizes threats in the 

foreign policy chapter: terrorism, hybrid threats, climate changes, economic instability, high-

tech crime, energy insecurity, regional conflicts and crises and migration. The EU Security 

Strategy does not recognize the phrase "challenges, risks and threats", and therefore they are 

not classified by priority as such, but the threats that characterize the vision of European 

security in the 21st century are recognized. 

3. "CHALLENGES, RISKS AND THREATS" IN THE SECURITY 

STRATEGIES OF EUROPEAN UNION COUNTRIES 

According to the European Security Strategy, there is a great similarity in the identified 

challenges, risks and threats to security in the EU Member States, which are shown in Table 

1. 

Table 1. CRT on security of EU member states 

HUNGARY 4 ROMANIA 5 BULGARIA 6 CROATIA7 AUSTRIA8 

Terrorism 

Economic and financial crises 

Proliferation of weapons of mass destruction 

Climate changes 

/ / Pandemije 

Danger to the 

environment 
/ Danger to the environment 

Demographic, environmental and energy security / 

/ / Hybrid threats / 

Information security 

Internal and regional conflicts 

Organized crime 

Armed aggression 
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HUNGARY 4 ROMANIA 5 BULGARIA 6 CROATIA7 AUSTRIA8 
Natural and 

technical-
technological 

disasters 

/ / 
Natural and technical-

technological disasters 

Drug trafficking / Drug trafficking 

Migrations / Migrations 

Extremism / Extremism / 

 

Offensive / 

aggressive behavior 

* 

   

 

Delays in the process 

of adapting the 

Alliance to threats in 

its eastern and 

southern 

neighborhoods * 

   

 
Enemy intelligence 

actions * 
   

 

Enemy actions of 

influence carried out 

in public space * 

  

Piracy and 

threats on 

transport 

routes 

 

Actions, facts, 

strategies, intentions 

or plans of states and 

non-state actors * 

 Corruption 

It can be seen from the table that the identified challenges, risks and threats to the security of 

the European Union countries are almost identical, with minor differences in terms. The phrase 

"challenges, risks and threats" is not used in the National Security Strategy of the Republic 

of Bulgaria, while it is still represented in other strategies. Romania's Defence Strategy goes a 

step further, and it seems that for the first time, specifically vulnerabilities, specifically risks, 

specifically threats are identified, while the term challenge is omitted. 

4. "CHALLENGES, RISKS AND THREATS" TO THE SECURITY OF 

NEIGHBORING COUNTRIES 

The Republic of Northern Macedonia has existed under that name since 2019, which 

conditioned the adoption of new strategic documents in accordance with the change of name 

of the country. The 2003 National Concept for Security and Defence identifies risks and 

dangers that can lead to crises and conflicts: extreme nationalism, racial and religious 

intolerance, international terrorism, organized crime, illegal migration, illegal drug, arms and 

human trafficking, use of weapons of mass destruction, corruption, blackmail, racketeering, 

murders, foreign special services activities, conflicts of interest over strategic energy, natural 

and other disasters, technical and technological disasters, infectious diseases of humans and 

animals, cybercrime and environmental degradation and destruction. 9 After the change of 

the name of the country, a new Defence Strategy for 2020 was adopted, which recognized 

threats to national security: economic and political problems, organized crime, foreign 

intelligence services, radicalism and violent extremism, terrorism, illegal migration, 

cybercrime, natural disasters, technical -technological catastrophes, epidemics and climate 

changes and environmental degradation and destruction. 10 In accordance with all strategic 

documents of the Republic of Northern Macedonia, it can be concluded that the Republic of 
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Macedonia still faces conventional threats, but also that it is not immune to modern security 

threats, which confirms the list of identified security threats in the highest strategic documents. 

Montenegro's National Security Strategy from 2008 recognizes the phrase "security 

challenges, risks and threats" and is accordingly named Chapter 3 of the Strategy. 

Recognized challenges, risks and threats to the security of Montenegro are: military threats, 

crises in the immediate vicinity and wider area, international terrorism, organized crime, drug 

trafficking, weapons, illegal migration, human trafficking and weapons proliferation for mass 

destruction, consequences of globalization and problems of transition, natural, technical-

technological, biological, chemical nuclear and radiological catastrophes, epidemics, surplus 

of obsolete weapons and ammunition, environmental threats and information security. 11 

The Strategy also states that "Montenegro shares a strategic approach to the challenges, risks 

and threats to national security defined by NATO's strategic documents", given that it has been 

a member of this alliance since 2017. 

Bosnia and Herzegovina has not yet adopted a national security strategy as the highest strategic 

act in the field of security. The 2005 White Paper on Defence identified global, regional and 

internal security challenges. Global challenges include: globalization, international terrorism, 

environmental threats, uncontrolled production and sale of weapons, including weapons of 

mass destruction, intensification of forced migration, organized crime and the spread of 

incurable diseases. Regional challenges are: transition processes and regional conflicts, while 

internal challenges are: backward political and social animosities, slow implementation of the 

Dayton Peace Agreement, problems of political transition, problems of transition to market 

economy, porous borders, unemployment, excessive arms and ammunition, large number of 

landmines and UOs, various environmental challenges. 12 In the White Paper on Defence of 

B&H, priority is given to internal challenges, and regarding them it can be considered justified 

that the process of expanding and specifying the normative framework in the field of security 

in B&H is slow and complex. 

Risks and threats to the security of the Republic of Albania are identified in the 2014-2020 

National Security Strategy. Chapter IV of the Strategy states that the period after the Cold War 

brought new risks and threats that are much more difficult to predict. Despite the difficulties 

in defining and dividing, they are classified into internal, transnational and global, where the 

following are recognized as internal risks and threats: organized crime, political instability, 

insufficient economic development, illegal migration, natural disasters, demographic 

problems, public misinformation, inadequate development of education, science and culture, 

and as transnational: use of military force, national and ethnic conflicts, terrorism, organized 

crime, illegal trade. Global risks and threats are: the proliferation of nuclear and weapons of 

mass destruction, environmental pollution and epidemics, and the reduction of drinking water 

sources. 13 In the National Security Strategy of Albania, it can be seen that the risks and 

threats are classified in accordance with the level of action, divided into three groups, which 

indicates the existence of a certain criterion for classifying CRT according to their importance. 

5. "CHALLENGES, RISKS AND THREATS" FOR THE SECURITY OF THE 

REPUBLIC OF SERBIA 

The National Security Strategy of the Republic of Serbia was adopted in 2019, and the 

challenges, risks and threats are listed in the second chapter of the strategy. Chapter II 

introduced a novelty in relation to the previous strategy, that the Republic of Serbia is a military 

neutral state, but that it is constantly improving its security system in order to achieve the most 

efficient response to security challenges, risks and threats. In the new strategy, there is no 

criterion in considering and listing the CRT, but it is stated that in relation to the consequences, 
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the most significant challenges, risks and threats to the security of the Republic of Serbia have 

been identified: armed aggression, separatist aspirations, armed rebellion, terrorism, 

proliferation of weapons of mass destruction. ethnic and religious extremism, intelligence, 

organized crime, corruption, problems of economic development, problems of demographic 

development, unresolved demarcation process between the states of the former SFRY, natural 

disasters and technical-technological accidents, as well as endangering the environment and 

health of citizens, epidemics and pandemics diseases, drug addiction, high-tech crime and 

endangerment of information and telecommunication systems, climate changes, misuse of new 

technologies and scientific achievements in the field of informatics, genetic engineering, 

medicine, meteorology and other scientific fields, mass illegal migration. 14 Based on the 

given list of challenges, risks and threats, it is not possible to get a clear picture of the security 

threats level to each of them. In order for the challenges, risks and threats to the security of the 

Republic of Serbia to be adequately identified and assessed, there must be a decisive 

methodological approach in the theory of security sciences, clear and precise criteria for 

classification, and then ranking. The practice of using the phrase "challenges, risks and threats" 

in the highest strategic document of a country must be changed, because each term has a 

different meaning and methodological approaches must be developed for their delimitation 

and classification of phenomena according to the criteria that classify them as challenges, risks 

and threats in order to make a substantial distinction about the actual sources, forms and 

carriers of security threats, as well as finding the most effective way to respond to them.  Given 

that the possibility of cataclysmic scenarios that can occur in the modern world, especially 

from non-military challenges, risks and threats, has become present every day, the highest 

strategic document of a country must be an integral document that establishes solid basis for 

preventive and proactive action and clear picture of the security situation in which the country 

finds itself, because long-term planning in the security and defence system is based on an CRT 

assessment that must be performed in an appropriate manner. The existing list of CRT requires 

a comprehensive analysis and assessment using modern methods of assessment, identification 

and analysis. 

6. CONCLUSION 

The results of research show that there are no drastic differences among the assessed 

challenges, risks and threats to the security of the Republic of Serbia, the countries of the 

European Union and the surrounding countries, but there are essential differences in the use of 

the phrase. The Security Strategy of the European Union does not recognize the terms 

challenge and risk, but only states security threats, while the Republic of Bulgaria calls them 

factors of the strategic environment. Albania recognizes only risks and threats, Northern 

Macedonia recognizes risks and dangers, and B&H only challenges. Other processed states 

use the term CRT, while Romania recognizes vulnerabilities, risks and threats and divides 

phenomena according to recognized categories, without indicating the criteria by which they 

are divided. According to the processed strategies, it can be concluded that there is a certain 

synchronization of dangers that the Republic of Serbia and the countries in its surrounding 

recognize, and which coincide with the dangers assessed in the EU Security Strategy, but the 

unsynchronization of the terms used to denote these dangers creates problems in counteracting 

these same phenomena. In addition, each country faces challenges, risks and threats specific 

to its position and strategic environment and must have a methodology for assessing the 

magnitude of the security impacts of each occurrence, process and condition that may lead to 

endangerment. State security is conditioned by adequate identification, assessment and 

analysis of challenges, risks and threats, because only in that way can the endangerment be 

reduced. The lack of a methodological tool that would direct subjects to an identical process 

of assessing threats to the security of the country, indicates subjectivism in the assessment. In 
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addition, there is the problem of different interpretations of different hazards in different 

countries, which causes the development of different capacities. This fact is contrary to the 

joint effort to develop joint capacities in order to react faster and help each other. 
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Abstract: Crisis situations are those situations that disrupt the normal functioning of 

certain social groups and that affect the disruption of numerous social processes. The 

pandemic caused by the COVID 19 virus disrupted almost all social processes in 

Serbia, with a direct impact on the public health of the population. Public health 

functioning disorders generate a wide range of influences on other areas of social life. 

In that way, a circle of influences and disturbances is created, which cause the violation 

of the social community security. The perception of the population, the type of 

influences and their action is essential for prevention, ie taking protection measures. 

The paper deals with the research of the population perception and the impact on safe 

and secure life and the social community functioning. The first part of the paper 

presents the resilience of the social community in Serbia and the existing protection 

mechanisms against infectious diseases. After that, the impact of the pandemic on 

public health was presented, as well as the perception of danger in certain categories 

of respondents depending on numerous factors that influenced their behavior during 

the state of emergency and the epidemic caused by COVID 19. The research was 

conducted within the doctoral studies of the Faculty of Technical Sciences, University 

of Novi Sad, 765 respondents were surveyed. 

Key words: crisis situations, public health, resilience, pandemic Covid 19 

1. INTRODUCTION  

There are numerous challenges, risks and threats that modern states face from their inception 

to the present day. Regardless of the level of technical and technological progress and 

development of a particular country, there are challenges, risks and threats that know no 

borders and that threaten the population around the world. One of the dangers that threatened 

almost all the countries of the world at the same time, which did not bypass the richest or the 

poorest, and which still lasts, has affected the population all over the planet. Culturally, 

politically, economically different countries, at one point, found themselves in a joint struggle 

with the same enemy. The pandemic caused by the COVID 19 virus did not bypass Serbia 

either, the first case of coronavirus in the country was recorded at the beginning of March 2020 

and lasts until today. The same virus has affected all countries of the world, but what was 

different were the strategies in this fight, the economic power of the countries, the political 
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will of the heads of states, as well as the behavior of the population. It is characteristic that the 

behavior of the population ranged from completely uncertain, due to lack of information, to 

completely directed by the authorities. Accordingly, the situation with the number of infected, 

cured and deceased was different from place to place. 

2. CRISIS SITUATIONS - CONDITIONS OF ORIGIN AND EFFECTS ON 

PUBLIC HEALTH 

The term crisis is probably one of the most commonly used in everyday speech today. 

Although there is no agreement on its meaning, it is a very popular and widely used term. [1] 

Paul t’Hart gives a modern definition of the crisis, stating that it is "an unpleasant event, which 

represent a challenge to decision makers, tempts them to act in conditions of threat, time 

pressure and unpreparedness." Crisis is "a serious threat to the basic structures or fundamental 

values and norms of the social system which, in conditions of time pressure and very uncertain 

circumstances, requires critical decisions." [12] This definition has two essential 

characteristics. Its significant advantage is that it can be applied to all types of disturbances 

(environmental threats, breakdowns of information and communication systems, economic 

crises, conflicts within countries, prison riots, regional wars, factory explosions and natural 

disasters). This characteristic causes a multidisciplinary approach to understanding crises. 

Second, this definition directs our attention to decision-making: crises are seen as an 

opportunity to make critical decisions. 

Modern crises exceed the management capacities of national governments and require the 

engagement of supranational structures. In addition, they do not know national borders, and 

their complexity exceeds the efforts of governments to understand their causes, anticipate their 

development and the best ways to prevent their occurrence, ie to mitigate their consequences. 

[8]  The modern crisis is not limited to a certain area or sphere of politics (eg health care, or 

economy) but moves from one area to another, digging up problems and (re)combining them 

into unpredictable mega-threats. Modern crises are not even precisely timed in the sense that 

the time of their beginning and end is clearly known, since these are immanent vulnerabilities 

that arise, fade, mutate and attack again. Therefore, modern crises are a special challenge for 

national governments, ie decision makers. [7,8] 

As pointed out, the essence of the crisis is that the normal process in a given social system is 

disrupted. Researchers of different types of crises have identified a whole range of factors that 

can cause such disorders. Most researchers of crises (and catastrophes) agree that today's crises 

cannot be explained only in a monocausal way, but also by listing a few easily recognizable 

factors. Their origin can be in natural, social and technical-technological phenomena, or in 

their combination. [1] This set of factors can also be classified according to different levels of 

the system. Factors and causes of crises are different, but what is common to all crises is the 

impact on the protected values of a particular community and the consequences they leave, 

endangering the economy, life and human health, which directly affects the public health. [2] 

A very important factor of prevention, as well as an adequate response to the crisis situation, 

is the security culture of the population. It is the product of individual and group values, 

attitudes, perceptions, competencies and patterns of behavior that determine commitment to 

the health and well-being of the community. 

Responding to the crisis is a serious challenge. [5] A crisis requires critical decisions that must 

be made in changing and difficult circumstances. At the same time, the crisis generates 

obstacles to the quality decision-making process. Common problems multiply exponentially 

during a crisis. Crisis managers must solve complex dilemmas without the information they 

need in an unstable organizational environment and in conditions of serious stress. [3] 
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Crisis and emergency situations produce numerous negative consequences for all the protected 

values of a society. In addition to numerous natural and technical-technological risks and 

dangers that threaten our society and that have affected our country in the past few years, 

epidemics and pandemics are one of the dangers that has become a dominant danger in a very 

short time with very serious consequences not only for population health but also for the 

economy of our country. [6] The pandemic caused by the COVID 19 virus directly endangered 

human life and health, and indirectly left numerous other negative consequences to all spheres 

of social life. At the beginning of the pandemic, the oldest population and the most health-

sensitive groups of people with certain autoimmune diseases and minor or major health 

problems were most endangered, while now there are more and more young people with a 

more severe clinical picture. The public health of the population is seriously endangered, and 

the health care system has been put to a difficult test. 

3. PUBLIC HEALTH AND RESISTANCE OF THE POPULATION TO 

INFECTIOUS DISEASES 

The resilience of a social community, above all, depends on its readiness to respond to threat. 

[11, 10] The same is the case with individuals, ie the population, there are numerous factors 

that affect the response and reaction in a certain crisis or emergency situation. The pandemic 

caused by the COVID 19 virus directly endangered the health of the population. The indirect 

impact of the pandemic is much greater and affects all areas of social life, and causes many 

other long-term consequences. The magnitude of the consequences that manifests directly 

depends on the readiness of the population or the state to confront the existing danger, whether 

it is about preparedness in terms of knowledge about a particular area or some previous 

experience and prevention measures taken. 

When we talk about the existing mechanisms of prevention and protection, since 2016, with 

the adoption of the Law on Public Health and the Law on Protection of the Population from 

Infectious Diseases, Serbia has begun normative regulation of this area by taking the first steps 

in preventing and protecting the population from infectious diseases. However, a number of 

other actions need to be taken to ensure that these protection mechanisms have full effect and 

are fully implemented. 

The Law on Public Health of the Republic of Serbia defines public health as a set of 

knowledge, skills and activities aimed at improving health, disease prevention and control, 

prolonging and improving the quality of life through organized measures of society. Areas of 

public health activity are [14]: physical, mental and social health of the population; health 

promotion and disease prevention; environment and population health; working environment 

and population health; organization and functioning of the health system; dealing with crisis 

and emergency situations. 

Implementation of public health in the field of crisis and emergency situations includes: 

1) public health risk assessment in relation to crisis and emergency situations; 

2) acting in accordance with the law governing the handling of crisis and emergency situations 

and the national response program of the health sector in crisis and emergency situations in 

cooperation with the competent authorities and services; 

3) development of protection and rescue plans and plans for dealing with crisis and emergency 

situations; 

4) providing and exchanging information in crisis and emergency situations, in accordance 

with the law and action plans. 
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According to the Law on Protection of the Population from Infectious Diseases, an infectious 

disease is a disease caused by a specific causative agent resulting from the transmission of an 

agent or its toxic products from an infected person or other reservoir to a susceptible host, 

either directly from person to person or indirectly through contaminated food, water, objects 

of general use, transient host, vector or inanimate environment, and exchange of fluid 

contaminated with the causative agent. 

This law regulates protection of the population from infectious diseases and special health 

issues, determines infectious diseases that endanger the health of the population of Serbia and 

whose prevention and suppression is of general interest to Serbia, implementation of 

epidemiological surveillance and measures, their implementation and provision of funds for 

their implementation, supervising the implementation of this law, as well as other issues of 

importance for protection of the population from infectious diseases. 

The current pandemic has shown the great vulnerability of the Serbian health care system. 

Existing protection mechanisms against this infectious disease have been used in accordance 

with the available capacities. At the time of the danger, the health care system showed a great 

lack of equipment and material resources, as well as health workers. However, in accordance 

with the needs and the development of the epidemiological situation, numerous health means 

and equipment were procured, health care personnel were redeployed to the necessary places, 

and at the same time a large number of new health workers were employed. New Covid 

hospitals were also built, all with the aim of increasing the openness of the society. In addition 

to the health problems of the population, numerous other life and work activities are 

endangered and disturbed. The behavior of the population and their perception of danger 

depended on a number of factors. In order to determine the extent to which this current 

pandemic, and in what way, disrupts work and overall life activities of the population and in 

what way it affects public health, a research was conducted at the level of doctoral studies at 

the Faculty of Technical Sciences, University of Novi Sad. 

4. THE AIM OF THE WORK 

The aim of the study was to determine the impact of danger on public health, the impact on 

daily activities of the population, their life and work obligations, as well as the perception of 

danger by respondents depending on many factors such as age, gender, education, location and 

way of living, work and other factors. The survey is focused on the experience of respondents 

with emergencies and what are the situations that the population perceives as emergencies. 

5. METHODOLOGICAL APPROACH 

The research was conducted within the doctoral studies of the Faculty of Technical Sciences, 

University of Novi Sad in the field of: Risk management of catastrophic events and fires, 

subject Public Health in Emergencies and Crisis Situations. 

The research methodology is adapted to the situation and is based on voluntary participation, 

an anonymous questionnaire and appropriate statistical processing. The request for filling in 

the questionnaire was sent through certain communication channels: e-mail, viber, whatsapp, 

facebook and the like. 

6. SUMMARY OF RESEARCH RESULTS 

The survey, in which 765 people participated, was dominated by females, 60% of the total 

number of respondents were females. The largest number of respondents is between 26 and 46 

years old. Almost a third of the respondents are between 26 and 35 years old. 40% of 

respondents have higher education. One fifth of the respondents live in the countryside (22%), 
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while the rest of the respondents live in the city (78%). More than half of the respondents live 

in apartments, 55% of them. 

It was observed whether this pandemic had a greater impact on older or younger population, 

whether men or women, residents living alone or those living in families with a larger number 

of members felt more vulnerable. Did the level of education have an impact on the perception 

and behavior of the population. 

Did the place of residence have an impact on the residents' perception of this danger, did it 

have a greater impact on people living in the countryside or in the city, in the house or 

apartment. Have there been major changes in living and working activities in urban or rural 

areas due to the epidemic. 

Whether the performance of daily work activities and tasks and to what extent was endangered, 

which activities were most affected and whether the employees managed to successfully 

respond to their work tasks in the conditions of this pandemic. 

How and to what extent did certain categories of the population respect the recommended 

measures of the crisis headquarters, and which were the reasons for non-compliance with the 

applied measures. As well as how satisfied they were with the work of state bodies and 

services. How they communicated and how they were informed about the existing danger. 

7. DISCUSSION 

The current pandemic, as a representative of contemporary crises, has shown its 

comprehensiveness when it comes to spatial planning. Easy and fast expansion prevents 

adequate action of national authorities. When the threat spills over the national border, the 

affected state is practically unable to fully act on it, and the reaction of the state is almost 

always conditioned by the reaction and behavior of other states. During the fight against the 

pandemic caused by COVID 19 virus, those slightly more prepared, more orderly, 

economically more powerful countries had a slight advantage in response to the virus. While 

other countries are still dealing with the problems of how to organize society in this situation, 

how to continue living and working activities with as few human victims and economic 

consequences as possible, richer and economically stronger countries, in addition to daily 

measures and activities taken to prevent the spread of the epidemic, they used part of their 

capacities and redirected to finding a vaccine in order to take big steps against this danger. Of 

course, the question always arises as to whether they are motivated by economic gain or the 

general public health of the world community. 

Practice in Serbia, in the fight against this pandemic, has shown that much more action is 

needed to reduce vulnerability and increase the resilience of the population to various risks 

and dangers. The researching results showed that this still current pandemic had a great impact 

on the life and work activities of the respondents. Almost all social groups are affected by this 

pandemic. The researching results indicate that the residents in the older years respected the 

imposed measures more and listened to the instructions, unlike the middle-aged residents 

where were certain violations. The epidemic affected the daily routine of family life, but also 

the performance of professional activities. The population in rural areas had less fear of 

transmitting the virus. Since the use of the Internet has multiplied, communication has been 

maintained through telephone and social networks. The importance of communication and 

information has also increased, due to the fear for life. 

The magnitude of impact of danger on a certain category of inhabitants and their behavior 

depended on several factors, on the type of work and activity they are engaged in, on age and 

lifestyle and other factors. Great efforts are needed to fully implement and take advantage of 
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existing protection measures, increase public awareness of importance of prevention and 

constant education and dissemination of knowledge about existing potential threats. 

The importance of crisis management when it comes to pandemics is evident. Given that the 

emergence and development of the CIVID-19 pandemic is a surprise for the authorities and 

professional services, the development of a crisis management system is justified. In practice, 

it has been shown that it is necessary that persons performing the function of management at 

all levels of government and among decision-makers should have an education that includes 

elements of crisis management, which is not the case in the process of managing this pandemic.  

8. CONCLUSION 

Although the pandemic was and is a current challenge for the country's health system, it has 

affected other systems and represents a challenge to which many countries have adapted in 

different ways and taken activities and measures with different approaches. The complexity of 

the crisis situation is reflected in the impact of the pandemic on various aspects of social life, 

which has resulted in significant consequences. This research indicates the need to take care 

of the population in crisis situations, especially the most vulnerable groups, and to devise new 

modalities for response. 
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Abstract: The aim of this paper is to define the concept of terrorism as a modern 

security problem and a modern form of endangering the security system, the current 

danger of terrorism, analysis of important characteristics of terrorism, as well as 

presenting the most important prevention measures and activities to strengthen the 

state's resistance to various terrorist threats. A terrorist attack represent a threat to the 

population, but also to all elements of a country's security system, and as such, terrorist 

attacks provoke feelings of dissatisfaction, fear and distrust in the elected government 

at endangered population and thus can serve as a potential trigger for unrest and 

political crisis in the state, which they can use to force the government to make political 

concessions, change its policy, or change the government, which is one of the basic 

goals of terrorist organizations. The conclusion points out the key measures for the 

prevention of terrorist acts.. 

Key words: terrorism, security, prevention, crisis 

1. INTRODUCTION  

The fact is that we live in a very unstable time when there is almost no moment that there are 

no some forms of armed conflicts somewhere in the world. The general goals that the social 

community strives for are to ensure the existence of man and increase his well-being. Unable 

to provide that, due to their inferiority, certain communities, societies, states resort to various 

forms of armed and unarmed opposition, in order to achieve their goals, which include terrorist 

activities. In order to prevent terrorist activities, it is necessary to adopt certain prevention 

measures, planning documents, risk assessments and strategies for anti-terrorist activities at 

the state level. Terrorism, as a violent and threatening phenomenon, represents a threat to many 

countries in the world, and with its criminal aspirations, it more than justifiably qualifies as 

one of the most current security risks and threats of nowadays. Starting from its geostrategic 

position and potential from endangering security by terrorism, each state should establish 

adequate security systems in order to protect itself from external or internal forms of security 

threats. By assessing the vulnerability of the system and assessing the risks, and with the use 

of an adequate methodology, an insight into the vulnerability of the system, risks and potential 

threats is gained, and on the basis of which adequate preventive and technical measures will 

be taken. In that way, preventive action is provided in situations caused by terrorist activities, 

or remediation of their consequences as much as possible. 
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2. TERRORISM AND ITS CHARACTERISTICS 

Terrorism is a term so often used, however, it has no accepted definition. As a form of violence, 

terrorism is increasingly threatening both internal and international security. Generally 

speaking, terrorism is “the deliberate, purposeful and often organized and systematic use of 

violence and intimidation to create or exploit an atmosphere of fear of citizens and authorities, 

with the aim of proclaiming certain ideological, mostly political values, goals or interests and 

forcing state authorities to meet terrorist demands. The goals of terrorists may be legitimate, 

but the use of terrorism as a means of achieving them is illegal and morally unacceptable. [2]  

The causes of modern terrorism are difficult to explain, they arise under very unclear 

circumstances, which is why they represent the biggest problem for modern security systems 

and for the global fight against terrorism. Given that several sciences and disciplines deals 

with the issue of terrorism, it is necessary to emphasize that the crime of terrorism is covered 

by International Criminal Law. The group of international crimes primarily includes war 

crimes, crimes against humanity, genocide and aggression. In addition to the above, there are 

the following crimes: hostage-taking, terrorism, crimes against internationally protected 

persons, crimes against United Nations officials and associated personnel, crimes committed 

by mercenaries, crimes of production and distribution of narcotics, drugs and other 

psychotropic substances, crimes against cultural heritage and crime against the environment. 

Terrorism is a big problem of modern society that has entered the everyday life of modern 

man. Its roots go back to the distant past, but terrorism, as a modern form of endangering the 

security system, is a product of the modern age, especially the second half of the 20th century. 

Its causes and motives are different. In modern times, when the balance of power, in the 

military sense, is disproportionate between states and when smaller countries cannot oppose 

larger powers, smaller countries have no choice but but to conduct guerrilla warfare. Due to 

its continuous action, terrorism is increasingly taking on the characteristics of a guerrilla way 

of conducting armed struggle, but it has much stronger effects aimed at drawing public 

attention to the problems of a social group or community and putting them in foreground 

compared to all other problems in the country. If you look more closely, you can see that the 

basis of every terrorist motive is desire to acquire or preserve and defend personal and 

collective identity. However, terrorism cannot be accepted as a conventional form of modern 

warfare and armed struggle, because it is a type of organized crime and violent struggle in 

which a large number of civilians suffer and which do not care about respecting the Geneva 

Conventions. Terrorist organizations use various forms of violence, with the threat of nuclear, 

chemical and biological weapons, in order to cause fear and put pressure on the public and, in 

a way, justify their actions. The most serious form of terrorist activity is suicide attacks, which 

aim is as many victims as possible and as much fear as possible. An example of this is the 

frequent suicide attacks in France, which created such an atmosphere in the country that the 

population does not feel safe even when performing basic, daily activities. 

3. SECURITY SYSTEM 

In the entire historical development, all social and state communities have expressed a constant 

need to ensure the greatest possible security and safety of their citizens and vital social systems. 

In doing so, they sought to eliminate all forms of deviant behavior that could endanger the 

basic rights and human freedoms of citizens. Due to the complexity of sources and forms of 

security threats, there was a need to form a single security system, as one of the complex social 

subsystems. The development of the security system begins with establishment of the state. In 

the long-term historical development, security systems have adapted to the time and challenges 

they faced. 
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The subjects of the security system are: the army, the police, the intelligence and security 

services, the border police, the customs services, private security organizations and a different 

range of civil security services. The activity of security subjects is determined by the interests 

of the majority in society and is in accordance with the goals of the authorities, in order to 

protect social, national and state interests and to cause certain security effects. 

In the modern world, it is almost impossible to find a state whose security is not endangered 

in any way, externally or internally, and which is immune to terrorism. Terrorism is a global 

world problem, which never appears in only one area, but spreads very quickly to other areas. 

In response to such a situation in international relations, each state seeks to provide political 

and security conditions for the rule of law and development of democracy. Each state achieves 

this function by the legitimate means of power of its executive and administrative authorities, 

in whose competence are the tasks and duties of protecting its vital interests and values from 

all forms of endangerment. In order to successfully protect vital values and interests, each state 

organizes its security and protection mechanisms into separate, interdependent systems and 

subsystems, which provide security services of the highest social importance. At the same 

time, they create their role by permitted legal and democratic means, which do not call into 

question the guaranteed freedom and rights of man and citizen. [1] 

4. RISKS AND RISK PREVENTION 

Usually, risk means any possibility in a specific system that with a certain probability can 

cause an unexpected change in quality, or change or loss of the system, ie. the risk is the 

possibility of unwanted outcomes materializing. [4] Risk is the possibility of deviating the 

outcome of certain activities from the expected results. 

Prevention includes a set of measures and activities to mitigate existing risks as well as reduce 

the risk of new catastrophe consequences occurence. [6] 

Risk assessment, as an integral part of the threat assessment, is the basis for further 

development of preparedness, response and recovery plans. In that sense, it is very important 

to do the risk assessment in the best possible way, respecting realistic assumptions, respecting 

existing data, but also with the use of innovations. The risk assessment itself is a process that 

is shown in ISO 31000 and ISO 31010 as given in Scheme 1. [5] 

1) Communication and consultation is an ongoing and interactive process conducted by 

the Assessor to provide and share the obtained information and to engage stakeholder in 

dialogue regarding risk management.  

2) Determining the context is defining the external and internal parameters that should be 

taken into account when creating a scenario in terms of presenting potential, and at the same 

time the largest and most likely risks. 

3) Risk assessment is determination of the nature and risk degree of potential danger, 

endangered state and consequences that can potentially endanger human lives and health, 

material goods and the environment. It is a process that involves determination, analysis and 

evaluation of risk. 

4) Risk monitoring is the constant checking, supervision, critical observation or 

determination of status, in order to identify expected or necessary changes in all parameters on 

which the assessment is based. 

5) Risk identification is the process of finding, identifying and describing risks. 

6) Risk analysis is the process of understanding the nature of risk and determining the 

level of risk. 
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7) Risk evaluation is the process of comparing the results of a risk analysis with the risk 

criteria, in order to determine whether the risk and/or its size can be tolerated. 

8) Risk management (risk treatment) is a process that is carried out to modify - reduce 

risk. 

 

 

 

 

 

 

 

  

  

  

   

   

   

   

   

  

 

 

 

 

 

 

 

 

Scheme 1. Risk assessment in the context of risk management 

Most emergency preparedness and response plans developed in the past have focused on 

the risk of natural disasters, then threats such as vandalism and, in some cases, cyber-attacks. 

Thus, these plans did not include sufficient procedures to reduce the risk of terrorism, which 

needs to be corrected. 
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5. PREVENTION OF RISKS FROM TERRORISM AS A MODERN FORM OF 

THREATING THE SECURITY SYSTEM 

In order to prepare society to respond to certain dangers that inevitably threaten from day to 

day, it is necessary to understand those dangers and assess the risk of the same. In order to 

assess the risk, it is necessary to consider a large number of factors related to both the dangers 

that threaten and the protected values. These protected values have their own specific 

characteristics that must be taken into account and which are interdependent. Most countries 

began to implement certain security system protection measures long before critical 

infrastructure protection was established as a specific policy at the international level. 

Prevention of terrorist attacks according to the security system should be part of a broader, 

state strategy, which will refer to the prediction of terrorist attacks, detection of plans, 

conspiracies and other activities of terrorists, as well as their obstruction and disabling. In this 

context, protection of the security system depends, above all, on the coordinated activities of 

intelligence agencies, the police and other law enforcement agencies. Success in preventive 

efforts should depend on the ability of investigative agencies to be proactive, as well on the 

degree to which criminal laws have a preventive approach. Strategies for protection of the 

security system should be build on the existing framework, concentrating, above all, on those 

policies and measures that are directly related to building the prevention of terrorist attacks 

aimed at the security system. Prevention activities should be initiated by international and 

national organizations responsible for proposing and adopting laws and strategies, launching 

initiatives, programs and defining legal frameworks to prevent and reduce the risk of terrorism 

in given systems.  

It is necessary to first determine the characteristics of the threat itself in order to be useful later 

in assessing vulnerability and risk. Assessing the vulnerability and risks of a particular security 

system using an adequate methodology, provides insight into the characteristics of the system, 

its vulnerabilities, risks and threats to the system, and based on which further measures will be 

taken to prevent and build resilience to various forms of security threats. Important 

characteristics of the threat relate to: the type of threat; intention or motivation; an event that 

may be the reason for the attack; abilities of potential attackers; methods used in carrying out 

attacks (eg use of suicide bombers, conventional weapons attacks, cyber-attacks, etc.); and 

trends (e.g., what techniques the terrorist group has used in the past or what they have 

experimented with). Information that can help us determine the characteristics of threats can 

be obtained from intelligence agencies, police, specialists, newspaper reports, analysis and 

investigation of previous cases, received threats, etc. Threat assessment usually involves 

assumptions and conjectures as information on specific threats may be scarce, incomplete or 

unclear. [3] 

At the same time, terrorism should be opposed by politics and law, financially, scientifically, 

military-police tactics and other methods that are important for protection against terrorism. 

Regarding the financial aspect, it is necessary to prevent any possibility of financing terrorism 

and persons suspected of being terrorists, cut off all sources and flows of terrorist organizations 

financing, prevent entry of counterfeit money into financial flows, break the chain of 

trafficking various narcotics and other illegal financing. An example of this is that the largest 

source of Taliban funding in Afghanistan is opium production and trade.  

As far as the legal and political aspect is concerned, the response against terrorism should be 

acceptable, that is, terrorism should be fought with the democracy of the system of society and 

the state. The basis for this struggle lies in the rule of law itself and the further development 

of freedoms and rights of citizens and the strengthening of these relations in all areas of social 

life. The democratic response should rely on peaceful means such as negotiation and 
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compromise. However, terrorism is not peaceful at all, the consequences of terrorist attacks 

are devastating and cruel, in which a large number of civilians are killed, which makes it 

difficult to maintain rationality, calmness and tolerance when interacting with terrorist 

organizations. That is why today there are two views on how to fight terrorism, one view is 

reconciliation and the other is revenge. As for military-police tactics, the need for anti-terrorist 

units is more than obvious. Successful implementation of anti-terrorist activities can be 

achieved by organizing top-level training of anti-terrorist units and equipping units with the 

most modern equipment for anti-terrorist actions, as well as by applying "lessons learned", ie. 

by analyzing and using experiences from the anti-terrorist struggle of other societies and 

countries. 

Protection against terrorist attacks in particular must be improved in parts of the system where 

risk assessment determines that there is a high degree of vulnerability and risk, and these are 

most often distribution components and components that do not have any protection measures 

and are critical points of the system. The eradication of terrorism in the world is the desire of 

most people. 

6. CONCLUSION 

It is inevitable that terrorism is a current problem of the modern age, but the lack of a common 

attitude on what terrorism really is, also prevents the definition of anti-terrorist policy. 

Therefore, it is necessary to define prevention measures and a strategy for the fight against 

terrorism as soon as possible, depending on the degree of threat, the degree of vulnerability 

and the assessment of the security situation, in order to better prepare for the fight against 

terrorism. The bearers of the fight against terrorism are the international communities, states, 

state bodies and institutions, but the most important role in the fight against terrorism is played 

by the subjects of the security system, such as intelligence services, police and army, but also 

by the citizens themselves, who represent the critical point of terrorist activities. The best way 

to fight against terrorism is to take preventive measures, that is, to prevent terrorist activities 

from occurring in a certain country, which can be realized through a policy of reconciliation, 

democracy of society and system and openness and respect for all religions and nations and 

acceptance of diversity. The key factors of preventive measures, procedures and actions are 

understanding the way in which terrorists choose the targets of terrorist attacks, as well as 

monitoring and collecting data on potential targets and points of attack and security system 

weaknesses, as well as analyzing and using experiences from the anti-terrorist struggle of other 

societies and states. Prevention of terrorism through the application of various measures and 

procedures, both internally and externally, is a necessity and an integral part of national 

security. Such a complex approach to the prevention of terrorism and preventive action 

requires united engagement at domestic and international level, which is why cooperation 

between states in the fight against terrorism is necessary, because terrorism is like a flame, it 

occurs in one place, but never stays within certain limits but is rapidly spreading further. 
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Abstract: We are witnessing that emergencies have increased in number, size and 

destructive power. They threaten more people and larger areas in a variety of ways. 

Therefore, an effective fight against them implies planning and preparation in advance, 

despite the uncertainty regarding the time of occurrence, the specific type of 

catastrophe, its strength and consequences. Access to reliable, accurate and timely 

information, immediately before, during and after its completion, is vital to the 

emergency management process. Information and communication technologies (ICTs) 

play a significant role in disaster prevention, response mitigation and recovery. Timely, 

predictable and effective information is essential for forces and actors involved in 

rescue operations and decision-making processes. The aim of this paper is to point out 

the new possibilities that modern information and communication technologies bring 

in the field of emergency management. 

Key words: emergency situation, emergency management, information and 

communication technologies, warnings, disaster 

1. INTRODUCTION  

The Law on Disaster Risk Reduction and Emergency Management (Official Gazette of the 

RS, No. 87/2018) in Article 2, item 7, defines an emergency situation as ‘a situation when the 

risks and threats or consequences of disasters, emergencies and other hazards are population, 

environment and material goods of such scope and intensity that their occurrence or 

consequences cannot be prevented or eliminated by regular action of competent bodies and 

services, which is why it is necessary to use special measures, forces and means to mitigate 

and eliminate them, with an intensified regime ' . A catastrophe means a natural disaster or 

technical-technological accident whose consequences endanger the safety, life and health of a 

large number of people, material and cultural goods or the environment on a larger scale, and 

whose occurrence or consequences cannot be prevented or eliminated by regular action of the 

competent authorities. and services. Emergency management includes the coordination and 

management of entities and forces of the protection and rescue system for the purpose of 

organized disaster response and rapid recovery; (Law on Disaster Risk Reduction and 

Emergency Management (Official Gazette of RS, No. 87/2018), Article 2, item 8). The 

effectiveness of the response depends on the ability to quickly assess the situation and mobilize 

the necessary resources, which is significantly facilitated by the use of information and 

communication technologies (ICT) and systems. 

Information and communication technologies (ICTs) cover a wide range of telecommunication 

devices and applications, which facilitate the flow of information. Within crisis and disaster 

management, these devices and applications may be used explicitly for hazards or crisis 

detection, information management, communication, situational awareness, search and rescue 

mailto:jankovickatarina95@gmail.com
mailto:nemanjaprib@gmail.com
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efforts, and decision support systems. Everything from cellphones and social media to 

unmanned aerial vehicles and weather stations are used to collect, disseminate, and monitor 

various types of information and data to provide a common operating picture. ICTs are 

continually evolving, with new features developed and deployed at a near rapid pace.  This 

development has had a unique impact on crisis and disaster management, allowing for real-

time communication and situational awareness, as well as novel approaches to simulations and 

training.  

With the near ubiquitous use of some devices, information is also no longer held solely by 

government or private sector officials; ordinary citizens are also able to contribute to and 

disseminate information during and after crises. For some segments of the population, this 

ability to meaningfully contribute is not only empowering but necessary to highlight unmet 

needs. Throughout the evolution of ICTs, new research and practical concerns have 

highlighted persistent unmet needs of more vulnerable populations due to growing 

interdependence and integration across jurisdictional boundaries worldwide.  The continued 

expansion of ICTs will most likely have a profound impact on this field in the future. This 

entry explores several types of ICT currently used in crises and disasters, examines the future 

direction (including opportunities and potential threats), and features points of consideration 

due to the concerns for vulnerable populations and increased globalization.  

2. TRENDS IN THE DEVELOPMENT OF INFORMATION AND 

COMMUNICATION TECHNOLOGIES 

Gartner (http://www.gartner.com/) as one of the leaders in this field, among others, provided 

her vision of trends in the development of strategic technologies. The top 10 that indicated for 

the period 2015-2017. year is shown in Table 1.  

Table 1: 10 leading development trends for the period 2015-2017. years 

(http://www.gartner.com/)[3] 

2015 2016 2017 

Merging the Real World 

and Virtual World 
Digital Mesh Intelligent  

Computing Everywhere Device Mesh 

Artificial Intelligence and 

Advanced Machine 

Learning 

The Internet of Things 
Continuous & Ambient 

User Experience 
Intelligent Apps 

3D Printing 3D-Printing Materials Intelligent Things 

Intelligence Everywhere Smart Machines Digital Advanced 

Pervasive and Invisible 

Analytics 
Information of Everything 

Virtual Reality and 

Augmented Reality 

Context-Rich Systems 
Advanced Machine 

Learning 
Digital Twins 

Smart Machines 
Autonomous Agents and 

Things 

Blockchains and Distributed 

Ledgers 

The New IT Reality 

Emerges 
New IT Reallity Mesh 

ud/Client Computing 
Adaptive Security 

Architecture 
Conversational Systems 

Software-Defined 

Applications and 

Infrastructure 

Advanced System 

Architecture 

Digital Technology 

Platforms 

http://www.gartner.com/
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2015 2016 2017 

Merging the Real World 

and Virtual World 
Digital Mesh Intelligent  

Web-Scale IT 
Mesh App and Service 

Architecture 

Mesh App & Service 

Architecture 

Risk-Based Security and 

Self-protection 

Internet of Things 

Architecture and Platforms 

Adaptive Security 

Architecture 

According to Gartner, 25 billion connected devices will generate data on almost every 

imaginable topic, which is, on the one hand, a great opportunity, but, on the other, a great 

challenge, how to make sense of this abundance of data (Internet of Things, IoT). ). The 

technologies and standards of the IoT platform (Internet of Things Architecture and Platforms) 

represent a basic set of possibilities for communication, control, management and securing 

endpoints in IoT. Gartner points out that IoT platform providers today are fragmented and 

would benefit significantly from connecting to a system in which data is more widely 

exchanged. Gartner calls this network of connected people, devices, content, and services the 

Intelligent Digital Mesh [3]. 

Intelligent technology 

Artificial Intelligence AI & Advanced Machine Learning is considered to have reached a 

critical point where it will become more and more involved in almost every service, thing or 

application enabled by technology. It will enable the shift from smart machines to intelligent 

systems that understand, learn, adapt (change future behavior) and potentially act 

independently. There is an implementation of the spectrum of intelligent applications and 

things (Intelligent Apps & Things) - including virtual personal assistants (VPA) and smart 

advisors, as well as robots, autonomous vehicles and drones, which operate in an autonomous 

manner. As intelligent things develop and become more popular, they will move from an 

independent to a collaborative (joint) model of work, in which intelligent things communicate 

with each other and act in agreement to perform tasks [3]. 

Mesh 

Support for intelligent digital ecosystems will be provided by a network that evolves by 

fundamentally changing the user experience. Conversational Systems are being introduced, 

which allow us to communicate with computers in natural language, using multiple modalities 

(eg sight, sound, touch, etc.) instead of interacting with menus, forms and buttons on a 

smartphone. This means moving from a model where people adapt to computers to a place 

where the computer "hears" and adapts to people [3]. 

Sensor networks 

The sensor network is a system that makes up a field of sensors of various types, interconnected 

by a communication network. It contains individual (multifunctional) sensor nodes capable of 

monitoring changes in the phenomenon that monitor and locally process data and forward them 

to other nodes (aggregators) and / or devices. Thus, a number of physical parameters important 

for the detection of changes in the controlled environment can be monitored, such as humidity, 

temperature, sound, pressure, speed and direction, chemical concentrations, vibrations, levels 

of pollutants and other quantities. Today, the Wireless Sensor Network (WSN) is of special 

importance, in which the sensor nodes are wirelessly connected to the communication network 

[3]. 
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Internet of Things - IoT 

The Internet of Things (IoT) is a technology that allows things used in everyday life to connect 

via the Internet and improve their functionality [2]. The Internet of Things is one of the fastest 

growing industries today, whose application can be found almost everywhere, in cars, 

automated plants, household appliances, medical devices and the like.  

The principle of operation of the Internet is based on built-in sensors that collect information 

from the environment and send it through the communication network for processing. At the 

Internet of Things devices can communicate with each other without human intervention 

(machine to machine communication - M2M). Many IoT systems are based on cloud 

computing computing) where ICT (information and communications technology) resources 

such as infrastructure (servers, storage systems) and software solutions used as cloud service 

to avoid the cost of building your own infrastructure. Also, some IoT systems generate large 

amounts of data that need to be processed and analyze what is a major burden on the 

infrastructure of individual businesses. Integration with the cloud computing infrastructure 

provides ways to efficiently handle large amount of data at no significant cost. 

Each IoT device has built-in sensors and a computer that controls them. The devices collect 

data via sensors and forward it to the IoT platform via wireless communication networks. The 

communication connection between the sensor and the platform in the "cloud" is realized 

through a network gateway (Gateway), whose task is to manage data flow and synchronization 

network protocols to enable interoperability between different systems. IoT platform is a 

software system usually based on a "cloud" where data is processed and analyzed and by which 

the overall operation of the IoT system is enabled. The user accesses the data using user 

interface such as touch panels, smartphones, computers, etc. (Picture 1). 

 

Figure 1. Basic components of the Internet of Things 

Source: https://www.rfpage.com/what-are-the-major-components-of-internet-of-things 

In the vision of IERC (European Research Cluster on the Internet of Things), the main goal of 

the Internet of Things is to create smart environments / spaces and self-aware things for various 

applications for the digital society. This poses new challenges to network technologies, such 

as providing high data rates, supporting a significantly increased number of users / devices, 

low latency (delay), low power consumption and low cost. This concept additionally 

emphasizes the issues of information security and related issues of security of systems, 

networks and applications, as well as, of course, the always current issues of privacy [3]. 

No less of a challenge is how to solve the problem of the huge amount of data that IoT devices 

will generate. All this data should be stored, analyzed and useful information and conclusions 

should be drawn from them [2].Technologies such as big data processing, machine learning 

and artificial intelligence can be used for that. One of the solutions is to store this data in the 

cloud, where it will be analyzed and then acted upon [3]. 
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3. THE INFLUENCE OF NEW INFORMATION AND COMMUNICATION 

TECHNOLOGIES ON EMERGENCY MANAGEMENT 

As one could imagine, ICT is used in nearly every aspect of crisis and disaster management, 

much like it is used in almost every aspect of daily life. The near-ubiquitous use of wireless 

devices has opened the market to a variety of applications. This section is organized around 

ICT-type to provide an adequate (though, not comprehensive) overview of ICTs used in crisis 

and disaster management, which includes; Communication, Situational Awareness, Decision 

Support Systems, Search and Rescue, and Hazards Detection. 

Analyzing the response of rescue teams in specific disaster cases, three main challenges in the 

use of information and communication technologies have been identified [4]. 

1. Their extreme scalability is required - in relation to: 

a. time - the time associated with the accident refers to the period before it occurs 

(prevention and preparedness phases), while it occurs (response phase) and after it has 

ended (recovery phase); 

b. space - from physically small areas to accidents in geographically large areas (eg the 

2011 earthquake in Japan and the accompanying tsunami); 

c. actors - government services, non-governmental organizations (eg the Red Cross), 

volunteers, members of social networks, individuals and other entities; 

d. data - the question arises of managing a large amount of data, which is heterogeneous in 

nature, in a way that is timely in terms of decision support. There is also the issue of ensuring 

the privacy and security / reliability of private and sensitive data. 

2. They must enable a computationally complex analysis of catastrophes, since, 

mathematically, a catastrophe behaves like a nonlinear system that is sensitive to initial 

conditions and for which there is no one optimal solution. 

3. They must provide support for decision-making in extreme conditions, where situational 

awareness is a key element of an effective response. Rescue teams must be able to understand, 

visualize and trust the data they collect, and, given the physiological and cognitive deficits due 

to working in extreme conditions (panic, anxiety, stress, confusion, compromised health, 

excessive haste, denial, etc.) ICT support is necessary [5] 

When it comes to emergency management, a 2012 study [4] listed seven ways ICT can 

improve the process, among which the most significant were: improved a priori acquisition of 

real-time data; data transfer and transformation to improve situational awareness; optimizing 

the use of resources and logistics, as well as assisting in the recovery or identification of 

victims and family reunification. 

Special attention is paid to communication technologies and platforms for establishing a safe 

and fast way of informing in the endangered area. Telephone systems for emergency services 

and assistance (police - 192, firefighters - 193, as well as emergency services - 194) are not 

designed in case of disaster, so they are not able to prioritize, ie to perform triage of thousands 

of calls. A suitable system of communication in emergency situations should be reliable, 

scalable and trustworthy, ie such that citizens can rely on it for accurate information and 

instructions [3]. 

Access to reliable, accurate and timely information, immediately before, during and after a 

disaster, is vital to the emergency management process. Otherwise, individuals and institutions 

would be forced to make key decisions based on unverified, unfinished and conflicting reports. 
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In doing so, it must be taken into account that a disaster can significantly affect the ability of 

individuals involved in protection and rescue to handle information efficiently and effectively. 

In the event of a disaster, it is necessary to transfer information ‘at the right time and in the 

right form to the right person’, so special attention is paid to communication systems that 

ensure the exchange of information between protection and rescue entities and the population 

in the endangered area. In this sense, the use of radio and television, telephones (fixed and 

mobile), SMS messages, amateur radio systems, the Internet and electronic messages is often 

discussed [6]. In doing so, it is necessary to take into account the reliability and availability of 

information channels in the event of a disaster - for example, if there was a power outage, 

television messages would be useless. In the recent catastrophes that have befallen the world 

(terrorist attacks, earthquakes, tsunamis, hurricanes, floods ...), ICTs have played a significant 

role in responding to them. It turned out, however, that communication was not always 

possible, due to damage to the communication infrastructure and congestion of mobile 

networks, which required the development of new effective disaster management strategies. 

New technologies in development will play a significant role in this process. Thus, the dynamic 

and intensive development of ICT and sensor technologies has brought completely new, until 

recently unimaginable, ways of managing information, ie their collection, processing and 

distribution.  

Connecting technologies such as the Internet of Things (IoT), smart sensors and sensor 

networks, and ubiquitous computing to high-bandwidth wireless communication networks is 

vital to improving the efficiency of emergency management [3]. 

Application of the Internet of Things (IoT) in emergency management 

Things are becoming "smart" in the sense that sophisticated data processing and 

communication capabilities will be built directly into the sensors. These possibilities can be 

exploited in two ways [3,7].: 

• sensors with self-description and wireless connectivity capabilities can be connected locally 

to other sensors to form ad hoc sensor networks; 

• The sensor can be used for “surveillance tasks”, using configurable notification policies to 

interested consumers (eg send a notification only when the predefined thresholds are 

exceeded). Such sensor systems must be integrated into other ICT systems that act as providers 

of services and information to other systems, for which it is necessary to urgently improve 

interoperability. 

When it comes to urban environments, Intellistreets proposes that street lighting poles be 

equipped with wireless technologies to provide additional functions, such as emergency 

alarms, digital signaling, hazardous environment warnings, and two-way audio. With the help 

of built-in sensors, additional information from the environment (what is heard, seen, smelled, 

etc.) could be collected, as well as their processing and analysis on the spot [3]. 

Observing the possibilities offered by next-generation technologies, which people can use and 

adapt in order to strengthen their own resilience to crises and catastrophes, will be necessary 

in the coming years. 

Sensor networks of smart homes will enable fire reports. Biometric scanners will not be used 

to obtain personal documentation for verification of identity. Devices built into the things we 

carry (Wearable devices) will enable early warning, search and rescue, as well as 

communication of families, while drones, in addition to recordings, will provide temporary 

establishment of communication links and networks, as well as delivery of necessary 

equipment. and materials (eg medicines) in endangered areas [3]  
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Social networks and media 

Social networks and media (e.g. Facebook, Twitter, blogs) are emerging as an effective tool to 

facilitate communication, cooperation, and coordination during emergencies. Thus, 

comprehensive real-time data exchange via mobile devices and social media proved extremely 

useful in the cases of Hurricane Sandy in Central and North America and the earthquake in 

Italy, both in 2012, and the earthquake in Nepal in 2015 [3]. 

Different techniques are used to obtain the contextual information necessary for rescuers from 

data from social networks. Some of the data (e.g. Twitter) has geotagged metadata, with 

longitude and latitude coordinates. For those who do not provide precise geospatial 

information, various techniques are applied, such as e.g. geoparsing (extracting mentions of 

known locations from the message text). This approach turns social media into a virtual sensor 

network that enables the collection and visualization of data (on damage, injured and missing 

persons) [3]. 

Information visualization is a proven technique for communicating large, complex and 

ambiguous data sets, as well as for their ‘translation’ into applicable knowledge [8]. 

Geographic information systems (GIS) ensure that a spatial determinant is added to the 

information, which enables its visualization in the form of mapping. Crisis mapping (web-

based called ‘live mapping’, online mapping) increases situational awareness, providing real-

time visualization of data collected by many individuals [3]. 

Images from drones are increasingly being used to assess damage. However, unlike the ease 

of obtaining these images in high resolution, their analysis remains a challenging task. That is 

why different models of artificial intelligence are being developed that could automatically 

detect damaged buildings in incoming images. Damage data can also be obtained by analyzing 

sent Twitter messages related to the crisis situation, where with the help of semantic analysis 

tools and collaborative knowledge bases, information on the location and magnitude of 

damage is revealed, which are used to create an interactive crisis map [3]. 

The next challenge in disaster management is data prioritization. The amount of data collected 

and sent from vulnerable areas has increased. There are various geospatial data, high resolution 

images and videos. Therefore, new methods are being sought for triage of image data and for 

selecting what is important for all stakeholders. These and other challenges point to the 

possibilities of additional research in the field of data filtering, text classification, image 

processing and cognitive computing in order to solve the identified problems [3]. 

4. CONCLUSION 

Information and communication technologies are constantly evolving, with new functions 

being developed and implemented at an almost rapid pace. Communication during crises and 

disasters has become more complex. The constantly changing environment has introduced a 

number of accompanying advantages and opportunities, as well as new and constant 

weaknesses and threats. 

The use of ICT during crises and disasters also offers many opportunities for actors and 

protection and rescue forces. Several of these devices and software have led to the 

empowerment of those affected. For example, wireless emergency alerts provide an 

improvement to other communication tools to reach individual citizens regardless of their 

travels. In addition, due to the rapid growth and adoption of smartphones among the younger 

generations, certain racial and ethnic minorities, and some individuals with disabilities, 

emergency communication can reach more populations than before. Citizens use social media 

and tools for a variety of sources to contribute to hazard detection, situation awareness, and 



361 

  

organized recovery efforts. GIS mapping and remote detection tools provide opportunities to 

visualize a common operational image for all relevant response personnel. The potential use 

of virtual reality and drones can revolutionize training, simulation, and search and rescue 

efforts. Together, these technologies empower citizens to take disaster risk and engage in 

vulnerability reduction solutions, offering a path to transparency in decision-making 

processes. 

Research activities on the design, development and provision of an open, scalable, reliable and 

secure information and communication infrastructure should be continued in order to support 

all phases of emergency management. However, for the efficient and effective use of modern 

technology in emergency management, it is necessary to carry out appropriate training and 

preparation of human resources for the use of ICT to assess risks, support early warning of 

disasters, behave adequately in crisis situations and support effective damage assessment. 
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Abstract: Religious mass gatherings are characterized by conditions that increase 

vulnerability to certain health risks. In addition to crowding, these gatherings also 

often feature individuals from all over the world with varied known and unknown 

medical backgrounds. Following the emergence of COVID-19, concerns have been 

raised about the potential of a religious mass gathering accelerating the spread of the 

disease. Consequently, this research undertook a literature review of the existing health 

research on religious mass gatherings. It was found that while a considerable portion 

of the existing research is focused on health-risks and prevention measures, there is 

little attention on the underlying factors such as pilgrims’ perceptions towards health-

risks. Moving forward, there is a need to adopt a broader view of vulnerability that 

recognizes it is a confluence of interacting economic, social, and environmental 

factors. 

Key words: religious mass gathering, health risks, healthcare research 

1. INTRODUCTION  

The emergence of a COVID-19 pandemic has presented major public health challenges on a 

global scale ]9[. Indeed, owing to the disease’s infectious and deadly nature, reducing COVID-

19’s global spread has become a major concern ]9[. This concern has in turn shifted some 

attention to mass gatherings. The World Health Organization (WHO) defines a mass gathering 

as a planned or unplanned meeting of people in numbers that may strain the available public 

health capabilities in the community]15[. Religious mass gatherings, in particular, tend to 

attract large numbers of attendees. For example, the largest mass gathering globally, the 

Kumbh Mela attracts 120 million pilgrims over the course of two months ]10[.As such, 

religious mass gatherings are associated with high susceptibility to certain health-risks, 

including infectious diseases such as COVID-19 ]9[.Indeed, such is the prevalence of health 

risks in religious mass gatherings that mass gathering medicine was recognized as a discipline 

by the World Health Assembly of Ministers of Health in 2014 ]10[.Despite these health risks, 

the spiritual significance of religious mass gatherings to pilgrims means that attendance 

numbers will only likely increase in the future. As such, there is a need to analyze the existing 

pool of health research in religious mass gatherings, with particular focus on how it can 

improve emergency planning and management.  

mailto:g.pescaroli@ucl.ac.uk
mailto:jaber.alqahtani.18@ucl.ac.uk
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1.1. Statement of the Problem 

Concerns about the prevalence of health-related risks at religious mass gatherings has 

increased in recent decades following the occurrence of large-scale events. Religious mass 

gathering events are particularly susceptible to certain health risks owing to the crowded 

conditions ]1  [ . Additionally, the situation is often complicated by the fact that attendees are 

drawn from different parts of the world with varying known and unknown medical histories. 

Strenuous weather conditions coupled with the fatigue and stress of taking part in the 

gatherings can also increase attendees’ susceptibility to health risks ]1  [ . In light of this 

conditions, the major health concerns during religious mass gatherings are related to infectious 

diseases, food and waterborne diseases, injuries and non-communicable diseases ]15[. For 

example, in recent years the Hajj has had to contend with potential influenza A H1N1 and s 

Middle East respiratory syndrome coronavirus (MERS-CoV) outbreaks ]10[. Additionally, 

deadly stampedes occurred during the Kumbh Mela in 2013 and the Hajj in 2015 ]10[. In the 

absence of a genuine effort to understand the existing hazards, exposure levels and 

vulnerabilities of the community, then such incidences will likely continue occurring at 

religious mass gatherings.  

2. LITERATURE REVIEW 

2.1. Health-Related Risks at Religious Mass Gatherings 

2.1.1. Communicable 

Religious mass gatherings have been associated with a high risk of infectious disease 

transmission. Many religious mass gatherings are characterized by rituals and activities that 

facilitate the unchecked spread of waterborne and airborne infections. For example, the Kumbh 

Mela is associated with the practice of frequent and prolonged bathing in river water as it is 

believed to be holy. That said, this water is also often contaminated with feces which ultimately 

results in the transmission of water and airborne infections ]10[. Indeed, the 1817-1824 cholera 

pandemic in Asia is often blamed on this religious mass gathering ]10[. Bacterial loads in the 

waters of these rivers were observed to be more 130 times higher during the Kumbh Mela 

compared to before the event ]10[. On the other hand, respiratory tract infections are the 

leading cause for hospitalization (57%) during the Hajj ]1  [ . Equally, in Kumbh Mela an 

estimated 23% of pilgrims develop respiratory complications related to smoke from the fires 

lit during the event ]10[. A study conducted at the 2019 Arbaeen religious mass gathering in 

Iraq found that at least a quarter of the respondents reported getting a cough ]3[. Further, 

extensive walking, heat, prolonged contact with water and long rites and rituals all facilitates 

the spread of skin infections at religious mass gatherings ]1  [ . More recently mass gathering 

medicine experts have raise the alarm about emerging infectious risks that are deadlier and 

less predictable. Viral respiratory tract infections have in particular become a major global 

concern following the occurrence of SARS (severe acute respiratory syndrome) (2003), 

influenza A (H1N1) (2009) and a COVID-19 (2019) outbreaks in different parts of the world 

]6[.Since the attendees of large religious mass gatherings are often drawn from all over the 

world, it believed that they could turn even a single case into an epidemic of exceptional size 

]9[.Further, the treatment of more common communicable diseases is also being complicated 

by the emergence of antibiotic-resistant bacteria ]16[.For example, a novel antibiotic-resistant 

bacteria type was identified during the 2015 Kumbh Mela, Corynebacterium godavarianum 

]10[. 

2.1.2. Non-Communicable  

While they are not as prevalent as communicable diseases, non-communicable diseases exert 

significant pressure on the health resources at mass gatherings. For example, cardiovascular 
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disease is the highest contributor to mortality during the Hajj at 43% ]1  [ . Other non-

communicable infections that been observed among religious mass gathering attendees include 

neuropsychiatric disorders, renal complications and diabetes ]10[. The physical stress and 

fatigue associated with attending a mass gathering could prove to be too much for pilgrims 

with such conditions. Additionally, trauma is recognized as one of the leading causes of injury 

and death in religious mass gatherings ]1  [ . Owing to the crowding at these events, stampedes 

are arguably the most publicized and feared of these trauma risks ]1  [ .  Stampede events are 

typically characterized by crowd densities exceeding six to seven people per square meter ]12[. 

During the 2013 and 2015 Kumbh Mela events, an estimated 37 and 27 pilgrims died 

respectively ]10[. However, this pales in comparison to the more than 2,000 pilgrims that died 

during the 2015 Hajj stampede ]13[. The vast majority of the casualties in these and other 

human stampedes are a result of traumatic asphyxia ]12[. Often trauma risks are not just limited 

to the rituals and sites involved in the gathering, but also as a result of dense traffic. For 

example, despite its relatively small size, the province of Mecca (where Hajj is held) has the 

highest incidence of accidents in Saudi Arabia ]1  [ .  

2.2. Current Risk Prevention and Mitigation Measures at Religious Mass Gatherings 

Cognizant of the health risks that exist at religious mass gatherings, governments and 

international organizations have sought to implement preventative measures. These 

preventative measures typically comprise of multiple mitigation measures targeted at the 

numerous health risks and are updated regularly to build on the lessons learnt at previous 

events ]1  [ . At the global level, the commitment to reduce disaster risk is captured by the 

Sendai Framework for Disaster Risk Reduction. This framework was enacted in 2015 by the 

United Nations and has been adopted by 187 countries ]2[.The framework builds on the policy 

and science developments realized over the last two decades as it strives towards an all-hazards 

and inclusive approach ]2[.Among the framework’s actions that directly touch on public health 

is the endeavor to improve resilience through capacity development and training ]2[.It also 

calls for the design of inclusive policies, inclusion of access to basic health services when 

eradicating poverty, and effective cooperation between health professionals and other 

stakeholders ]2[.At the mass gathering level, mitigation measures are targeted directly at 

health-related risks. One such mitigation measure is vaccination. Indeed, the Saudi Ministry 

of Health requires pilgrims from polio, meningitis and yellow fever-endemic areas to get 

vaccinated prior to entering Saudi Arabia ]5[. Additionally, public health officials have also 

sought to mitigate some of the health risks at mass gatherings by increasing access to health 

services, quality sanitation and water services. For example, during the Kumbh Mela 

government authorities erect temporary “pop-up cities” that are furnished with the required 

levels of public health infrastructure, sanitation facilities, administrative assistance, and 

security services ]10[. Additionally, pilgrims attending Hajj and Kumbh Mela are sensitized 

on the need to only drink the provided clean water and to handle food in a sanitary manner 

]10[.Further, to reduce the risk of respiratory infections, some religious mass gatherings 

encourage attendees to wear face masks ]10[.Several national and international organizations 

also recommend that their citizens get vaccinated against seasonal influenza prior attending a 

religious mass gathering ]5[.In some instances, government officials also bar individuals with 

serious health conditions from attending religious mass gatherings such as during the Hajj ]5[. 

2.2.1. Challenges 

Efforts to mitigate and prevent the health risks at Hajj are undermined poor uptake of 

recommended measures by pilgrims. Despite vaccination being recognized as the most 

effective preventative strategy against influenza, the uptake of the vaccine among Hajj 

attendees has been worryingly low ]7[. For example, a 2007 study found that only 5.9 of health 
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professionals working at the Hajj had gotten the influenza vaccine ]8[. Additionally, despite 

the 2009 Hajj occurring at the height of the Influenza H1N1 outbreak, less than a third of the 

attendees received the vaccine prior to attending ]11[. Equally, religious mass gathering 

attendees have also been observed to have mixed adherence levels to recommended 

preventative actions. For example, many of the Khumbh Mela attendees choose to defecate in 

the rivers despite the provision of sanitation facilities such as toilets by the authorities ]10[. 

Many also choose to drink contaminated river water driven by the belief that it is holy ]14[. 

Ultimately, poor adherence to recommended mitigation measures points to the existence of 

low-risk perception levels among religious mass gathering attendees. As such, driven by the 

false belief that they are not exposed to health risks, many pilgrims will continue engaging in 

risky health behavior while overlooking health advice. 

3. DISCUSSION 

The review captures pertinent gaps related to vulnerability in the existing health research in 

religious mass gatherings. Indeed, while the existing research places considerable focus on the 

existing health risks and recommended mitigation actions, there is little focus on pilgrims’ risk 

perception levels. The uptake of mitigation measures is heavily influenced by their awareness 

of the prevailing health risk ]4[. Additionally, taking the example of the Kumbh Mela, even in 

instances where extensive analysis of the attendee’s health behavior is provided, it is rarely 

accompanied by an exploration of how they view the underlying health risks. These gaps point 

to the inference that the vulnerability aspect of disaster risk management is solely perceived 

as physical. Consequently, many of the mitigation measures have been targeted at minimizing 

physical vulnerabilities such as inadequate health and sanitation facilities ]14[. However, as 

Cardona et al. (69) note, the concept of vulnerability in disaster risk management is much more 

complex as it is informed by economic, environmental, and social factors that are constantly 

interacting. As such, failure to address underlying social and cultural factors such as the beliefs 

pilgrims have towards religious mass gathering rituals and their perceptions towards health 

risks can also increase the risk of disaster risk occurring.   

4. CONCLUSION AND RECOMMENDATIONS 

Religious mass gathering events pose some of the world’s most significant public health issues. 

The congestion witnessed in the big religious mass gathering events such as the Hajj and 

Kumbh Mela create needs that extend beyond health care to also include environmental and 

physical demands. These numerous demands coupled with underlying vulnerabilities lead to 

the emergence of numerous health risks related to communicable and non-communicable 

disease. That said, public health authorities at the national and international levels have sought 

to increase the resilience of religious mass gathering events to these health risks. This has led 

to the introduction of a framework that guide disaster risk reduction while laying significant 

emphasis on health. Additionally, direct interventions touching on sanitation facilities, health 

education, vaccination and access to health services have all been implemented. That said, it 

is apparent that the existing health research on religious mass gatherings overlooks attendees’ 

perceptions towards health risks at mass gatherings.  

Consequently, there needs to be an appreciation of the fact that vulnerability is informed by a 

dynamic relationship between economic, environmental, and social factors. Going by this 

assertion, it is recommended that prevention and mitigation measures adopted at religious mass 

gatherings. For example, eliminating the cultural barriers that prevent pilgrims from accessing 

health services at mass gatherings could significantly reduce disaster risk. Equally, there is 

need for additional empirical research exploring the underlying social, economic, and 

economic root causes of health-related risks, such as pilgrims’ perceptions towards risks, at 

religious mass gatherings 
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Abstract: The development of military activity follows the development of society and 

represents its immanent characteristic. The military organization has its own specifics 

that affect its sustainable development and capacity building to carry out assigned 

goals. Military organizational systems are complex systems characterized by a large 

number of activities and factors. The existing theory of military organizational systems 

has defined several characteristics that determine the structure, function and 

environment of these systems. However, the variability of the environment and 

adaptation to constant changes, generates a certain state of uncertainty in which the 

stability of military organizational systems is disturbed. The state of risk is a measure 

of that uncertainty, and the riskiness of military organizational systems is a 

characteristic that cannot be avoided in theoretical considerations. 

Key words:  military organizational systems, risk, uncertainty, organization 

1. INTRODUCTION 

Many authors agree on the characteristics (features) of modern organizational systems: 

interaction, complexity, determinism, entropy, regulation, hierarchy, differentiation, 

equivalence, functioning, state, movement and behavior:[8]. The impact of individual 

characteristics on the functioning and sustainability of the system is not unambiguous and 

continuous. The process of environment action (internal and external) generates certain 

changes in the environment which further generate critical points in the process of managing 

the military organizational system. The creation of potential for a critical point emergence 

leads to a change in the state of the system, which is called an event (occurrence, set of 

circumstances) and which implies a violation of all or most of the characteristics of the system. 

Therefore, in terms of the system management process, the possibility of efficient system 

management is impaired. The new situation indicates the emergence of uncertainty, which is 

characterized by a certain measure of risk in the management process. 

A newly created set of circumstances or event represents the appearance of a certain set of 

circumstances [6], ie change of a certain set of circumstances [14]. The event has the following 

characteristics: 

1. Event may comprise one or more of the phenomena, and can have a number of causes; 

2. Event may consist of something that did not happen; 

3. Event can sometimes refer to an “incident” or an “accident” and 

4. Event without consequences can also be considered an event that is "barely avoided", "just 

about happened" or "almost happened". 

It is very important for the military organizational system that the event is characterized by a 

consequence, as an outcome that affects the goals, and in that sense directly affects the 

management process. 
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Having in mind the stated characteristics, an event can be defined as any accidental result of a 

set of circumstances, occurred at a certain place and at a certain time, without the will of the 

subjects over which it exerts a direct or indirect influence 8   

These conclusions indicate that the existence of uncertainty is an immanent feature of military 

organizational systems and that the occurrence of events has a permanent impact on the 

management of the system. The existence of uncertainty is the direct cause of the existence of 

risk. Existing characteristics of military organizational systems affect the measure of risk in 

military organizational systems. Ideally, all the characteristics should be in such a relationship 

that the system functions without disturbances and losses, and the movement of the system 

always leads to positive states, ie to generating development and improvement. In practice, 

depending on the state of environmental factors, this is not the case, so the state of risk to the 

goals of the system is different 9 . Having in mind such a problem, the management should 

manage the risk in the process of managing the military organizational system. 

2.  REVIEW OF THE MILITARY ORGANIZATIONAL SYSTEMS THEORY 

- ELABORATION OF THE PROBLEM 

Modern knowledge about the principles of the system interaction with the environment has 

led to the creation of a general theory of the system, which marked a change in the optics and 

intellectual perspective from which reality is observed. The complexity and dynamism of 

systems in the real world have become the subject of study of general system theory. 

The general theory of the system is based on the following laws [12]: 

1. Law of dependence - each system is, in a time-dependent relation or functional dependence 

with other systems; 

2. Law of difference - for any two systems, from a certain aspect and level of research, there 

is at least one feature by which they differ and 

3. Law of change - every system is subject to change over time. 

In accordance with development of society and social needs, and especially the increase in the 

level of social security, military organization is also developing. Military organizational 

systems are fully manageable systems, with the remark that they have certain specifics, which 

set them apart from other systems. These specifics refer to problems arising from their specific 

purpose. They refer primarily to the engagement of military organizational systems in combat 

operations, but also to the functioning in everyday business. Therefore, the way of managing 

military organizational systems has a direct impact on their efficiency, and the central place is 

occupied by the way of decision making [7]. Management decisions are implemented by a 

management system. Decision makers in the management system make decisions to 

implement management decisions. Decision-making at the managerial level is limited to 

decisions from the management level. The work of the management and managerial apparatus 

is in a completely dependent relationship, so in practice, solutions for management decisions 

are prepared and proposed by the managerial level. By researching various documents that 

regulate the management of military organizational systems, the following conclusions were 

drawn that indicate the existence of risks in the process of military organizational systems 
management: 
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Table 1. Results of research on risk elements in military organizational systems 

No Elements of conclusion 

1.  The management of the military organizational system is of procedural nature; 

2.  It is executed through basic process functions, although this is not explicitly stated; 

3.  
Management is influenced by the following factors: human, technical-technological, 

organizational, social and natural (environmental factor); 

4.  

Administrative bodies consist of persons who, according to certain criteria, have been 

granted the right to perform certain tasks, and their knowledge is the best about their work 

(specialists); 

5.  
Expert knowledge of persons in the administrative body directly affects the quality of the 

procedural management functions; 

6.  
Expert knowledge of persons in the administrative body directly influences the decision on 

the use of the military organizational system; 

7.  The decisions of top managers directly affect the course of process functions батаљона; 

8.  Military organizational systems perform their functions in a changing environment 

Having in mind stated results of the research, it can be concluded that military organizational 

systems have all the characteristics of general systems, supplemented by their specifics. 

Functioning in changing environmental conditions and permanent dependence on risk 

assessment in the management process, classify these systems into risk systems, ie systems 

whose characteristic is risk. 

3.  RISK IN MILITARY ORGANIZATIONAL SYSTEMS 

Previous research unequivocally indicate that the state of risk can be both an opportunity and 

a threat. Management perception plays a very important role in identification, both 

opportunities and threats. Delays in recognizing and reacting, despite the best possibilities, can 

result in a threat. Attempts to define, depending on different approaches and factors, have 

resulted in different definitions of the term risk. 

Therefore, risk is defined as: 

1. a complex feature that simultaneously describes the probability of occurrence adverse 

events and the expected magnitude of the consequences of those events in a closed system 

and during specified length of time interval or during a particular mission [3], 

2. a measure of probability that harmful consequences for life, health and environment occur 

as a result of a certain danger [13], 

3. the possibility of loss or injury, or exposure to such a possibility [4], 

4. a condition in which there is a possibility of a harmful deviation from the desired outcome 

[2], 

5. the possibility of potential danger occurring during and in the conditions of use and/or 

exposure and the possible significance of the damage [10], 

6. measure of the probability of technogenic or natural phenomena occurrence characterized 

by the occurrence, formation and action of hazards, as well as social, economic, 

environmental and other types of losses and damages [15] and  

7. situation related to the existence of choices from the assumed alternatives, by assessing the 

probability of risky event occurrence that can have both positive and negative 

consequences. 

Definitions contain all the basic elements included in the modern scientific interpretation of 

risk. Namely, those are danger, uncertainty and/or randomness. If there is no danger, there is 
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no risk. Danger is necessary for risk to exist, or at least one possible outcome or consequence 

of the development of the situation is undesirable.  

Risk in general can be presented as a function of various parameters (according to several 

authors): 

R=f (H, V, CC, R, M, P, C…)   

Where is: 

H - (Hazard) 

V - (Vulnerability) 

E - (Eyposure) 

CC - (Coping Capacity)  

R - (Resilience) 

M - (Manageability) 

P - (Probability) 

C - (Consequences) 

This relationship indicates the complexity of the risk. It is not possible to analyze the risk by 

only one parameter, ie to direct the system to the analysis of one danger. 

 

 

 

 

 

 

 

 

 

Figure 1: Event risk map in relation to knowledge of the probability and consequences of events 

Source: author´s research 

However, uncertainty is also included in the result, which is related to the lack of information 

we possess or the lack of knowledge, or to the assumption of other, even positive, outcomes 

(Figure 1) [8]. These definitions imply the possibility of an unpleasant event that results in 

various types of negative consequences. The central place is occupied by the term - possibility, 

which presupposes the uncertainty of the event outcome, and the existence of risk is directly 

related to the uncertainty. As complete certainty is hardly possible, risk and uncertainty are 

considered to be an integral part of much of human behavior. Uncertainty arises when the 

future is unknown but there are no real probabilities (objective and subjective) associated with 

alternative outcomes. Risk arises when specific probability figures are associated with 

alternative outcomes. Risk analysis relies mostly on probability theory [1].  

4.  GENERATING CRITICAL POINTS IN THE PROCESS OF MANAGING 

MILITARY ORGANIZATIONAL SYSTEMS 

Continuous change and development, inside and outside military organizational systems, 

create the need for flexibility, the ability to constantly adapt to changing situations, behavior 
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and actions, in order to create a dynamic balance. In conditions of high dynamics and 

complexity of military organizational systems, flexibility becomes an important factor for 

development and survival. Developing flexibility is one way of anticipatory management. The 

policy of military organizational systems flexibility creates optimal functional structures and 

processes of such a character that the system reacts faster to changes in the future, and the 

overall work process is goal-oriented [8]. The ability to adapt the system to changes in the 

environment is determined by the ability to monitor and understand changes in the 

environment, at all levels of management. Dependence between levels of management is 

extremely important, due to the hierarchical dependence, so that the domino effect in 

generating disturbances can leave very serious consequences for the value of the system. 

Generating critical points in the realization of the military organizational systems activities is 

directly conditioned by changes in the environment. An essential feature of management 

system is to find out in a timely manner what will happen in the future. 

The critical point concept consists of several components, which makes it complex. A critical 

point is an entity that contains only the elements necessary and sufficient to lead to a 

disturbance (change). The concept of the critical point defines the necessary conditions for the 

occurrence of the disturbance and its final outcome or effect. 

The critical point consists of three basic components: 

1. source of influence - the basic resource in creating incentives for emergence of danger 

(man, material means, natural phenomena, organizational failure, social anomaly-change, 

etc.) 

2. triggering the disturbance mechanism - the trigger or initiator of the event creation. It 

causes the transformation of set of circumstances from state of rest to state of danger. 

3. exposed value/consequence - a value that is sensitive to injuries and/or damages, with 

description of the event severity. It is the result of an event with negative consequences, 

causing damage and loss, which causes a malfunction of the system. 

The concept of a critical point, ie a situation for the occurrence of danger, can be represented 

by hazard triangle (Figure 2). 

 

 

 

 

 

 

 

 

 

Figure 2: Hazard triangle 

Source: Komazec, 2018 (adapted according to Osmanagić, Bedenik, 2009) 

The disturbance is a direct result of generating a set of circumstances (critical point forming). 
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components are the elements of the critical point, they determine the character of the danger, 

and a possible event is a combination of probability of occurrence and the severity of the 

consequences. 

 

 

 

 

 

 

 

 

 

 

 

 

Fugure 3: Levels of knowledge in the process of change in the military organizational system 

Source: Komazec, 2018 (adapted according to Osmanagić, Bedenik, 2009) 

There are two key moments in the process of a critical point forming: The first, in the phase 

of transition from hazard to danger, there is a concentration and release of energy, which 

eventually causes a disturbance and the second, there is a point after which the disturbance is 

generated and after its occurrence, there is no possibility of influencing the occurrence of the 

disturbance, in terms of prevention. Each disturbance is a unique combination of critical point 

factors, and the transition period is unique to each hazard. The combination of critical point 

factors is often a random variable, so it seems like a surprise. Coincidence in the critical points 

forming is a source of uncertainty in the process of commanding military organizational 

systems. The realization of the goals of military organizational systems is conditioned by the 

degree of uncertainty. 

 

Figure4: Critical point forming mechanism 

Source: Komazec, 2018 (adapted according to Ericson, 2005) 
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Based on the performed analysis of the conditions for the critical points occurrence, it can be 

concluded that the necessary conditions for recognition of critical points in the military 

organizational system are: 

1. understanding of danger theory; 

2. application of certain procedures to ensure a consistent and methodical process; 

3. understanding methods for dangers identification and 

4. understanding the design and functioning of military organizational systems. 

Having in mind the existing characteristics of military organizational systems, it is unequivocal 

that the combination of different conditions causes a different degree of the system quality 

from the aspect of a certain characteristic. This proves the existence of uncertainty or risk in 

the process of managing military organizational systems, and thus confirms that it is necessary 

to characterize military organizational systems as risky and assign them the risk characteristic 

as their immanent characteristic. 

5. DISCUSSION AND CONCLUSION 

System theory and risk theory are inseparable and closely related. The functioning of any 

system is not possible in ideal conditions. In particular, military organizational systems imply 

specific conditions of functioning. Given their complexity, lack of decision-making time, 

correlation with similar systems in the process of action (combat operations), lack of 

information about the systems in the environment, etc., it can be concluded that risk is an 

immanent characteristic of these systems. 

The results of the research, the process of managing military organizational systems, show that 

the processes are complex and abound in circumstances that are called risky. Namely, the risk 

arises from the conditions of circumstances occurrence, about which of the military 

organizational system management at the moment of decision-making does not have enough 

information or does not have quality information, on the basis of which it can make a decision. 

The quality of information depends on the team working in the decision-making process and 

suggests to the top manager a solution from their domain. The risk of decision-making remains 

with the top manager, because the decision is made based on the suggestions of team members, 

who made their decisions based on different information about the object of decision-making. 

According to the performed analyzes, the riskiness of military organizational systems, as 

characteristic, can be defined as the tendency of the military organizational system to function 

in conditions of uncertainty. The military organizational system must develop the ability to 

perceive, identify, monitor, evaluate and react to changes in the environment in conditions of 

uncertainty. Riskiness cannot be equated with other characteristic of military organizational 

systems, but is positioned as a supercondition of the system, given that the existing 

characteristics recognized by system theory, the degree of their representation in the 

sustainability of the system are a source of risk. The process of managing the military 

organizational system must include the process of risk management, in order for the required 

capability to be developed and applied. Fully compatible risk logic as a characteristic of the 

system, can be applied to all other organizational systems. 

LITERATURE 

[1] Božanić, D., Pamučar D., Komazec, N.(2020). Risk assessment by applying D numbers, 

Procedings of  VI International scientific conference safety and crisis management -Theory 

and practise Safety for the future -SecMan 2020, Belgrade, 208-215. 



375 

  

[2] Vauglan, E.,J., (1997). Risk management, John Willie & Sons, New York 

[3] Vukićević, S., Vidović, M., (1995). Possibilities of optimizing investments in prevention 

and the interest of insurance companies for these investments, Preventive Engineering, year 3, 

number 1, Dunav Preving, 5-14 

[4] Vujošević, M., (1996). Qualitative and quantitative approaches to risk assessment in 

decision-making models, Proceedings of the 2nd International Conference "Preventive 

Engineering", Faculty of Occupational Safety in Niš, Niš 

[5] Dulanović, O., Jaško, O. (2007). Fundamentals of organization of business systems, 

Faculty of Organizational Sciences, Belgrade 

[6] ISO Guide 73:2009 Risk Management-Vocabulary 

[7] Каровић, С. (2014). Commanding and managing, VIZ, Belgrade, p. 33. 

[8] Komazec, N (2018). Emergency risk management model in military organizational 

systems, University of Defence, Military Academy, Belgrade 

[9] Komazec N., Božanić D., Mihajlović LJ. (2014) „Aspects of Decision-making in 

Emergency Situations“, ICT Forum 2014, Niš, 14-16. October 2014, Proceedings, p. 64-67, 

2014. 

[10] Luković, S., (2001). Manual for professional risk assessment, Protection, Belgrade, pp. 

26-36. 

[11] Pamučar, D., Božanić, D., Komazec, N. (2016) Risk Assessment of  Natural Disasterts 

using Fuzzy Logic System Type-2, Management- Journal for Theory and Practice 

Management, 2016, 21 (80), 23-32. DOI: 10.7595/management.fon.2016.0016, ISSN 0354-

8635,   

[12] Savić S., Stanković M., (2012): System and Risk Theory, Academic Thought, Belgrade, 

p. 267. 

[13] Sage, A., (1995). Systems Enginering for Risk Management, Computer supported Risk 

Management, Kluwer Academic Publishers, Netherlands, 3-31 

[14] Standard SRPS A.L2.003: 2010 Social security-Risk assessment in the protection of 

persons, property and business, Institute for Standardization of Serbia, Belgrade 

[15] Цхадая, Н.Д., Подосенова, Н,С., (2008). Управление безопасноство труба, 

ЦентрЛитНефтеГаз, Москва 

 

 

 

 

 

 

 

 

 

 

 

 



376 

  

CONFERENCE ORGANIZERS 

 

 

 

 

 
REGIONAL ASSOCIATION FOR SECURITY AND CRISIS 

MANAGEMENT 
 

 

 

S4 GLOSEC GLOBAL SECURITY  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



377 

  

                    COORGANIZERS 

 

 
 

FACULTY FOR SECURITY STUDIES – EDUCONS 

 
FACULTY OF OCCUPATIONAL SAFETY UNIVERSITY OF NIS 

 

 
 

 

 

KARLOVAC UNIVERSITY OF APPLIED SCIENCES 

 
FACULTY LOGISTICS CELJE 

 
 

 

 

 

 

 

SECURITY RESEARCH CENTER BANJALUKA 

 

 

 



378 

  

CONFERENCE SPONSORS 

 

DELTA SECURITY SYSTEM d.o.o. 

 

 

INSTITUT VIP CENTAR D.O.O. 
 

 

 

INEX PLUS  D.O.O. 
 

 

 

EXPERT-INZENJERING D.O.O. 
 
 

 

 
 

 



379 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

CIP - Каталогизација у публикацији  

Народна библиотека Србије, Београд  

 

005.334(082)  

351.78(082)  

 

INTERNATIONAL Scientific-Professional Conference - Security and Crisis 

Management - Theory and Practice SeCMan 2021 (7 ; 2021 ; Belgrade) 
Proceedings / 7th International Scientific-Professional Conference - Security and Crisis 

Management - Theory and Practice SeCMan 2021, Belgrade 2021; [editorial Nenad 

Komazec, Branko Babić]. - Belgrade : Regional Association for Security and Crisis 

Management : S4 GLOSEC Global security, 2021 (Beograd : Donat graf). - 379 str. : graf. 

prikazi ; 24 cm 

 

Tiraž 30. - Bibliografija uz svaki rad. 

 

ISBN 978-86-80692-08-1 (RASCM) 

 

а) Кризни менаџмент -- Зборници б) Ванредне ситуације -- Управљање -- Зборници 

 

COBISS.SR-ID 47141385      



380 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


